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GO6F 21/36.

CnNOoCOBb NPOBEAEHUNA AYTEHTUOUKAL NN

OBJIACTb TEXHUKW

VI306peTeHv|e oTHocuTca K obnactm KOMI'IbIOTepHOIZ TEXHWUKN, a WMMEHHO, K

cnocobam npoBedeHns ayTeHTUdMKauuu nonb3osaTeneid ¢ MOMOLLLIO rpacpumyeckmx
nsoBpaxeHnit U MoXeT ObiTb UCMONb30BaHO, Hanpumep, B kavectse Tecta CAPTCHA
(Completely Automated Public Turing test to tell Computers and Humans Apart —
MOMHOCTbIO aBTOMAaTU3UPOBAHHBLIN MYBNUYHBLIA TecT TblopuHra Ansa pasnuyeHus
KOMMbIOTEPOB W fogei) unu Ans pasbnokuposBaHWs MNepcoHarnbHbIX YCTPOWCTB,

obopynoBaHus, asepen n T.4.

YPOBEHb TEXHUKU

C MOMeHTa LUMpPOKOro pacnpocTpaHeHus caToB uX Brnagenbubl cTanu

CTankMBaTbCA C PasnUYHbIMK BUAAMU MOLLEHHMYECTBA U crama M3-3a UCMonb3oBaHus
KOMMbloTepHbIX 60TOB (poGOoTOB) 3noymbilwneHHukamu. B 2000-2001 ropgax Aans
pelleHnss 3Toil npobrnembl Ha calTbl CTanW ycTaHaBnNMBaTb 3alUUTY Ha CTpaHULbI
pernctpaumm ¢ nomowpbio CAPTCHA: nonb3osaTteneit npocunu nepenevartartb
MCKaXEHHbI TEKCT, KOTOPbIA NporpamMmbl ¢ TPYZAOM pacnosHatoT (cM. Stringham, Edward
P (2015). Private Governance: creating order in economic and social life. Oxford
University Press. p. 105. ISBN 978-0-19-936516-6. OCLC 5881934034). llo aaHHbIm
komnaHum Datanyze TexHOnorus pacnosHaBaHWUs Monb3oBaTens oT poborta no Tuny
CAPTCHA yctaHoBneHa Ha 6onee yem 3 500 000 gomeHax B cetn UHTepHeT. bonee 50
MWUNNMapAoOB pas B Mecsil Nonb3oBaTeNnu pellaroT Kanyu. XoTa 3TOT MeXaHusm
obecneynBaeT xopoLuyto 6e30nacHOCTb U OrpaHNYNBaET aBTOMaTUYECKYO pErucTpauuto
Beb-cnyx6amu, HekoTopble CAPTCHA umeloT paf HeAoCTaTKoB, KOTOPbIE MO3BONSIOT
foTaMm NpoxXoauTb NPOBEPKY Kak Yenosek. B cBA3WM ¢ aTUM uccrneayeTcs BO3MOXHOCTb
NPUMEHEHUS! LLINPOKO PACTPOCTPAHEHHbIX CErogHa BGUOMETPUYECKUX TEXHOMOrUn Arns
pELUEeHNs yKasaHHOW 3adayv M pas3paboTku cneunanu3vpoBaHHOIO MpPOrpaMMHOro
obecneyeHus.

N3 ypoBHS TexHUKU usBecTeH cnoco® peanusauun tecta CAPTCHA, koTopbin
OCHOBaH Ha [EeMOHCTpauuu Tnonb3oBaTern MpPOCTbIX TEKCTOBbIX CUMBOSIOB C
3allyMNEeHneM U onpejerneHnun BOCNpPOM3BEAEHUS 3TUX CUMBOJIOB MoJib3oBaTenem c

necnonb3oBarnnem M3BECTHbIX anroputmMoB  METPUKA &nusoctun (CM. naTeHT
1
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US8978144B2, kn. GO6F21/30, ony6n. 10.03.2015). Ana 4ONONHUTENLHON 3alUThbl OT
noeTopeHuss GoTamM B W3BECTHOM crnocobe npu [AeMOHCTpauuu [obasnsioT
JnHaMmunyeckne adcpekTbl (nokasbiBaldT OykBbl MOOYEPEdHO, YAANAKT 4YacTUYKK
crny4aitHbiM 06pasom 1 T.n.). OCHOBHLIMU HefOCTaTKaMU U3BECTHOrO crnocoba ABMATCS
CMOXHOCTb peanusauuM U HepocTaTodHas [LOCTOBEPHOCTb TecTa, obycrnosneHHas
OTHOCUTENbHON NPOCTOTON KOMNBIOTEPHOTO B3fIOMa AEMOHCTPUPYEMBbIX N300paKeHUA.

N3 ypoBHS TexHWku usBecteH crnocob peanusauum tecta CAPTCHA, cornacHo
KOTOPOMY [AEMOHCTPUPYIOT MoMb3oBaTenio LWabnoH rpaduyeckoro n3obpaxeHus u
npeanaralT 0603HaYNTL 3TO U30OpaXeHNe OLHUM WS HECKOSTBbKAMU MOHATUSIMIA, NPK
3TOM ayTEeHTUMKALMIO MPOBOASAT C UCMONb30BAHUEM 3aperucTpupoOBaHHOTO BpeMeHM
pelleHnss Tecta nonb3oBaTtenem (cm. nateHT US8752141B2, kn. GO6F7/04, onybn.
10.06.2014). OcHOBHbIMM HegocTaTKaMu M3BECTHOrO cnocoba sBMATCA HeyAobCcTBO
€ro 1Ucrnonb3oBaHUA U HepocTaToYHas 4OCTOBEPHOCTb, 0OyCrnoBneHHas OTHOCUTENbHOM
NPOCTOTOM  KOMMbIOTEPHOrO B3NIOMa MNOCPEACTBOM  COBPEMEHHbIX  anropuTMoB
pacno3HaBaHusa 06pasos.

N3 ypoBHS TEXHUKU n3BeCTeH cnocob ayTeHTudurKaLum nonsb3osaTesns, CornacHo
KOTOPOMY PErucTpUpyioT AEKapTOBbl KOOPAMHATbI TOYEK J1UHUW, MPOBOAVMMON
nonb30oBaTenem B NPOLIECCe PUCOBAHMSA M300paXxKeHus, U BpeMs pUcoBaHus, Nocne Yero
cpaBHMBalOT Habop KIOYEBbIX NapaMeTpoB CHOPMUPOBAHHOIO WN300paXeHUsa ¢
COOTBETCTBYIOLUMM HaBOpOM KIIOYEBbLIX NapameTpoB STaNOHHOrO  U300paeHus,
3apaHee CO3[4aHHOrO  ayTeHTUMUUMPOBaHHbIM  Mofib3oBaTenieM  (CM.  naTeHT
US11238149B2, kn. GO6F21/31, onybn. 01.02.2022). U3BecTHbIN cnocob MoxeT ObiTb
MCNOMNb30BaH B cUCTEME Pa3bnoKMpPOBaHNUS NOPTATUBHBIX BbIYUCIUTENbHBIX YCTPOWCTB.
OCHOBHbIM HEOCTaTKOM W3BECTHOro cnocoba sBNSAEeTCA HepjocTaTtodHas HagEXHOCTb
pasnu4eHnst KOMNbLIOTEPOB U Noaen.

N3 ypOBHS TEXHMKM U3BECTEH CMOCOD MpoBeAeHus ayTeHTUdUKauum, corfacHo
koTopoMmy  dbopMupyloT LWAbroH rpaduyeckoro nsobpaxeHns nNytém obbeguHeHus
HECKONbKNUX 3apaHee 3adaHHbIX SMEMEHTOB, AEMOHCTPUPYIOT €ro nonb3oBaTernio,
perncTpupyioT Habop koopAuHaT COPMUPOBAHHOTO MoMb3oBaTeneM U3oOpaxeHus,
BbIAENSIOT [OCTATOYHOE KONMYECTBO TOYEK AN CPaBHEHWUA, CpaBHMBaKT UX C
COOTBETCTBYIOLLMM HABOPOM KOOpAUHAT LWabnoHa W BbIJAKOT CUrHan YCneLHOW
ayTeHTMdMKaUMM, €cnu WX pasHuua He BbIXOOAWT 3a npefenbl AOBEpPUTENbHOo
pnanasoda (cm. natent US9471767 B2, kn. GO6F21/36, onybn. 18.10.2016).
HepocTaTkom u3BecTHOro cnocoba sIBNsSETCs TO, YTO OLIEHMBAETCH TONbKO HaCKOMbKO

[Aaneko TOYKU HapUCOBaHHOW ¥ AEMOHCTPUPYEMON TPaeKToOpuK pacnonararoTcs Apyr oT
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Apyra, a B 4YacTu OUHaMUKU PUCOBAHUS YUYUTLIBAETCH TOMbKO, YTO BpeMmsi reHepauum
nsobpaxeHusi 6otTamm Gonblue, YEM BPEMS PUCOBaHUSA ANs Yenoseka. Takum obpasom,
OCHOBHbIM HEOCTAaTKOM U3BECTHOrO criocoba SIBNAIOTCA OrpaHNYeHHble BO3MOXHOCTH,
0ByCNOBrEHHbIE ManblM KONIMYECTBOM PErmcTpypyeMbiX AaHHbIX, YTO 3HAYUTENbHO
ynpoLlaeT B3NIOM CMCTEMbI ayTeHTudMKauum, paboTatoLLeit no Takomy cnocoby.
Hanbonee 6nM3kum No TEXHUYECKOW CYLLIHOCTU K nNpeanaraeMomy n3odpeTeHuto
ABNAEeTCs cnocob® npoBeAeHus ayTeHTudumkauumm, COrriacHoO KOTOPOMY peanusyoT
cnegylowme  stanbl:  GopmupyloT  WAbnoHbl  rpaduyeckux  U3obpaxeHun,
AEMOHCTPUPYIOT OAWH 13 yKa3aHHbI'X lWwabnoHoB none3oBaTenio, npegnarawT
nonb3oBaTeno U3obpasuTb NPOAEMOHCTPUPOBAaHHbIA WabnoH, perncTpupyroT Habop
KMioueBbIX NapaMeTpoB CCHOPMMPOBAHHOIO NOMb30BATENEM U300paKEHUs, CPaBHUBAIOT
Habop KNYEBLIX NapameTpoB CGOPMMPOBAHHOTO MNOfb3oBaTeneM u3obpaeHus C
COOTBETCTBYIOLUMM HabopOM KNioYeBbIX NapameTpoB LWabnoHa ¥ BblAAKT CUrHan
yénemHoﬁ ayTeHTU(MKaLUUM, ecnu WX pasHuua He BbIXOAUT 3a npejernbl
nosepuTenbHoro auwanasoHa (cMm. nateHt US10657243B2, kn. GO6F 21/36, ony6n.
19.05.2020). B «kauvecTBe lwabnoHa u30OpaXeHUs  MCMOMb3YKT  CrydYalHo
CreHEepUPOBaHHYIO 3TaNOHHYIO TPAEeKTOPMIO, @ B XO[€ CPaBHEHUS ONMpPeAensioT, Kakum
obpa3om xapaKkTepHbie (ONOpHbIE) TOUKY pacnonaralTcs ApYr OT Apyra Ha TpaekTopuum.
HepocTtaTkom u3BecTHoro cnocoba sIBNSETCH OTHOCUTENbHO BbICOKAask BEPOATHOCTb
B3NOMa, MOCKOMbKY YyCMellHasi ayTeHTUduKaums onpeaensieTcs TONMbKO TeM, KaKow

0OBEKT 1 3a Kakoe CyMmMapHoe BpeMs OblN HApUCOBaH.

CYUWHOCTb N3SOBPETEHNA

TexHunuecko npobnemoin SBnAeTCs yCTpaHeHWe BblllieyKa3aHHbIX HEAOCTaTKOB.

TexHu4eckuin pesynbTaT 3aknovaeTcs B MOBbILLEHUM HAAEXHOCTM NpoBeaeHns
ayTeHTUdukaumn. [ocTaBreHHas 3afjaya pelaeTcd, a TexXHWYeckut pesynbtar
JOCTUraeTcs Tem, 4YTo crnocob npoBegeHus ayTeHTUdMKauuu BKMYaeT cnepyroime
aTanbl: (i) popmMupyloT LWabnoHbl rpaduyecknx n3obpaxxeHni, (ii) AEMOHCTPUPYIOT OAWH
W3 yKasaHHbIX LA6MOHOB NONb3oBaTENO W NpeanaralT Monb3oBaTento U3obpasutsb
NPOAEMOHCTPUPOBAHHBIVA LWAabsoH, (iii) perncTpupyioT Habop KYeBbIX NapameTpoB
cchopMMpoBaHHOro nosb3oBaTenem u3obpaxerus, (iv) cpaBHMBAIOT Habop KIOYEBbIX
napaMeTpoB CchOpMUPOBAHHOTO NONb30OBaTENEM M300paKeHUs C COOTBETCTBYHOLLUM
HabopoM KIlOYEBbLIX MapaMeTpoB wabnoHa w Bbl4alOT CUrHan ycrnelHou
ayTeHTUdUKaUMM, ecnu WX pasHULa He BbIXOAUT 3a Npedenbl LOBEepUTENbHOro

AunanasoHa, npuyém B YKa3aHHbII7I Ha6op KIto4YeBbIX NapamMeTpoB BKIKOYaKT, MO
3
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MeHbLUEe Mepe, OOUH BPEMEHHOW NapameTp, XapakTepusyoLwmin JUHaMUKy nosBneHvs
TpaeKkTopuu, No KOTOpoW nonb3oBatenemM 6biro chopMUpoBaHo U3obpaxeHve, a Ha
atane (i) Ans Kaxgoro WwabnoHa ykasaHHbI HAabop KMoYeBbiX NapamMeTpoB v npejensi

[IOBEPUTENbHOrO Anana3oHa onpedensioT METOAOM MalUMHHOrO oOy4eHusi Ha OCHOBe
TECTOBbIX W30DpaeHwuid, KoTopble Oblv  BPYyYyHYIO  COOPMMPOBaHbI  paHee
ayTeHTMULUMPOBAHHBIMU  MOMb30BaTENSIMU  NpKU  AEMOHCTpauun 3Toro  wabroHa.
YKasaHHblii BPEMEHHON NapameTp MOXET NpeacTasnaTb OO0 CpeaHIo CKOPOCTh Ha
TpaeKkTopuu, NPOEKUMIO YCKOPEHUSI Ha HayamnbHyl 4YacTb TpaekTopuu, cpeaHee
KONMYECTBO TOYEK Ha TpaeKTopuu 3a BbiOpaHHble MHTepBanbl BPEMEHU, NHTepBanbl
BPEMEHU, 3a KOTopble mnonb3oBaTeriem 6binyu chopmuUpoBaHbl BbiOpaHHbIE YacTu
n3obpaxeHusi, cpefHee n/vnu cpefHeKsaapaTU4ecKoe OTKIIOHEHUE ANNHbI MHTEPBASIOB
BPEMEHU MeXOy BblOpaHHbIMM TOUKaM TPaekTopun. YKasaHHbIl Habop Kio4eBbIX
napameTpoB MOXeT AOMOSIHUTENbHO BKIOYaTh NNoLlaab Noj TpaekTopuen B npoekumnn
Ha BblIOpaHHYIlO OCb KOoOpAMHAT W ANUHY TpaektopuW. B ykasaHHble npeaensi
LOBepUTENbHOrO AnanasoHa MOryT BKNOYaTh BEPXHEE MOPOroBoe 3HaYeHne M HuxHee
MOpPOroBoe 3HayeHue, a curHan ycnewHoi ayTeHTudukauum Ha atane (iv) BblAaBaTth,
€CNnu yKasaHHas pasHMLa KNoYeBbIX NapamMeTpoB cHOPMUPOBaAHHOIO MONb3oBaTENEM
ns3obpaxeHns M LWabnoHa HaxoAUTCA MexXdy YKasaHHbIMA BEpPXHUM NOPOroBbIM
3HaYeHMEM U HWXKHUM MOPOroBbIM 3HavYeHneM. Ha atane (ii) wabnoH npeanovtuTensHo
JEMOHCTPUPYIOT C 3aluymneHvem wu/unu B Buge aHumauun. CurHan ycnewHon
ayTeHTUMKaUMM NpegnoyTUTENbHO WCNOMb3YIOT Kak CUrHam npoXoXaeHus TecTa

CAPTCHA vnu kak curHan pastnokupoBaHusi.

OMUCAHWE YEPTEXEW

Ha ¢wur.1 npeactaBneH CKPUHLLOT nepef Havyanom 3rtana (i) AeMoHcTpauum

wabroHa rpaduyeckoro n3obpaxeHus;

Ha wur.2 npeacTaBneH CKpuHWOT 3Ttana (i) AemoHcTpauun wabnoHa
rpachnuyecKoro n3obparkeHns1 Ha akpaHe MoBuUITbHOro TenedoHa;

Ha ur.3 npeacTaBneH ckpuHWoT adTanma (i) AemoHcTpauun  wabnoHa
rpadhuyeckoro n3obpaxxeHus Ha SKpaHe nnaHLleTa Ny NepcoHanbHOro KOMMbTEPa,;

Ha dur.4 — Brok-cxema anropuTMa AEMOHCTPMPOBAHUA LWabnoHa rpacguyeckoro
n3oBpaxkeHMs C 3allyMIIEHUEM, NOKasa Nonb3osBaTento 1 06paboTkn AaHHbIX;

Ha ¢ur.5 — Brnok-cxema anropuTMa TMPOBEAEHUS ayTeHTUdUKaLUM COrnacHo

npeanaraeMomy cnocoby.
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OETAIBHOE OMUCAHUE USOBPETEHUA

B kauecTBe anbTepHaTuBbl cyliecTByiowum BapuaHtam CAPTCHA cornacHo

npeanaraemMomy crocofy nonb3oBaTenio  npejrnaraeTcs  MOBTOPUTL  LWABMOH
rpacmyeckoro M3obpaxkeHust B BUAe Urypbl-pucyHka, a cobupaemble cBeAeHNs npu
nocTpoeHun nsobpaxeHus OyayT ucronb3oBaHbl Ana ayTeHTudukauuu. Npepnaraemoe
n306peTeHne OCHOBaHO Ha TOM, YTO Haubonee CMNOXHbIMU C TOYKM 3pEHUs UMUTaLnmn
(cnycbuHra) ¢ uenbto B3roma AnsA obecnevyeHnss HeCaHKUMOHUPOBAHHOIMO AocTyna
SIBMAETCS BOCCO3[aHWe MOBEAEHYECKUX OCOBEHHOCTEN, B 4YaCTHOCTW, MaHepbl
pucoBaHust (BruomeTpuyeckoro noyepka). OCHOBHbIM MPEeuMyLLECTBOM OUomMeTpUM
ABNAETCH €€ YHUKANbHOCTb W  MHOronapameTpuyHOCTb, MO3ITOMY MapamMeTpbl,
CBSi3aHHbIE C YENTIOBEeYeCKOW AEATENbHOCTLIO NPaKTUYECKN HEBO3MOXHO NOBTOPUTE U
nopaenaTb. B npeanoxeHHOM TEXHWYECKOM pelleHun npeanaraetcs B XoAe
ayTeHTUdUKaumMm ucnonb3oBaTb HE TOMbKO BEKTOPU3OBaHHbIE  XapaKTEPUCTUKM
cchopMUPOBAHHOTO MN306paXeHUsl, HO U BEKTOPW3OBAHHbIE XapaKTepUCTUKW camoro
npoLecca pucoBaHust U306paKeHUs!, NONyYeHHbIe 3a CYET UCMONb30BaHNs CBEPTOYHbIX
rnyBGoKUX HEWPOHHLIX CeTel (Takne ceTM MOryT npeaBapuTenbHO obyyaTbes Ha
OrpoMHoM o6beme robbix 1306paxeHUin 1 Janee oobyyaTbCsl Ha NOMOMHAEMOI base
OaHHbIX).

Mpeanaraemblit cnocob npoBefeHwst ayTeHTUUKaUUM BKIOYaeT cnegylouime
OCHOBHbIE 3Tarbl.

OTan (i) hopmmrpoBaHus LWabnoHoB rpadunyecknx n3obpaxxeHui.

WNcxogHble wabnoHbl rpadudeckux u3obpakeHuin MOryT ObiTb 3arpyXeHbl B
cucTeMy ayTeHTUdMKauMn U3 BHELUHEro WCTOYHWKA WU MNPEeAnoXeHbl paHee
ayTeHTUULMPOBAHHBLIMU MOMb30BaTENSMM U NPEANOYTUTENLHO NPeACTaBnAT coboi
NpOCTbIE MOHOXPOMHble O0ObeKTbl (PUCYHKM). [na  Kaxaoro wabnoHa MeToaom
MaLLMHHOIo 0By4YeHmMs Ha OCHOBE TECTOBbIX M300paxeH!n PopMUPYIOT HAbOoP KIOYEBbIX
napameTpoB, KOTOPbI NPUKPENnsAT K yKkasaHHOMY LWwabnoHy. B kadyectBe TecTOBbIX
N306paXeHNA MCNONb3YT M300paxXeHus, KoTopble OblnMn BPyYHY COPMUPOBaHSI
paHee ayTeHTU(ULMPOBaHHLIMU NOMNb30BaTENAMM NPY AEMOHCTpaLmMm 3Toro WwabnoHa.
Jns cbopa AeTEPMUHUPOBAHHbIX AaHHbIX, MOTYT OblTb MCMONb30BaHbLI KakK OTKprTbIé
nNoLwaaKu1, Tak u nonb3osarenu nnatgopmel AHpgekc.Tornoka.

MononHeHue 6asbl faHHbIX MOXET OCYLLECTBIISITLCA KaK roTOBbIMIU N300paXKeHUsIM,
Tak W TemW, KOTopble npeanaraldT HOBbiE MOMb30OBaTENN, a TaKke 3a CcuyeT

aBTOMATUYECKON reHepauueln wabnoHa ¢ JanbHeAwnM nepeobyvyeHneM HEeWpOHHON
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CeTV rnocfie ero nokasa peanbHbIM Monb3oBaTensM U cbopa uxdopmauun o Habope
KIMOYeBbIX NapameTpoB.

Ons obecneyeHnss MakcuManbHOW HaAAEXHOCTW npepnaraemoro cnocoba
ayTeHTudmKaLmmy B Habop KIYEBbIX NapaMeTpoB BKMIOHAKT, N0 MEHbLUEW MEPE, OAWH
BPEMEHHON napameTp, XapakTepusyllinin OUHAMUKY NOSIBNEHUS TpaekTopuu, no
KOTOPOW nonb3oBaTerieM 6birio cchopMnpoBaHO U3obpaxkeHue (T.e. MaHepy pUCOBaHNS).

YKasaHHbIi BpEMEHHOI NapameTp MOXeT NpeacTaBnsTh COOOM:

— CPEeLHIoI CKOPOCTb Ha TpaeKTopuu,

— MrHOBEHHYIO CKOPOCTb Mo ocAM X, Y B KaXJ0N TOYKE TPaeKTopuu,

— MPOEKUMI0 YCKOPEHWUS] Ha HavanbHyl 4YacTb TpaekTopuu (Hampumep, Ha
nepsble 10 TOYeEK);

— cpefAHee KONMMYECTBO TOYEK Ha TpaeKTopuu 3a BblOpaHHble WHTEpBanb
BPEMEHH;

— WHTepBanbl BPeMeHU, 3a KoTopble nonb3oBaTenem Obinuv chopMUPOBaHbI
BbiOpaHHble 4YacTu wusobpaxeHuss (Hanpumep, OTAENbHblIE YETBEPTU
pUCYHKa);

— cpepHee u/vnu cpepHeksagpaTUyecKoe OTKIMOHEeHWe ANViHbl UHTepBanoB
BPEMEHMN MeXay BbIOpaHHbIMY (XapaKTepPHbIMI) TOYKaM TpaeKTopuu;

— OTHOLUEeHWe CKOpOCTEI/yCKOpEeHUI/BpEMEHHN dhopmupoBaHus
nocneaywLLlero otpeska K npeablayLiemy;,

— OTHOLUEHWE OTpe3ka CKOPOCTW/ycKopeHUs/BpeMeHn K obLiemMy 3Ha4YeHuIo 1
T.M.

JlonornHuTenbHO Habop KMOYEBbLIX NapameTpoB MOXET BKMOYaTb HEAUHAMUYECKNE
napameTpbl, Takne Kak

— nnowaab nop TpaekTopuen B Npoekunum Ha ocn X, Y KoopAuHar;

— 0bLyto ANVHY TpaeKkTopuu;

— KpaTuailllee pacCTosHUE MeXay XapaKTepHbIMU TOYKaMU TpaeKTopuu 1 ero
OTHOLLEHME KO BCEWN AJNIMHE TPAaEKTOpUM;

— yrnbl HaknoHa K ocsam X 1 Y npsmoii Mexay Ha4arnom u KOHLOM NepBoi
4YeTBEpPTU TPAEKTOPUN 1 T.N.

Bnaropaps mcnonbsyéMblm anroputTmam rny6okoro oby4eHust HEMPOHHbIX CeTeN Ha
3TOM 3Tane MoryT BbITb onpenesieHbl OCHOBHbIE XapaKTepHble 0COBEHHOCTU, NpucyLme
MaHepe pUCOBaHWS MNPEANOXEeHHOro U300paXeHUsa YEenoBEeKOM, KOTopble Ha
COBPEMEHHOM YPOBHE pasBUTMS TEXHUKM MPaKTUYECKN HEBO3MOXHO noafenaTtb

NPOrpamMmHo.
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XapakTepucTUKn OOBEKTOB COXPaHSIOTCH B BEKTOPU3OBaHHOM BUAE (Ha BxoAde
CNOXHO CTPYKTYpPUPOBAHHbIE «Cblpbie» [AaHHble OObLEKTOB, a Ha BbiXOAE BEKTOPHble
NpencTaBneHnss XapakTepucTukM B Buae Habopa KoueBbIX napameTpos). [laHHble
BEKTOpa MoryvalTcs cnocoboM MporoHa BXOAHLIX AaHHbIX Yepes npeaBapuTenbHO
oByueHHylo rnybokyto HelpoHHyto ceTb (NOMHC) ¢ ncnonb3oeaHnem TexHonorun Deep
Learning (rny6okoe maiwumHHoe obyyeHue). NMOIMHC nsHayanbHo obyyaeTcs YernoBekom
nyTem py4HOI pasMeTkn 3apaHee cobpaHHbIX 0O BEKTOB B NOXOXWE Knacchbl, NOcne 4ero
MOIMHC coxpaHsieTcsa Ansi HenocpeACTBEHHON BEKTOPU3aLUKN BXOAHBIX AAHHbIX.

AHanornyHbIM 06pasom C MOMOLLBIO MALLMHHOTO 0DYYeHUs onpeaensailoT npeaensbl
AOBEPUTENBHOIO AnanasoHa. YkasaHHble npeaensi AOBEPUTENbHOro AnanasoHa MoryT
BKMIOYATb KaK BepXHEe MNoporoBoe 3HayeHue (korga napameTpbl cQOPMUPOBAHHOIO
n306pakeH s CMMLLKOM Jarieku oT wabnoHa — Hanpumep, 6onee 30 % pasnuuus), Tak u
HUXHEEe NoporoBoe 3HadyeHue (korga napameTpbl CHOPMUPOBAHHOMO WU30OpaXeHus,
Ha0BOPOT, CIULLKOM MOXOXM Ha LWabnoH 1 BepOATHO Bbinn CKONUPOBaHbI NOCPEACTBOM
KOMMbIOTEPHOrO B3MioMa — Hanpumep, mexHee 3 % pasnuyus).

JononHuTensHo MoryT O6biTb NpoaHanu3upoBaHbl AaHHble 00 YCTpoWcTBE
nonb3oBaTens, ero UHTepHeT-naeHTudukatTopbl (IP-agpec 1 np.) Ha cornocTasrneHue ¢
BO3MOXHbIM UCMOMb3oBaHMEM PoBOTOM (MCNONb30BaHUE AOMNONHUTENBHbLIX OTKPbITHIX U
koMmepyecknx 6as).

Oran (ii) AeMOHCTpaunm o4HOro 13 ykasaHHbIX LWAabnoHOB Nonb3oBaTerto.

Ha aTtom atane BbiOUpaOT 0ANH U3 UMEIOLLMNXCH LABNOHOB U IeMOHCTPUPYIOT €0
Ha aKpaHe YCTpPOWCTBa nonb3oBaTtento (cM. ¢ur.1,2,3). [Ina CHMKEHUA BEPOATHOCTY
B3/IOMa LWaboH AEMOHCTPUPYIOT C 3aLLYMIIEHUEM, T. €. HANOXEHMEM ClyYaiHbIX LYMOB
(cm. chur.4), a ans ynpoLleHus nocrefylowlero aHanuMsa — B Buge aHumauuu,
NoKasblBaloLLEN, MO KaKoi TpaeKTopuu cneayeT pucoBaTh NPeAnoXeHHbIn wabnoH. o
3aBeplUeHnn 9Toro arana npeafaralnT nonb3oBaTento n3obpasute (MOBTOPWUTH)
NPOAEMOHCTPUPOBaHHbIA LWABMOH C MNOMOLLBIO CEHCOPHOrO 3KpaHa MOoBuibHOro
yCTpONCTBa, HOyTOYKa (Ta4ynaz) Ui KOMMbTePHOW MbILLW.

Otan (ii) perucTpauum Habopa KnYEBLIX NapaMeTpoB CHOPMUPOBAHHOIO
nonb3oBaTenem n3obpaxeHus.

B xoae dopmupoBanus M300paxeHus nomnb3oBaTenem CUCTEMa B AUHaMUKE
perucTpupyeT npouecc MOSBIIEHNS TPaekTopun (KOOpAUHAaTbl TOYEK Ha CEHCOPHOM
aKpaHe U aCTPOHOMMUYECKOE UMM OTHOCUTENbHOE BPEMSI UX MOSABNEHUs), NO KOTOPOW
nonb3oBaTenb PUCyeT U300paxeHue, U NepefaéT NonyYeHHble JaHHble Ha yaanEHHbIN

cepsep AN nocriegylowein 06paboTku U BbISBNEHUS 3HaYEHWIA KIIOYEBbIX NapaMeTpoB.
7
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OTan (iv) cpaBHEHMWS U 3aBepLUeHMs ayTeHTUdMKaLmnu.

Ha aTom aTtane Habop Kno4YeBbIX NapameTpoB chPOPMUPOBAHHOTIO Nonb3oBaTenemM
n306paXKeHnsi CpaBHMBAIOT C COOTBETCTBYIOLUMM HAOOPOM KIOYEBbLIX MNapameTpoB
wabnoHa. [NpeanodTMTenbHLIM BapuaHTOM SIBMISETCA WUCMONb3OBaHME B KavecTse
MeTpWKM 6rM3ocTu Mexay Habopamu KnioYeBbIX NapaMeTpoB (BEKTOPamu) KOCUHYCHOrO
pacCcTOAHUA.

- CurHan ycnewuHon ayTeHTudurkaumnm BblaatoT, €cnn pasHuua 3TUX napaMmeTpoB He
BbIXOAMUT 3a Npefenbl JOBEPUTENbHOro AvanasoHa (T.e. HaXo4MTCs MeXay BEPXHUM K
HWKHUM MOPOroBbIMW 3Ha4YeHUAMK). B npoTMBHOM cryyae npoueaypy NoOBTOPSIIOT WUiu
BblJAIOT yBEAOMMNEHNE 00 ownbke B COOTBETCTBUM C anropuTMOM Ha cur.4.

CurHan ycnewHoh ayTeHTUdUKaLUMM MOXHO UCMONb3oBaTb Kak  curHasn
npoxoxaeHus Tecta CAPTCHA (Hanpumep, ans obecneveHnst 4OCTYNa Ha CamnT) UK Kak
cWrHan pa3brokMpoBaHKst NepCoHarbHbIX yCTPOMCTB, 060pyA0OBaHuA, ABEPEN U T.N0. (CM.
¢ur.5).

3a CYET WCnonb3OBaHWA B KayeCTBE OCHOBbI pacrno3HaBaHUsi OCOBEHHOCTEN
BUOMETPUYECKOro NoYepka, NpeanoXeHHbI cnocod No3BONAET 3HAYUTENBHO NOBLICUTH
HaAEXHOCTb ayTeHTUdMKaLMK Kak npy npumeHeHuu B kadectee Tecta CAPTCHA, Tak n
NPU NPUMEHEHUN B Ka4eCcTBe Kntova pa3brnokMpoBKu.

Onpo6oBaHue npegnaraemoro criocoba 6bINo NpoBeeHO C WUCNONb30BaHWEM
anropuTMma rnyGoKoro MaluMHHOro 0ByyeHnsi no TNy HepoHHoli cetn ¢ Gonee, yem 300
cnoes n 1 munnuoHa napameTpoB. Bcero B xoae onpo6osanus cobpaHo 6onee 21000
BuomeTpuyeckux obpasuoB. B cpegHem KaxabiM MONb3OBATENIEM  BbINOJTHEHO
noetopeHne 30 curyp u3 Habopa Gonee 700 dhuryp u cchopmupoBaHbl 0OpasLpbl
BUOMETPUYECKMX MOYEPKOB ANS KaKAoro nsobpaxeHusa C KOOpPAUHATHO-BPEMEHHbLIM
xapakrepucTukamu gns obydeHus rnybokux HelpoHHbIX ceTei. [lataceTbl cobupanuck
C ucnonb3oBaHueM JavaScript B Buae u300paxeHWid PUCYHKOB, a Takke nepeyHs
koopauHaT X, Y 1 BpEMEHU Kaxble HECKOINbKO MUMMUCEKYHA.

B pesynbtaTte onpoboBaHma cnocoba Obiv nonyyeHsl crneayloline napameTpbl
CUCTEMBI aeHTUUKaLMK:

— Bpems Ha ayTeHTudUKaumio B CpefHEM COCTaBUNO nopsiaka 6 cekyHna,
— 6ornee 90 % nonb3oBaTenen CMOrNM NOHATL U NPONATU ayTEHTUUKALMIO C
nepBoro pasa;

TOYHOCTb pacno3HaBaHus 60TOB 1 none3oBatenen cocrasuna donee 90 %.
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1. Cnoco® npoBeaeHusi ayTeHTUdUKaUMK, COrMacHoO KOTOPOMY peanusyoT
cnegyoLmne artansl,

(i) copmupyioT WABNOHLI rpadn4ecknx N30BpaKeHuN,

(i) OEeMOHCTPUPYIOT OAUH U3 YyKasaHHblX LWAabnoHOB Monb3oBaTeNnio U

npeanaratT Nonb3oBaTtesnio n3obpasnTb NPOAEMOHCTPUPOBAHHbIN LLIAbMoH,

(i) peructpupytoT Habop  KNIO4YEBbIX NapamMeTpoB  COOPMUPOBAHHOIO
nonb3oBaTenem nsobpaxeHus,

(iv) cpaBHMBalOT Habop  KMOYEBbIX  NapameTpoB  CPOPMUPOBAHHOIO
nonb3oBaTeNeM M300paXKeHUsi C COOTBETCTBYIOLLUMM HabopOM KMOYEBLIX NapameTpos
LabrnoHa v BblAalT CUFHanM ycneLwHon ayTeHTuguKaLmm, ecnu ux pasHuua He BbIXxoauT
3a npegenbl 4OBEPUTENbHOMO AnanasoHa,

OTNIMYaOLWNACA TEM, YTO

B yKa3aHHblii Habop KIoYeBbIX NapamMeTpoB BKITIOYAIKOT, N0 MeHbLLEH Mepe, OVH
BPEMEHHON NapameTp, XapakTepusylolni AWHAMUKY MNOSBNEHUSA TpaeKkTopuu, no
KOTOpOW nonb3oBaTenem 6bi1o chopmmupoBaHo nsobpaxeHue, a

Ha aTtane (i) 4na kaxgoro wabnoHa ykasaHHbI Habop KNoYeBbIX NapaMeTpoB U
npeaensl 4OBEPUTENBHOTO Auanas3oHa onpeaensioT MeToA0M MaLLMHHOrO 0By4YeHUs Ha
OCHOBE TEeCTOBbIX W300paxkeHun, KoTopble Obinu BPyYHYO CHOPMUPOBaHbI paHee
ayTEeHTUPULMPOBAHHBIMY NOMb30BATENAMW MPU AEMOHCTPaLMKN 3Toro WwabnoHa.

2. Cnoco6 no n.1, oTnMYarLWURCA TEM, YTO YKa3aHHbI BPEMEHHOW napameTp
npeacrtaenseT cobor cpegHiol CKOPOCTb Ha TPAEKTOPUMN.

3. Cnocob no n.1, oTnvyaloWMnCca TeM, YTO YKa3aHHbIA BPEMEHHOW napameTp
npegcraBnseT cobor NPOEeKLUIo YCKOPEHNSA Ha HavarbHY0 YacTb TPAEeKTOPUMN.

4. Cnocob no n.1, oTnuyawWmMiics TEM, YTO yKasaHHbIi BPEMEHHOW napameTp
npeactaBnAeT cobol cpefHee KONMUYECTBO TOYEK Ha TpaeKkTopun 3a BbiOpaHHble
WHTepBanbl BPEMEHM.

5. | Cnocob no n.1, oTAMYaIWNACA TEM, YTO YKasaHHbI BPEMEHHOW MapameTp
npeacraenAeT coboi MHTEpBanbl BPEMEHU, 3a KOTopble Monb3oBaTeneM Obinu
chopMUpOBaHbi BbIOpaHHbIE YacTu n3obpaXeHus.

6. Cnoco® no n.1, oTnNMYaloLMNCs TeM, YTO yKasaHHbIN BPEMEHHOW napameTp
npeactaenseT coboil cpefHee wu/vnu cpepHeksagpaTUYeckoe OTKIIOHEHWE [ANWHbI

WHTEPBaroB BpeMeHW Mexay BblOpaHHbIMU TOYKaM TPAeKTOPUN.
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7. Cnoco6 no n.1, oTNUYaOWMIACA Tem, YTO YyKasaHHbldi Habop KIo4eBbIX
napamMeTpoB BKMOYaeT nnowlafb Noj TPaekTopuen B MPOEKLMU Ha BblIOpaHHylo OCb
KoopAuHar.

8. Crnoco6 no n.1, OTNUYaKLIMIACA TEeM, YTO YyKasaHHbii Habop Ko4YeBbIX
napameTpoB BKIOYaeT ANVHY TPaeKTopuun.

9. Cnocob no n.1, oTANYaKLWMIACA TEM, YTO YKasaHHbIe Npeaenbi JOBEPUTENbHOIo
[AvanasoHa BKMoYaloT BepXHEe NOporoBoe 3Ha4YeHNEe 1 HKHEE NoporoBoe 3HaveHue, a
curHan ycnewuHoi ayTeHTudukaumm Ha aTtane (iv) BbigaloT, €Cnu yKasaHHasa pasHuua
KMioueBbIX NapameTpoB cchopMUPOBAHHOTO Morb3oBaTenem usobpaxeHua v wabnoHa
HaxoauTCS MeXay ykasaHHbIMU BEPXHUM MOPOroBbIM 3HAYEHNEM W HUXKHUM NMOPOroBbIM
3HaYeHueM.

10. Cnoco® no n.1, oTnuyarLMincs Tem, YTO Ha aTtane (ii) wabnoH 4eMOoHCTPpUpYIoT
C 3allyMneHnem.

11. Cnocob no n.1, oTnuyaloLwuiics TeM, YTo Ha aTane (ii) WwabnoH AeMOoHCTPUPYIOT
B BUAE aHMMauun.

12. Cnoco6 no n.1, oTAUYaloLWnics TeM, YTO CUrHan yCrneLHOW ayTeHTuduKaLmm
UCnonb3yloT Kak curdan npoxoxaeHus tecta CAPTCHA.

13. Cnoco6 no n.1, oTNMYaLWMica TeM, YTO CUrHan yCneLLUHON ayTeHTUudnkaumm

UCNOMb3YIOT KaK cuUrHan pasbnokmpoBaHus.

10
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