202293427 Al

(19) EBpa3unckoe 21 202293427 13 Al
naTeHTHoOe
BeAOMCTBO
(120 OMUCAHUE U30BPETEHUS K EBPASUICKOM 3ASIBKE
(43) Aara ny6nukauum sasiskm (51) Int. Cl. GO6F 21/50 (2013.01)
2023.07.25 GOG6F 21/55 (2013.01)
(22) [ata nonaum 3aaBku
2022.12.22
(54) CIIOCOb U CUCTEMA NPEJOTBPAIIEHUS IIOJTYYEHUS
HECAHKIIMOHUPOBAHHOI'O JOCTYIIA K OFBEKTAM KOPIIOPATUBHOM CETH
(31) 2022131236 (72) Waobperatens:
(32) 2022.11.30 Banamos Anexcanap Bukroposuu,
(33) RU Yepenanos [Masen, Haropuos UBan
(71) 3assurens: I'puropneBud, Imasynos Hukura
NYBJINYHOE AKIITMOHEPHOE CepreeBu4, CojioMaTHH AJIEKCAH/IP
OBHIECTBO "CBEPBAHK Hropesunu (RU)
”
POCCHM" (ITAO CBEPBAHK) (RU) (74) Tpencrasmens:
I'epacun Bb.B. (RU)
(57) H306peTeHI/Ie OTHOCHTCSI K 00JIaCTH o0ecIieueHnust 0e30IMacHOCTH KOpHOpaTPIBHOﬁ CCTH, B 4aCTHOCTHU C IIOMOIIBIO

TIPEIOTBPALIECHHS TTOTyYeHUs! HECAaHKIMOHUPOBAHHOTO JOCTyIa K OOBEKTaM KOPHOPaTUBHOH CETH, SBIISIOMIMMCS
BBICOKOTIPHBHJICTUPOBaHHBIMU akTuBamu (aHrI. High Value Asset nim HVA). TexHU4ecKUM pe3ynbTaToM SIBISIETCS
TIOBBIIEHHE 3()PEKTHBHOCTH 3aIUTHl KOPIOPATUBHOM CETH OT KOMIIPOMETAIMH OOBEKTOB M IOIYYeHHMS JOCTyIa
K BBICOKOIIPUBHJICTHPOBAHHBIMH AKTHBAM. 3asBICHHBII TEXHWYECKUH pe3ylabTaT JOCTHTAaeTCS 3a CYeT crocoba
TIPEIOTBPAILCHAS KOMIPOMETAUN 00BEKTOB CITyKOBI KatanoroB (MS AD) B KOpIOpaTUBHOI CETH, BHITOTHICMBII
C HOMOIIBIO BBEIYHCIUTENFHOTO YCTPOWCTBA M COJEPIKAIMI ITAIbI, HA KOTOPBIX MOIYYal0T JaHHBIE U3 XPAaHHIHIIA
MS AD xopIopaTHBHO# ceTH, XapaKTepu3yroIue 00beKThl CETH H UX aTpHOYTHI, BKIIOYAIONINE B ce0s 0 MEHBIIIEH
Mepe aeckpuntop OesomacHocTH, copepxammid crnucku (ACL) u 3anmcn (ACE) xoHTpons noctyna OOBEKTOB;
BBINOJHAIOT HApCHHT aTpuOyToB 00bekTOB MS AD; onpenensror BeicokonpuBuiernpoBaHabie 00bekTsl (HVA) MS
AD B xopriopaTuBHO# ceTr Ha ocHoBaHMHM npasui U napcudra ACL u ACE, npudem npaBuia npeacTaBisioT cOO0H,
10 MEHbILIEH Mepe, koar4yecTBo cBs3eld HVA obbexra ¢ npyrumu oobekramu MS AD; onpenenstor o6bexTe MS AD,
ces3aHHbIe ¢ HVA, KOTOpBIE MO3BOMNSAIOT MOMYYUTh K HUM AOCTYH MOCPEACTBOM TEKYIHX MPUBUIETUI DOCTyMa, UK
UX U3MEHEHHS, HJIH ITOCPEICTBOM TOPU30HTAIBHOTO MPOJABIIKEHHUS IO CeTH; GOPMUPYIOT rpad Ha OCHOBE COOPAHHBIX
JAHHBIX, T1€ y3J1aMH ABJIAIOTCS 00bekTel MS AD, a peOpamu - mapamerpsl ocTyna Mexay odbektamu MS AD;
BBIMIOJTHSIIOT MOJIeNTMpoBaHue myTH araku Ha HVA Ha ocHOBe mony4yeHHOro rpada, Ha KOTOPOM OIPENeNsIoT Mo
MeHblIel Mepe ofuH noarpad ¢ oosexramu MS AD, coneprkaiii y3sl, MO3BOJSIIOLINE MOTYYHTh YIIPABICHNAE HAT|
HVA unu cBsi3anHbIMU ¢ HUM 00bekTamu MS AD ¢ moMOILIbIo 110 MEHBbIIIei Mepe OTHOTO U3: IIepeiadn TEeKYIHX IIPaB
JOCTYTIa, U3MEHEHHUSI TEKYIIHX MPaB JOCTYTa, 100aBIeHNs HOBBIX ITPaB JOCTYIIA, MU UCIIONB30BAaHUS TEKYILIHX IIPaB
JOCTYTA; OCYLIECTBISIIOT MOHUTOPHHT 00bekTOB MS AD Ju1s1 onpezeneHus H3MEHEHHH apaMeTpoB IPHBUIIETHH
JOCTyNa Ha y3Jax, BBIIBICHHBIX Ha noarpade; meperaroT AaHHBIC 10 BBUIBJICHHBIM Ha mnoarpade oObekraMm B
CHCTEMY KOHTPOJIS TIPH U3MEHEHUH UX MIPUBHJIETHI JOCTYIA; BBINOJIHSIIOT YIpaBIeHHE MPUBWICTUSIMA AOCTya Ha
BBIIBIICHHBIX 00BekTax MS AD B wacTu WX M30JMPOBaHHS OT Ipyrux o0bekToB MS AD W/WiM MOHMKEHUS UX
IpUBWIETUH ocTyma.
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MIIK: GO6F 21/50; GO6F 21/55

CIIOCOBb U CUCTEMA NNPEJOTBPAILIEHUSA ITOJTYYEHUA
HECAHKIIUOHUPOBAHHOI'O JIOCTYIIA K OFBEKTAM KOPIIOPATHBHOM
CETH

OBJIACTb TEXHUKH

[0001] Hacrosiiee TeXxHIUECKOE peleHrne OTHOCUTCS K 00nacTu odecredeHrsi 0e30MacHOCTH
KOpHOpaTHBHOﬁ CE€TH, B YaCTHOCTH, C IIOMOIIIBIO npeaoTBpaliCHUA MOJIY4CHUA
HECAHKIIMOHHUPOBAHHOI'O A0CTyTIIa K O6”beKTaM KOpHOpaTI/IBHOI\/'I CETH, ABJITFOITUMHAUCS

BBICOKOIIPHBIJIETHPOBAaHHBIMH akTHBaMu (aHria. High Value Asset umn HVA).
YPOBEHb TEXHUKH

[0002] [Tousitie HVA oTHOCHTCST K OOBEKTaM CETH, KOTOPBIE XPAHST KPUTHYHYIO
UH()OPMALIMEO IJTs1 TOTHOLIEHHOTO (PYHKLIMOHUPOBAHUS CETEBON MH(PPACTPYKTYPHI U
KOMITPOMETANNSI KOTOPBIX, MOXKET NPUBECTH K KPUTHYECKUM MIJIM HEOOPATHMBIM ITOCIIEICTBUSIM
B ee pabore. K nmpumepam Takoro poaa akTHBOB MOJKHO OTHECTH:

— KoHuTtponnepe! nomeHa,

— Cnomucok aAMUHHUCTPATOPOB IOMEHA,

— TI'pynmel, Takue kax: Enterprise Admins; Domain Admins, Backup Operators, Server

Operators;

— Cepsepa 6a3 qaHHBIX;

— AD CS (cepBepa LeHTpOB cepTudUKaALUIN) U Ap.
[0003] Hpyrum npumepom ompeneneHuss HVA B koprnopaTUBHOH CeTH MOXET SIBISTHCS

TIOAX O], NPEJIOKEHHBIH KOMITaHUEH Microsoft® (https://docs.microsoft.com/ru-

ru/security/compass/privileged-access-access-model).

[0004] H3-3a OrpoMHOr0 KOJNMYECTBA OOBEKTOB, UX CIUCKOB M 3aMKCENd KOHTPOJIS AOCTYIa
(ACL — Access control list u ACE — Access control entries), KOTOpble HaxOHAATCS B CIyKOe
katajoroB Microsoft Active Directory (MS AD) nns ympasiieHust IpeqoCTaBIeHHEM IOCTyIa
KQKIOMY M3 OOBEKTOB, YIPABIATh TAKUMH pa3peLICHUSMH 4Ype3BbUaiiHO TpyaHo. Taxoke
BO3MOKHOCTh YTPABJICHUS YCJIOXKHSIETCS BBUAY OTCYTCTBHUSI TPaQHUUECKOro MPenCcCTaBIIEHHS
O00BEKTOB yIpaBJIeHUs U CBsi3eH Mexy HUMH. O1mnbKa HACTPOMKH CITUCKOB U 3aITUCE KOHTPOJIS
noctyna (ACL u ACE) npencrapisier coO0H THIOBON HETOCTATOK HACTPONUKH OE30MacHOCTH.

[0005] Haxopsich BHYTPH KOPIIOPATHUBHOM CETHU M IMEsI CETEBON JTOCTYII K CIIy»K0€ KaTaloros,

JOMEHY WJIM IaXKe B TPYIIIE TOMEHOB (JIEC), 3JI0yMBILUICHHUK OyAeT aHATU3UPOBATH MOJIHOMOYHS



U IPHUBUJICTHUU BCEX O6"beKTOB OTHOCUTEIJIBHO CKOMHpOMeTI/IpOBaHHOfI y‘{eTHOﬁ 3aIruCH UJIK XOCTa,
K KOTOPOMY OH HMECT AOCTYII U, BO3ZMOXKHO, KOHTPOJIb. HpeI[MeTOM aHaJin3a 6yueT ABJIATBCA
IMOUCK KOPOTKOro Mapuipyta A0 BBICOKOIMPUBUIICTUPOBAHHOI'O aKTUBA, KOMM MOXKCT SBJIATHCA
XOCT WJIM YU€THas 3allUChb Pa3sHOr'o TUIIA (KaK AAMUHHUCTPATOpPA, TaK U CEPBUCHASA HUIIU YUCTHaA
3amuch KOMMbiOTepa). Peanmusys HaOOp MAeMCTBUH MO MOBBILIEHHIO MPUBHIETHH U
TOPU30OHTAJIbHOMY TPOJABIIKEHHIO, 3JIOYMBIIIJICHHUK OyZeT MPOU3BOAUTh 3KCILTYaTALHIO
HEIOCTaTKOB HACTPOMKHU O€30MacHOCTH CIUCKOB U 3amuceit koHTposis noctyna (ACL u ACE)
KOHTPOJIUPYEMOro  OOBbeKTa, TOKa He TMOJYyYUT KOHTPOJb  HAad  HEOOXOIUMBIM

BBICOKOIIPUBHUIIETHPOBAHHBIM dKTHBOM.

U3 ypoBHS TEXHUKH M3BECTHO pelleHue Mpu (JOPMUPOBAHUH TPEACTABICHUS] CTPYKTYPBI CETH B
Buze rpada i MoCIeAyOIero MoAeTMpOBaHus BeKTOpa aTaku Ha y3ibl cetr (US 20170032130
Al,02.02.2017). PeeHne onuchbIBaeT CUCTEMY COOBITUHHOTO HH(OPMHPOBAHUS U PEArHPOBAHUS
(SIEM), B KOTOpPYIO TeEpenarTCcsi AaHHbIE MOIEIUPOBAHUS BEKTOPOB aTaK, KOTOPbIE MOTYT
CBHJIETEJIbCTBOBATh 00 AHOMAJIBHON AKTUBHOCTH B ceTH. POpMHUpPYeTCs CIHCOK PAHTOB H
KPUTEPHH CIOKHOCTH JIOCTYMa K TOMY WJIM MHOMY aKTHBY BHYTPH CETH, KOTOPBIH MOXET CTaTh

LEJIbIO 3JIOYMBILIJICHHUKOB.

[0006] Henokpeitoii o0nacteio BeimeynoMsiHyroro SIEM pemeHust sBIsieTcss OTCYTCTBHUE
aHaM3a HEMOCPEACTBEHHO CIyXObl KartajmoroB u aHaimm3a cymiectsyromux ACL u ACE
OOBEKTOB, YTO HE IO3BOJSIET OIpPENeNATh CyllecTByromue mnytd artak Ha HVA BHyTpH

KOPIOPATUBHOM CETH.
CYINHOCTB U30OBPETEHUA

[0007] Pemaemoli TexHUUECKOW MpoOieMOil B paMKax 3asBIEHHOTO PELICHHS SIBIISIETCS
cozmaHue HOBOro 3((EKTUBHOrO MOAXOAA IJIsl MPEAOTBPAIICHUS KOMIPOMETAIMH OOBEKTOB,
MO3BOJIAIOLIUX NMONYy4UTh AocTyn k HVA.
[0008] TexHHUeCKUM pe3yJbTaTOM SBISIETCA MOBbIIEHHE 3(()EKTUBHOCTH  3aIMUTHI
KOPIIOPAaTHUBHOM CETH OT KOMIIPOMETalMd OOBEKTOB W  TOJYYEHHs JOCTyma K
BBICOKOIIPUBUJIETMPOBAHHBIMU aKTHBAM.
[0009] 3asiBIEeHHBIN TEXHUYECKUH PE3yJIbTAT JOCTUTAETCS 38 CUET Croco0a MpeaoTBPaLeHHsI
KOMITPOMETAaNU O0BEKTOB CIy>KObI KatanoroB (MS AD) B KopnopaTuBHOM CETH, BBITTOIHIEMBIIH
C MOMOLIBIO BBIMUCIUTENBHOIO YCTPOUCTBA U COAEPIKALIUIN 3TAlbl, HA KOTOPBIX:

— TDONy4YarT JaHHble W3 xpaHuwnuma MS  AD  kopnopaTWBHOH — CeTH,

XapaKTepU3yoIue OObEKThl CeTH M UX aTpuOyThl, BKIIOHArOIINUE B ce0s Mo



MEHbLIeH Mepe necKpunTop Ge3omnacHocTy, copepskamuii crucku (ACL) u 3anucu
(ACE) xoHTpOJIsl AOCTYIIa OOBEKTOB,;
—  BBINOJHSIOT MAapCUHT aTpudyTOB 00BEKTOB MS AD;
— OIpeneNsiloT BbICOKONpUBUIErHpoBaHHble o0bekTel (HVA) MS AD B
KOPIIOPaTUBHOM ceTn Ha ocHoBaHuU mnpasui u napcunra ACL u ACE, npuuem
NpaBUiia MPEACTABJSIIOT coOOi MO MeHbIIeH Mepe KoauuecTBO cBsizeii HVA
obbekTa ¢ npyrumu odbekramu MS AD;
— ompenensitoT 00bekTel MS AD, ceszannbie ¢ HVA, koTopble mNO3BOJSIFOT
MOJYYUTh K HUM JOCTYI MOCPENCTBOM TEKYIIUX MPUBHJIETHI NOCTyMa, WIH UX
WU3MEHEHUs WU IOCPEICTBOM TOPU30HTAJIbHOIO IPOABUIKEHHUS 110 CETH;
—  (opmupyroT rpad Ha OCHOBE COOPaHHBIX JAHHBIX, TA€ Y3JIaMH SIBJISTFOTCS] OOBEKTHI
MS AD, a pebpamu - mapamerpsl Joctyna Mexxay odbekramu MS AD,;
—  BBINOJHSIIOT MOJEIMpPOBaHue myTu ataku Ha HV A Ha ocHOBe mosydeHHoro rpada,
Ha KOTOPOM ONPEAEISIOT 10 MeHbIueil Mepe oxauH noarpad ¢ odvexkramu MS AD,
CONlep>KaLMI  y3JIbl, MO3BOJAIOLIME MOAy4YUTh yIpasieHue Haa HVA umm
CBSI3aHHBIMU C HUM 00BekTaMu MS AD ¢ mOMOIIBIO 1O MEHbIIEH Mepe OTHOrO
U3. Tepefadd TeKyLIMX MpaB JOCTyINa, M3MEHEHUs TEKyLUX IpaB AOCTYIIA,
n00aBJIeHUs] HOBBIX IPAB JOCTYIIA, MM MCIIOIb30BAHUS TEKYIIHUX MPaB IOCTYTIA,
— OCYLIECTBJSIFOT MOHUTOPHUHI 00bekToB MS AD nyst onpeneneHuss U3MEHEHHI
rapamMeTpoB IPUBUJIETHH JOCTyIA HA y3J1aX, BbIABJIEHHBIX Ha roarpade;
— IepearoT JaHHbIE MO BBIABIEHHBIM Ha noarpade oObekTaM B CUCTEMY KOHTPOJIS
IIPU U3MEHEHUU UX NPUBHJIETUI 1OCTYTIA,;
—  BBINOJHSIOT YIPABJICHHUE MPHUBIJIETUSMH TOCTYTIA Ha BBISIBJIEHHBIX 00bekTax MS
AD B 4acTH UX U30JHPOBAHUS OT APYruxX 00bekToB MS AD W/t noHMWKEHHUs UX
NPUBUJIETUH OCTYIA.
[0010] B onHOM M3 4YacTHBIX NPUMEPOB OCYINECTBICHUs NapameTpbl AOCTYyNA MEXKAY
oobektamMu MS AD npencTaBistoT coOOH MO MEHBIIEH Mepe OTHO 3. CBSI3U MPUBHIIETHI MEXTY
00BEKTaMH, HAa KOTOPBIEC 3TH MPUBWIETHU PACTIPOCTPAHSIOTCS, Pa3pelIeHns] MeKAy 0ObeKTaMHu,
napaMeTpbl 1I0BEPHsI MEKAY JOMEHaMU.
[0011] B npyrom dacTHOM mpuMepe OCYINECTBJICHHUS NpuBuierun odObekroB MS AD
NPEACTABIIIIOT COOOH TOKEHBI JOCTYIA C ACCOLMMPOBAHHBIMU PUBHIICTHSIMU TIOJIB30BATEIS.
[0012] B npyrom wacTHOM npuMepe OCyILIECTBJICHHs IPUBUIIETUU TOKEHA JOCTYIIA SIBJISTIOTCS
crioco0OM M3MEHEHHs YPOBHs 1ocTyna K 00bekTy MS AD kopriopaTHBHOI ceTH.
[0013] B npyrom yacTHOM npumepe ocyliecTBieHHs Kaxabiii 00bekT MS AD npencrasnsier

coboll MmO MeHbIEHl Mepe OAHO 3. TOJb30BATENU, KOMIIBIOTEpBI, I'PYMIBl O€30MacHOCTH,



rpymnnosslie noiutuku (Group Policy Object), opranuzanmonnsie noapasnenenus (Organizational
Unit), noBepUTEIbHBIE OTHOIIEHUS] MEKIY JOMEHAMHU.

[0014] B ngpyrom uacTHOM mpuMepe OCYIIECTBJIEHHs Ha BBIIBJIEHHOM noxarpade
OCYIIECTBJSIFOT MOHUTOPHUHI OMHMOOK B KOH(purypauuu oezonacHoctu MS AD, Ha ocHOBaHHU
IpaBIJI IPOBEPKHU OMNOOK B KOH(pUrypaun o0bekToB MS AD.

[0015] B 1pyroM d4acTHOM mpuMepe OCYIIECTBJIEHHUS BBINOJHAIOT KOPPEKTUPOBKY
KOH(UTYpaLUii TPUBHIIET WA OCTyna Ha 00bekTax MS AD.

[0016] 3asBIEHHOE  pEelIeHHWEe TaKXKe  OCYIIeCTBJSIETCSI C  TOMOINBK)  CHCTEMBI
NPEAOTBPALICHUS KOMITpPOMETAUN OO0BEKTOB CiykObl KatajoroB (MS AD) B kopmopaTHBHOH
CEeTH, TIPU 3TOM CHUCTEMa COJEPIKHUT IO MEHBIICH Mepe OJUH MPOLECCOP M MaMsITh, XPAHSIIYIO
MAIIUHOYHUTAEMbIE WHCTPYKLIHMH, KOTOPbIE MPHU HX BBIMOJIHEHHH IPOLIECCOPOM PEATH3YIOT

BBILIIEYKA3aHHBIN CIIOCO0.
KPATKOE OITUCAHUE YEPTEXEN

[0017] @ur. 1 wurocTpUpyeT GIIOK-CXEMY BBITTOJHEHHUS 3asBJICHHOTO CI1ocoda.
[0018] @wr. 2 wuroctpupyet npumep rpada odovextos MS AD.
[0019] @ur. 3 wunoctpupyer npumep noarpada odvekroB MS AD.

[0020] @ur. 4 WLTIOCTPUPYET NPUMEP BBIYUCIUTEIbHON CUCTEMBIL.
OCYIIECTBJIEHUE U30OPETEHUA

[0021] Ha ®ur. 1 mpencraBieHa OJOK-CXeMa BBIOJHEHHUSI 3TAINOB 3asiBJIEHHOTO CIocoda
(100) npenotBpamenus komrnpomerauu 00bekToB MS AD B kopnopatusHoii cetu. Ha nepsom
stane (101) Bemmonnsiercs: obpamenre k MS AD st nonydenus: uHGoOpMaLUU MO OOBEKTaAM.
COOp HaHHBIX MOKET BBITIONHATHCS ABTOMATU3MPOBAHHBIM MozysieM cOopa maHHbix. COop
IaHHBIX BbImosHsAeTcs ¢ nomoinbo Windows API u gynkiuu npocrpanctsa umen LDAP s
cbopa MaHHBIX ¢ KOHTPOJUIEPOB JoMeHa U cucteM Ha Oaze OC Windows, mpUCOeNUHEHHBIX K
nomeny. [1pu cOope nHpOpMaLIUK ABTOMATHYECKH OTPENEISETCS K KAKOMY JIOMEHY MPHHAIICIKUT
XOCT U OCYIIECTBIISIETCSI COOpP OCHOBHBIX JaHHBIX 00 OOBEKTE, HATIPUMED, CIETYIOIIEro BUA!

— UnencTBo B rpymre 0€30MacHOCTH;

— JloBepue nomena,

— Ilpasa Ha o6wexThI Active Directory;

— CchUIKH Ha TPYIIOBYIO MOJHUTHUKY;

— Crpykrypa nepesa OU;

— CaolicTBa 00BEKTOB KOMIIBIOTEPA, IPYIIIIBI U ITOJIb30BATENS;



— Ilpasa apmunucTpaTopa SQL;

— MW npyrue
[0022] JIOTIOTHUTETBHO € KasKJOT0 KOMITBIOTEPa MOKET COOMPATHCS AOTOHUTEIBHBIN HAOOP
TaHHBIX

— UneHbl Trpynmel JIOKaJbHBIX AJAMUHUCTPATOPOB, VAAIEHHBIX pPaboOYuMX CTOJIOB,

pacnpeneneHHbIx COM 1 rpynn yaaJieHHOTO YIIPaBJIeHUS;
— AKTHBHBIE CEAHChI, COOTHECEHHbBIE C CHCTEMAaMH M XOCTaMH, B KOTOPBIX MOJIb30BATENN B
WHTEPAKTUBHOM PEKUME BOLLIH B CUCTEMY .

[0023] ITo wroram cOopa AaHHBIX MOXeT (POPMUPOBATHCS TEKCTOBBIA (haiii B OMHOM H3
dbopmatoB: json, .csv, .html umm mepenmada JaHHBIX MO OAHOMY M3 H3BECTHBIX MPOTOKOJIOB
nepenaun (syslog, smtp u 1p.) B 6a3y nanubix. Ilepen Tem, Kak COXpaHUTh JaHHBIE B JIFOOOM U3
¢dopmaros (siubo B BJI, 1100 B TEKCTOBOM (paiisie), MpOUCXOIUT NAPCHHT aTPUOYTOB 00bEeKTOB MS
AD, mpexncraBnsiromiux coOoM, Hampumep, neckpunTopbl OezonmacHocTu (Security Descriptor),
npencrasieHHbIx B popmate SDDL (Security Descriptor Definition Language)-3anuceii.
[0024] JHeckpunrop 0Oe30macHOCTH B CBOWO odepenb coxepxkut SID Brnamenbua, SID
ocHOBHOH rpymmel o0bekTa U aBa cnucka(ACL) — SACL (cucteMHBIH CIUCOK YIpaBIIEHUS
noctynom), DACL (muckpeunoHHbIH criucok ympasieHust pocrynoM). ACL — mpexacrasiser
coboii crnmcok 3amucelt (ACE), xoTopblii MaeHTHU(QULIUPYET AOBEPEHHBIC IS YIIPaBIEHHS
OOBEKTHI U ONpenessieT MpaBa AOCTyIa — pa3pellaroline, 3arpeLariue Wik ay AUPYIOIIHe s
stux o0bekToB. ACE Brmouaer crnucok 3ammceit ¢ monsimu: SID oObekra, ais KOTOpOro
OTIpeNeNIAI0TCS paBa A0cTyna, Macka focryna, Tun ACE, npusHak HacienoBaHUs NpaB AOCTyIa
K OOBEKTY.
[0025] ITpu cOope JaHHBIX MOTYT HCIOJIb30BAThCS TAKIKE CUCTEMY (DHUITBTPOB, MO3BOJISIFOIINX
coOupaTh TOJBKO HYXKHBIM HAOOp HaHHBIX B 3aBUCHUMOCTH OT HacTpoek. COOp maHHBIX
OCYLIECTBIISIETCS MO TUIAHUPOBLIHMKY HJTH [IUKJIUYHO.
[0026] Ha stane (102) onpenensiror BeIcOKONpuBHIIernpoBaHHbie 00bekTol (HVA) MS AD B
KOpIoOpaTUBHOHN ceTu Ha ocHoBaHuu mnpasun U napcuHra ACL u ACE. VYka3aHHble npaBuia
NIPEICTABISIIOT COOOH, HampuMmep, aHaimu3 KonudectBa cBsizeit HVA oObekta ¢ apyrumu
oowrektamMu MS AD (Hampumep, CBsI3b ¢ TATHIO U Oonee oObekTamu). HVA Takke MOTyT OBbITh
TEXHUYECKHE WJIM CEPBHCHbIC YYETHBIE 3amUCH C OOJBIIUM KOJHYECTBOM CBSI3€H WM
paCLIMPEHHBIMH MTPUBHIIETHSIMH JOCTYIIA.
[0027] B 3aBrcuMoCTH OT 00BEKTa KOHTPOJUIEpA JOMEHA U BbInedeHHbIX HVA, cOop naHHBIX
NPOMCXOAUT IO3TANMHO Ui Kakaoro kiacca obwekToB. Hampumep, msmenHenms mo HVA
coOuparoTcs B IEPBYIO ouepenb, U MHGOPMALIUS IO CBI3AHHBIM C HUM OOBEKTaMU OOHOBJISIFOTCS

TOXE B NEPBYIO O4Yepelb U B MAKCUMAJIbHO KOpPOTKoe BpeMs. COOp BeneTcs ¢ UCIONb30BAHUEM



MHOTOIMIOTOYHBIX TEXHOJIOTHH, YTO B CBOK OuYepeAb IO3BOJSIET O0ECHEeUNUTh MaKCHMAJbHO
ObICTpOE MOJyYEeHNE NaHHBIX U OOHOBJIEHUH IO 3TUM AaHHBIM. COOp OCYILIECTBISETCS B paMKax
cneunanbHoro LDAP - moaxmoueHns Mexay MOAyJieM cOOpa JaHHBIX U KOHTPOJUIEPOM JIOMEHA.
ITopxmroueHne 3alUIIEHHO JOMOJHUTEIbHBIMU OPTaHU3AallMOHHBIMU METOAAMM  3aLIMUThI
nHpOopMaLUH (JKECTKHE MPAaBUIa MEXKCETEBOrO HKpaHa, crienn(puuecKue paspereHns yCTpoicTB
samutbl (Y3) W Tak [fanee), a TaKXkKe CpeACTBAMM MOHUTOpUHra. Ilepemava JaHHBIX
OCyIecTBIsieTCs: ¢ ucrnosib3oBanueM SSL nist mpotokona LDAP.

[0028] [Tocne cbopa manHbIX 00BEKTOB MS AD Ha sTane (103) onpenensiroTcsi OOBEKTHI,
cBsa3aHHble ¢ HVA | kOoTOpbIE MOTYT PU YCAOBUH MCIOJb30BAHUS TEKYLINUX IPUBUIIETUH OCTYIIA,
WM UX U3MEHEHHUSI, THOO C IIOMOIIBIO TOPU30HTAIBHOTO IPOIBUKEHHUS MO CETH, TIOJYYUTh TOCTYII
Han HVA. B Tabnune 1 Huke mpuBeneHbl HECKOJIBKO MPHUMEPOB TAaKOTO POja MPHUBHIIETHUH

JOCTyTIA.

Tabmuua 1. [Ipumeps! npuBUIIETHIA AOCTYIIA

IpuBuierus Bo3Mo:kHbBIe AeliCTBUSA

GenericAll [Tonubie npaBa Ha 00BEKT (HOOABIEHNE NOIB30OBATENEH B TPYIIITY

WM cOpOC MapoIIst MOJIb30BATENS)

GenericWrite OO6HoBneHne aTpuOyTOB 00BEKTA (T.€. CKPUIIT BXOZIA B CUCTEMY )

WriteOwner H3menenne Biagenblia 00beKTa Ha KOHTPOJIUPYEMOTO

3JIOYMBIIIIJICHHUKOM T10JIb30BATECJIA, KOTOprfI BO3bMET Ha ceOls

O0OBeKT

WriteDACL N3menenne ACE o0bekTa 1 nmpeaocTaBiieHHe OIHOTO KOHTPOJIS Ha/l
00BEKTOM

AllExtendedRights Bo3MokHOCTD 100aBUTD NOJIB30BATEINS B TPYIITY WA COPOCUTH
napoJb

ForceChangePassword | BO3MOXXHOCTb H3MEHUTH MAPOJIb MOJb30BATEIS

[0029] BrisiBnenue Bcex o0bexkToB MS AD, cBszannbix ¢ HVA, HeoOxoaumo i aHam3a
CBsi3ell B LEJSIX MOCIenyroLero mocrpoeHus: rpada Ha stame (104) ams momcka KOPOTKHX
mapupytos 1o HVA. Ha ¢popmupyemom rpade yznamu siBnsirorest 00bektel MS AD, a pebpamu -
napameTpsl 10ocTyna Mexay oobekTamu MS AD.

[0030] B kauectBe y3ma rpada MOKET BBICTYNATh. TPYIMIOBAsl TOJUTHKA, KOMITBIOTEP,
NOJIb30BaTeNb, CTPyKTypa nepesa OU wmm rpynma. B kadectBe cBsizeli (pebep) BBICTYMAIOT
napameTpsl JOCTYIIA, B YACTHOCTH, MPUBHUJIETUH OTHOTO OOBEKTA HAJl IPYTUM, ITOJIb30BATEIbCKUE

CECCHH, YWIEHCTBO B IPYIIax, JOCTYI C YPOBHEM JIOKAJIbHOIO aAMUHUCTpATOpa, U T.I. Hanpumep,



NPUMEPOM CBSI3U OYIYT SIBISATHCS CIEAYIOIINE CYIIHOCTU: OOBEKT SIBIISIETCS HYJIEHOM TPYIIIbI,
NOJIb30BaTENIb UMEET AaIMUHHCTPATUBHbIE TPUBWIETMM HA KOMIIBIOTEPE, HAa OOBEKT
pacrpocTpaHseTcsl IpyNIoBas MOJUTHKA, aKTHBHAs CECCUS IOJIb30BATENsl HA KOMIBIOTEpE U
apyrue Tunsl cymHocteil. Ha @ur. 2 npeacrasien npumep rpaga (200), chopmupoBaHHOTro Ha
stamne (104), oroOpaskaroiiero Tekymue cBsizu Mexkay oobektamu MS AD.

[0031] Ha stane (105) BbImosTHsIETCSI aBTOMAaTU3UPOBAHHOE MOJEIHMPOBAHUE MyTH aTaku Ha
HVA Ha ocHoBe mojydeHHoro rpada Ha stame (104). B xome momenupoBaHusi MyTeil aTak
onpenensiercss nmoarpad (300), mpencrasiennsiii Ha @ur. 3. Ha moarpade (300) ompenenstot
y3JIbl, MIO3BOJISIFOIIME TONYYUTh yrpaByienue Hanq HVA unu cBs3aHHbIMU ¢ HUM oObekTamu MS
AD ¢ mOMOIIBIO 1O MEHBIIEH Mepe OHOTO H3: Mepenavyd TeKYLIHX NpaB AOCTYIa, U3MEHEHHs
TEKYIUX TPaB JOCTyIA, A0OABIEHHsI HOBBIX MPaB AOCTYIA, MJIM UCIOJIb30BAHUS TEKYIIUX IPaB
JOCTyIIA.

[0032] ITon TtepmmHamu «rpad» wu «moxarpad» CTOUT TMOHUMATh MOJIEIHPOBAHUE
oroOpaxkeHne 00bekToB MS AD, mo KOTOpPBIM BBITIOJHSIETCS aBTOMAaTHU3UpOBaHHAs 0OpaboTka
CBEIIEHUI C MOMOINBI0 aBTOMATU3UPOBAHHOTO AHAJUTUYECKOrO JTOPUTMA, HAIMPABIEHHOTO Ha
MOHUTOPHHI' COCTOSIHUSI TOMEHHBIX 30H KOPIIOPATHBHOI CETH U pearnpoBaHNE HA M3MEHEHUS B
ee OOBEKTax.

[0033] Kak nmokaszano Ha npumepe Ha Pur.3 rpynna nons3oBareneii USER-ADM u Bce ee
yieHbl (y4actHuku) umeer npuBwierun ForceChangePassword (ecTb BO3MOJKHOCTH CMEHBI
naposst 6e3 3ampoca cTaporo) Hax nojb3oBaresieM Exchange Admin. ITonezoBatens Exchange
Admin numeer npusuneruu GenericAll (3Ta mpuBHIIETHsI TO3BOJISIET BBITIOIHSITD JIOObIE IEHCTBUS,
Harpumep, 100aBIIsITH HOBBIX IOJb30BaTeNeld B 3Ty rpymnny) Hax rpymmnod ADMSYSTEMS.
I'pynma ADMSYSTEMS umeer npusunerun WriteDacl (mpuBunerusi, mo3BoJisiFoasi MK3MEHHTD
ACL obbexra Domain Admins, Hanpumep, nob6aButh nonublie npasa (GenericAll) Han rpynmoi
Domain Admins) Hag rpynmoi aAMUHUCTPATOPOB ToOMeHa — Domain Admins, KOTOpPBII SABISETCS
B naHHOM ciydae HVA.

[0034] Takum 0Opa3oMm, 3I0YMBIILIEHHHK, CKOMIPOMETHPOBAB YYETHYIO 3aITUCh, HATIPUMED
—ITonp30Barens 1, MOXKET MONYyYUTh IPUBHIICTHH AAMHUHUACTPATOPA JOMEHA, CTaB YJICHOM TPYIIIIBI
Domain Admins. Bekrop ataku moxet ObITh Takoii: Ilonmp3oBarens 1 sBISETCS YISHOM TPYIITBI
User-ADM. Tlonp3oBatens 1 mMeHsier mapoib noabp3oBarento Exchange Admin, ncnones3ys V3
3TOro nojb3oBates nodasisier coro Y3 [TonpzoBatens 1 B rpynny ADMSYSTEMS, 3atem auis
rpyrmel ADMSYSTEMS naer monuele npuBmiernn Ha Domain Admins u npenaer csoro Y3
ITonb3oBarens 1 unenom rpynmsl Domain Admins.

[0035] IIpu anamuze oOvekToB MS AD, omnpenenennbix Ha noarpade (300), Beimensiercs

CTApPTOBBIN Y3€J UJIH IpyIna 0ObeKTOB, OT KOTOPHIX OyIeT CTPOUThCsA MyTh aTaku. CTapTOBBIM



y3JIOM MOXET BBICTYNaTh JEOOOH 0O0BEKT, OO rpynmna OOBEKTOB, IO YMOJYAHUIO HeE
o0nafarmux KPUTHYHBIMU TPUBWIETHAMU, HO HUMEIOIIUMH BO3MOXXHOCTb PACLUIUPUTH CBOU
npasa, MO0 OOBEKTHI HCXOAHO MMEIOINNE KPUTHYHBIE MpaBa, BiusoLIne Ha goctyn k HVA.
Hanpumep, HekoTopble 00BEKTH MOTYT UMeTh paspernenue «WriteDACLy, koTtopoe no3Bosnsier
u3MeHuTh 3amuch KoHTposs aoctyna (ACE) oOwbekra M 1maTh 3JOYMBIIJICHHUKY MOJTHBIH
KOHTPOJIb HaJl OOBEKTOM - (hakTuuecku noiyunth npusmiernn «GenericAlly Han neneBbiM
obbexToM. IIpu MonenpoBaHuN BEKTOpa aTaku OyneT MpPeArnoaaraTbCsi, 4YTO CTAPTOBBIM Y3JIOM
Oynmet xocT win Y3 CKOMIPOMETUPOBAHHAS 3JI0YMBILLIEHHHKOM.
[0036] ITyTu aTak (BEKTOpa) MOTYT CTPOHUTHCS B MPOTHUBOIOJIOKHOM HarpasjieHuu - or HVA
10 OOBEKTOB C KPUTUYHBIMH MPUBUJIETUSIME WJIUA IPYTHMH CBSI3SIMH, MTO3BOJISTFOIIMMH PACIIUPUTD
NPUBUIIETMU TOpU3OHTanbHO. IIpu moctpoeHuu myreil Bcex BO3MOKHBIX atak Ha HVA mus
OOBEKTOB YYHUTHIBAIOTCS HACJIEAOBAaHUS M mpuopureT 3ammced koHTpods pocryna (ACE) B
CIIETYIOIIEM TTOPSIAKE:

— SIBHBIN 3ampeT,

— JSIBHOe paspeluenue;

— YHacnenoBaHHBIN 3aIIPeET,

— VYHacnenoBaHHOE pa3peLIeHHe.
[0037] Taxum obpazom, eciu 00beKT OyneT UMeTh 1Be KOH(IUKTYIOLINE 3aIMHCH KOHTPOJIS
noctyna (ACE) Ha siBHOe pa3pelueHue U siBHbII 3ampeT (HarpuMep, MoJIb30BaTeNb BXOAUT B JIBE
IPYIIIBL, Y OJHON M3 KOTOPBIX €CTh pa3pelleHre Ha JOCTYI K Narke, a y BTOPOH sIBHBIH 3aIpeT, TO
cpaboTaer 3anpeT 1 MOJb30BATENI0 OYAET OTKA3aHO B IOCTYIIE), TO IIPHOPUTET OyIeT y BTOPOToO,
TaK KaK 3aIlpelLiaiolnue NpaBuiia BCerna UMeI0T MPUOPUTET HaJl pa3peLIatoL M.
[0038] Ha stane (105) BBINONHSIETCS B pEXMME pPeajbHOrO BPEMEHHM aHalu3 rpadhoBOro
otoOpaxkeHuss CTPYKTypbl MS AD. AHamu3 MOKET BBIMOJHATHCS C TMOMOIIBI) CIELHUATBHOTO
ABTOMATU3MPOBAHHOTO MOAYJISI AHAJUTHKH, KOTOPBIA 00€CreunBaeT BHIMOJIHEHUE MOHUTOPHHTA
TEKYIIEro COCTOSHUS IpaB AocTyna o0bekToB MS AD u pearupyer Ha U3MEHEHHs! TIOJTHOMOYHHA
otHocutensHO HVA. Ilpu ananuse cocrosHus npas poctyna B MS AD npousBonuTcs onieHka
yrpo3 WHGOPMALMOHHOH O€30MacHOCTH B PEXHME PEATbHOIO BPEMEHH JUIsl CBOEBPEMEHHOTO
pearnpoBaHUsl W CUTHAIM3aUUM OO0 M3MEHEHHSX OTHOCHUTENIbHO TPEHIOB Oe30MacHOCTH.
IIpuMepoM pe3koro M3MEHEHHEM TpeHOa Oe30MacHOCTH MOXKET ObITh A00aBJIEHHE HOBOTO
NIOJI30BATEINS B IPYIIITY aAMUHUCTPATOPHI JOMEHA, IPEIOCTABICHNE ITPAB HA YIIPABJIEHHE KAKUM-
6o HVA u np.
[0039] AHanmu3 wW3MeHeHMH NpUBUJIErHi noctyna Ha Qopmupyemeix mnoarpadax (300)
MO3BOJISIET T€HEPUPOBATh YBEAOMIIEHUS M BBIIIOJHATh ABTOMATH3MPOBAHHOE PEAarHpOBaHUE II0

3alaHHbIM TPaBHJIaM, pPa3paOOTaHHBIM C TOMOINBI0 JIOTHUYECKHX ONEepaTopoB, OOBEKTOB,



aTpuOyTOB M uX 3Ha4eHHH. Takas mpoBepka MUTEPATUBHO OcyluecTsisieTcss Ha stamne (106) mus
Bcex popmupyemsix noarpagdos (300) oburero rpada MS AD (200). ITpu onpeneneHnn 0ObEKTOB
MS AD, nnsa xkoropbsix Ha noxarpade (300) mpoucxonuT U3MEHEeHHe NMPHUBIIETHH UX JOCTyNa U
KOTOpbIE MOTYT MOJNY4YUTh A0CTyn Haa HVA, BbInmonHsAeTcs: npuMeHeHne OAHON U3 BIOPAaHHBIX
NOJUTHK pearupoBanusi Ha dtane (107), B yacTHOCcTH, MHGOpPMALUSA MO TAaKOro POAA y3jam
(oOpexTam) mepenaercs B CHCTEMY KOHTPOJIS I MOCIEAYIOIero pearnpoBanust. C mMOMOIIBIO
CHCTEMbI KOHTPOJIS BBITTOJIHSETCS YIIPABJICHUE IPUBUIIETHSMH OCTYTIA HA BBISIBIICHHBIX OOBEKTaxX
MS AD B uacTH WX H30JHMPOBaHUS OT Apyrux o0bekToB MS AD wW/unM NOHMKEHHsS HX
NpUBWIETHH noctyna. JlaHHAs peakiusi CUCTEMbl KOHTPOJSI BBINOJIHSETCS Ha OCHOBAHUHU
YCTAQHOBJIEHHBIX MPABUJ U MOJUTHUK O€30MacHOCTH B YaCTH PearMpoBaHUE HA KOHKPETHBINA THIT
WU3MEHEHHUs] IPUBWIIETHHA 1oCcTyna Ha oObekTtax MS AD.

[0040] OnHUM U3 YaCTHBIX PUMEPOB MPABUJ pearupoBaHusi Ha 00bekTel MS AD moryT
OBITh CIIEAYIOLINE CUTYAIUH:

— Ecnu nocne oOHOBNEHHUs HHPOPMALUY Y KAKOTO-THO0 00bEKTa MOSBISIFOTCS TPUBUIIETHH
«DS-Replication-Get-Changes»/«DS-Replication-Get-Changes-All»(DCSync), T0 B
Ka4eCTBE PEaKILMH CHCTEMbl KOHTPOJIS POUCXOANT MMOHKEHNE MPUBUJIETHH 00BbEKTa 10
ucxomHoro 3HaueHus. Cucrema nHGOpMUpyeT 00 yCTpaHEHHOH yrpo3e;

— Ecnu B rpynne aaiMUHUCTPATOPOB MOSIBJISIETCS HOBAsl YU€THAsI 3aIIUCh U JaHHAs yYeTHas
3amuch He 100aBjieHAa B COOTBETCTBYIOLIMH JINCT 3HAYEHWH, TO B KAueCTBE PEAKLIUU
CHCTEMBI ITPOUCXONIUT €€ YAIEeHUE U3 TPYIIIbI, TAKUM 00pa30M MOHWKAIOTCS PUBHIIETUN
YUETHOH 3amucu 10 HCXOAHbIX. KoMaHAbpl MO yJalneHUI0 MCIONHSKTCS — OT
NPUBUJIETHPOBAHHBIX YYETHBIX 3alHCel B KaueCTBE MEPEMEHHbIX MEPENaroTCs yUeTHbIe
3amucu U umeHa rpymm. Cucrema nnpopmupyet o0 yCTpaHEHHOH yrpose.

[0041] Takxe 3asBJEHHOE pPELIEHUE MOXKET JOMOJHUTENBHO OCYIIECTBISATh BbISBJICHUE
om0k B KoH(purypauuu 6esonacHoctu MS AD, Ha OCHOBaHMHW TPABHJI MPOBEPKH OMIHUOOK B
koHbpurypauuu o0bekToB MS AD. J1yist 3TOr0 peajan3yercs mIpoBepKa MoIb30BaTeNeii Ha HaTuIHe
OTIpeNeNIEHHBIX TPUBWIETHA B TOKeHax noctymna (Access Tokens), KOTOpbIE MO3BOJSIOT €My
BBITTOJIHATH AeHCTBUs B 00x01 ACL o0bexToB. [laHHAs MpoBEepKa MOKET TAK)KE BBIOJIHSTHCS C
MIOMOIIBIO ABTOMAaTH3UPOBAHHOTO MOJYJIsI, 00eCneunBaromero (PyHKIIHOHAI 110 OCYLIECTBICHHIO
NIOWUCKA THIOBBIX OMIMOOK KOH(QUIYpallMd B KOHTPOJUIEPE JOMEHA. AHaIM3 OLIMOOK
KOH(HUIypauuy BBINOJHIETCS C TOMOIIBI0 MEXaHHM3Ma IMpPOBEPKH (Yekep) Uit Bepudukauuu
M3BECTHBIX YS3BHUMOCTEH KOHTPOJUIEPA JOMEHA.

[0042] OpgHuM W3 BapuaHTOB NPOBEPKU MNPUBUJIETUH B TOKEHaX MAOCTyNa SIBISAETCS

BBITTOJIHEHNE KOMaHbl «Whoami /privy B KOMaHIHON 00O0JIOUKE, MAPCUHT U aHAN3 TOTyYeHHBIX



PE3yJIbTATOB, IPU AHAIN3E YUYUTHIBAETCSI HAMMEHOBAHUE ITPUBUJIETMHU B TOKEHE TOCTYIA U CTaTyC
(BKITFOUEHA/OTKITIOUEHA).

[0043] Huxe B Tabnurie 2 mpuBeneHbl HEKOTOPbIE TPUMEPHI IPUBUJIETHH B TOKEHAX JJOCTYIIA,
BBIABIISIEMBIX B XOJI€ BBISIBICHHSI OIINOOK KOH(PUrypauuu.

Tabmuna 2. [Tpumeps! npUBHIIETHIT B TOKEHAX JOCTYMA

HaumenoBanue Onucanue

NMPUBUJICTUH

SeEnableDelegationPrivilege | [To3BossieT ynpasisate napamerpamu Kerberos Unconstrained u
Constrained Delegation B JoMeHe, KOTOpBIE 3JI0YMBIIIJICHHUK

MOKET UCITIOJIB30BaTh AJId IMOBBIINICHUA HpI/IBI/I.HeFI/Iﬁ

SeDebugPrivilege [To3BoNAOT MOJIB30BATENIO AJIs JIE0Ooro npornecca B OC
Windows BBITIOJIHUTD KO B paMKax OTJIaAKH, UYTO MOXKET
MPUBECTHU K MOBBIIECHUIO HpI/IBI/IJ'IeFI/Iﬁ WJIN YTCHUIO O6J'IaCTI/I
pe3epBUPOBAHHOM MaMATH mpoiiecca. [[puMepoM KCIuTyaTauum
SIBJIIETCSI YTEHHUE CEKPETOB Mpotuecca lsass Y3 monp3oBarenei,

ABTOPU30BAHHBIX B CUCTEME.

SelmpersonatePrivilege JIro6oii mpouecce, odagaromuii 3TON NPUBIIIETHENH, MOKET
OJINLIETBOPSTH (HO HE CO371aBaTh, IMIIEPCOHUPOBATHCS ) JTFOOOH
TOKEH, JUI1 KOTOPOTO OH MOJKET IOJIyYUTh AeCKpunTop. B
HEKOTOPBIX CUTYALHUAX MOXKHO MMIIEPCOHHPOBATHCS B MPOLIECC,
KOTOPBII MPUHAAJIEKUT Ipyroit Y3 unm co3narhb
NPUBUJIETUPOBAHHBIN TOKEH OT ciysk0b61 Windows (DCOM),
3aCTaBUB €€ BBINOIHUTH ayTeHTudukanmo NTLM npotus

SKCILIONTA, a 3aTeM BBIMONHUTE nporecc kak SYSTEM.

[0044] B pamkax maHHON NPOBEPKH OMHUOOK KOH(YUTYPALIMU BBITIOIHAETCS] TOUCK THITOBBIX
omMOOK KOH(PUTYpaH U YSI3BUMOCTEH KOHTpoJuiepa aomMeHa. OOHHUM W3 NPUMEPOB TaKUX
OomMOOK MOXKET CIY)KUTh OTKJIIOYEHHAs mpeaBapurenbHas ayreHTudukanms Kerberos mms
nojb3oBarens (TOSBIsieTCs: BO3MOXKHOCTB mpoBeneHust araku ASREPRoast). Onaum  u3
BapUAHTOB MPOBEPKH sABJISIETCS BhIonHeHHE KoManabl «Get-DomainUser —PreauthNotRequired -
verbose» duepe3 paclIMpeHHe KOMAHAHOW OOOJOYKH. Pe3ynpTaToM BBIMOJHEHHS KOMAaH/bI
SIBJISIETCS CIIHCOK YSI3BHMBIX YUETHBIX 3AITUCEH.

[0045] Jpyrum npuMepoM OoUTHOKH MOKET BBICTYIATh HAINYHE JOMEHHBIX MOJIb30BaTENEH,
MMEIOIIUX TPaBa JIOKAJIBHOIO aIMIHUCTPATOpa Ha koMmbroTepax (ataka Ha Local Administrator

Password Solution (LAPS)). OgHuM U3 BapuaHTOB MPOBEPKH SIBJISIETCS BBITOJIHEHHE KOMaH/IbI



«Get-LAPSComputers» ¢ moMmolib pacmiupeHusi komanaHou ctpoku PowerShell u Gubnuorexu
nonojgHUTeNbHbIX QyHKLMI 1 MetonoB LAPSToolkit. Pe3ynpraTom paboThl KOMaHIbI SIBISETCS
CIHMCOK KOMITBIOTEPOB € BKIIFOUeHHBIM MexaHn3MoM LAPS. Kak npaBuio paspelieHye Ha UTeHHe
naponeit LAPS Haznavaercs Ha rpynmy nosp3oBaresnei. J{Js moucka Takux rpyrm UCTIONb3YeTcs
meron «Find-LAPSDelegatedGroups», 1y mnoucka UIEHOB OJTHUX Ipynr(Ioib30BaTeeii)
ucnons3yercss Meron «Get-NetGroupMember —GroupName “group name”» Oubamnorexu
LAPSToolkit.

[0046] E1me oqHIM npUMepoOB THIIOBOM OMIUOKH MOKET BBICTYNATh MPUCYTCTBUE TOMEHHBIX
nojb3oBareied B rpymnax MS AD mo yMOJYaHHUIO € TOBBILICHHBIMH TPUBUJICTHSIMH, HE
COIepIKalINX HUKAKUX TMojib3oBatesied. Hampumep, Takumu rpynmamMu sBISIFOTCST Account
Operators, Backup Operators, Server Operators u npyrue. OQHUM H3 BapUAHTOB MPOBEPKH
MOJIb30BATENIEd 3TUX TPYII SIBJISIETCSl BbIOJHeHHe KomaHnbl «Get-DomainGroupMember —
Identity ‘group name’» ¢ MOMOIIBIO paciupeHus KoMaHaHOH cTpoku PowerShell u Gubnmorexu
JIONONHUTENbHBIX (PyHKIUH u MeronoB PowerView. Pesympratom paboThl SIBISIETCS CIHCOK
NOJIb30BaTENEH C PACITHPEHHBIMH ITPUBHIIET UM

[0047] 3asBIEHHOE PELICHHE MOXKET TaKXKe€ WCIOJIb30BATh MEXAHH3M PEKOMEHALNH.
PexomeHpanmm npeacTaBisiioT coOOH MOCIEeNOBATEIPHOCTh CUCTEMHBIX KoMaH PowerShell Ha
OC Windows u komMeHTapueB. JlaHHBIH MEXaHHU3M MOXKET OBITb PEealn30BaH C TMOMOIIBIO
aBTOMAaTU3HPOBAHHOTO MOAYJIS, KOTOPBIM 0OecreYnBaeT BbIBOJ KOHTEKCTHON MH(pOpMALUU IS
NOJIb30BATENsA € ILENBI0 HMX HCIOJHEHUS U KOMIIEHCHPOBAHMS BO3HHUKAIOIIMX PHCKOB
Oe3zomacHocTH. PekoMeHnay uMeroT cBsizu ¢ atpudyramu o0bekroB MS AD, Takum oOpasom
OIpeneIEHHBIN HA0Op 3HaYEHNH aTPpHOYTOB XapaKTepH3yeTcss pEKOMEHAALNEH JJIs ITOJIb30BATEIIS
cUCTeMbl. B 4acTHOM cllyyae peKOMEHIAlM MOTYT ObITh MPEACTaBJICHBI B json (Gopmare H
BBIBOIMTHCSI B MHTEP(EHC MOIb30BATENS sl ONPEneéHHbIX 00bEeKTOB/CBsi3el. [l ynaneHus
paspemeHuii y obbekra ciy:xxObl karajoroB MS AD PowerShell ucnonb3yercss koMaHmieT
«Remove-ADPermissiony.

[0048] [Tpumepom siBJIsieTCs BBITIOJIHEHUE ClieAyromel komManasl: Remove-ADPermission -
identity "Replication Database"-User "domain/ivanpetrov" -AccessRights "WriteDacl".

[0049] CuHTakcuc UCToIb30BaHus KoMaHjieTa «Remove-ADPermissiony:

Remove-ADPermission -Identity <ADRawEntryldParameter> -User
<SecurityPrincipalldParameter> [-AccessRights <ActiveDirectoryRights[]>] [-ChildObjectTypes
<ADSchemaObjectldParameter[]>] [-Deny <SwitchParameter>] [-DomainController <Fqdn>] [-
ExtendedRights <ExtendedRightIdParameter[]>] [-InheritanceType <None | All | Descendents |
SelfAndChildren | Children>] [-InheritedObjectType <ADSchemaObjectldParameter>] [-
Properties <ADSchemaObjectIldParameter[]>]



Remove-ADPermission [-Identity <ADRawEntryldParameter>] -Instance
<ADAcePresentationObject> [-AccessRights <ActiveDirectoryRights[]>] [-ChildObjectTypes
<ADSchemaObjectIldParameter[|>] [-Deny <SwitchParameter>] [-DomainController <Fqdn>] [-
ExtendedRights <ExtendedRightIdParameter[]>] [-InheritanceType <None | All | Descendents |
SelfAndChildren | Children>] [-InheritedObjectType <ADSchemaObjectldParameter>] |-
Properties <ADSchemaObjectldParameter[|>] [-User <SecurityPrincipal[dParameter>]

Remove-ADPermission -Identity <ADRawEntryldParameter> [-DomainController <Fqdn>]

[0050] JIOMOMHUTENPHO  MOKET  MCIOJBb30BATbCA  TaKXK€ TIEHEepaTop  OTYETHOCTH,
BBIITOJIHEHHBIII B BHJE ABTOMATH3UPOBAHHOTO MOIYJIS, KOTOPBIH peann3yer (QyHKIHOHAT
¢opmupoBaHue 0TUETOB. BXOIHBIMU TAHHBIMU JUII MOAYJISI OTYETHOCTH SIBJISIFOTCSI OOBEKTHI U HX
arpubytsl u3 b/l PesynbraToM hopMupOBaHHS OTUETHOCTH SIBJISIETCS] TEKCTOBBIHN (haiiyl B OHOM
u3 popmaros: pdf, html, xIsx. OgHIM U3 YACTHBIX MPUMEPOB OTYETA MOKET ObITh CTATUCTUYECKHIA
OTYET C 3JIEMEHTAMHU aHAJUTHKH, COAEP KA HHPOPMALHIO TIO CIEAYIOLIUM OOBEKTaM:

— OOmee KOJMYECTBO aIMUHHUCTPATOPOB. M3MEHEHHs B KOJMYECTBE 3a ONPEACIICHHBIH
IIPOMEXYTOK BPEMEHU,;

— HaumeHnoBaHue rpymnn aAMUHUCTPATOPOB U KOJUYECTBO YYACTHUKOB B KaXX0M U3 TPyIIIL
Takxe BO3MOXKHO BKJIOUHUTH HEOOXOAMMBIE TPYMINbI, €CIH OHHU  SIBISIOTCS
BBICOKOIIPUBWJIETMPOBAHHBIMU aKTHBAMU,;

— Cnucok nosnp3oBareneii 6e3 npeasapureabHoi ayreHTugukaunu (ASREPRoast),

— Crucok 0OBeKTOB C OTPaHHYEHHBIM JIEIErHPOBAHHUEM.

[0051] HHppacTpyKTypa NPakKTUIECKH BCEX KOMIIAHUH BKIIFOYAET JOMEHBI, IIOCTPOSHHBIE Ha
6aze MS AD. 3asBieHHOe pelIeHHEe TO3BOJSIET OOCTUYb BBIIIEYKA3aHHBIN TEXHUYECKUH
pe3ysibTaT 3a CYET MOCTOSIHHOIO MOHUTOPHHIA pa3peuieHnil OOBEKTOB CIy»KObl KaTajloroB U
omubok koHpurypauu MS AD, 4ToO 3Ha4YMTENBHO MOBBIIAET 3()(PEKTUBHOCTL OOECTIEYeHHMSI
0e30macHOCTH JJIsl TIPEAOTBPALICHHUS KOMIIPOMETALUU OOBEKTOB CETH. 3JIOYMBILUIEHHUK,
nonagas B CeTh U MPEANPUHUMAs MONBITKM TOPU3OHTAJIBHOTO IMPOABIKEHMS] U TOBBIIICHUS
NPUBUJIETHH C IeNb0 KoMmrpometrauud HV A, BeIHYKA€H U3MEHSITh pa3pelIeHns: 0OObEKTOB, THO0
UCTIONIb30BaTh OMIMOKKM B KOH(HUrypaumuu CiykObl KatanoroB. IIOCTOSHHBIE MOHUTOPHUHT
pasperieHuil OOBEKTOB MO3BOJISIET ONEPATHBHO BBIBJISATH TAKHE TOIBITKA U HE3aMEITUTEIBbHO
pearupoBaTh Ha HUX, M30JUPYsl 3JIOYMBIIUIEHHHKA OT JajbHEWINEro NpOJABIKEHHUS, a B
HEKOTOPBIX Ciydasl OTKJII0Yasi ero oT ceT. lIpenmMylnecTBOM HACTOSIIErO PEIleHUsl SBISETCS
anamu3 ACL u ACE o6bekToB ceTH, a Takke omnook koHpurypauuu MS AD. Jlpyrue pemeHus
HE IPEATONAralT TaKoro poaa (yHKIHOHAJ, YTO MPUBOAHUT K TOMY, YTO TaKOTO pOJa CUCTEMBbI

0e30IMacHOCTH HE B COCTOSIHUHU 3aMevaTh U pearupoBaTb Ha TAKUEC MHLUUACHTHL.



[0052] Ha ®ur. 4 npencrasieH oO0muiA BUA BBIUUCIUTEIBHOW CHCTEMBI, peaM30BaHHON Ha
0aze BeruncIUTENBHOTO yeTpoiicTa (300). B oOmem cnyuae, BeraucaurenbHoe yeTpoicTso (300)
COIEPKUT OOBEeNWHEHHBbIe OOLIel MUHOW HMH(OPMALMOHHOTO OOMEHa ONIWH WJIM HECKOJBKO
nponeccopos (301), cpencrBa mamsartu, takue kak O3Y (302) u II3Y (303), unTepdeiics
BBOnma/BbiBOAa (304), ycrpoiictBa BBoma/BeiBoAa (305), M yCTPOHCTBO Ui CETEBOTO
B3aumonencTaus (300).

[0053] ITpoueccop (301) (Mu HECKOJIBKO MPOLIECCOPOB, MHOTOSIAEPHBIN MPOLIECCOP) MOTYT
BBIOMPATHCS M3 aCCOPTUMEHTA YCTPOICTB, MIMPOKO MPUMEHSIEMbIX B TEKyIlee BpeMs, HalpuMmep,
kommnanuii Intel™, AMD™,_  Apple™, Samsung Exynos™, MediaTEK™, Qualcomm
Snapdragon™ u t.11. [Tox mporieccopoM Takke HeOOXOIUMO YUUTHIBATh rpaduecKuii mpoueccop,
HanpuMmep, GPU NVIDIA unu ATI, xoTopeiii Takke sBASETCS MPUTOAHBIM ISl IOJHOTO WU
4aCTHYHOro BbIMONHEHUst crocoda (100). Ilpu 5TOM, CPencTBOM MaMITH MOXKET BBICTYIATh
TOOCTYIHBIN 00beM MaMsATH rpaduuecKOl KapThl WK IpadUuecKoro mporeccopa.

[0054] O3Y (302) mpencraBnsier cOOOH OMEPATHBHYIO MaMATh W TPEAHA3HAUEHO JIJIst
XpaHEHHsI UCTIONHAEMBIX MporeccopoM (301) MammMHOUNTAEMbIX MHCTPYKIUH AJIS1 BBIOJHEHNE
HEOOXOIMMBIX ONEPALHi 110 JIOTn4ecKkoi o0padoTke nanHbix. O3V (302), kak mpaBUIIO, CONEPIKUT
UCTIOJIHSIEMbIE WHCTPYKIIMU OMNEPALMOHHOM CHCTEMBI W COOTBETCTBYIOIIUX IPOTPAMMHBIX
KOMITOHEHT (TIPHJIOKEHHSI, IPOTPAMMHBIE MOAYJIH U T.I1.).

[0055] I13VY (303) npencrasnser coOoH OHO UK OOJIee YCTPONUCTB MOCTOSTHHOTO XPAaHEHHSI
JaHHBIX, HarpuMep, skectkuit nuck (HDD), TBepaoTenbHblii Hakonurenb faHHbIX (SSD), ¢uain-
namsate (EEPROM, NAND wu T.1.), ontuueckue Hocurenn uHdopmauuu (CD-R/RW, DVD-
R/RW, BlueRay Disc, MD) u np.

[0056] Jlns opraHuzanuy padoThl KOMIOHEHTOB ycTpoiicTBa (300) u opraHuzanuu padoThI
BHEIIHUX MOJAKIIIOYaeMbIX YCTPONCTB MPUMEHSIOTCS pasindHble BUAbI HHTEpdeiicos B/B (304).
Beibop  cooTBeTcTByROIMX ~ MHTEpP(EHCOB  3aBHUCUT OT  KOHKPETHOTO  HCIOJHEHHS
BBIYUCIUTENIBHOTO YCTPOICTBA, KOTOPbIE MOTYT MPEACTABISATh COOOH, He orpannunBasck. PCI,
AGP, PS/2, IrDa, FireWire, LPT, COM, SATA, IDE, Lightning, USB (2.0, 3.0, 3.1, micro, mini,
type C), TRS/Audio jack (2.5, 3.5, 6.35), HDMI, DVI, VGA, Display Port, RJ45, RS232 u T.11.
[0057] Jlnst obecriedeHusi B3aUMOAEUCTBHUSI MTOJTH30BATENSI C BBIUUCTUTENbHBIM YCTPOHCTBOM
(300) mpumensiroTest pasnuunble cpeactsa (305) B/B unpopmanmy, HampuMep, KIaBHATYPA,
aucIiel (MOHUTOP), CEHCOPHBIA AMCIUICH, Tad-Maj, JKOWCTHK, MAHUITYJIATOP MBIIIb, CBETOBOE
nepo, CTUJIYC, CEHCOpHAas MaHeNb, TPEeKOOJ, MTUHAMUKH, MHKPO(OH, CpPeacTBa AOMOJHEHHOM
PEaTbHOCTH, ONTUYECKHE CEHCOPBI, IUIAHIIET, CBETOBbIE WHAMKATOPBI, IMPOEKTOp, Kamepa,
cpeacTBa OHOMETpHUECKOW HIeHTH(UKAUWUK (CKaHep CETYAaTKHU TIJa3a, CKaHep OTIEYaTKOB

NnaJblIeB, MOAYJIb PACIIO3HABAHUSA FO.]'IOC&) u T.II



[0058] CpenctBo cereBoro B3aumopeicTBusi (300) obecreunmBaer mepenadyy OaHHBIX
ycrpotictBoM (300) mocpeacTBoM BHYTPEHHEH MM BHELTHEH BBIYUCIUTENbHON CETH, HAapUMep,
Wnrtpaner, Unrepuer, JIBC u 1. B kauectBe omgHoro wmm Gonee cpeacts (306) moxer
UCTIOJIB30BaThCsl, HO He orpanmuuBathes: Ethernet xapra, GSM momem, GPRS monem, LTE
mozem, SG moxem, monyiib cyTHUKOBOH cBsizu, NFC moxayib, Bluetooth w/unu BLE monyis,
Wi-Fi monyns u ap.

[0059] JIOMOHUTENPHO MOTYT MPUMEHSITBCA TAaK)Ke CPEACTBA CIyTHUKOBOW HaBUTALlUU B

coctase ycrporictsa (300), nanpumep, GPS, 'JTTOHACC, BeiDou, Galileo.

HpeI[CTaB.HeHHbIe MaTE€pHUAJbI 3asBKH PACKPBIBAIOT MPECATIOYTUTEIIbHBIC IPUMEPDI pE€aiu3aliuid
TEXHUYICCKOTO PCIICHHA U HE JOJIPKHBI TPAKTOBATHCA KaK OIPaHUYNBAIOIIUE NHBIE, YaCTHBIC
MPUMEPBDI €TI0 BOIUIOIIEHUA, HE BBIXOOAIIUE 3a MMPEICIIbI HCHpaLHPIBaeMOfI HpaBOBOﬁ OXpPaHBblI,
KOTOPBIC ABJIAKOTCA OUEBUAHBIMUA IJI1 CTICITUAJIMCTOB COOTBeTCTBYI'OH.Ieﬁ obnactu



DPOPMYVYIJIA

1. Cnocob mpenoTBpatieHusi KoMnpomMerannn oObeKTOB CiykObl karajmoroB (MS AD) B
KOPIOPATUBHOMN CETH, BBINIOJIHAEMBIN C IOMOLIBIKO BBIMUCIUTEIBHOTO YCTPOUCTBA U COAEPKALIUN
3Tanbl, HA KOTOPBIX:
— TMOJNy4daroT JdaHHble U3 xpaHwmma MS AD  koprnopaTuBHON  ceTH,
XapakTepusyrre OObEeKThl CETH M WX aTpUOyThI, BKIIKOYAIOIIHME B CeOsl IO
MEHbIIeH Mepe AecKkpunTop OesonacHocT, conepskarnuii cucku (ACL) u 3amvcu
(ACE) xoHTpOJIsl AOCTYTA OOBEKTOB,;
—  BBINOJHSIOT NApCUHT aTpubyTOB 00BEKTOB MS AD;
— ONpemessifoT  BbICOKOMpHUBHIIErHpoBaHHble 00bekTel (HVA) MS AD B
KOpIHOpaTUBHOMN ceTH Ha ocHoBaHuM npaBui U napcuHra ACL u ACE, npudem
MpaBWia MPEICTABISIFOT COOOW MO MeHbIneHd Mepe KOauuecTBo cBsizeli HVA
obbekra ¢ npyrumu odbekramu MS AD;
— ompenensitor 00bekThl MS AD, cBsizanHbie ¢ HVA, KOTOpble TO3BOJISIIOT
MOJIyYUTh K HUM JOCTYIl MOCPEACTBOM TEKYLIUX NMPUBUIIETUH AOCTyMNa, UM UX
MU3MEHEHUs WM IOCPEACTBOM TOPU30HTAJIbHOIO IPOABHXKEHHUS 110 CETH;
— (opmupyroT rpad Ha OCHOBE COOPAHHBIX JAHHBIX, TI€ Y3JIaMH SIBJSIIOTCS OOBEKTHI
MS AD, a pebpamu - mapameTpsl A0cTyna Mexay oorekramu MS AD;
—  BBINOJHSIOT MOZIeTUpoBaHue myTu atraku Ha HVA Ha ocHOBe nostydeHHoro rpada,
Ha KOTOPOM OMNPEAeSSIFOT MO MeHbIIeH Mepe oaun noarpad ¢ oovekramu MS AD,
cozlepsKaluil  y3Jbl, MO3BOJSIOLIME MOJNYy4YUTh yhpasieHue Haa HVA umm
CBsI3aHHBIMU ¢ HUM OObekTaMu MS AD ¢ MOMOIIBIO 10 MEHbIIEH Mepe OTHOrO
U3. Tepefavd TEKyLIMX MpaB AOCTYyINa, U3MEHEHMs] TeKyL[UX IpaB AOCTYIIA,
n00aBJIEHUS] HOBBIX MPAB OCTYIIA, HJIH MCIOJb30BAHUS TEKYIIHX MPaB TOCTYIIA;
—  OCYLIECTBJISIFOT MOHHUTOPUHT 00bekToB MS AD nns ompeneneHuss W3MeHEHHH
napaMeTpoB MPUBHIJIETHH TOCTYIIA HA y3J1aX, BBIIBIEHHBIX Ha noarpade;
— MepenaroT JaHHbIE 110 BBIABICHHBIM Ha NoArpade oObeKTaM B CUCTEMY KOHTPOJIS
IIPY U3MEHEHUU UX NIPUBUJIETHI 10CTYNA,
—  BBINOJHSIOT YIPABJICHNE MPUBWIETHUSIMH TOCTYTIAa HA BbIABJIEHHBIX 00bekTax MS
AD B 4acTH UX U30JIUPOBAHMSA OT ApyTrux 00bekToB MS AD W/Miu MOHMKEHUS UX

MPUBUJIETUHA JOCTYIA.



2. Croco mo 1. 1, B KOTOPOM mapaMeTpsl JOCTYIIA MEKAY OOBEKTaMH MPEACTABISIOT COOO0M
10 MEHBIIEH Mepe OTHO U3: CBS3H MPUBUIIETHUI MeXy OOBEKTaMH, Ha KOTOPBIE 3TH MPUBHIIETUN
PaCIpOCTPAHSIOTCS, PA3pEIlEHHs MEXy OOBEKTaMH, TApAMETPBhI TOBEPUS MEKIY TOMEHAMU.

3. Crioco0 mo m. 1, B KOTOPOM MpPUBUIIETUH OOBEKTOB CIy>KObl KaTaJOrOB MPEACTABIISIOT
co00¥ TOKEHBI 1OCTyIA ¢ ACCOLMUPOBAHHBIMH MPUBIJIETUSIMU TIOJIb30BATEIS.

4. Crioco0 1o 1. 3, B KOTOPOM MPUBHJIETHH TOKEHA TOCTYTIA SIBJISIFOTCS CIIOCOOOM M3MEHEHUsI
YPOBHS IOCTyIa K 00OBEKTY CITy>KObI KaTaJIOrOB KOPIOPATHBHON CETH.

5. Crniocob mo 1. 1, B KOTOPOM KaKblil OOBEKT CETH MPENCTABIAET COOOI MO MEHbIIEH Mepe
OITHO W3: TOJIb30BATENI, KOMIIBIOTEPHI, TPYMNIbl 0€30MacHOCTH, TpynmnoBble noautuku (Group
Policy Object), opranusauuonsasle noapazneneHus (Organizational Unit), noBepuTeNbHBIE
OTHOILIEHHS MEKAY TOMEHAMH.

6. Croco® mo m. 1, B KOTOPOM Ha BBIIBICHHOM NOArpad)e OCYIIECTBIISFOT MOHHTOPUHT
omnOoK B KoH(purypauuu 6esonacHocty MS AD, Ha OCHOBaHMHU NPABUJ NMPOBEPKHU OLIMOOK B
koH(purypaunu oosekroB MS AD.

7. Croco0 o 1. 6, B KOTOPOM OCYIIECTBIISIIOT KOPPEKTUPOBKY KOH(PUTYpALIUil PUBUIICTHIA
noctymna Ha o0bekTax MS AD.

8. Cucrema mpenoTBpaiieHusi KOMIPOMeTaluu 00BbEKTOB CitykOpl katajmoros (MS AD) B
KOPIIOPATUBHOM CETH, COIEeprKalasi o MeHbIIeH Mepe OAMH IMPOLECCOp U MaMATh, XPAHSIIIYIO
MAalIMHOYUTAEMbIE HHCTPYKIIMU, KOTOPBIE ITPH UX BBITOJHEHUHU MTPOLIECCOPOM PEATH3YIOT CIIOCo0

o arobomy u3 mm. 1-7.
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[Monyuenue maHHbBIX U3 Xpanuauma MS AD
KOPTIOPATHBHOM CETH U MAPCHHT aTpHOYTOB
00bekTOB MS AD kopropaTuBHOH ceTH

Onpeacneane HVA MS AD

Onpeaencuue 00bexkToB MS AD, cBsIaHHBIX
¢ HVA, no3somnsomue moayIuTs K HIM
JOCTYII

®dopmuposanue rpada no oosekram MS AD
JJIsL MOJeTupoBaHus myTel araku Ha HVA

MounuTopunr oosexroB MS AD no
chopmuposanHoMy rpady

Brisisnienue 06sexToB MS AD ¢
HM3MCHUBIITUMHUCS TPUBUJICTHSIMH JOCTYIIA

M3oaupoBaHue BBISBJCHHBIX OOBEKTOB OT
CCTH /WU NOHWKCHUE UX TPUBUJICTHI
JOCTyIIa
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D NOCJCAYIOUINE JOKYMCHTHI YKa3aHbl B NPOAODKEHHH

«T» - Gosiee NO3AHKI JOKYMEHT, ONyGAMKOBAHHBIHA NOCNE AaThi IPHOPUTETA U

NPHUBEACHHBIA JUIA NOHMMAHHA H300pETEHUA

«X» - JIOKYMEHT, HMetoLuii Hanbonee GNH3KOE OTHOWIEHHE K NPEAMETY IOKCKa,

nopoyYalui HOBU3HY UM H300peTaTeNbCKUA YPOBEHD, B3ATHIN B OTACIBHO-

CTH

«Y» - NIOKYMEHT, UMEIOIMH Haubonee 61K3K0e OTHOLICHHE K APSAMETY NONCKa,
nopoyaniuii H306peTaTeNbCKHit YpOBEHD B COUETAHHH C ADYTHMH 1OKYMEH-
TaMH TOH e KaTeropuy

«&» - IOKYMEHT, ABNAIOMMUIACA NaTEHTOM-aHAOrOM

«L» - ROKYMEHT, MPHBEACHHLIN B IDYTHX LIENAX

* Oco0ble KaTerophk CChUIOUHBIX JOKYMEHTOB:

«A» - ROKYMEHT, Onpeaensiomuit o6umii ypoBeHb TEXHUKH

«D» - BOKYMEHT, NPUBEACHHDIN B €Bpa3MiCKON 3asBke

«E» - 6onee paHHHUI JOKYMEHT, HO ONyG/IMKOBaHHEIA Ha AaTy Nofayy
€Bpa3HItCKOH 3a9BKH MK NOCE Hee

«O» - NOKYMEHT, OTHOCALIMIACA K YCTHOMY PAacKPBITHIO, SKCIIOHHPO-
BAHHIO M T.A.

"P" - NOKYMEHT, Ony6/IMKOBaHHEIN 0 AATHI TOAA4H EBPA3HIACKOH
3a4BKH, HO NOCIE JaThl HCMIPAMIMBAEMOrO NpuopuTeTa”
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