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K cucteMaM o0pa0oTku Tpaduka TpaH3aKIMOHHBIX MIATEKHBIX cucTeM. Cucrema o0paboTku Tpaduka
TPaH3aKIIMOHHBIX JaHHBIX IUIATEKHBIX CHCTEM, COZlEepIKalasi B3aNMOCBsA3aHHBIE Mexay coboit nea L{O/],
KaX[IbIH 13 KOTOPBIX COAEPIKHT I10 MEHbIIIEH Mepe OIMH cepBep 00paboTKH M OaaHCUPOBKH BXOASIIIETO
TpaduKa, BHITOJIHEHHBIH C BO3MOYKHOCTBIO TIOJIyYEHHUSI M OTIIPABKU COOOILIEHUH NP B3aMMOACHCTBUH
C BHEUIHHMH TOTPEOHTEISIMU; Teperadd COOOIIEHM MEXIy BHYTPCHHUMH KOMIIOHEHTAMH CHCTEMBI
BO BHYTpPEHHEM (hopMare; IOCTAHOBKH B O4Yepeb IPOIECCOB KOMIOHEHTOB CHCTEMBI B COOTBETCTBUH
C YKa3aHHBIM TOJydYarejeMm; JIOTUPOBAaHUS OINepaluii W TOCIeAYIOUIed OTHpaBKH COOOIICHUN B
pacripeneneHHbIi Opokep COOOIIEHMIT; yIpaBIeHus TaiiMepaMu 00padOTKHU omepannii MeXIy CEpBepamu;
110 MEHBIIEH Mepe OIMH cepBep 00pabOTKH, BHIIOIHEHHBIH ¢ BO3MOXXHOCTBIO NepehOpMaTUPOBAHHS U
OTIPaBKK COOOLICHUI Ha MapIIpyTU3alMI0 BO BHEIIHIOI CHCTEMY; B3aWMOJAEHCTBUS C 3alUIICHHBIM
anmapaTtHeIM xpaHwimmeM naHHBIX (HSM), ympaBienns KpunTorpapuyuecKUMH OIEpanusIMH U
BBITIOJIHEHHST KPUNTOrpaMYecKUX MPOBEPOK; KomupoBaHWs NaHHBIX Mexay LIOJ; mpeoOpazoBanus
coOOIeHNH B 3aJaHHbII (hopMaT ceTeBOro oOMEHa; MOCTaHOBKU B OuYepellb MPOLIECCOB KOMIIOHEHTOB
CHUCTEMBI B COOTBETCTBHHM C YKa3aHHBIM IIONydYaTeleM; JIOTHPOBAaHUS ONIepanuidi U IIOCIeAyIoNen
OTIIPaBKH COOOIICHUI B paclpeNeIeHHBI OpoKep COOOIICHMIA; CIIEHApHOW 00paOOTKH COOOIICHUH U
KOHTPOJIS MCIOJIHEHHUS CLICHAPUEB, BKIIIOYAIONIMX, 110 MEHbLIEH Mepe, KOHTPOJIb TallMUHra OTIPaBKH
COOOIIeHNH W TIPOBEPKY AYIUIMKAIINH JAaHHBIX; HASHTH(UKAINH OaHKOBCKMX KapT M MapIIpyTH3aIHA
COOOIIEHNH B COOTBETCTBUH C HJICHTU(PHUIINPOBAHHBIMH JJAHHBIMHU OaHKOBCKHMX KapT; yCTAaHOBKH ITPU3HAKA
HEOoOXOIMMOCTH TIPOBEPKU TPAaH3aKIMH, a TAK)KE OTHPABKH TPaH3aKIMU Ha MPOBEPKY B cucteMy (Gpoa
MOHHTOPHHTA; YIPABICHUS TalMepaMu OOpabOTKH COOOIIEHWH MEXIY CepBepaMH M KOMIIOHEHTaMHU
CHCTEMBI; peaJl3allid M OTMEH ClLeHapueB 0OpabOTKH OIepanyii SMHUTEHTa; MPOBEPKH OOBEKTOB
TpaH3aKIHM1 Ha OTPaHUYEHHUS; [0 MEHbIIIEH Mepe OAMH CepBep B3aUMOJICHCTBHS C BHEITHUMU CHCTEMaMH,
BBITTOJTHEHHBI C BO3MOXKHOCTBIO OOMEHa MaHHBIMH C BHEIIHUMH CHCTEMaMH; ayTCHTU(UKAINNA U
ABTOPH3ALMK II0JH30BATENS]; pacIpe/IeIeHHbI OpOKep COOOIIEHNUH, BBHITOIHEHHBIH C BO3MOXKHOCTHIO
nepenayy JTAaHHBIX MEXIy KOMIIOHEHTAMH CHUCTEMBI; [0 MEHbBILEH Mepe OIUH CEepBEp AOJITOCPOYHOrO
XpaHEeHHS JaHHBIX; IO MEHBIIEH Mepe OUH CepBEp ONEPATHBHOTO XpaHEHHUS TaHHBIX; TI0 MEHBIIIeH Mepe
OIIMH cepBep ISl XpaHEHHsI ICTOPHUYECKHUX JIOTOB CHCTEMBI.
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MIIK: GO6F17/00
CUCTEMA OBPABOTKH TPA®UKA TPAH3AKIITMOHHbLIX TAHHBIX
INIATEXKHBIX CUCTEM

OBJIACTb TEXHUKHU
[0001] Hacrosiee TexHU4eCKoe perieHue, B 00IeM, OTHOCUTCS K 00JIaCTH BBIYUCTUTENbHOM
00pabOTKM JaHHBIX, & B YACTHOCTH, K cHCTeMaM 00paboTKH Tpaduka TPaH3aKIIMOHHBIX JaHHBIX

IUIATC)KHBIX CUCTEM.

YPOBEHb TEXHUKHU

[0002] OOMeH neHbraMu B Hallle BpeMsl CTaj 3HAYUTENIbHO MPOINE ISl BCEX CTOPOH:
NOKyTIaTeNel, MPOAaBLIOB, OAHKOB U JaKe U TOCYAAPCTBEHHBIX CTPYKTYp. biaaronaps nepexony
JEHEKHBIX CPENCTB U3 (pu3mueckoro oObekTa B MHQOPMALIOHHBIN MPOAYKT BCE MPOUCXOIUT 32
CeKYH/BI, MO3TOMYy OOINas ACHEXHAs Macca yBEJINYMBACTCS. YK€ HE HagO IMepPeCYUTHIBATH
KYITIOPBI, 3a00TUTHCS], 4TOOBI OHU OBUIM B KapMaHe B Hy)XHOe Bpemsi. Bce mpowmcxomut uepes
KaHAJbl CBSI3M, a HAa3BaHME OTOW TIJIO0AJBHONH CHCTEME — TPOLECCHHI IUIATEXKHBIX KapT.
ITockonbKy OH MOXKeT ObITh OAHKOBCKMM M HEDAHKOBCKHM, TO OXBATBIBAET MPAKTUYECKH BCE
cdeprl, rae GUrypupyoT GUHAHCHI.

[0003] IIpoueccunr — 310 nporecc 00padoTku UHPOPMALIUU, KOTOPAsi CYIIECTBYET B MOMEHT
COBEpILICHUsI JIEHE)KHOW omepanuy. MHBIMU CIOBaMM, 3TO TEXHOJIOTHS «IOCTaBKUY» JEHEr OT
NOKYTIaTeJNs 10 MPOAABLA. 3a MPUBBIYHBIMU JEHCTBUAMU I10 Nepeaaye u NpueMy IuaTesxeld CTOUT
CJIO’KHAsI CUCTEMa, KOTOpasi CBA3BIBAETCS C PA3IMUHBIMU yYaCTHUKAMHM, TIPOBEPSET, MepefaeT U
¢duxcupyer nansble. [T0OCKONBKY TUIATEKU Ka’KAbIH YEJOBEK MPOM3BOAUT MO HECKOJBKO pa3 B
JIeHb, a PEANIPUSITUS TIPOU3BOAST THICSUYU U MIJUTMOHBI OTIEPALIMH, TO MPOLIECCUHTOBBIE CUCTEMBI
NPEICTABJISIIOT U3 ce0sl CIIOXKHBIN, MHOTO(PYHKLIMOHAJIBHBIN MEXaHU3M.

[0004] Takue cucTeMbl IMPOKO M3BECTHBI M3 YPOBHS TEXHUKH, HAampumep, GpPOHTAIbHbIH
komrnoneHT SmartVista Front - End https://www .bpcbt.com/ru/smartvista-solutions/ obnanaer
BO3MOXKHOCTBIO IPUHUMATh U 00padarsiBaTh Tpaduk oT miarexxHbix cucteM (MasterCard, Visa,
MUP, JCB, UPI, Amex) ¢ mocienyroolnel nepenadyeil Ha aBTOPH3ALMIO B IMPOLIECCHHTOBOE
pelIeHne, MPON3BOIALIEe XOIAUPOBaHUE U pacueT. Tak jke KOMIIOHEHT 00J1aaeT BO3MOKHOCTD
NPUHUMATh 1 00padaThiBaTh Tpaduk OT 3KBapPHHToBBIX TepMHUHAJIOB (bankomarsl, POS, Knocku
IUIS TIPOU3BEICHUS OIUIAT M MPOBENEHHs] MHKACCALMM, IUIATEKHBIC ILUTIO3bI) C MOCIEeAYIOLIEH
nepenavyell Ha aBTOPHU3ALMIO B MeEKOyHApOIHBbIE IUIATEXXKHbIE CETH WM B IPOLECCHHIOBOE
peteHne 6aHKa ISt MPOBEIACHUS AaBTOPHU3ALMH.

[0005] HenocratkoM CylecTBYIOIINX peIleHUuil B AaHHOM 0ONacTH sIBIsETCS HHU3Kas

OTKa30yCTOWYHUBOCTh U CKOPOCTh MAacIITAOUPOBAHUS CHCTEM.



CYIIHOCTbh TEXHHMYECKOI'O PEINIEHUA
[0006] 3asiBIIEHHOE TEXHUYECKOE PeLIeHUE MpeJiaraeT HOBbIH Moaxos B odmactu 00padoTku
Tpaduka TpaH3aKLIMOHHBIX TaHHBIX IJIATEXKHBIX CUCTEM.
[0007] Pemmaemotii TexHudeckoi mpobaeMoii WM TEXHUYECKOU 3a7jaueil sIBIsIeTCsl CO3/1aHNe
HOBOW cucTeMbl 00paboTkM Tpaduka TpaH3aKLUMOHHBIX MAaHHBIX IJIATEKHBIX CHCTEM,
oOnaznaroineii BHICOKOH CTENMEeHbI0 OTKa30yCTOHUYNBOCTH.
[0008] OCHOBHBIM  TEXHUYECKHM  PE3YyJbTATOM, JOCTHUTAIOLIUMCS TIPH  PELICHUH
BBILICYKA3aHHOW TEXHUYECKOW MpOOJeMbl, SIBISETCS TOBBIIIEHHE OTKA30YCTOHYMBOCTH H
CKOPOCTH MacCIITaOMPOBAHUS CHCTEMBI.
[0009] 3asiBIIEHHBbIN pe3yJbTaT JNOCTHTAKOTCS 3a CYeT CHCTeMbl 0O0paboTku Tpaduka
TPaH3aKIIMOHHBIX JAHHBIX IUIATEKHBIX CHUCTEM, COIEeprKalleill B3auMOCBsI3aHHbIE MEXKAY COOOit
nBa [{O/] ka>kaslil U3 KOTOPBIX COAEPKUT:

" [0 MeHbIIeW Mepe OIUH cepBep OOpaboTKM W OaNaHCHUPOBKH BXOISINEro Tpaduka,

BBITIOJTHEHHBIN ¢ BO3MOKHOCTBIO!

O TOJYYEeHHUS W OTIPAaBKU COOOLIEHWH TpU B3aMMOACHCTBHUH C BHELUIHHMHU
NOTPEOUTEISIMH,

O mepemayn COOOINEHUI MeXAy BHYTPEHHUMH KOMIIOHEHTAMH CHCTEMBI BO
BHYTPEHHEM (popMmare;

O TIOCTAaHOBKU B O4Yepe[b INPOLIECCOB KOMIIOHEHTOB CHUCTEMBI B COOTBETCTBUU C
YKa3aHHBIM I10JIydaTelNeM,

O JIOTHPOBaHMsI ONepauuii M  MOCHeAyloIled  OTHpaBKU  COOOINEHHWH B
pacnpeneneHHbIi Opokep COOOIIEHHIA;

O ympaBlieHHs TaiiMepamu 00pabOTKH Omeparuii MEXAy CepBEpaMHU,

" 110 MEHbLIECH Mepe OUH cepBep 00pabOTKH, BBIMIOIHEHHBIH C BO3MOKHOCTBIO:

o mepedopMaTHPOBAHUS U OTIIPABKU COOOIIEHHH Ha MAPIIPYTH3ALHIO BO BHEIITHIOK
CUCTEMY;

O B3aUMOJEHCTBUS C 3AIMUINEHHBIM aIMapaTHbIM XpaHwinieM aaHHeix (HSM),
yIIpaBJICHUSI Kpunrorpaduueckumu orepanusiMu u BBITTOJTHEHUS
KpUNTOTpadUIeCKHX MPOBEPOK;

O KomnuposaHus AaHHbIX Mexay LIO/L;

O mpeobpa3oBaHUs COOOIICHHI B 3aJaHHBINH ()OPMAT CETEBOrOo OOMEHa,

O TIOCTAaHOBKM B O4YepeIb IMPOLIECCOB KOMIIOHEHTOB CHUCTEMBI B COOTBETCTBUU C
YKa3aHHBIM I1OJIydaTeleM,

O JIOTUPOBaHUsI OMepaliii W TOCJIEOyIoIled  OTIPaBKH  COOOINEHHUN B

pacrpeneneHHbIN OpoKep COOOIIEeHNUI;
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O CLeHapHOH o0paboTKM COOOIIeHUN U KOHTPOJSl HCIONHEHUS CLEHApPHUEB,
BKJTIOYAIOIINX 10 MEHbIIEH Mepe KOHTPOJIb TaMUHIA OTHPAaBKU COOOIIEHUI U
NPOBEPKY NYIUIMKALMU JAHHBIX,
o wuneHTUukanuyu OAHKOBCKMX KapT ¢  MapUIPyTHU3aLUH COOOLIEHMH B
COOTBETCTBUH € HACHTU(PHLMPOBAHHBIMU JAHHBIMU OaHKOBCKUX KapT;
O YCTAQHOBKHM NPH3HAKAa HEOOXOAMMOCTH MPOBEPKU TPAH3AKLMH, & TAKXKE OTIPABKH
TPAaH3AKIMU HA MPOBEPKY B CHCTEMY (PO MOHUTOPHUHTA,
O ymOpaBlieHHWs TaiiMepamMu 0OpaOOTKM COOOIIEHMI MEXKIy CepBepaMu U
KOMITOHEHTAMH CUCTEMBI,
O peaju3aluy U OTMEH CIieHapHeB 0OpabOTKH Onepannii SMUTEHTA,
O TPOBEPKU OOBEKTOB TPAH3AKLIMHU HA OTPAHUYCHUS,
" [0 MEHBIIEN Mepe OMH CEPBEP B3aUMOACICTBHS C BHEIIHUMU CUCTEMAMHU, BBITTOJIHEHHBIN
C BO3MOKHOCTBIO!
O oOMeHa JaHHBIMU C BHEIITHUMH CHCTEMaMH,
O ayTeHTU(UKALWU ¥ aBTOPH3ALHNH MOJIb30BATEIS,
"  pacrnpeneneHHbI Opokep COOOIIEHUH, BBIMOJIHEHHBIH C BO3MOXKHOCTBIO Tepenadu
TAHHBIX MEKy KOMIIOHEHTAMH CHCTEMBI,
" [0 MEHbLIEH Mepe OAUH CEPBEP JOJITOCPOUHOIO XPAHEHHUS TaHHBIX,
" [0 MEHbLIEH Mepe OIMH CepBepa ONEePATUBHOIO XPAaHEHHS JAHHBIX;
" 110 MEHbLIEH Mepe OANH CepBEP I XPAHEHUSI HCTOPUYECKHX JIOTOB CUCTEMBL
[0010] B oHOM 13 YaCTHBIX BApUAHTOB OCYIIECTBIIEHUS cepBep 0OpadOTKU U OaaHCUPOBKH
BXOZAIIEro TpaduKa BBINOJHEH C BO3MOXKHOCTBIO 0OpabOTKH CeTeBOro Tpapuka OT BHELIHUX
CHCTEM U TeHepaLuyu HISHTU(HUKATOPA ONIepPALIHH.
[0011] B npyrom udacTHOM BapuWaHTe OCYLIECTBJIEHUs CepBep OOpabOTKH, BBIMOJIHEHBI C
BO3MOXKHOCTBIO PETUTMKALIMH JAHHBIX B BHIE IBYX BCTPEUHBIX HE3aBHCUMBIX TIOTOKOB.
[0012] B papyrom 4acTHOM BapuaHTe OCYILIECTBJIEHUs KaKAbIl CEpBEP CHUCTEMBI
JOTIOJHUTENBHO BBIIOJHEH C BO3MOXKHOCTBIO I€peNavyd METPUKH BO BHEIIHHE CHUCTEMBbI

MOHUTOPUHTIA.

OIMMCAHUE YEPTEXENU

[0013] [Ipy3HAaKM W TPEUMYLIECTBA HACTOSIIErO H300PETEHHs] CTAHYT OYEBHIHBIMU U3
NPUBOIUMOrO HIKE MOAPOOHOrO OMUCAHWS H300pETeHHs W MpPHUJIaraeMbIX YepTeXed, Ha
KOTOPBIX:

[0014] @ur. 1 wurocTpupyeT OOy CXeMy 3asiBJICHHONW CHCTeMbl 00paboTku Tpaduka

TPAH3aKIUOHHBIX JAHHBIX IJIATC)KHBIX CUCTEM.



[0015] @dur. 2 WUTOCTPUPYET NMPUMEP BBIMHCIUTEIBHOTO YCTPOWCTBA, HA 0a3e KOTOPOro

MOTYT OBITh peaNn30BaHbl CEPBEPA CHCTEMBI.

OCVYIIECTBJIEHME U30BPETEHMA

[0016] Cucrema oOpaboTku Tpaduka TpPaH3aKLMOHHBIX JAHHBIX IUIATEKHBIX CHCTEM
npenHasHaYeHa JJIsi B3aUMOAEWCTBHS C OJEKTPOHHBIMM KaHaJaMud OOCHyKMBaHHMA U
NOCTYNAIOIUMU U3 HUX ONepaLisIMHU.

[0017] 3asBICHHOE pEIIeHHEe MOIAEPKUBAET BO3MOXKHOCTh pPadOThI CO CIEAYIOIIHMHU
KaHaJIaMH 00CITy KHBaHUS:

IMnarexxubivMu cuctemamu (Mastercard, VISA, MUP, CUP, JCB);

OksaiipuarosbiMi  kaHajdamu (POS-tepMuHanamMu, KOHLEHTpaTOpaMu 10 IUIATEXXKaM |
3NIEKTPOHHONW KOMMEPINHU, OAHKOMATHBIM KOHLIEHTPATOPOM U OaHKOMAaTaMH).

[0018] ITpu 5TOM 3asiBJIeHHAs cUCTeMa 00eCTeunBaET CICAYIOIMUN ()YHKITUOHAIT:
IIpeobOpasoBanne (GOpMaTOB IUIATEKHBIX CETEH BO BHYTPEHHHH (opMar, a Takke MOINEPIKKY
¢dopmaTroB paboTBl C SKBAMPUHTOBBIMH TEPMHHAJIAMH, KOHLEHTPATOPAMHU 3SKBAHPHUHIOBBIX
TE€PMUHAJIOB, TUIATEKHBIMH [LITIO3aMU;

Hcnonaenne cueHapreB OM3HEC-IOTUKU M MAapLIPYTHU3ALNUN COOOIIEHUI 10 KaHaJaM;
ObecrieyeHre TOCTYMTHOCTH cepBUCa He HIKe 99,99%;

[0019] ObecnieueHne  BBICOKOH  CKOPOCTM M MPOCTOTBI  MacIITabUpyeMOCTH
(mpomopIOHANIBbHEIM 00AaBIEHHEM CEPBEPOB O€3 IOMOJHUTENBHBIX PadOT IO MOATOTOBKE H
NEePEHOCY JAHHBIX). DTO AOCTUraeTcs 3a CUYET TOTO, YTO KOMIIOHEHTBI CHCTEMBI BBICTYIAIOT KakK
OT/AEJIbHbIE TUIIOBbIE €AMHHULIBI U ITyTEM YBEJIUYEHUs] KOJINYECTBA TAKUX €JMHUL] FTOPU30HTAIBHO
maciitabupyercst cucrema. biaromapsi NMOOKIIOUEHHIO K €IMHBIM CepBEpaM JUlsl XPaHEHMS
JaHHBIX, BCE HACTPOWKH U oOpabaThiBaeMast ”HPOPMALIMS aBTOMATUYECKH OKAa3bIBAETCSI HA BHOBb
TIOAKJTFOUEHHBIX KOMIIOHEHTaX CUCTEMBL.

[0020] Hacrpotiky OusHec QyHKIMOHANA O€3 OCTAHOBKH PabOTOCTIOCOOHOCTH CHCTEMBI,
PaGoter ¢ cersimu ypoBHsi L3;

IMonnep:kky paboOTHI Ha cepBepax apXUTEKTypbl X86;

IMonnepskky paboThl ¢ HECKONbKUMH IeHTpamu obpabotku manHbx (IIOJ1) B peskume Active-
Active (pexkxuM (YHKIMOHHPOBAHUS CHCTEMBI, B KOTOPOM JBa Iule4a (PYHKIHOHUPYIOT B
napajjiend W OHOBPEMEHHO OoOpabarbiBaroT Tpaguk OT IUIATEXKHBIX CETeH, Tak XKe
OCYILIECTBISIETCS TEPEKIIIOUEHHE MEXAY IUIeYaMH CHCTEMBI MPH BBIXOZAE JIFOOOr0o M3 HUX M3
CTpOsD);

IMopnepkky ¢yHKIMOHANA pabodero Mecra TNOJb30BaTEIsl CHCTEMbI mnocpeactsomM WEB-

uHTepdeiica ¢ poIeBoOil MOAETBIO.



[0021] B 3asBneHHON cHUCTeME peanu30BaH psAl PELICHUH, HANpPABJICHHBIX HA JTOCTHKECHHUE
NIOCTABJIEHHBIX 3a71a4.

[0022] BBenensl paBHO3HauHblE paOoO4yHe Y3JIbl, NPUMEHEHO XpPaHEHHE OINepPaTUBHON
uapopmauuu B NoSQL (0a3bl JaHHBIX THIA KKIHOY-3HAUCHHUEY ).

[0023] basbl nanHbix NoSQL 06nanaroT ciaeayoumMu CBOMNCTBAMHE:

6a3oBast ToCcTyMHOCTSH (aHr. basic availability) — kaskaplil 3anpoc rapaHTHPOBAHHO 3aBEPIIAETCS
(ycrmerHo wiu 0e3yCIeliHo);

rudkoe cocrosinue (aHrj. soft state) — COCTOsSTHUE CUCTEMbI MOXKET M3MEHSITHCS CO BPEMEHEM,
naxe 0e3 BBOJIAa HOBBIX JTAHHBIX, JIsl JOCTHKEHHS COTJIACOBAHUS TAHHBIX;

COTJIACOBAHHOCTh B KOHEYHOM cuére (aHri. eventual consistency) — AaHHbIE MOTYT OBITb
HEKOTOPOE BPEMs PACCOTJIACOBAHBI, HO MPUXOIST K COTJIACOBAHUIO Yepe3 HEKOTOPOE BPEMS,
OTCYTCTBHE 3aBHCUMOCTH OT THUIIOB XPAHUJIHIIL

JWHEWHAs MacTabupyeMocThb (100aBieHne IPOLECCOPOB YBEIMUUBAET MIPOU3BOIUTEILHOCTD).
[0024] BBeneHo nonaroBpeMeHHOE XpaHUJIUINE Ha [ApIUPOBAHHON 0a3e JaHHBIX HA OCHOBE
texnosorun Oracle Sharding, ¢ ucrnonb30BaHHEM MeXaHHM3Ma PEIUIMKALWH, IS MONIESPIKAHUSI
BO3MOXKHOCTH CHCTE€MBI padoTaTh B peskume Active-Active.

[0025] B pemennn npuMeHeH MexaHHU3M pabOThl C OMMCAaHUEM OW3HEC-JIOTHKU PalOoThI
NPWIOKEHUs] B JACKJApaTHBHOM CcTuie Ha 0Oase ckpunroBoro s3eika (Lua  —
MyJIbTUNIAPAAUTMEHHBIN S3bIK MPOrPAMMHPOBAHUA) Uil OOecredeHuss TMOKOCTH HACTPOWKU
UCTIOJIHEHHUsT OW3HEC-CLiEeHapheB Oe3 OCTAHOBKH CHCTEMbl U BO3MOXKHOCTH IPUMEHEHHs
KaHAPEEUHBIX PENU30B Uil OTPAaOOTKM HOBBIX OM3HEC-(PYHKIMH HAa OrpaHMYEHHOM O0ObeMe U
Harpyske.

[0026] Taxxe B cucreme ucnonb3yercs BGP nporokon auHamuueckoil MapiupyTH3aLUH,
410 obecrieunBaeT padoTy ¢ cersimu ypoBHs L3.

[0027] IToBbIlIeHHAs1 OTKa30yCTOMYMBOCTD CUCTEMBI IOCTUTAETCS 38 CYET TOTO, YTO CUCTEMA
pazneneHa Ha ABa napauienbHo padoraroumx IO/, BBIMONHSIOMNX CHHXPOHHO BCE (PYHKIUU.
brnaromapst MOOKIIIOUEHUIO K €OMHBIM CEPBEpPaM XPAHEHUs NAHHBIX U peau3aiiu (PyHKIHU
permmkanmu naHHbX Mexkay L{OJI, mpu oTka3e OHOTO U3 KOMIIOHEHTOB, CUCTEMA MPOJOJIKAET
pabotaTe B TpekHEM pekuMe Oe3 cOOeB W MOTEepH NaHHBIX. Takke NaHHAs apXHUTEKTypa
NO3BOJISIET O€3 OTKIJFOYEHHUs] BCEH CHCTEMBbl NMPOBOAUTH MOACPHHU3ALMIO KOMIIOHEHTOB WJIH
HapaIluBaTh UX KOJMYECTBO.

[0028] Ha ®ur. 1 npencrasnena o0masi cxema 3asiBJIEHHOH cHUCTeMbl 00paboTku Tpaduka
TPaH3aKIIMOHHBIX IAHHBIX IUIaTeXHbIX cucteM (100).

[0029] SasBnenHas cucrema (100) mpencrasisier coOol Ba MapajulesIbHO PadOTArOIIHMX

B3aMMOCBSI3aHHBIX [IEHTPa 00paOOTKH JaHHBIX KAXIbIH U3 KOTOPBIX COAEPIKUT, TIO MEHbLIEH Mepe
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onuH cepeep obpadorku u OGamaHcupoBkH BXxozsmero tpaduka (200), mo MeHblIel Mepe OAuH
cepBep obpabotku (900), mo MeHbIIEH Mepe OAWH CepBEep HOJITOCPOUHOTO XPAHEHHUS JTaHHBIX
(600), mo MeHbIEH Mepe OIMH CepPBEp ONEPATUBHOIO XpaHeHHs AaHHbIX (700) mo MeHbIIel Mepe
OIUH CepBep B3aMMOAEHCTBHUs ¢ BHemHuUMH cuctemMamu (400), pacnpeneneHHbIH Opokep
coobmenuii (500), mo MeHblLIIeH Mepe OIMH CepBep I XpaHeHUs ucropryeckux jioros (800). Bee
KOMITOHEHTBI CUCTEMBI CBSI3aHBI MEXKy COOO KaHaIaMu AJisl Tepefayy JaHHbIX.

[0030] Cepsepa 06padoTku 1 0aIaHCUPOBKH BXxoasero Tpaguka (200) npeqHasHavYeHbI
st 6aaHCUPOBKU BXOZASIIEro Tpadduka B 3aBUCUMOCTH OT HATPY3KH U IOCTYITHOCTH CEPBEPOB
NPUIOKEHUH B paMKaX HECKOJBKHUX I0OB.

[0031] CepBepa obOpabotku u OanancupoBku Bxonsmero tpaduka (200) BBIIOIHEHBI C
BO3MOXKHOCTBIO Tepefaydl COOOLIEHWH MeXIy BHYTPEHHUMH KOMIIOHEHTAMH CHCTEMBI BO
BHYTPEHHEM (opmare.

[0032] Cepsepa (200) OCYLIECTBIISIOT: MOAKJIIOYEHHE K BHELIHMM CHCTEMaM, OTKPBITHE
JIOTMYECKOTO TONKIIFOYEHHUS, 3aKPBITHE JIOTMYECKOTO MONKIIYEHHUs, O0pabOTKy CeTeBOro
Tpaduka OT BHEIIHUX CHCTEM, OTIPABKYy COOOINEHUII BHEIIHUM CHCTEMaM, TE€HEpPALHIO
UeHTH(HUKATOpa TPAH3AKLIMOHHON OTIEPaLIUH.

[0033] Taxxe cepsepa (200) BBIMOSHEHBI C BO3MOXKHOCTBIO TOCTAHOBKM B Ouependb
NPOLIECCOB KOMIIOHEHTOB CHCTEMBI B COOTBETCTBHH € YKA3aHHBIM MOJTYYaTEIEeM.

[0034] Cepsepa (200) oOpabaTbiBalOT BXOASIIHE COOOIIEHUS U3 OYEpequ U OTIPABIISIFOT
coobureHnst Ha 00pabOTKy B OYepenp MPOLECCOB KOMIIOHEHTOB CHCTEMbI B COOTBETCTBHH C
YKa3aHHBIM IOJTy4aTENEM.

[0035] Cepsepa (200) oCyLIecTBISAIOT JIOTHPOBAHHE OMNEpalnil U OTIPaBKy COOOLIEHUH B
pacnpeneneHHbIi Opokep coobienuii (500).

[0036] Kaxnprit cepep cucrembl (100) mumer cBoit coOCcTBeHHBINH log (haiin, KOTOpBIi
XPaHUTCSl B JIOKaJIbHOM Katayore cepsepa (800). 3amucek jiora Bemercs: mocTpouHo. OO0BEM
BBIBO/IUMBIX B JIOT IAHHBIX 33JJa€TCsI HACTPOHKAMH CepBepa.

[0037] C 3agaHHON MEPUONUYHOCTHIO JIOKAJIbHBIE (haiiyibl JIOTOB BBIACISIOTCS B OTAEIbHBIN
aiin 1 apxUBUPYIOTCS Ha OTAEIbHBIN cepaep (800).

[0038] [TapaninenbHO ¢ OCHOBHOM 3aMUCHIO JIOTa, cooOmeHus: orMmedeHHbie Metkoir AUDIT,
3aMMChIBAIOTCS B JIOKAJBbHYIO ouepensb /csaudit cepeepos (200). Cepsepa (200) npu nosiBneHUN
cooOmenus B ouepenu /csaudit BBIMUTHIBAIOT €ro U Mpeodpas3yroT B popmar json.

[0039] [IpeoOpa3oBanHOe COOOIIEHHE OTHPABISIETCS B paclpenesieHHbIH  Opokep
coobmenuii (500). ITocne nepenaun cooOIEeHNs B pacnpeneneHHblii Opokep coodmenuit (500)

co0O0IIeHNne CTAHOBUTCS TOCTYITHBIM Il MPOCMOTPa B MHTEp(dericax CHCTEMBL



[0040] Cepsepa (200) ocyIiecTBISIIOT yrIpaBiieHHe TaiiMepamu 00paOOTKH Onepaunii MeKIy
cepeepamu. Ilpu nmonaganuu omepanuu B CUCTEMY, B3BOAMUTCS TauMeEpP, KOTOPBIM ONpeAesser
BPEMEHHOI HWHTEepBaJl aKTUBHOCTH omepanuu B cucreme. Cepsepa (200) BBINOJHEHBI C
BO3MOXKHOCTBIO B3BEACHHUS TaiiMepa 0oOpaOOTKH omepanuil MeXay cepBepaMH M OCTaHOBKU
TaliMepa B CJIy4ae HCIIOJIHEHUs ONepaliii CUCTEMOM.

[0041] Cepsepa o6padorku (900) BBIIOIHEHB! ¢ BO3MOXKHOCTBIO NepeGOopMaTHPOBAHUS U
OTIPABKH COOOLIEHNI HA MAPLIPYTU3ALUIO BO BHELIHIOK) CUCTEMY.

[0042] CepBepa (900) obOecreunBalOT B3aMMOMAEWCTBHE C 3AINUIICHHBIM AaIIapPaTHBIM
xpanwuieM naHebix (HSM) u ynpaBnenue kpunrorpaduueckumu omnepauusimu. Cepsepa
obpadotku (900) ocymecTBISIOT yrpasieHue npasuiamu padotsl ¢ HSM, nogkmouenrne k HSM,
mmdpoBaHue U nemU@PpPOBKY COOOIIEHUN U JTaHHBIX B COOOIIEHUSX, KOHTPOJIb MOIKIFOYSHUS K
HSM, pazbop pa3HbIXx THUIOB cooOmIeHui (3anpocoB), popMUpOBaHUE KOMAaHI K YCTPOWCTBAM
(cMeHa cereBbIX cecCHMOHHBIX Kitoued Tunma Key Pin Encryption, moamuch KOMaHIbI
SMUTEHTCKOTO CKPHITA, MHU(PPOBAHUE KOMAHABI YMHUTEHTCKOTO CKPHUIITA), OTIIPaBKa KOMaHI K
ycrpoiictey HSM, npuem oTBeTOB Ha KOMaHAy OT ycTpoiictBa HSM.

[0043] Tax:xe ceppepa obpadotku (900) obecrieunBarOT KonmupoBaHue JaHHbIX Mexny LTO/].
Pernukanus — MeXaHI3M CHHX POHHM3ALMU COIEP’KIMOT0 HECKOJIBKUX KOTNI 00BeKTa (Hanmpumep,
comep kKUMOro 0asbl NaHHBIX). Perumkanmss — 3TO MPOLECC, IMOA KOTOPBIM TOHHUMAETCs
KONMPOBAaHUE NAHHBIX W3 ONHOro ucToyHuka Ha apyrod (mexay LIOJ). annas ¢yHkums
o0ecreynBaeT CHUHXPOHM3ALMIO ABYX mnapauienbHo padortatommx LIOJI, 4ro mosBosser mpu
OTKa3€ KaKOro-JnOO KOMIIOHEHTa B CHCTEME COXPAaHHTb PabOTOCIOCOOHOCTH BCEH CHCTEMBL.
Takxke npu HEOOXOOUMOCTH MOAMU(HUKALNK CUCTEMBI, IaHHAs BO3MOXKHOCTb IIO3BOJISIET
nepeBectd Bech (yHkumoHan Ha omuH IO, moka Bo BTOpoMm I[O/l mpousBomuTCs 3aMeHa
o0opymoBaHUsI.

[0044] Cepsepa (900) ocymecTBsIFOT TpeoOpasoBaHue COOOINEHUI B 3aJaHHbIA Gopmar
ceTeBOro ooMeHa (peobpazoBaHie COOOIIEHUH U3 MEKAYHAPOAHBIX uiarexHbx cucteM (MIIC)
(Mastercard, Visa, Mup u ap.) BO BHyTpeHHUI (popmaT CHCTEMBI, a Takke Mpeodpa3oBaHUE
OTBETHOTO coolmenus cuctemsl B popmat MIIC).

[0045] Cepsepa (900) BBIOJHEHBI C BO3MOKHOCTBEO IOCTAHOBKH B OYEPEIb IMPOLECCOB
KOMIIOHEHTOB CHCTEMBI B COOTBETCTBHMM C VyKa3aHHbIM mnosy4areneMm. Cepsepa (900)
00pabaThIBatOT BXOSIINE COOOIIEHUS M3 O4Yepelr U OTIPABISIIOT COOOmeHns Ha oOpaboTKy B
oyepesib MPOLECCOB KOMITOHEHTOB B COOTBETCTBUH C YKAa3aHHBIM IOJIy4aTeIIeM.

[0046] Cepsepa o0pabotku (900) BBIMONHAIOT JIOTUPOBAHWE ONEPALM € MOCHEeNyroIei

OTHpaBKON cooOmmeHuil B pacnpeneneHHblii Opokep coobmennii (500). Cepsepa (900)



OCYIIECTBISIFOT. pa30op (aiiioB-JI0roB MporeccoB, MONy4YeHHe COOOIIEHUN OT KOMITOHEHTOB
CHCTEMBI, OTIPABKY ITOJIy4E€HHBIX COOOLIEHHH B pacnpeaeneHHblil Opokep coobuiernii (500).
[0047] Kaxxaplii KOMITOHEHT CHUCTEMbI IMHIIET CBOH coOCTBeHHbIN log ¢aiin, KOTOpbIit
XPaHUTCS B JIOKAJbHOM KaTajlore cepBepa. 3aluch JIora Benercss nocTpouHo. [Ipu 3tom 00bémM
BBIBOZIUMBIX B JIOI' JAHHBIX 3a/aeTcsi HacTpolikamu cepsepa. C 3aJaHHON NEPHOAUYHOCTHIO
JIOKaJIbHble (Daiiibl JIOTOB BBIAEISIOTCS B OTAENbHBIN (haill M apXUBHPYIOTCS Ha CepBep I
XpaHeHUs1 UCTopudeckux JioroB cucrembl (800). IlapajienbHO ¢ OCHOBHOM 3aIlHCBHIO JIOTA,
coobmenusi ormeueHHble Merkoid AUDIT, 3amuchiBaloTCs B JIOKalbHYHO ouepenb /csaudit
cepepa. Ilpu mosiBeHnu coolmenust B odepenu /csaudit cepepa (900) BBIMUTBHIBAET €ro U
npeodpasyroT B Gopmar json. [IpeoOpasoBanHOe cOOOIIEHHE OTIPABISETCS B PaCpeaesIeHHbIH
opokep coobmenuit (500). IMocne mepemauu coobmenus B Opokep coobmenuii (500), oHO
CTaHOBHTCS OCTYIHBIM JUIS TPOCMOTPa B HHTEp(ericax CUCTEMBL

[0048] Cepeepa (900) BBIMONHSAKOT CIEHApHYIO OOpabOTKYy COOOIIEHUI W KOHTPOJIb
WCIIOJIHEHMsI CLICHAPUEB, BKIIIOYAKOLIUMN, MO MEHbUIEH Mepe KOHTPOJb TaHMUHIra OTIPaBKU
cOOOIIEHUH 1 TPOBEPKY AYTIUKALINH JAHHBIX.

[0049] Cepsepa (900) BBITIOJIHEHBI C BO3MOXKHOCTBIO MACHTU(UKAIMH OAHKOBCKHX KapT U
MapIIPyTHU3ALUH COOOIIEHUH B COOTBETCTBUH C HIEHTH(PHULIINPOBAHHBIMHU TAHHBIMU OAHKOBCKHX
kapt. Cepaepa (900) obecrieunBarOT MPOBEPKY MPUHAIICKHOCTH OAHKOBCKUX KAPT OTHOCUTEIIHHO
cnpaBouHnka Bank Identification Number (BIN), BbiOop momyuaTens cooOuieHHs, BO3BpaT
coobueHust Ha 00pabOTKy B CHCTEMY.

[0050] Cepgepa (900) BbINOJHEHBI ¢ BO3MOKHOCTBIO YCTAHOBKU MPH3HAKA HEOOXOIUMOCTH
NPOBEPKH TPAH3aKIMH, a TaKXKe OTIPAaBKM TPAH3AKLIMU HA TPOBEpPKY B cucremy ¢pon
MoHuTopuHra. Cucrema (poJ MOHUTOPHHIA, MpeIHA3HAYEeHHAs JJIsl OLEHKH (PUHAHCOBBIX
TpaHzakiui B MHTEpHETE HAa MpPEAMET MOJO3PUTENILHOCTH C TOYKU 3PEHHsI MOLICHHUYECTBA U
npeiararoiiasi pEKOMEHALNH O WX JaibHeimel o0padoTke.

[0051] Cepsepa (900) ocyIiecTBISIFOT yrpaBiieHHe TaiiMepamu 00paOOTKH Onepauni MKy
cepsepamu. Ilpu nmonaganuu onepanuyu B CUCTEMY, B3BOAUTCS TalMep, KOTOPBIM ONpeAenser
BPEMEHHOI WHTEpBaJl aKTUBHOCTH omeparuu B cucreme. Cepsepa (900) BBINOJHEHBI C
BO3MOXKHOCTBIO B3BEACHHUS TaiiMepa oOpabOTKH omepanuil MeXny cepBepaMH M OCTAHOBKU
TaiiMepa B ClIy4ae UCIIOJHEHHUsI ONepPaliii CUCTEMOM.

[0052] Cepsepa (900) BBIMONHEHBI C BO3MOXKHOCTBIO pEATHM3ALMH U OTMEH CLEHApHUEB
oOpabotku omepauuii smutenta. Cepsepa (900) OCymECTBISIOT JIOTUPOBAaHHE AEHCTBUIA,
KEIIMPOBAHUE TMPABUJ ABTOMATHUYECKOH JOCBUIKM COOOINEHHUI, IPOBEPKY COOTBETCTBHSA

napamMeTpoB COOOIIEHMS TIapamMeTpaM INPaBUJ ABTOMATHYECKOH IOCBUIKM COOOIIEHHH,



¢dbopMupoBaHUe COOOIIEHHUH ABTOMATHYECKOH JOCBUIKM, BEICHHE CUETUYMKOB aBTOMATHYECKOU
TOCBIIKH.

[0053] Cepsepa (900) BbINONHEHBI C BO3MOKHOCTBIO NMPOBEPKH OOBEKTOB TPAH3AKLHU HA
orpaHuyeHus (IIpOBEpKa CYMMBbI TPAH3aKIIMHU, TPOBEPKA KOHTPAreHTa Ha OTPAaHUYEHHUS U T.1.).
Cepsepa (900) OCyLIECTBISIIOT: MPOBEPKY OOBEKTOB TPAH3aKLUUI B CTOMN JIUCTAaX, a TaKXkKe
OCyIIeCTBIIsIET HH(POPMUPOBAHHUE O PE3YJIbTaTaX MPOBEPKH.

[0054] CepBepa B3amMmopeiicTBusi ¢ BHemHuMH cucremamu (400) oOCyIecTBISIOT
B3aUMOJICHCTBHUS C BHEIIHUMH CHCTEMAaMH U BBITIOJIHEHBI C BO3SMOXKHOCTBIO OOMEHA JaHHBIMU C
BHEIIHUMH CUCTEMaMH, ayTeHTH(HUKAIIMY U aBTOPU3ALIUH [TOJIb30BATEIIS] CHCTEMBI.

[0055] Pacnpenenennblii 6poxep coodmenuii (500) BBIMOIHEH ¢ BO3MOXKHOCTBIO Mepenavn
IAaHHBIX MeKay KoMroHeHTamu cuctemsl (100) u peann3oBaH B BUIE cepBepa.

[0056] Cepsepa 10rocpo4Horo xpaHeHus 1aHubIx (600).

IToctpoennsle Ha TexHonmoruu Oracle sharding, 3>Tm cepBepa XpaHAT TPaH3AKIHOHHBIE
HACTPOEYHBIC JaHHBIE, CIIPABOYHUKH, & TAK)KE TAHHBIE O BHITIOJHEHHBIX TPAH3AKLIHSX.

[0057] CepBepa onepaTHBHOIO XpaHeHHs1 AaHHBIX (700).

IToctpoennbie Ha mponykre Apache Ignite (komnanus GridGain), cepsepa (700), HeoOXOAMMBI
IUIE  XpAaHEHWs  ONEPaTHBHBIX  JAHHBIX, KOTOpPbIE HCHONB3YIOTCS 1y 0OpaboTKH
BXOZSIIEr0o/HCXOsIero Tpaduka. ITH OnepaTuBHbIE JaHHbIE BKIIOYAIOT B Ce0sl: CIIPaBOYHUKH,
NPOMEKYTOUYHBIE ATy TPAH3AKLIUU.

[0058] Cepsepa s XpaHeHHsI HCTOPHYECKHX J10roB cuctemsl (800). Bce kOMIoOHEHTHI
cuctemsl (100) MuIIyT JIOT U OTHPABJIAIOT €0 Ha CEPBEP XPaHEHHsI HCTOPUUECKUX JIOTOB CUCTEMBI
(800).

[0059] Kpome Toro, cepBep oOpaGoTku u OajaHcupoBku Bxomsimero Ttpaduka (200)
BBITIOJTHEH C BO3MOXKHOCTBHEO OOpabOTKM CeTeBOro Tpaduka OT BHEIIHUX CHCTEM M T'€HEpallu
uneHTU(UKATOPa ONEePaALIUH.

[0060] Cepsep o06pabotku (900), BBITOIHEH ¢ BO3MOXKHOCTBIO PEIUTMKALNH JAHHBIX B BHIE
IBYX BCTPEYHBIX HE3aBUCHMBIX MTOTOKOB.

[0061] Kaxnplii cepBep CHUCTEMBI JOMOJHUTEIBHO BBINOJIHEH ¢ BO3MOXKHOCTBIO NEpEAavu
METPHKH BO BHEIIHHE CUCTEMbl MOHUTOPHHTA.

[0062] Ha ®ur. 5 npencraBieH npuMep BBIMUCIHTEIHHOTO YCTPOUCTBA, HA 0a3e KOTOPOro
MOTYT OBITh peann3oBaHbl cepBepa cuctemMsl (100).

[0063] B obmem cnyuae, BbramciauTensHoe yeTpoicTBO (300) comepskUT OOBeIUHEHHBIS
oOmieit muHON WHPOPMAIMOHHOTO OOMEHa ONUH MJIM HECKOJIbKO mporeccopoB (301), cpencraa
namaty, Takue kak O3Y (302) u II3Y (303), unrepdeiicsl BBoma/BeiBona (304), ycrpoiicTa

BBOna/BeIBOAA (1105), 1 ycTpolicTBO At ceTeBoro B3anmonencTsus (300).
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[0064] ITpoueccop (301) (M HECKOIBKO MPOLIECCOPOB, MHOTOSIACPHBIN MPOLIECCOP H T.I1.)
MOXET BBIOMPATBHCS M3 aCCOPTUMEHTA YCTPOMCTB, IIUPOKO NMPUMEHSEMbIX B HACTOSIIEE BPEMS,

HampuMep, Takux mnpomsBoautener, kak: Intel™, AMDT™, Apple™, Samsung Exynos™,

>
MediaTEK™, Qualcomm Snapdragon™ u T.11. ITox npoueccopom Uil OHUM U3 UCTIOJIb3YEMBIX
npoueccopoB B ycrpoiictee (300) Taxke HEOOXOAMMO YYHTHIBATh rpaduyeckuii mpoueccop,
Haripumep, GPU NVIDIA wumm Graphcore, THII KOTOPBIX TaKKe SIBJISIETCS TNPUTOJHBIM JUIS
TIOJIHOTO MUTH YaCTHYHOTO BBIMOJIHEHUS MCIIOJHEHHs cepBepoB cuctemsl (100), a Takke MOXeET
NPUMEHSITbCS i1 OOy4YeHHsT M MPUMEHEHHs MOJeNell MAIIUHHOTO OOYYEeHUs B Pa3InYHbIX
UH(POPMALIMOHHBIX CUCTEMAX.

[0065] O3Y (302) mpencraBisieT coOOW ONMEPATUBHYI) MaMATh U MPeIHA3HAYEHO IS
XpaHEeHHsI UCTIOJHSAEMBIX TporeccopoM (301) MammMHOUYNTaeMbIX HHCTPYKIUH AJIST BBIOJHEHNE
HEOOXOAMMBIX oOmepanuii mo jormueckoli obpadorke nmanubx. O3V (302), kak mpaBwiio,
COIEPIKUT HCIIONHsSIEMble HWHCTPYKLUH ONEPALMOHHOH CHCTEMbI M  COOTBETCTBYIOLIUX
NPOTPaMMHBIX KOMIIOHEHT (IIPUIIOKEHHUS, POrpaMMHbIe MOy K U T.11.). Ilpu 3TOM, B KauecTse
O3V (302) moxer BBICTYNaTh AOCTYIHBIN 00BEM MaMATH IpapUuecKOi KapThl HITH ITPaPpHUECKOro
nporLeccopa.

[0066] I13VY (303) npencrasnser coOOH OIHO UM OOJIee YCTPONHCTB MOCTOSHHOTO XPAaHEHHUS
TaHHBIX, HarpuMep, skectkuil auck (HDD), TBepaoTenbHblii HakonuTenb naHHbIX (SSD), ¢uam-
namste (EEPROM, NAND u t.11.), ontudeckue Hocurenu uHpopmauuu (CD-R/RW, DVD-
R/RW, BlueRay Disc, MD) u np.

[0067] Jnst opranmzanmu paboThl KOMIIOHEHTOB BBIUMCIHTENIbHOrO ycrpoiictBa (300) u
oprauzauyy paboThl BHEIIHMX NMOAKJIIOYAEMBIX YCTPOHCTB NPHUMEHSIOTCS PAa3JIUYHbIC BHIbI
unrepdeiicor B/B (304). Bribop cooTBeTCTBYIOIUX HHTEP(HENWCOB 3aBUCHUT OT KOHKPETHOTO
UCTIOJIHEHHSI BBIUMCIIUTEJIbHOTO YCTPOMCTBA, KOTOpPBIE MOIYT MPEACTABIATh COOOM, He
orpannuuBasice. PCI, AGP, PS/2, IrDa, FireWire, LPT, COM, SATA, IDE, Lightning, USB (2.0,
3.0, 3.1, micro, mini, type C), TRS/Audio jack (2.5, 3.5, 6.35), HDMI, DVI, VGA, Display Port,
RJ45, RS232 u t.1m.

[0068] Jlis obecriedeHrst B3aUMOIEHCTBUS MOJIb30BATENISI C BBIYUCIUTEIHHBIM YCTPOUCTBOM
(300) mpumensirorcst pasnuunble cpenctsa (305) B/B uHbopmanmm, Hampumep, KIaBHATYPA,
aucIIel (MOHUTOpP), CEHCOPHBIA AMCIUICH, Tady-Maj, [UKOHCTHK, MAHUITYJISITOP MBIIIb, CBETOBOE
nepo, CTUIIYC, CEHCOpHAas MaHesb, TPEKOOJ, NUHAMUKH, MHKPO(OH, CpPeacTBa AOMOJHEHHOM
PEaTbHOCTH, ONTHYECKHE CEHCOPBI, IUIAHIIET, CBETOBBIE WHAMKATOPBI, IMPOEKTOp, Kamepa,
cpeacTtBa OMOMeTpHUYeCKON wHneHTH(UKanuu (CKaHep CeTYaTKH TIJjia3a, CKaHep OTIEeYaTKOB

najableB, MOAYJIb PACIIO3HABAHUSA FOJ'IOC&) u T.IIL
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[0069] CpenctBo cereBoro B3aumopeicTBusi (300) oOecneurmBaer mepenadyy TaHHBIX
MOCPEACTBOM BHYTPEHHEM WJIM BHEIIHEW BBIYMCIMTENBHON CceTH, Hanpumep, HMuTpaner,
Hurepner, JIBC u T.n. B kadecTBe onHoro miu 6osee cpeacts (306) MOKET HCIONIB30BAThCS, HO
He orpannuuBathcs: Ethernet kapta, GSM monem, GPRS monem, LTE moznewm, SG mogem, moayib
cnyTHuKOBO# cBsizu, NFC monyinb, Bluetooth w/unu BLE moayis, Wi-Fi moays u ap.

[0070] IIpencraBnenHble MaTepuabl 3asBKM PACKPBIBAIOT MPEANOUYTUTENbHBIE NPUMEPDI
peanu3alnyy TEXHUYECKOro PelleHus] U He JOJDKHBI TPAKTOBAThCs KaK OTPaHUYHBAIOLINE UHBIE,
YaCcTHbIE NMPUMEPHI €ro BOIUIOLICHUs, HE BBIXOZSIINE 3a IMpelesbl HUCIpaliuBaeMol MpaBOBOM
OXpaHbl, KOTOpbIE SIBJISFOTCSI OYEBHIHBIMU JJIsl CIELUAIMCTOB COOTBETCTBYIOLIEH obyactu

TEXHUKHU.
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®OPMYNA

1. Cucrema oOpaboTku Tpaduka TPaH3AKUUOHHBIX JAHHBIX IUIATEKHBIX CHCTEM,

coeprKaIasi B3auMOCBsI3aHHbIe Mexy coOoit aBa L1O/] kakaplii U3 KOTOPBIX CONEPIKHUT:

O 1O MeHblIeH Mepe OnuH cepBep 0OpaboTkM M OaJaHCHPOBKM BXOIAIIEro Tpaduka,

BBIIIOJIHEHHBIHN ¢ BO3MOKHOCTBIO |

TIOJIy4eHUSI M OTIPABKH COOOIIEHMH NMpH B3aHMMOJEHCTBUH C BHEIIHHMHU
NOTPEeOUTENSIMH,

nepeaavyr COOOIEHNH MeXIy BHYTPEHHHUMH KOMIIOHEHTAMH CHCTEMbI BO
BHYTpeHHEM (opmare;

MOCTAHOBKHU B O4epe/b [IPOLIeCCOB KOMIIOHEHTOB CUCTEMbI B COOTBETCTBUU
C YKa3aHHbBIM IOJIyyaTelIeM;

JIOTHPOBAHUSl ONEpanuii W TOCIEAYIOIIEeH OTNPaBKH COOOLIEHHH B
pacrpeneneHHbIi OpoKep COOOIIEHMIA,

yIpaBJIeHus TaliMepaMu 00pabOTKH ONepaluii MeXy CEpBEpaMI;

O O MEHbLIEH Mepe OuH cepBep 0OpaboTKH, BBITIOJIHEHHBIN C BO3MOKHOCTBIO:

nepedopMaTHPOBAHUS U OTIPABKHU COOOINEHWI Ha MapLIPyTHU3ALHUI BO
BHEIIHIOIO CUCTEMY;

B3aUMOJIEHICTBUS € 3ALIUIIEHHBIM aNNapaTHbIM XPAHWJIUINEM JaHHBIX
(HSM), ympasnenust kpunrorpagUyecKuMy OTNepalusiMi U BBITTOJTHEHUS
KpUnTorpadu4eckux MpoBepok;

KonupoBaHus naHHbIX Mexxay LIO/I;

npeoOpazoBaHus COOOLIEHHI B 3aaHHbII (POpPMAT CETeBOro OOMeHa,;
TIOCTAHOBKH B OYe€peb MPOLIECCOB KOMIIOHEHTOB CHCTEMBI B COOTBETCTBHH
C YKa3aHHBIM MOJIy4aTeNeM,;

JIOTHPOBAHUSl ONEpanui W TOCIEAYIOIIEeH OTNPaBKU COOOLIEHUH B
pacrpeneneHHbIi OpoKep COOOIIEHHIA,

CIIeHApHOH 00paboTKH COOOLICHUH W KOHTPOJISI MCIIOIHEHHSI CLIEHAPHUEB,
BKJIFOYAIOLIUX [0 MEHbIIEH Mepe KOHTPOJb TaWMHUHIA OTIPABKU
coOOIIeHNH 1 MPOBEPKY AYILTUKALIUH TaHHBIX

uneHTUGUKanMy OaHKOBCKMX KapT M MapIIPYTH3ALUUH COOOIIEHUH B
COOTBETCTBHH C HACHTU(PHLIUPOBAHHBIMHI JaHHBIMU OAHKOBCKHX KapT;
YCTAHOBKHU TNpH3HaKa HEOOXOAMMOCTH TPOBEPKH TPAH3AKLWH, a TaKXKe
OTIIPABKH TPAH3AKIUU HA MPOBEPKY B CUCTEMY (PO MOHUTOPHHTA,
yIpaBlieHUs1 TaiiMepamu 00paboOTKH COOOIIEHHH MEXAy CcepBepaMu U

KOMIIOHECHTaMH CUCTEMBI,



"  peaju3alyu ¥ OTMEH ClieHapueB 00pabOTKHU Onepanuii SMUTEHTA,

"  [pPOBEpPKU OOBEKTOB TPAH3AKLIMHU HA OTPAHUYEHUS,
110 MEHBIIIEHN MEPE OAUH CEPBEP BSaHMOHeﬁCTBHﬂ C BHCIIHUMHU CUCTEMAMU, BBINIOJIHEHHBIN
C BO3MOJKHOCTBIO!

* oOMeHa JaHHBIMH C BHEIIHUMH CHCTEMAMU;

* ayTeHTH(UKALMN U ABTOPU3ALUH NOJIb30BATEIIS;
pacnpeneneHHbli Opokep COOOIIEHUH, BBIMOJHEHHBIH C BO3MOKHOCTBIO IEpenavyu
AaHHBIX MEXAY KOMIIOHCHTAMU CUCTEMBI,
TI0 MEHbIIEH Mepe OMH CePBEP AOJTOCPOYHOTO XPaHEHHs! JaHHbBIX;
10 MEHbIIEH Mepe OMH CepBepa OMEePaTUBHOIO XPAHEHHUS TaHHBIX,
IO MEHbILEH Mepe OMH CEepBepP I XPaHEHUs] HCTOPUYECKUX JIOTOB CUCTEMBL
Cucrema mo 1.1, XapakTepu3ymoIascs TeM, YTO cepBep OOpabOTKH U OanaHCHPOBKHU
BXOJSIIero Tpaduka BBIMOJHEH ¢ BO3MOXKHOCTBIO 00paboTKM ceTeBOoro Tpaduka Ot
BHEIIHUX CHCTEM U TeHepalny UASHTH(PUKATOPA OTIEPALIHH.
Cucrema mo m. 1, XapaxkTepu3yroolascsi TeM, 4YTO cepBep 0OpaOOTKH, BBINOJIHEH C
BO3MOKHOCTBIO PEINIMKALNU JaHHBIX B BUAC ABYX BCTPCUHBIX HE3aBUCHUMBIX IMOTOKOB.

Cucrema mo mn 1, xapakTepusyrmowasicsi TeM, UTO KaXXAbli CEpBEP CHUCTEMBI

2

AONOJHHUTEIBHO BBIMIOJIHEH € BO3MOXHOCTBIO NIEpE€aauIn METPUKU BO BHCIIHHUE CUCTEMbI

MOHUTOpPUHTIA.



YEPTEXW K ONMNUCAHUIO.
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202192270
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b. OBJIACTD ITOUCKA:
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B. JOKYMEHTBI, CHUTAIOIUHMECS PEJIEBAHTHBIMU
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D MOCJENYIOIUE NOKYMCHTbBI YKa3aHbl B MPOJOJIKCHUM

* Ocobble KaTeropHy CCHUTOUHBIX JIOKYMEHTOB:

«A» - TIOKYMEHT, onpeaenatomuit oOmuii ypoBeHb TEXHHKH

«D» - IOKyMEHT, NpHBENEHHbIH B eBpasuiickol 3asBke

«E» - Gonee paHHUI ROKYMEHT, HO ONyGIMKOBAaHHbIA HA AaTy NOAA4H
eBpasuiickoi 3asBKH WM NOCTE HEe

«O» - OKYMEHT, OTHOCAILMACA K YCTHOMY PAcKpbITHIO, IKCIIOHWPO-
BAHUIO U T.A.

"P" - noKyMeHT, ony6nHKOBaHHbIif 10 AaThl NOAAYH EBPA3UICKOH

«(T» - Gonee no3AHUA JOKYMEHT, ONyGIHKOBaHHBIN NOCE NaThl IPHOPUTETA H
NIPUBEACHHBIA 1A NOHUMaHMA H306peTeHNs

«X» - IOKYMEHT, HMEIOLIHMIt Hanbonee 6H3KOE OTHOLICHHE K NPEAMETY MOKHCKa,
NOpovAIMH HOBH3HY WK H300peTaTeNnbCKHil YPOBEHD, B3ATHIN B OTAENBHO-
CTH

«Y» - IOKYMEHT, UMEIOIH#i Hanbonee 6M3KOe OTHOLICHHE K NPEAMETY NOUCKa,
nopoyYainmit U306peTaTENbCKHI YPOBEHD B COYETAHUH C JIPYTUMH JOKYMEH-
TaMM TOH K€ KaTEropuu

«&» - JOKYMEHT, ABAKIOIINHCS MaTEHTOM-aHAJIOrOM

3a4BKH, HO NOCJE AAThl HCNpalllnBacMOro npnopmera"

«L» - IOKYMEHT, NPHBEACHHBII B APYIUX LIEAX
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