202092868 Al

(19)

(12)

(43)

(22)

EBpa3unckoe 2 202092868 (13 Al

naTeHTHoOe
Be4OMCTBO

OIMMCAHUE M30BPETEHUS K EBPABUNCKOMU 3ASIBKE

[ata ny6nvkaLmm 3aseku (51) Int. Cl. GO6F 17/00 (2019.01)
2022.03.31 GO6N 20/00 (2019.01)

GO6F 21/45 (2013.01)
[aTa nogaun 3asBku

2020.12.23

(54)

CIIOCOB TOKEHU3ALIUY HOMEPA BAHKOBCKOM KAPTHI M1 CIIOCOB
JETOKEHM3AIIMM HOMEPA BAHKOBCKOWM KAPTHI

(31)
(32)
(33)
(71)

2020131500 (72) Waobperatens:

2020.09.24 Kopmynos SIu FOpbeBuy, CokosioB
RU JAmuTtpuii IOpseBuy, Cadponos FOpuii
3asBuTens: Buxropouy, Hukutun Ajsiekcanap
NYBJINYHOE AKIIMOHEPHOE IOpbeuu (RU)

OBIIECTBO "CBEPBAHK

POCCHHA" (ITAO CBEPBAHK) (RU) (74)  Mpencrasurent:

I'epacun Bb.B. (RU)

(57)

W3o6perenne 0THOCUTCS K 00JIaCTH KOJUPOBAHUS 1 JEKOIMPOBAHUS TaHHBIX, @ B YJACTHOCTH K aBTOMaTH3HMPOBAHHBIM
crocobaM M CHCTeMaM TOKEHH3aI[Md HoMepa OaHKOBCKHX KapT M ONpeeleHHs JeTOKCHH3MPOBAHHOTO HOMepa
0aHKOBCKUX KapT. TeXHWYEeCKHUM pe3ylbTaToM, JOCTHTAIOIIUMCS TIPH PEHICHWH AAHHOW HPOOIEMSBI, SBISCTCS
TOBBIIIEHHE A(P(HEKTUBHOCTH 3amUTHl HOMEPOB OAHKOBCKHX KapT, 3a CUET HOBOTO crocoba TOKEHH3aIluu.
Yka3aHHBIH TEXHHUECKUI pe3yIbTaT JOCTUTAEeTCsl Oiaroapst OCyIeCTBISHUIO KOMITBIOTEPHO-PEann3yeMoro crnocoba
TOKEHH3aInu HoMepa 6aHkoBCKoi# KapTsl (PAN), BEIOTHIEMOTO ¢ TOMOIIBIO IO MEHBILIEH Mepe OHOTO Mporeccopa
1 COAEPIKAIIETO ITAIlBI, Ha KOTOPHIX Momy4yaioT PAN 1 0CyIIecTBISIOT ero pa3dueHne Ha COCTaBIIIONINE YacTH: OUH
(BIN), cocrosimuii U3 epBHIX HmIecTH CHMBOJNIOB, Macka (MASK), cocrosmias U3 4eTblpex MOCICIHUX CHMBOJIOB, U
cpennsas 9actb (MPAN); onpenensior 3HadeHHe CABUTa B TAOIHIIE 3aMEH, IIPH KOTOPOM BBIYUCIISIOT TIEPBOE 3HAUCHHE
C/IBUTA O TAOIHUIIE 3aMEH C TOMOIIBIO KPUIITONPeoOpa3oBaHust KOHKaTEeHUPOBAaHHOM cTpoku 3HaueHni BIN u MASK;
BBIYMCIISIIOT BTOPOE 3HA4YEHHE CABUra IO TaOIHIEe 3aMeH ¢ HOMOIIBI0 KpunTonpeodpasoBanuss mPAN; BEIYHCISIOT
CyMMapHO€ 3Hau4€HHE CIBUTa ITyTEM CII0XKEHHUS IEPBOTO M BTOPOTO 3HAUEHUH CJBHUIA; BHIYUCIIAIOT HHIEKC B TaONuIle
3aMeH, C MOMOIIbI0O HOPMAJM3al[MM CyMMapHOTO 3HA4€HMS CJBHUTra MO TaONHIe 3aMeH, MPUYeM HOpMalu3aIus
BBITIOJTHSIETCS MO Pa3MEPHOCTH TAOIHIIBI KAK OCTATOK OT JIEJIEHHS CMEILEHUS Ha KOJTMYECTBO CTPOK TaOIUIIBI, MOMTyYast
IPH 3TOM MCKOMBIH MHJIEKC B TaONuIe 3aMEH; C MOMOLIBIO MOJyYeHHOTO MHIEKCA BBIOMPAIOT M3 TaONHULBI 3aMEH
TOKEHM3UPOBaHHYIO 4acTb Homepa zPAN st 3amensl mPAN; GopMupYIOT TOKHMHE3UPOBaHHBIH HOMep KapTsl DPAN
¢ momoiisto 3aMmeHsl MPAN Ha zPAN, ucnons3yst BIN 1 MASK nomydennoro Homepa PAN.
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MIIK: GO6F 17/00;
CIIOCOB TOKEHU3AIIHN HOMEPA BAHKOBCKOM KAPTHI 1 CIIOCOB
JETOKEHHU3AIINA HOMEPA BAHKOBCKOM KAPTBI

OBJACTDb TEXHUKHU

[0001] 3asiBJICHHOE TEXHUYECKOE PEIIeHHe, B 00IeM, OTHOCUTCS K 00JIACTH KOIUPOBAHUS U
NEKONUPOBAHMS JaHHBIX, & B YAaCTHOCTH K ABTOMATHU3UPOBAHHBIM CIIOCOOAM U CHUCTEMaM

TOKEHHM3alM1 HOMepa OaHKOBCKUX KapT U I€TOKEHU3aLUU HOMepa OaHKOBCKUX KapT.
YPOBEHb TEXHUKH

[0002] OpHoli W3 cambIX BaXXKHBIX 3a7a4 B WH(MOPMALMOHHONW O€30MaCHOCTH SIBIISIETCS
3amuTa KOHQUAEHIINAIBHBIX JaHHBIX, KOTOPAas SIBJISIETCS] KOMIUIEKCHOW M JIOBOJIBHO CJIOXKHOM.
Opranmzauus 3¢(GHeKTUBHON 3aIUThl KOH(UACHLIHANIbHBIX AaHHbIX B OaHKOBCKHX CHCTEMaXx,
TUIATEKHBIX TPUIOKEHUsIX, 0a3ax NaHHBIX, YCTPOHCTB XPaHEHHUs M TPYII CEPBEPOB cama IO
ce0e SIBIAETCSl HENPOCTOH W emne OOJbINe YCIOXHSAETCS NPU HCIIOJNB30BAHUM PA3HOPOIHBIX

CUCTCM.

[0003] Kak mnpaBwio, B ciy4ae ¢ KOH(UACHIHAIBHBIMH JaHHBIMH PAaCCMATPUBAKOTCS
pa3HOOOpa3HbIe PEIIeHHs ¢ UCTIOIb30BAHUEM IU(PPOBAHHUSI, HO B MOCIEIHUE TOIbI 3AMETEH POCT

MHTEpeca K APyrol TEXHOJOIMH — TOKEHU3ALUH.

[0004] JlookHBIM 00pa30oM peann3OBaHHOE IU(POBAHME SIBIISETCS OJHUM M3 Haubolee
¢ pexkTuBHBIX cpeacTB obecrneueHus: Oe30MacHOCTU KOH(PUAESHLIMATbHBIX HNaHHbIX. OHO
MO3BOJIIET O0eCNe4YnTh MOCTYN K JaHHBIM TOJBKO aBTOPU3OBAHHBIM TOJIb30BATENSIM U
3allMINaeT JaHHble, KaK TPH XpaHEHWH, TaKk W Tmpu mnepemade. Ho mudpoBaHue He
€IMHCTBEHHbII BapUAHT 3alIUTHl — €CTh U aJIbTePHATUBHBIE MeTOAblL. [IpUdeM WHOrAAa CaMbIM
NMPaBUWIbHBIM pelleHreM OyJeT He TOMbITKAa 3al[UTHTh KOH(HUIEHIUATbHbIE JTaHHbIE

mupoBaHUEM, a BOOOIIE OTKAa3aThCs OT UX MEPeayu.

[0005] TokeHuszamuss kKak pa3 sBISETCS TEXHOJOTHEH, KOTOpas NpPEeAOCTaBIsAET OTY
BO3MOXHOCTb — €€ MPUHLMUIT 3aKJIH0YACTCA B MOAMEHE PECAJIbHBIX KOH(I)I/II[GHLII/IaJ'IbeIX JaHHBIX
HEKMMH 3HAYEHUSIMU — TOKeHaMUu. TOKeHH3alusi B 4eM-TO CXOoka ¢ mudpoBaHHeM — o0e
TEXHOJIOTUU 3aHUMAKOTCA MACKUPOBAHUEM PE€AJIbHBIX JAHHBIX, HO MOAXOA K 3TOMY IPOLECCY B
KOpHe oTimyaercsi. B cnydae mmudpoBaHus mpomnecc COKPBITHS JAHHBIX OOpaTHM NPU HATMYUU
MPaBWILHOTO Kitoua. JIroOOH dYenoBek, MONy4HB KIIFOY ITU(QPOBAHUS, CMOKET BOCCTAHOBHTH

HUCXOJHBIC JaHHBIC.



[0006] B cnyuae ¢ TokeHu3anuer, Mpouecc He sIBJSIETCST OOPaTHMBIM, BEIb BMECTO JaHHBIX
NpU TOKEHU3ALWUU HCIOJb3YETCs TOKEH, He HeCyIuid B ce0e HUKAKOW KOH(UASHIHATBLHOU
WH(POPMALIMU TN PE3YJIbTATOM €€ KPUNTONPEOOpa30BaHMS, U JIUIIb JIOTHYECKH CBSI3AHHBINA C
pealbHbIMH JTaHHBIMH, KOTOpPBIE XPAHSITCS B XOPOIIO 3alIWINEHHOW Oasze maHHbIX. [Ipu sToM
TOKEH MOXET UMEeThb TOT k& opMaT (pa3mMep U CTPYKTypa), 4YTO U OPUTHHAJIbHBIC JaHHBIE, YTO
MO3BOJIIET MUHUMI3HPOBATH HEOOXOMMMOCTh BHECEHHUS] M3MEHEHHH B padoTaromue ¢ HHAM
npwioxkeHusi. Ho nmpu 5ToM moxXuimarh TOKEH OECCMBICIIEHHO, TaK KaK OH HE TIOMOXKET IOy YHTh

HUKAKHE pCaJibHbIC KOH(I)I/II[GHI_II/IaJ'IbeIe JaHHBIC oe3 A0CTyIa K CUCTEME TOKCHU3AIUHU.

[0007] I'naBHOE mNpenMyIIEeCTBO TOKEHU3ALMU B TOM, YTO TOKEHbl MOTYT MOJHOLIEHHO
UCIIONB30BAaTbCSl BHYTPU Cpedbl HUX TPUMEHEHHUs, HO COBEPIIEHHO O€CIOoNe3Hbl BHE e€e.
TokeHnzanus uneanbHO TMOAXOAUT JJIsl 3AIMUThl KOH(PHUIEHIMAIbHBIX JaHHBIX, TaKUX Kak
HOMepa OaHKOBCKUX KapT, HOMEpa COLMAIBHOTO CTPAXOBAHUS, & TAKXKE JIFOObIX IPYTUX NaHHBIX,
KOTOpPBIE 3JI0YMBILIJIEHHUKN PETYJISIPHO MOXUINAKOT € LB MCIONb30BAHMS WJIN MPOAAXHU Ha
“gepHOM pbIHKE”. Ecim 3710yMBIIINIEHHUKAM HE yJacTCsl B3JIOMaThb CaM CepBEp TOKEHM3allUH,
4TOOBI MOJYYHUTh CBSI3aHHBIE C TOKEHAMH PEaIbHbIe JAHHBIC, TO MOXHIIEHHbIE TOKEHbI HE TaayT

UM POBHBIM CHETOM HUKAKHX BO3MOKHOCTEH MX HCIIOJIb30BATh.

[0008] IloBpilIeHNE MHTEpeca K TOKEHM3ALMU CBA3aHO, MPEXKAE BCEro, ¢ TeM, 4YTO OHa
MO3BOJISIET O0ECTeYTh 3AIUTy MAaHHBIX TMPH HU3KOM HArpy3ke Ha CHCTEMbI OpPTaHHU3ALIHH.
JloOaBieHne MmMU(PPOBAHUS B CHUCTEMbl — OCOOEHHO B YK€ NEHCTBYIOLIME — 3HAYUTEIBHO
yBEJIMYMBAET HArPy3Ky Ha HHX. BHECeHME HW3MEHEHWH B MPUJIOXKEHMS Uil BHEIPEHUS
U POBaHUST CHUYKAET MPOU3BOAMTENBHOCTD M YBEJMYUBAET TPeOOBaHUS K pa3padOTUMKaM U
anMUHHCTpaTopaM cucreM. Kpome TOro, B cCiiydae HCIIOJIb30BAHUS PAa3HOPOIHBIX CHCTEM,
BO3HHKAET HEOOXOAMMOCTb MH(POBaHUSA, pacupOBaHUS M TOBTOPHOrO IMHU(BPOBAHUS
JaHHBIX B PA3JIMYHBIX MECTAX, YTO CO3AET MOMOJHUTENbHBIE YSI3BUMOCTH, KOTOPbIE MOTYT OBITh
HCIIOJIb30BAHBI 3JI0yMbILIJIEeHHHKaMu. [Iprdem, yem OoJiblie KIIroueil UCTONb3YeTCsl B CUCTEME,
TeM OoJibllle BO3MOKHOCTEH Uit ee araku. Pabora ¢ kiro4aMu OCOOEHHO OIacHa, YYUTHIBAs
pPacmpoOCTPaHEHHOCTh BPEIOHOCHOTO MporpaMmHoro obecnieuenus (nanee — [10) myst mepexsaTa
JaHHBIX HETMOCPEICTBEHHO B OMEPATUBHOW MaMSTH, KOTOPOE MO3BOJIET MOJYYHTb MOCTYIM K

KJIFOYaM, AK€ HE UMEA aIMUHUCTPATUBHBIX HpI/IBI/IJIeFI/Iﬁ Ha 3aan(CHHOﬁ MallluHE.

[0009] I[TomMmuMo MuUHUMU3ALMKU TPeOOBAHWI K BHECEHUIO W3MEHEHUH B HCIIOJIb3yeMble
MIPUWJIOKEHUS, TOKCHU3AIHSI CHIKAET PUCKH TSI KOHDUIEHIIUATBHBIX TaHHBIX. [Ipu mpaBUIIbHOM
peanu3aiuyi TMPUIOKEHUST CMOTYT HCIIOJIb30BaTh TOKEHBI BO BCEH CHUCTEME M O0pamaTthCsl K

3aMUIECHHBIM KOH(I)I/II[GHL[I/IaJ'IbeIM AaHHbIM TOJIbKO B CJIy4ac KpaﬁHeﬁ HGO6XOI[I/IMOCTI/I.



HpI/IJ'IOX(eHI/ISI MOT'yT XpPaHUTb, HUCIOJB30BaTb MW COBCPLIATH TPAH3aKLIWUH, OMNEPHUPYA TOJBKO

TOKCHOM U HE NIOABEPras pe€aibHbIC JAHHBIC PUCKY.

[0010] Hanpumep, oaHuUM H3 CaMbIX pAaCOPOCTPAHEHHBIX IPUMEPOB HCIOJIB30BAHUS
TOKCHU3ALHUU SIBJSIETCSl €€ MPUMEHEHHE Ui IUIATEKEW C UCIOJIb30BAHUEM IUIATEXKHBIX KapT.
Hcnonb3oBanue TOKEHAa BMECTO 3HAYEHMs HOMEpa IIATEXKHOW KapThl IMO3BOJSIET NMPOBECTU
OTCJIEKUBAHME TPAH3AKLMU U €€ BBINOJIHEHHE Oe3 prcka KOMIPOMETALMH PEaJbHBIX JaHHBIX
KapThl. JlocTyn K peaspHOMY HOMEpPY IMOHAAOOHMTCS TOJBKO B KOHTYpe MPOLECCHHTa W TpPHU
B3aUMOJEUCTBUU C IJIATEKHBIMU CUCTEMaMU U APYTMMH YYaCTHUKAMHU IJIATEXHBIX cuctem. Hy
a B TOM CJIy4ae, €CJIM NPOLUECCUHIOBBIM LEHTP TAKKE MCIIONb3YET TOKEHU3ALUI0, TO BO3MOKHO

MpOBEJICHNE BHYTPEHHEN TPpaH3aKUU BoOOIIEe Oe3 UCTIONb30BaAHMS PEabHBIX JaHHBIX.

[0011] U3 yposus texnuku ussecreH nateHt US 10262128 B2 “Tokenized data security”,
nareHroobnanarens: Sabre GLBL Inc, omyGmukoBano: 06.02.2014. B nmaHHOM perueHHH
OIUCBHIBAETCSI CHOCOO TOKEHHM3AaLMU HOMEpa YYETHOW 3alMCH MOJb30BATENs IS 3aIMUTHI OT

KI/I6epaTaK C UCNOJIb30BAHUEM KapThl TOKEHOB.

[0012] HenocraTkoM M3BECTHOrO pelleHUss B JaHHOH OOJACTM TEXHUKHU  SIBJISIETCS

HEIOCTATOYHAS 3AIMULIEHHOCTD JaHHbIX.
PACKPBITHE U30BPETEHUSA

[0013] B 3asBIE€HHOM TEXHHYECKOM pEIIEHUU NPEAJIaraercsi HOBBIH MOAXOA B PELICHUH
TEXHUUYECKOH NpoOJeMbl, 3aKirovaromeiics B Oosee 3alMMIIEHHOM METOJe XPAaHEHUs JaHHBIX

OaHKOBCKHUX KapT.

[0014] TexHUUECKUM pe3yJIbTaTOM, NOCTUTAIOLIUMCS TPH PEIlEeHHUH NaHHOH MpoOeMsl,

SIBJISIETCS TIOBBIIIEHHE 3(H(HEKTUBHOCTH 3aIUTHl HOMEPOB OAHKOBCKHX KapT.

[0015] VYka3aHHBI TEXHUYECKHH pe3yJbTaT IOCTUTAeTCs Oyarojgaps OCYIIECTBIEHUIO
KOMITBIOTEPHO-PEATM3yeMoro crnocoba TOKeHM3aluu HoMmepa OaHkOBCkoH kapTel (PAN),
BBITIOJTHSIEMBIN C MMOMOIIBIO, IO MEHbBINEH Mepe, OTHOTO MPOLECCopa U COMEPIKALIUI dTarbl, Ha

KOTOPBIX:

— mnony4datoT PAN U OCyIecTBIISIFOT ero pasdueHue Ha coctapisiromue yactu: Oun (BIN),
COCTOSAILIMIA W3 MepPBbIX LIecTH cUMBOJIOB, Macka (MASK), cocrosimas U3 4eThIpex

NOCJIEHIX CUMBOJIOB, U cpenHsist yacTb (mPAN));

— OIpeaciisOT 3HaUCHUEC CABUTA B Ta6m/1ue 3aM€H, IIPpU KOTOPOM:



* BBMMHCISIIOT TIEPBO€ 3HAYEHHE CABUTa MO TabiHLe 3aMeH C IOMOIIBIO
KPHUITONPeoOpa3oBaHmsl KOHKATEHUPOBAHHON CTpoku 3HadeHnd BIN u

MASK;

"  BBIUYUCIAKOT BTOPOC 3HAYCHUEC CABUIra IIO Ta6n1/1ue 3aM€H C NMOMOHIbIO

kpunronpeodpazoBanus mPAN;

"  BBMUUCIAKOT CYMMAapHOC 3HAQUCHHC CABUIa IMYyTEM CJIOKCHHUA NEPBOIO H

BTOPOI'O 3HAYEHUH CIBUTaA,

— BBUUCISIIOT WHAEKC B TalJMLe 3aMeH, C IOMOINBI0 HOPMAJIHU3AIUUA CyMMapHOIO
3HaUeHUs CABUTa MO TaOMUIEe 3aMeH, NpUYeM HOPMAJIU3alMs BBITOJHAETCS 10
pPa3sMEpHOCTH TaONHIBl KaK OCTaTOK OT JEJIeHUsT CMEIIeHHs Ha KOJIMYECTBO CTPOK

TaOJUIIBI, TTONTyYasi IPU STOM UCKOMBIH HHAEKC B TaOJIHLIE 3aMEH;

— € IOMOLUIBIO MOJYYEHHOIO WHJEKCAa BBIOMPAIOT M3 TAOJNUIBI 3aMEH TOKEHU3UPOBAHHYIO

yacTb HoMepa zZPAN nnsa 3amenst mPAN;

— (opmupyroT TokuHe3upoBaHHbI HOMep kapThl DPAN ¢ momorubto 3ameHsl mPAN Ha

zPAN, ucnonesyst BIN u MASK nonyuennoro Homepa PAN.

[0016] B omHOM W3 YAaCTHBIX BapHaHTOB  peaju3alud  Ccrnocoda  alropuTMm

KpUNTOnpeoOpa3oBaHus mpeacrasisier codoit anropurm FF3.

[0017] 3asBJI€HHOE TEXHUYECKOE pPELIEHHE OCYLIECTBIIETCS TAK)Ke 3a CYET BBINOJIHEHUS
KOMITBIOTEPHO-PeaTM3yeMoro crnocoda neTokeHu3anuu Homepa OaHkoBckou kapTel (DPAN),
MOJIYYEHHOTO C TIOMOIIBIO BBIIEYKA3aHHOTO CIIOC00a, BBIMOIHIEMOrO ¢ MOMOIIBIO, O MEHbINEH

Mepe, OJJHOTO MPOLIECCOpa U COAEPIKALIEro STAMbl, Ha KOTOPBIX

— mnony4atoT DPAN u ocymiecTBistOT ero pasouenue Ha cocrapiistomnue dactu: Oun (BIN)
COCTOSILIIMIA M3 TepBbIX LIecTH CcUMBOJIOB, Macka (MASK), cocrosimasi U3 4eThIpex

NOCJIETHIX CHMBOJIOB, U Cpeansis 4acThb (ZPAN);

— OIpeaciisitOT 3HaUCHUEC CABUTA B Ta6m/1ue 3aM€H, IIPU KOTOPOM:

" BBIUHUCAIOT NEPBOC 3HAYCHUC CABUra IIO Ta6J'II/ILIe 3aME€H C IIOMOUIBIO

KpunronpeodpaszoBanus cTpoku 3HaueHni BIN 1 MASK;

"  BBIUHUCIAIOT MOAYJIb IEPBOro 3HAYCHUA CABUIA IO Ta6m/1ue 3aMECH NIyTEM

pa3zesieHus IepPBOro 3HAYSHUsI CIIBUTa HAa pa3Mep TaOJIHIIbI CIIBHTA,



" BBIMUHCIAKT HHIACKC B Ta6m/1ue 3aM€H, NOYyTEM IMOUCKa CTPOKU TIIO

NoJyueHHOMy 3HaueHuro zZPAN;

"  BBIUUCAIOT BTOPOC 3HAYCHUA CMCIICHHA B Ta6m/1ue 3aM€H Ha OCHOBC
paCcCUUTAaHHOTO HWHACKCA, MOAYJIA IMNEPBOr0 3HAYCHUA U Pa3MEPHOCTHU

TaOJIULIBL,

—  BbUUCISIIOT MPAN ¢ momombslo 00paTHOTO KPUNTOMPEOOpa3OBaHUS OT IMOJyYEHHOT'O
BTOPOTO 3HAYEHUs CMEIICHHs] C KCIIOJIb30BAHUEM KJIFoUa IU(POBAHUS, C MOMOILIBIO

KOTOPOTO BBINOJHsIOCH peoOpa3oBanue PAN B DPAN;

— ¢opmupytot 3Hauenne PAN Ha ocHoBanuu nosydeHHoro mPAN, a Takxke 3HaueHuii BIN

u MASK.

[0018] B omHO W3 YAacTHRIX  BAapHAHTOB  pealu3alMu  Crnocoda  aaropuTMm

KpunTonpeoOpa3oBanust npeacrasisier codoi anroputm FF3.

[0019] B 1pyrom wacTHOM BapuwaHTe peanu3aliu Crocoda eciau BTOPOe 3HAUYEHHUEe
CMELIEHUs1 OTPULIATENIbHOE, TO UTEPATUBHO MOBTOPSIIOT LIAT €r0 BBIUUCIECHUs], UHKPEMEHTHPOBAB

MOIYJIb IEPBOI'O 3HAYCHNA CMCIICHUA Ha €AUHULLY .

[0020] 3asBIECHHOE TEXHUYECKOE peIIEHHE TaKXe OCYIIEeCTBISIETCS C  TOMOLIBIO
KOMITBIOTEPHOM CHUCTEMBI, KOTOpas COAEP>KUT MPOLECCOP U MaMsTh, B KOTOPOH XpaHATCA
MAalIUTHOYUTACMBIC HWHCTPYKIHUH, BBITIOJIHACMBIC npoueccopom JJIA OCyICCTBJICHUA

BBILIEYKA3aHHBIX CIIOCOOOB.
KPATKOE OIIMCAHHUE YEPTEXEN

[0021] IlpusHakn M @OpeuMylecTBAa HACTOALIENO TEXHUYECKOTO PpELIEHUs CTaHyT

OYCBUIHBIMU U3 IPUBOAUMOI'O HHUXKE HOI[pO6HOFO OIMHCAaHHA U MpUIara€MbIX qepTenceI‘/'I.

[0022] Qur. 1 wurocTpupyer OJOK-cxeMy crocoba TOKeHH3aIlMu HOMepa OaHKOBCKOMU

kaptol (PAN).

[0023] Qur. 2 WUIIOCTpUpYeT OJIOK-CXeMy crocoba MeTOKeHH3aluu HoMepa OaHKOBCKOMU

kaptel (DPAN).

[0024] @dur. 3 WUTIOCTPUPYET MPUMEP OOIIEro BHIA BBIUUCIUTENBHOW CHCTEMBI, KOTOpPas

obecrieunBaeT peanr3anuro 3aABJICHHOIO pEIICHUA.



OCYHECTBJIEHUE U30BPETEHUA

[0025] Huxe OynyT onucanbl MOHATHS U TEPMUHBI, HEOOXOAMMBIE Il TOHUMAaHHS JAHHOTO

TEXHUYCCKOTI'O PCIICHUSA.

[0026] Tokenmzamusi — mpouecc 3amMeHbl KOH(QUIOCHIMAJIBLHOTO 3JIEMEHTa JaHHBIX Ha
HEKOH(UACHIUATbHBIA  SKBUBAJICHT, HA3bIBA€MbIi  TOKEHOM, KOTOPBIH HE  UMeEeT

CaMOCTOSTEILHOTO CMBIC/Ia/3HAYEHHUSI AJIs1 BHCIIHETO WJIM BHYTPEHHETO UCIIOJIb30BAHUA.

[0027] Token — ccbuika (TO ecTh HIEHTU(PUKATOP), KOTOpask COIMOCTABISIETCS C

KOH(I)I/II[GHLII/IaJ'IbeIMI/I AaHHBIMU 49€PE3 CUCTEMY TOKCHU3ALINH.

[0028] HeTokenmsanusi — oOpaTHbIIN mporece noxydenus 3HaueHus PAN-kona mo neneBomy

TOKEHY.

[0029] PCI DSS (Payment Card Industry Digital Security Standard) — cranmapT

0€30MacHOCTH IUIATEXKHBIX KapT.

[0030] PAN (Primary Account Number) — HOMep MIaTeKHON KapThl.
[0031] DPAN (Digitized PAN) — TokeHU3UPOBaHHBIN HOMEP TUIATEKHOM KapThI.
[0032] BIN (Bank Identification Number) — wuneHTuduUKanMOHHBIE HOMep OaHKa

BBIITYy CTUBIIETO KapTy.

[0033] MASK (Macka) — nocjentnue 4 CUMBOJIA KapThl, CBOOOAHO UCIONb3YIOIIUECS IS

MeYaTH Ha Yekax u, coBMecTHO ¢ BIN, unenTudukanuu kapThl B mpeaenax OqHOro KIIUEHTA.
[0034] O/ — uenTp 06pabOTKU AaHHBIX.

[0035] PCI SSC (Payment Card Industry Security Standards Consul) — coser mo

CTaHZapTaM Oe30MaCHOCTH IJIATEKHBIX KapT.

[0036] HSM (Hardware Security Module) — anmapaTHoe pelneHue sl TeHepaluu KIFYe

() POBAHUS U BBITIOJIHEHHs KPUNITONPEeoOpa30BaHUI.

[0037] Anroputm Jlyna (Luna Algorithm) — anroputm ompeneneHus: BaJHIHOCTH HOMEpPA

KapTbl HA OCHOBEC I[GC;[TI/ILIHOI\/'I OEJIOCTHOCTHU.

[0038] JlaHHOE TEeXHHYECKOe pPEelIeHHe MOXKET ObITh Peajr30BaHO HAa KOMIIBIOTEPE, B BUJIE
aBTOMAaTH3UPOBaHHON HH(popManroHHOH cucteMbl (AMC) mim MammMHOYUTAEMOTO HOCHTEI,

COAEPIKAIIETO NHCTPYKLMH AJIS1 BBITOJIHEHHS BBIIIEYTOMSIHY TOTO CIIOC0o0a.



[0039] TexHudyeckoe pelreHHe MOXeT OBITh pPeau30BaHO B BUAE paclpeneseHHOU

KOMITBIOTEPHOU CUCTEMBIL.

[0040] B naHHOM pemeHMM NOA CHCTEMOM NOAPAa3yMEBAETCS KOMIBIOTEPHAs CHUCTEMA,
OBM (a5iekTpOoHHO-BRIMUCTHTENbHAST MamiuHa), YITY (4ucioBoe mporpaMMHOE yIIpaBJICHHE),
IIVIK (mporpamMMupyemblii  JIOTHUECKHH KOHTPOJUIEP), KOMIIBIOTEPU3UPOBAHHBIE CHCTEMBI
yOpaBiIeHUs M JIOObBIE Ipyrue YCTPOWCTBA, CIOCOOHBIE BBINONHATD 33JaHHYI0, YETKO

OTIPEAENIEHHYIO MOCIIeIOBATEIbHOCTh BBIYHCIUTENIbHBIX OTepauil (IeHCTBUI, HHCTPYKLIHN).

[0041] ITox ycrpoiictBoM 0O0paOOTKH KOMaHJ MOIPa3yMeBAeTCs 3JIEKTPOHHBINA OJOK OO

UHTerpajibHas cxeMa (MUKPOIPOLIECCOP), UCTIOMHAIOIIAs MATHHHbBIE HHCTPYKIMHU (TIPOrPaMMBbl).

[0042] YcTpoicTBO 00pabOTKM KOMaH/A CUMUTBHIBAET M BBIMOJIHAET MAIIUHHBIE MHCTPYKIHH
(mporpaMMel) ¢ OgHOTO WK OoJiee yCTpOICTBA XpaHEHHs JAHHBIX, HAPUMEP TAKUX YCTPOWCTB,
KaK OmepaTuBHO 3amoMuHarome ycrpoiictBa (O3Y) w/uiaM NOCTOSIHHBIE 3alIOMHHAOLINE
ycrpoiictsa (I13VY). B kauectse TI3Y MoryT BbICTYynaTh, HO, HE OTPAHUYHMBASICD, JKECTKUE TUCKU
(HDD), ¢nem-namsats, TBepmoTenbHble Hakomurenan (SSD), onTudeckue HOCHTENH JAHHBIX

(CD, DVD, BD, MD u t.11.) u 1p.

[0043] IIporpamma — DOCIENOBATENbHOCTb MHCTPYKLMH, MPEeAHA3HAYEHHBIX  JJIA
UCIIOJIHEHHST YCTPONMCTBOM  VIIPABIEHUS BBIUUCIUTENIBHOW MAIIMHBI WJIH YCTPOMCTBOM

00pabOTKM KOMaH]I.

[0044] [Tocuntaem 00BEM XpaHUMBIX JAHHBIX JJIST BCEX KapT, B TEOPHH CYLIECTBYIOIIUX B
UHIYCTPUH. HOMepa KapT ObiBatoT OT 13 1o 19 CHMBOJNOB M coOnepKaT MPAaKTHYECKU BCE
koMOuHamu. He Oynem yunrtbiBath anropurm JlyHa u mony4uum nudpy okoso 10 000 ITerabaiT
npu yciaoBuu 1 OalT Ha HOMEp KapThl:

19
V= Z 10 = 11111 110 000 000 000 000 wu oxosi0 10 000 116

i=13
[0045] [TonyuyaeM HENOCTWXKUMBIH OOBEM JAaHHBIX U XPAaHUTh TAKO€ KOJIUYECTBO
uHpopmarmu Oojee yeM m30bITOUHO. Jlaske ecnu COKpaTuTh Heucmnojbdyembie BIN, oObem

XPAaHCHUSA HE CTAHET MMPUCMIIEMbIM.

[0046] BBIX0IOM MOKET CTaTh XpaHEHHE HE BCEX BJIEMEHTOB KapThl, & TOJbKO 3aMEHSEMBIX
¢parmenToB (kpome mepBbIX 6 U mocienHux 4 cuMBoiioB). B atom cimyuae ¢opmyna Oynet

IPYTOM:



19
V= Z 10-10 = 1111 111 000 wiu okosio 1 T6

i=13
[0047] Ob6bem 1 TepabaiiT Hy>KHO ellle YMHOXHTh Ha JUTMHY XPaHUMOH CTpOKH B Oase, T.e.

muHbl camoro PAN u HeoOxonumoro uHaekca, npumepHo 30 Gaiir. toro monyvaercs 30 T6.

[0048] Jaunabiii 00beM HaHHBIX TOXKE SIBJISIETCS OOJIBLINM, HO C TaKUM OOBEMOM MOXKHO

padoTaTh U MPOBECTU €r0 ONTUMHU3ALIUIO.

[0049] IIpn 3ameHe OAMHAKOBBIX 3aMEHAEMbIX (PArMEHTOB pAa3HbIX KapT pe3yJIbTaThl
3aMEHEHHbIX (ParMEHTOB TakXKe OyayT OAMHAKOBBIMH, YTO TIPUBEAET K VYSA3BUMOCTHU
peanu3alud U IOCTENEHHOM HAKAIUIMBAIOIIENWCs KOMIPOMETALMM KapTOYHBIX AaHHbIX. U
eIMHUYHble  ciay4dan  u3BecTHOCTH  cBsisku  PAN-DPAN  Oyayr  aBTOMaTHuecku

KOMIIPOMETHUPOBATH MAaCCOBO THICAYU APYTUX HOMEPOB KapT.

[0050] Paccmorpum crpyktypy HOomepa kapthl. Homep kaptel (PAN) cocrour u3 BIN
(mepsbie 6 cumBonoB), MASK (nocnenHue 4 cHMBOJA) M OCTAaBLIEHCS YacTH, MOMJIEXKALIeH

ToxkeHn3zauuu. Hazosem nucxonnoe 3Hauenue 3toi yactu mPAN, TokenusuposanHoe — zPAN.

[

[0051] Jnst Toro uToOb! Aist pasHbix komOuHaumii BIN - MASK (3neck u nanee cuMBOI
0003Ha4YaeT KOHKATEHALMIO CTPOK, & CUMBOJ “+~ apu(PMETHUECKYIO CYMMY) MPH OAMHAKOBBIX
mPAN Oputn pasubie ZPAN, HeoOXomumo BbIOOPKY M3 TaOJHUIBI 3aMEHbI JIeJaTh MO HEKOMY

aJTOPUTMY CIIBUTA, TAPAHTUPYIOLIEMY OTCYTCTBUE KOJUIU3UU.

[0052] PaccmoTpum Tabnuily 3aMeH Ha MpUMepe MOMYJSIPHOW JUTMHBI KapTel = 16. [l
BBIMOJIHEHHS BBIIICONMCAHHBIX TPeOOBAaHUN K peanu3alMu IO BbIOpaHHON cTparernn [3],
tabnuna nomkHa obecneunts 3amedy 10° pparmentoB PAN. Tak kak B 3aMEHSIEMbIX CUMBOJIAX
HEOOXOIUMO HCIIOJB30BATh LIECTHAALATEPUYHBIE CHMBOJBI, HO HCKJIIOUNTh KOMOWHALIMH, HE
cozepkaliue mectHaanarepudnsie nudpsl (A-F), To miuna Tabamie! 3amen Oy ner 16% — 108, To

ecTb 15,8 MiH 3HaYeHHN TOKEHOB AJis 10 MJIH HCXOMHBIX JaHHBIX.

[0053] 3amaya COCTOUT B OMNpeNeNieHuH HWHIeKca B Tabnuie 3ameHbl [IpocToli WMHHAEKC,
COOTBETCTBYIOIIUI TOpsinKy cienoBaHusi mPAN, mo3BoiuT aenaTe moadoOp HOMEPOB KapT U

TOKeHOB ¢ TakuM ke mPAN npu npyrux 3HaueHusix BIN - MASK, uto HegomnycTumo.

[0054] HUHpmekc CO CTaTUYeCKUM CIOBUTOM TakKKe TIO3BOJUT Jejarh momadop mpH

noctarouHoi Beidopke coorBercTBuil PAN u DPAN (mmn mPAN u zPAN).

[0055] CnenoBaTeabHO, MHOEKC MOOJOKEH OBITh NHHAMHYECKHH, TO €CThb HE HMEIOLIHI

MOHSATHOW 3aBUCUMOCTH OT mocienoBaTenbHocT BIN - MASK, HO He co3maromuii KOJUTU3HUH,



TO €CThb HCKIIOYArOImUi MOBTOPHBIA BbIOOp zZPAN mpu pasHeix mPAN, mHaue roBops, He

JOJKEH ObITh OCHOBAH Ha CIIYYaiHON BEJTMYUHE.

[0056] Jlns o0ecriedyeHUss YHHUKAJIbHOCTH U TPENOTBPALIEHHUS KOJUIM3UH HEOOXOIUMO

OCYILECTBUTD Psil NEHUCTBUIA.

[0057] Cnenatp cocraBHOW nuHamuueckuil uHnekc. Ilepsas yacte Oynmer ¢opmMupoBaThCs
n3 HeusmeHHoro 3HadueHuss BIN - MASK nns Bcero nuanmazona mPAN. Brtopas 4vacts

dbopmupyercs u3 camoii 3amensiemoii vactu mPAN.

[0058] dopmupoBaHue COOCTBEHHO MHAeKca i casura (HazoseMm ero SHIFT) Bo3amoxkHO
HETOCPEACTBEHHO M3 3TuUX KOMIIOHEHTOB 1o ¢opmyie (BIN - MASK) + mPAN. ITonyuennoe
gucyio SHIFT, nopmuposanHoe no anune tabmuubl 3amed SHIFT = ((BIN - MASK) + mPAN)
% length( {zPAN} ) yxe oOecnme4nuT yHUKAJIbHOCTb, HO TOKAa 9YTO HMEET TMOHSITHYIO
3aBUCUMOCTD, T.e. npu yBeiudeHnn MASK Ha 1, SHIFT rtaxke yBenumuutcs Ha 1, 9TO MOXKeET

npusectH Kk nonodopy cssizok PAN u DPAN.

[0059] HernoHATHOM  3aBUCHMMOCTH  MOXKHO  JOCTHYb  KPUOTONMPEOOpa3oBaHUEM  C
coxpaHeHneM ¢popmara ucxonHsix naHHbix (Format Preserving Encryption)[4], korna Ha Beixoze
(GYHKIUKM TOJy4aeTcss APYroil MCeBIOCTyYalHbIX 3JIEMEHT W3 KOHEYHOIO MaCCHBAa MCXOIHBIX

NAHHBIX.

[0060] HUcnone3yem peanmuzaiuto anropurma FF3[S] mns BeiOopa mceBaociydaiiHOTO
uHIeKca U3 Habopa MHIEKCOB C UCTOb30BAHUEM CEKPETHOH BEJIMYMHBI U HAYaJbHOTO 3HAUEHUSI
uHnekca. Mcnonb3oBanue B kadectse 0as3wl cupura FF3(BIN - MASK) mo3BojuT nenath Kak
npsiMmoe, Tak U oOpatHoe mpeoOpazoBanne PAN-DPAN u DPAN-PAN, Tak kak OAMH H3

KOMIIOHeHTOB crBura u3secteH Bceraa (BIN - MASK), on nHensmenen B PAN u DPAN.

[0061] Kak mokazano Ha ®ur. 1 3asBieHHbIH COCO0 TOKEHU3ALUMH HOMepa OAHKOBCKOM
kapthl (PAN) (100) cOCTOUT M3 HECKOJBKUX 3TAIOB, BBIMOJHSIEMbIX [0 MEHbINEH Mepe OTHUM

MPOIIECCOPOM.

[0062] Ha stane (101) mony4aror PAN 1 OCyLIeCTBISIOT €ro pa3OneHne Ha COCTaBJISIOIIUE
gactu: O6un (BIN), cocrosimuii u3 nepseix mectd cuMBOJOB, Macka (MASK), cocrosimas u3

YeThIpeX MOCIEIHUX CHMBOJIOB, B cpenHsist 4acTb (MPAN).
[0063] Hanee Ha sTane (102) onpenensroT 3HaU€HUE CABUra B TAOJINLE 3aMEH.

[0064] B xone onpenenenus 3HaYeHUsI CIBUTA B TaOJIHIIE 3aMEH:



- Ha srtane (103) BBMHUCIAIOT MEpBOE 3HAUEHHE CABHra MO TaOJMIE 3aMEH C IOMOIIBIO

KPHUITONPeoOpa3oBaHs KOHKaTeHUPOBAaHHOH cTpoku 3HadeHnit BIN u MASK;

- Ha srtane (104) BRMUCIAIOT BTOPOE 3HAYEHHE CHABHra IO TaONHUIE 3aMEH C ITOMOIIBIO

kpunronpeodpazoBanust mPAN;

- Ha sTane (105) BBIYUCISAIOT CyMMapHOE 3HAUEHHE CIIBUTA ITyTEM CJIOXKEHHUS MEPBOTO M BTOPOTO

3HAYEeHUN CABUTrA.

[0065] Hanee na ostane (100) BBIYUCIAIOT HHAEKC B TaOJMUIE 3aMEH, C IOMOIIBIO
HOpMaJn3allu CYMMApHOTO 3HA4UC€HUA CABUTA 110 Ta6m/1ue 3aM€H, NpPUYCM HOpMaIU3alus
BBITIOJIHACTCA IO Pa3MEPHOCTH Ta6J'II/II_IbI KaK OCTAaTOK OT ACJICHUA CMELICHHA Ha KOJUYECTBO

CTPOK TaONUIBL, TTOJTyYasi IPU 3TOM UCKOMBIN MHIEKC B TAOJIUIIE 3aMEH.

[0066] Hanee Ha stane (107) ¢ MOMOIIBIO MOJTY4YEHHOTO MHIAEKCA BBIOMPAIOT M3 TaOJIHLIbI

3aME€H TOKEHU3UPOBaHHYIO 4acTh HoMepa ZPAN nist 3amenst mPAN.

[0067] Hanee Ha stame (108) ¢opmupyroT TOkMHE3MpoBaHHbIH HOoMep KapTel DPAN c

nomotsto 3ameHsl MPAN Ha ZPAN, ucnonssyst BIN u MASK nonyuenHoro Homepa PAN.

[0068] Anroput™m KpuntonpeoOpa3oBaHus, UCIONb3yeMblil B criocobe (100) mpencrapisieT

coboti anropurm FF3.

[0069] Kak moka3zano Ha @ur. 2 crnoco0 AeTOKeHM3aluu HOMepa OaHKOBCKOWM KapThl
(DPAN) (200), mony4eHHOro ¢ MOMOINBI) BBIIIEYKA3aHHOTO Crocoda, MPOLECcCOp BBIMOJHSIET

pAa MOCIEA0OBATCIIbHBIX 3TAIIOB.

[0070] Ha osrame (201) mnonygator DPAN wu ocylecTBisiioT ero pa3OueHue Ha
cocrasysirotue yactu: O6un (BIN) cocrosimuiit U3 mepBbIX ImecTd cuMBoJioB, Macka (MASK),

COCTOSIIIAsI U3 YETHIPEX MOCIEAHIX CUMBOJIOB, U CpenHsis 4acTh (ZPAN).
[0071] Hanee Ha Tane (202) onpenenstoT 3HaU€HHE CABUra B TAOJIMLE 3aMEH.
[0072] B xone onpenenenus 3HaYeHNsI CIBUTA B TaOJIHIIE 3aMEH:

- Ha srtane (203) BBMHUCISAIOT MEPBOE 3HAUEHHE CABHra MO TaOJMIE 3aMEH C IOMOLIBIO

KpunronpeodpaszoBanus cTpoku 3HaueHnit BIN 1 MASK;

- Ha sTane (204) BBIMUCIAIOT MONYJIb NMEPBOrO 3HAYEHUs CHIBHUra MO TaOJHIe 3aMeH MyTeM

pa3zesieHus: IepPBOro 3HAYSHUS CIBUra Ha pa3Mep TaOJIHILIbI CIIBHTA,

- Ha atamne (205) BBIUUCISIOT UHACKC B TAOJIHIIE 3aMEH, IyTEM IMOUCKA CTPOKH MO MOy YCHHOMY

3HadyeHuro ZPAN;
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- Ha stane (206) BBUUCISAIOT BTOPOE 3HAYEHHs CMEIIEHHs B TaONHIle 3aMEH Ha OCHOBE

pacCUUTaHHOTO MHACKCA, MOAYJIA NEPBOTO 3HAUCHUA U PAa3MEPHOCTHU Ta6.]'II/ILU:>I.

[0073] Hanee w©Ha ostane (207) Bbuucasiror mMPAN ¢ momompbio — 0OpaTHOTrO
KPHUNTONPEeoOpa3oBaHUs OT MOJYYEHHOTO BTOPOrO 3HAYEHMs CMEIIEHHS C HCIOJIb30BAHHUEM

KJTIF04a Mu()POBaHMS, C TOMOIIBIO KOTOPOTO BIMOIHIIOCH peodpasoBanne PAN B DPAN.

[0074] Hanee Ha stane (208) ¢opmupyroT 3HaueHHe PAN Ha OCHOBaHHM MOJYyYE€HHOTO

mPAN, a taxxe 3nauenuniit BIN u MASK.

[0075] Anroput™m KpuntonpeoOpa3oBaHus, HCIONb3yeMblil B criocobe (200) mpencrapisieT

cobotii anropurm FF3.

[0076] Ecnn Ha stane (206) BTOpoe 3HaUeHHE CMEIIEeHUs OTPHULATEIbHOE, TO UTEPATUBHO
MOBTOPSIIOT LIAr €r0 BBIYMCJIEHUs], THKPEMEHTUPOBAB MOJyJib EPBOr0 3HAYEHMs] CMELEHUS Ha

EAUHULLY .

[0077] 3asiBIEHHOE TEXHHYECKOe pelIeHHe O0eClevYrBaeT HOBBIM CHOCO0 TOKEHU3ALUH
OaHkOBCkMX KapT. [lpm peanu3aumy 3asBIEHHOTO TEXHUYECKOMY PELICHUIO JOCTUTAeTCs
KOMITAaKTHOCTb XpaHeHus TaOmuy 3ameH. Jlanuble cBsasku PAN-DPAN He xpansrcs Ha
ycTpoiicTBax, HOCHTENAX HHGOPMALMU M T.JA., TeM CaMbIM O0ecreduBas HEBO3MOXKHOCTb
KOMIpoMeTarmu. JJisi JAHHOTO TEXHUYECKOTO PEIIeHUs] He TPpeOyeTCsl CHHXPOHHAST PETUTUKALS
mexny HOMamu u 3Kk3eMIuiipaMH TOKEHHM3aTOpa B pPEeXHME peantbHOro BpeMeHu. llpu
HEM3BECTHOM KJIIOYe IMU(POBAHUSI, 3HAS AJITOPUTM U MPUMEPHI TOKEHHU3UPOBaHHBIX map PAN-
DPAN, cTtaHOBUTCS HEBO3MOXHO BbeMUCIUTH JApyrue cBsisku PAN-DPAN. HcnonszoBaHue
IBYXKOMIIOHEHTHOTO CIBUTa MO TaOJHIe 3aMEH B 3asBJICHHOM TEXHHUYECKOM pELICHUU

NO3BOJIIET OBICTPO Mpou3BOaAUTh peodpazoBanue PAN-DPAN u DPAN-PAN.

[0078] Ha ®wur. 3 npexncrasnen npumep oOmiero BUAA BBIYUCIHTENBbHOW cucteMbl (300),
KOTOpasi 00eCneunBaeT peann3aluio 3asBieHHbIX crocodos (100) (200) u nnu SABIAETCS YaCThIO
KOMITBIOTEPHOH CHUCTEMBI, HAIPUMEpP, CEPBEPOM, IEPCOHAIBHBIM KOMITBIOTEPOM, YaCThIO
BBIUUCIUTENIBHOIO KiacTepa, oOpadaThIBAIOLINM HEOOXOOUMBIE NaHHBIE Ui OCYINECTBJICHUS

3asBJICHHOI'O TEXHUYECKOTO PCIHICHUA.

[0079] B obmem cnydae, cucrema (300) comepkutr oOBeAWHEHHbIE OOMIEH IMUHOM
WH(POPMALIMOHHOTO OOMEHa OAWH WJIM HEeCKOJIbKO TporeccopoB (301), cpencrsa maMsTH, Takue
kak O3V (302) u I3V (303), unrepdeiicel BBoma/BeiBoga (304), ycrpoiicTBa BBOAA/BBIBOIA

(1105), u ycrpoicTBo st cereBoro B3anmozeictaus (300).
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[0080] ITpoueccop (301) (uu HECKOJIBKO MPOIIECCOPOB, MHOTOSIIEPHBIN MPOLECCOpP U T.II.)
MOJKET BBIOMPATHCS U3 ACCOPTUMEHTA YCTPOMNCTB, IIMPOKO MPUMEHSIEMbIX B HACTOsINEE BPEMS,

HampuMep, TakuxX mnpomsBoamrTenert, kak: Intel™, AMD™, Apple™, Samsung Exynos™,

>
MediaTEK™, Qualcomm Snapdragon™ wu T Ilog mnpomeccopoM WM OJHHUM U3
UCTIONB3YeMBIX TponeccopoB B cucreme (300) Taxke HEOOXOOMMO YUYWTBIBATH IpadpuuecKuit
npoueccop, nHampumep, GPU NVIDIA wm Graphcore, THUII KOTOPBIX TaKKe SBJSIETCS
NPUTOAHBIM IJIS TIOJIHOT'O UJIN YaCTUYHOTO BBIMIOJIHCHUS cnoco6a, a TAKKE MOKET MPUMEHATHCA

st 0Oy4eHUsl U MPUMEHEHHUs] MOJieNiell MAaIIMHHOTO OOy4eHHUs B PA3JIMUHBIX HH(POPMALIMOHHBIX

CHUCTCMaAx.

[0081] O3Y (302) mpexncrasyisier co0Oil ONMEPATHBHYIO MaMATh W IMPEAHA3HAUEHO JJIst
XPaHEHHsI UCTIONHAEMBIX rporeccopoM (301) MammMHOUYNTaEMbIX MHCTPYKIHUH AJIST BBINOJTHEHUS
HEOOXOMUMBIX omnepauuii mo Jjoruueckoit obpaborke manubix. O3V (302), kak mpaBuIo,
COAEPKUT HCMOJHSEMble MHCTPYKLUH ONEPALMOHHON CHCTEMbl M  COOTBETCTBYIOLIUX
IPOrPaMMHBIX KOMIIOHEHT (IIPUJIOKEHHUS], IPOrpaMMHbIe MOAYJIU U T.11.). IIpu 5TOM, B KauecTse
O3V (302) MoxeT BBICTYHAaTh HOCTYNHBI O0beM mNaMATH TrpapuIeckoll KapThl WM

rpadpuuecKoro nporeccopa.

[0082] I13VY (303) npencraisier coboit OAHO WK OoJiee YCTPOHCTB MOCTOSTHHOTO XPAHEHUSI
JaHHBIX, HanpuMmep, skecTkuil nuck (HDD), TBepaorenbHblil HakonuTe b AaHHBIX (SSD), ¢uaiu-
namsate (EEPROM, NAND wu 1.1.), ontudeckue Hocutenu uHpopmauuu (CD-R/RW, DVD-
R/RW, BlueRay Disc, MD) u ap.

[0083] Jlns opraHM3auuu padoThl KOMIOHEHTOB cucTeMbl (300) M OpraHM3aluu padoThI
BHEIIIHUX MOAKIIOYAEMbIX YCTPOMCTB MPUMEHSIIOTCS pa3indHble BUabl uHTepdeiicos B/B (304).
Beibop  cooTBeTcTByROLIMX ~ MHTeppEHCOB  3aBHUCHT OT  KOHKPETHOTO  HCIOJHEHUS
BBIYUCIUTEBHOTO YCTPOHCTBA, KOTOPBIE MOTYT MPENCTaBJIATh COOOH, He orpannumBasich. PCI,
AGP, PS/2, IrDa, FireWire, LPT, COM, SATA, IDE, Lightning, USB (2.0, 3.0, 3.1, micro, mini,
type C), TRS/Audio jack (2.5, 3.5, 6.35), HDMI, DVI, VGA, Display Port, RJ45, RS232 u t.1m.

[0084] Jns obecrniedeHust B3aMMOJEHCTBUSI TOJIb30BATENSI ¢ BBIYUCIUTEIBHOW CHUCTEMOM
(300) mpumensiroTcst pasnuusble cpeactsa (305) B/B umrpopmanuu, Hampumep, KiIaBHATypa,
auCIie (MOHUTOpP), CEHCOPHBIM AMCIUICH, Ta4y-Maj, JHKOWCTHK, MAHUITYJIATOP MBIIIb, CBETOBOE
nepo, CTHIIYC, CEHCOpHAas MaHeNb, TPEeKOOJ, TUHAMHUKH, MHKPO(OH, CPENCcTBa IOMOJHEHHON
peanbHOCTH, ONTHYECKUE CEHCOpBIL, IUIAHINET, CBETOBbIE HWHAMKATOPBI, MPOEKTOp, Kamepa,
cpeacrtsa OMOMETpHUYECKON HAEHTH(HUKAIMU (CKaHep CEeTYaTKH IJia3a, CKAaHep OTIEUaTKOB

najbueB, MOAYJIb paCliO3HaBaHUA FOJ'IOC&) H T.II.
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[0085] CpenctBo ceteBoro B3aumozeiictBuss (306) obecreunBaer mnepemady IaHHBIX
MOCPEACTBOM BHYTPEHHEH WIM BHEIIHEW BBIYUCIUTENBHON ceTH, Hampumep, HHrpaner,
Hnrepner, JIBC u T.. B xauectBe ogHOro min 6osee cpencts (306) MOKET UCTIOIB30BATHCS, HO
He orpanHuumBatbes: Ethernet kapra, GSM monem, GPRS monem, LTE monem, 5G mozmewm,

Moy b crryTHUKOBOH cBsizu, NFC monyinb, Bluetooth n/unn BLE monyns, Wi-Fi monynb u np.

[0086] IlpencraBneHHble MaTepuasbl 3asBKU PACKPBIBAIOT IMPEANOYTUTENbHBIE MPUMEPHI
peanu3aluyd TEXHUYECKOTO PELIEHUsI U HE AOJDKHBI TPAKTOBATHCS KaK OrPaHMYMBAIOLINE UHBIE,
YaCTHbIE NMPUMEPBI €ro BOIUIOLIECHMs], HE BBIXOIALIME 32 MPEAesbl UCIPALIUBAEMON MPaBOBOU
OXpaHbl, KOTOpPbIE SIBJISIOTCS OYEBHIHBIMU MJISi CIELMATMCTOB COOTBETCTBYIOIIEH oOJacTu

TEXHUKH.
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Hctounnku napopmMaum:

1. Crangapt PCI DSS: https://www.pcisecuritystandards.org/documents/PCI_DSS v3-2-1.pdf
2. TpeboBaHUs K TOKCHU3ALMH JAHHBIX

https://www.pcisecuritystandards.org/documents/Tokenization_Guidelines_Info Supplement.pd
f

3. Cratbs B xypHaie bankosckoe O003peHne 0 Moaxoaax K TOKEHU3alUK KaPTOYHBIX TAHHBIX B

COepOanke https://bosfera.ru/bo/pci-dss-ne-vrag

4. Format Preserving Encryption https://en.wikipedia.org/wiki/Format-preserving_encryption

5. Anropurm FF3 https://eprint.iacr.org/2017/521.pdf
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DPOPMYVYIJIA

KommnbroTepHo-peannzyemMblii criocod TokeHH3auu HoMmepa OaHkoBCkoW kapThl (PAN),
BBIMOJHAEMBII C MOMOIIBIO, MO MEHBLIEH Mepe, OJHOro MpoLeccopa M COAEp KaIlUi

OTalbl, HA KOTOPbIX:

nosrydatoT PAN u oCymecTBIsifOT ero pasouenue Ha coctapistomue yactu: oun (BIN),
COCTOSALIMIA W3 MEepPBbIX MecTH cuMBOJIOB, Macka (MASK), cocrosimas w3 dYeTbipex

NOCJIEHUX CUMBOJIOB, U cpenssist yactb (mPAN);

ONpEeaACIA0T 3HAUYCHUE CABUTA B Ta6J'II/II_Ie 3aMCH, IIPpU KOTOPOM:

* BBMMHCJSIIOT MEPBOE 3HAYEHHE CABMra MO TaOJHUIEe 3aMEH C MOMOLIbIO
KPUNITONPeoOpa3oBaHUss KOHKATEHHPOBAHHOH CTpoku 3HaueHnid BIN u

MASK;

" BBIYHUCJIAKOT BTOPOC 3HAYCHUE COABHUIa IIO Ta6J'II/IL[e 3aM€H C IIOMOIIbIO

kpunronpeodpasosanust mPAN;

" BBIYHUCIAKT CYMMAapHOC€ 3HAYCHHUE CABUra IMyTEM CIIOKEHHA IEPBOrO U

BTOPOI'O 3HAYEHUH C/IBUTA,

BBIUUCJISIFOT WHAEKC B Ta0JMIle 3aMeH, ¢ TOMOIIbID HOPMAJHM3AlUH CYyMMAapHOTO
3HaYeHUs CABUTra Mo TabNUIEe 3aMeH, NpUYeM HOPMAJIM3allMsl BBIMOJHSIETCS IO
Pa3sMEpPHOCTH TaONMIBI KAaK OCTATOK OT JEJIeHHs CMEIIeHHs] Ha KOJHYECTBO CTPOK

TaOJIULIBI, TOJTyYast PU STOM HCKOMBIN MHIEKC B TAOJUIIE 3aMEH,

C NMOMOMIBIO MOJYYEHHOI'0O MHACKCA BBI6I/IpaIOT nus3 Ta6.III/IL[bI 3aME€H TOKCHU3SUPOBAHHYIO

yacTb HoMepa ZPAN ans 3ameHsl mPAN;

(bOpMHUPYIOT TOKHHE3UPOBaHHBI HOMep kapThl DPAN ¢ momomipio 3amenst mMPAN Ha

zPAN, ucnonbsiyst BIN 1 MASK nonyyennoro Homepa PAN.

Crocob mo m.1, B KOTOPOM alrOpUTM KPHUNTONPEOOpa3OBaHMS MPENCTABISET COOOH

anroputm FF3.

KommnbroTepHo-peanu3yemMpiii  cnocod JAeTOKEHU3aUWd HoMepa OaHKOBCKOH —KapThbl
(DPAN), nony4eHHOro ¢ MOMOIIBI0 crocoda mo Jirodomy u3 M., 2 BBIMONTHIEMBIH ¢

MOMOLIIbIO, TIO MEHBIIIEH Mepe, OTHOTO MPOLIECCOPa U COEP KLU STAIbl, HA KOTOPbIX:



nony4datoT DPAN u ocyiiecTBisitoT ero pasduenue Ha coctasisiromue yactu: o6ul (BIN)
COCTOSAILIMIA W3 TEpPBbIX MecTH cUMBOJIOB, Macka (MASK), cocrosimas u3 dYerblpex

NOCJIETHUX CHMBOJIOB, U cpennss 4acTb (ZPAN);

ONpEaACIA0T 3HAUYCHUE CABUT'A B Ta6n1/1ue 3aM€H, IIPHU KOTOPOM:

"  BBIUUCAIOT NEPBOC 3HAYCHUC CABUTrA IIO Ta6m/1ue 3aM€H C IMOMOUIIbBIO

KpunronpeodpaszoBanus ctpoku 3HaueHn BIN m MASK;

"  BBIYUCAOT MOOYJIb IEPBOr0 3HAYCHUA CABUIa IO Ta6m/1ue 3aMCH MyTEM

paszeneHns NepBOro 3Ha4eHUs CABUra Ha pa3Mep TaOJIULbI CIBUTA,

" BBMUHCIAKT HHIACKC B Ta6m/1ue 3aM€H, MyTEM IOUCKa CTPOKU TIIO

NOJIly4eHHOMY 3HadueHuro zZPAN;

" BBIYHUCJ/IAKOT BTOPOC 3HAYCHUA CMCIICHUSA B Ta6m/1ue 3aMC€H Ha OCHOBC
paCcCHYUTAaHHOIO HWHACKCA, MOAYJIsI NEPBOro 3HAYUCHUSA U PasMEPHOCTU

TaOJIHIIBI,

BUCIIIOT MPAN ¢ momompio 00paTHOro KpUNTOnpeoOpa3soBaHHs OT IOJIYYEHHOTO
BTOPOrO 3HAYEHUS] CMELICHUs] C HCIOJIb30BAHMEM KIIOYa MHM(POBAHMSA, C IOMOIIBIO

KOTOpPOTO BBINOJHsIOCH peoOpa3oBanue PAN B DPAN;

dbopmupyrot 3HaueHue PAN Ha ocHoBaHuu nojydeHHOro mPAN, a takske 3Hadenuit BIN

u MASK.

Cnocob mo m.3, B KOTOPOM alTOPUTM KPHUNTONPEOOpa3OBaHMs MPENCTABISET COOOH

anroputm FF3.

Crioco6 mo m.3, B KOTOPOM €CJIM BTOPOE 3HA4YE€HHE CMEIUEHHs OTPHUIATENbHOE, TO
HUTCPAaTUBHO IMMOBTOPAKOT IHIar €ro BbIYHUCICHUA, HHKPEMEHTHPOBAB MOAYJb IIEPBOIO

3HAUCHUA CMEIICHNA HAa €AUHULLY .

Cucrema s TokeHM3anmu Homepa OaHkoBckoi kapTel (PAN), comepikamast mo
MEHbIIEH Mepe OMH MPOLIECCOp, U MO MEHbIIEH Mepe OHO CPEICTBO XPAHEHHSI JAHHBIX,
comepKalee MAIIMHOYUTAEMble HHCTPYKLHUH, KOTOpPbIE TPU HUX  BBIIOJHEHUH

MPOLIECCOPOM PEATU3YIOT criocod mo modomy u3 .. 1,2.

Cucrema st onpeneseHus: ETOKEHU3UPOBAHHOTO HoOMepa OaHKoBCKO# kapTsl (DPAN),
MOJTy4€HHOTO ¢ MOMOIIBIO criocoda mo jodomy u3 i 1,2, comepskammasi o MeHbIIeH

MEpE OAUH MpoHeCcCop, U 1O MEHBIIEH MEPE OAHO CPEACTBO XpPAaHCHUA MOAaHHBIX,



coAcprkamee MAIIUMHOYUTACMBIC HWHCTPYKLHHU, KOTOPbIC TIpU HUX  BbIMIOJIHCHHUN

MPOLIECCOPOM PEATU3YIOT Criocod 1o JrodoMy u3 m.am. 3-5.
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