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JIAHHBIX, TIPH 3TOM CIOCOO COAEPIKUT ITAIlbl, Ha KOTOPHIX CHHTAKCHYECKH aHaIM3UPYIOT Tpa(uK TaHHBIX
JUISL U3BJIICUEHHS TI0 MEHBIIIEH Mepe OIHOTO MO MPOTOKOJAa COOOIIEHHs MPOTOKONa TpadyKa NaHHBIX;
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B Oe30macHON 00/1acTH, KaK OIPEAEIEHO MOJEIbIO; U TEHEPUPYIOT CUTHAN OOHAapy)KEHHs BTOPIKCHHUS B
Cllydae, KOTZa yCTaHOBIEHO, UTO COAECP KUMOE U3BICUCHHOTO OIS MPOTOKOJIA HAXOAUTCS 3a IpeAeaaMu
6e3omacHoit obnactu. Habop Mozerneit MoXeT cofepkarh COOTBETCTBYIOLIYIO MOJIEIb ISl KaXKI0TO MOJIst
MIPOTOKOJIA U3 HAOOpa IoJIel MPOTOKOIA.
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CIIOCOE M CHUCTEMA I KJIACCUSPUIIMPOBAHUMA COOEIEHMA IIPOTOKOJIA B
CETU NEPEJAYM ITAHHBIX

OBJIACTb TEXHMKM, K KOTOPOM OTHOCUTCH M30OBPETEHUE

M300peTeHre OTHOCUTCHA K OOJIacCTM CeTeM Iepelauy IOaHHBIX, B
YacTHOCTM k oOJlacTy  KJIaccuomumMpoBaHMA  COOOMEHU B CeTAX
nepenauy IOaHHBEIX, HaIpuMep oJjisa OOHaAPyYyXeHMS BPEeIOHOCHEIX BTOPXEHUMN
B TakMxX CeTAX Iepenauy IaHHBIX.

YPOBEHbE TEXHUKU

BO MHOIHMX CeTAX I[Iepenmauy HOaHHBEX pPasBoOpauuBalnTCsa CUCTEMH
oOHapyXeHuda  OJd ODHAPYXEHUST  BPEIOHOCHHIX  BTOPXEHUM. Taxkue
BTOPXEHMS COINepXaT HOaHHEIE MCTOUHMKA aTakM MWMIM  3apaxXeHHHX
KOMIIBLIOTEPOB, KOTOPBEIE MOI'YT OKazaThk BO3IOeMcTBMe Ha pabory
CepBepoB, KOMIBIOTEPOBR MIIM MHOI'O OOOPYLOBaHMUA.

CywecTseyeT IIBa OCHOBHEIX Tuila TakMx CcucreM OOHapyXeHud
BTOPXEHNSA : CUCTEeME OBHapyXeHMS BTOPXEHUS, OCHOBAaHHEIE Ha
CUI'HAType ¥ OCHOBAHHEIE Ha aHOMAaJIuu.

OCHOBAHHEIE Ha CUT'HATypEe CUCTEeMBl OOHapyXeHMS BTOPXEHUSI
(SBS) OCHOBHBAKTCA Ha MeTOIMKAX COIOCTaBJIeHMS C 0o0pas3LoM.
CucremMma comepxmuT Oasy INaHHBIX CHUI'HATYP, T.e., I[I0CJeIOBaTeJIbHOCTU
IAaHHBIX, KOTOPEHE WM3BECTHB I[10 aTakaM B I[IPOUJIOM. O3TM CUTHATYPB
COINOCTaBJIANTCA C TEeCTUPYEMEIMU OaHHBEIMA . Korna HaMIEeHO
coBIazneHue, BBIBEIBAETCH OIOBeEleHuE o) TpeRBRoOTIe. Tpebyerca
OOHOBJIeHMEe ©Oa3pl NAHHBIX CUIHATYP DBKCIepTaMy I[I0CJie MIeHTUuOMrKaumm
HOBOM aTaKu.

B omnmume OT 3TOTIO, OCHOBAHHAA Ha AaHOMaJimM CcucTeMma
ODHAPYXEHUS  BTOPXEHUS (ABS) cCHadajyla CTPOUT CTATUCTUUECKYD
MOIEJIb, ONUCHBAKILYD HOPMAJILHEIM CeTeBOW Tpaduk BO BpeMs Tak
HaszsHBaeMou «dazel oOyueHus». 3aTeMmM, BO BpPEMS TaK Has3HBaEeMOU
«daszsel TECTUPOBAHMA» CHCTEMa aHaJIM3MPyeT IaHHBEE U KJIaccupuumpyerT
ooy Tpaduk WIM IOENCTBME, KOTOpOe 3HAUMTEJLHO OTAMYaeTCs OT
MOIeny, kak aTaky. [IpeMMylecTBO OCHOBAHHOM Ha aHOMallMy CHUCTEME]
coCcTOMT B TOM, UYTO OHa MOXeT OOHapyXuTh aTakM HYJIeBOIO IOHHI,
T.e. aTakM, KOTOpHE Kak TaKOBEE ellle He ObUNIM UISHTUQULMPOBAaHE
sKcrnepraMm. Ing oOHapyXeHusS HamboJbllero KoJIM4YecTBa aTak, ABS

TpebyeTCcsa MHCIEKTUPOBATL IIOJIE3HYK HATPY3KYy CeTeBOI'o Tpaduka.



CymecTpyolMe CIOCOOE OCHOBAaHH Ha aHajlM3e n-IrpamM, KOTOPHEM JMOO
npuMeHseTcsa K (HeoOpab®oTaHHOIM) I[IOJIE3HOM HaIpysz3Ke InakeTa, Jubo K
ee u4acTaM.

TeMm He MeHee, B HEeKOTOPBIX cerTsax nepernadym JAHHBIX

BPEeOOHOCHEIE OaHHBIE OUWEHB IMOXOXM Ha IOOIIYyCTHMMBIE IaHHBIC. 3TO MOXeT

MMEeTb MeCcTO B Tak HasHBaAESMOMN ceTu SCADA (IncneTuepckoe
YopaBJieHue u Cobop JaHHBIX) I OpyTom Cetun YnpaBJIeHUHA
[lpomsBOOCTBEHHEIM [IpoLieccoM. B SCADA  wmnu ceTr  YIIpaBJIEHUHA

[[pOM3BOACTBEHHEM [IpollIeCCOM OCYHMEeCTBJIASTCS OOMeH COOOMEeHVAMU
IPpOoTOKOJIa MeXIy KOMIIbBITepaMM, cCcepBepaMy M VIHBIM o6opyn03aﬂmeM Ha
IPUKJIAIIHOM YPOBHE CeTHM IepenauM IOaHHBX. OTU CcoofmeHusa MIPOTOKOJa
MOT'YT CoIOepXaThb MHCTPYKLUMM IJid YIIPpabBJIEHMA MalllMHaMM. COO6M€HM€
IpOTOKOJA C BPEOOHOCHOM  MHCTPYKLMEN («KYyCTaHOBUTH J4acToTy
BpameHua paBHom 100 o06/MmMH») MOxeT OHTh OUEHbL I[IOXOXe Ha
IOMYyCTUMYID MHCTPYKUMI (KYyCTAaHOBUTHL YaCTOTy BpameHms pasHom 10
0B /MUH») .

Korma BpPEeIlOHOCHEBIE  IaHHEIE OUeHb IIOXOXM Ha  IIOIIyCTUMEBE
IaHHEE, BPEeIIOHOCHEE IaHHBE MOT'Y'T BHIT B KJIaCCUOMUIMPOBaHEI
OCHOBAHHOM Ha aHoOMaJiIMM CucCTeMOor OOHapyXeHMS BTOPXEHMS Kak
HOPMAaJIbHEE  WJIM  JOITYyCTUMEE IaHHBE, YyTO  MOXEeT rnonpepraTob

ONacHOCTM paboTy KOMIBLIOTEPOB, CEPBEPOB U MHOTO OOOPYyHOBaHMS B

cern.

CYIIHOCTE M3OEPETEHUA

Hesb n3o0bpeTeHud MOXeT COCTOATH B IpenoCcTaBJIeHUN
YCOBEPIEeHCTBOBAHHOM CUCTeMsl u/vnn criocoBa ODHApPyXEeHUA
BTOPXEHNSA .

B COOTBETCTBMM C aCIEKTOM U300peTeHUs, NOIpeloCTaBJIgeTCH
crnoco® oOHapyXeHUs BTOPXeHMA IJis OOHApyXeHWs BTOPXEHUd B
Tpaduke HaHHBEIX CEeTM [Iepelauy IaHHEIX, IPMY 3TOM CHOCOD COIEPXUT
3Tanel, Ha KOTOPEHIX:

- CHMHTAKCHMUECKM AaHaJIMU3UPYT TpaduMK IOaHHBIX IOJI9 W3BJICUYEHUH,
10 MeHbIIEM Mepe, OIHOTO IOJIA IIPOTOKOJa CcoobueHMa MIPOTOKOJA
Tpadmka ITAaHHEIX;

- accouMMpypnT WU3BJIEUEHHOE IIoJIe IIPOTOKOJIa C COOTBEeTCTBYyHUeN
MOOeJIb IOJig IOAaHHOI'O IIOJA HPOTOKOJAa, NpMYeM MOIEeJIb BHOMpPaeTCHd U3

Habopa MoIeJeu;



— OLEeHMBAKT, HaAXOOUTCH JM COIEPXMMOE WM3BJIEUEHHOTO IM[OJIA
IpoToKoJla B 0es0rnacHOM o0JIacTHM, KakK OlIpelesiseTCsa MOINENIbR; U

— TEeHEePpHVPYKT CHI'HaJl O@HapyerMFI BTOPXEHMA B CJIydae, KoI'Ila
YCTaHOBJIEHO, uTo ComepXmuMoe V3BJIEUEHHOTO noJisa IpOTOKOJA
HaxoIUTCS 3a npenejlamMmy 0es0lacHOM ofjacTu.

CHMHTaAKCUUECKUM aHaJlIM3 TpadukKa IDaHHBEIX I[IO03BOJIAET pasiMdaTh
OTHEJIbLHEIE TIOJIA MNPOTOKOJIa («UMMEeHYEeMEe KaK «IIOoJisg OIPOTOKOoJa») B
CoOoTBETCTBMM C KOTOPBIMM HMMeeT MeCTO Ilepelada IOaHHBIX II0 ceTr
IOaHHBIX. 3aTeM co3JaeTcd accoumaumsa (ecJuM YCIelHO) MeXnOy 3TUM
r1oJieM («rmoyieMm IPOTOKOJIA) " MOIEeJIb. s 3TOU e,
npenocTaBysgeTcs Habop MomeJey. BubupaeTcs NOOXOIOAmAas MOIENb IJis
V3BJIEUEHHOTO IIOJIA HNPOTOKOJA, Kak Oymer 0Oojiee NOOpoBHO OOBACHEHO
HYXe . 3aTeMm I[I0JIe NPOTOKOJIa OLEeHMBAaeTCsa C MCIOJNb30BaHMeM MoIeu,
yTOoOB YCTAHOBUTH, HAXOCIUTCH JIM COIEPXMMOe II0JIe [IpOoTOoKOoJa B
HOpMaJIbHOM, O6e30racHoM, IrpueMmieMoy o6JjacTy MM HeT. B rocieiHeMm
cilyyae, MOXeT OBITH BHIIOJIHEHO I[I0IXOoIdliee nemcTeue. [[oCperncTBOM
CHMHTaKCHUUECKOI'O aHajiM3a CoolleHMs IIPOTOKOJa, MOXHO pasjinyaThb
OTIeJIbHBIe T[I0JIS IIPOTOKOJIa Tpadmka HaHHBIX, ¥ MOXeT OBTh BHOpaHa
nonxondmas MOIIeJIb ninsa OLL@HKMU IaHHOI'O KOHKPETHOI'O noJid
nporokoJia. Tem cawmev, MOXeT OBITEHL BBHIIOJIHEHA alleKBaTHAasd OLeHKa,
[IOCKOJIbKY pasHbE noJig IPOTOKOJIa MOTYT OBITH OlLl&HEHH] C
[IPVIMEHEHMEM Pa3HBIX MOJIEJIey, HaNPpMMep, Xaxioe I10Jie IIPOTOoKoJjia — C
[IpYIMEHEHVEM COOTBETCTBYKIEN MOIesyiy, KoTopas npucrnocodjieHa s
IaHHOT'O KOHKPETHOT'O II0JIS IIPOTOKOJa, HalpuMep, C IIPpYMMeHeHMeM
MOIesr, KoTopas npucrnoco®jeHa g TUna OOJAA OPOToKoJa u/wuim
conmepxumMoro. Crnoco® oOHapyXeHMsS BTOPXEeHMA B COOTBETCTBMM C
n300peTeHreM  MOXET OBIT b peanmu3yeMsM  KOMIIBIOTEPOM  CIIOCODOM
OBDHapyXeHUd BTOPXEHUS. BJIOK CHMHTAKCUUECKOI'0 aHajlmusza (T.e.
CUHTaAKCHUUeCKUN aHaJ'H/[B) MOXeT MCIIOJIBE30BATH npensapmTeJIbHO
omopeneJieHHYID cHeumbpmralumio OpoTokoja. Takxe, HaIpuMep, B ciydae,
Korma IPOTOKOJI Heu3BEeCTEH, IPOTOKOJ MOXeT OBITH U3yUeH
[IOCPENCTBOM OTCJIEXMBAHMA TpadMkKa HOaHHEIX B CEeTH U MIBJI€EUYEHUT U3
Hero crneuubpmkalmum IPpOTOKOJA .

B KOHTeKCTe IaHHOT'O IOKYMEHTa, IOl IIOHATUEM «IPOTOKOJI»
MOXEeT IOHMMAThCSa Habop MNpaBWil, KOTOPHM oHNpelesigeT CONepXuMoe

HEKOTOPEIX WMJIM BCeX COO@LU,GHI/HZ, rnepernaBaeMbplx I[IO0 CeTUM IJaHHBIX.



CeTeron IIPOTOKOJI MOXeT COIepXaThb onpeneyieHue cooBmeHUM
[IPOTOKOJIAa, TakKxXe WM3BEeCTHHX Kak I[IpoTokosbHee EnomHmusl JaHHBIX
(PDU) . CoobumeHMe npoTokoja (PDU) B CBOW ouepeIb MOXET COINEPXaThb
onHO MM OoJjee noJjen. MoxeT CymWeCcTBOBATHL MHOI'O THIIOB I[IOJIEN.
[Toe wMoOxeT cozmepxaTb Jaubo »pyryon PDU, 5amMbO «3JIeMeHTapHHM»
OOBEKT IOaHHBIX (HanpuMmep, UuuCIIo, CTPOKY VI IOBOWUHBIM
Henpo3pauHe o00BekT). Kak OyneT ©Oojiee NOAPOOHO OMNMCAHO HUXE,
ceTeBOM IMPOTOKOJI MOXeT OBThL OPraHM30BaH B BUOe »Oepera, B
KOTOPOM y3JlaMMy  ABJIAKNTCSH PDU, a JMCTbAMM OepeBa ABJIAKNTCA
DJIEMEHTAapPHEe O0OBEeKTH OAHHBEIX (noJsg) . HOioa xKax»ooro nojus (uam
KaxIgoro CyWeCTBEHHOTO IOJIA) MOXeT OBThH NPpelyCMOTpeHa OTIeJIbHAad
MOIEeJIb . B KadueCcTBe npuMepa, IPEOIOJIOXUM, uTo cooBumeHue
IPOTOKOJIa COHOEPXUT IIE€PCOHAJIBHEIE HNAHHBEE UYeJIOBeKa (conmepxaumue,
HarnpuMmep, uMs, aIapec M IepCOHAaJIbHEE YyCTAHOBKM) : TOoIa CoOobleHue
IpoToKOJIa, KOTOpOE nepenaerT IepCcoHaslbHele IaHHBIE, MOXeT
comepXaTh IIOJISA: «UMI», <«aIpec», ¥ «IIepCOoHaJIbHbBle YCTAHOBKU».
[lone «uMsA» MOXeT, HalpuMmMep, B CBOK odepelb CcolepXaTb I10JIg:
«hamMmImsa», «UMA», «MMA BXOoIda B cucTeMy», u T.n. llojie «anpec»
MOXeT, HalpMuMep, ColepXaTh IIOJfg: «IOMAallHMM azapec» U «pabouwmin
anpec». llojle «IoMalHMM aIpec» MOXeT, HalpuMmep, CcolepXaThb «yJIMLY
IOMalHeIro azpeca», <«HOMEP IOMallHeI'o alpeca», <«IOUTOBHEM MHIEKC
IoMamHero anpeca», «Iopos IoMamHero anpeca», Torma Kak o IIoJe
«paboumyt ampec» MOXeT, HalpMMep, CoIepxXaTb I10Jig «yJuia padouero
ampeca», <«HoMep pabouero azpeca», <«IOUTOBHM MHIEKC padouero
ampeca», «ropoxn pabouero angpeca», u T.n. OrpesibHaAsa MOIEJIb MOXET
OBIT b [IOCTPOEeHa nnsa KaXxIoIro [1oJIs . Hanpnmep, oTnesbHad,
COOTBETCTBYWIMAS MONOEJIb MOXET OBITH IPENyCMOTPEHAa IOJId KaXIoro U3
rnojiert. B  BapuaHTe OCYUNECTBJIEHMs, OIOHa ¥ Ta Xe& MOIEeJIb MOXEeT
IPUMEHATLCS OJig [OIOMHOXeCTBa I[oJjlelM, HalpuMep, K IOIOJIAM «Topon
pabouero ampeca» UM «Iopod OOMAmHETO aImpeca» MOXeT IIPMMEeHATHCH
OlHa M Ta Xe& MOJEeJb.

[lTonaTue «TpaduK IaHHBIX» MOXeT IIOHMMAThbCHA TakuM o0pasoM,
YTO OHO COIOepXuT JIoOble IaHHBE, IIepenada KOTOPBIX OCYWEeCTBISAeTCH
Uepes CceThb, TakMe KakK IIOTOK [aHHBIX, I[akKeThl IaHHEX, M T.I.
[IoHATHME «CeTh IaHHBIX» MOXEeT I[IOHMMATBCHA TakKuMM o0pasoM, UYTO OHO

comepxuT JobOyo  OopraHMzalMio O] [IepelauM  IaHHBIX, KoTOopasd



ofecneuupaeT I1nepenauy (HanpuMmep, UMOPOBEX) JaHHBIX. CeTb MOXET
comepxaTb wWiIM OHBTb CBS3aHa C OTKPHTOM CeTbilo, TakKoM Kak
MuTepHeT, W/MUAXM MOXET CONEePXaThb UYaCTHYKW CEeTb WIM BUPTYAJbHYIO
YacCTHYI CeTb, IOOCTYIl K KOTOPOM pa3pelleH TOJbKO aBTOPMU30BaHHEM
[IOJIE30BATENIAM WMJIM aBTOPM30OBAHHOMY ODOpPYyIOOBaHMKO. Illepemada MOXeT
OCYWEeCTBJIATECA  dYepes  IIPOBOIHOE coenyHeHune, OIITOBOJIOKOHHOE
cCoenuHeHue, DecnpoBOOHOE coenuHeHre u/unmn Jodoe opyroe
coenuHeHue. [loHATME «MOIEeJIb» MOXeT IOHMMATbLCS TakuMmM o00pas3oM,
YUTO OHO COIEPXUT MNPaBMIIO MM HaBOP NPpaBuJl, KOTOPHM IIPUMEHSETCH
K IOJIO OPOTOKOJa, XAJIA TOTO dYTOOH OLEHMTL DSTO I[IOJEe OPOTOKOoJA.
Momesnp MOXET ONMUCHBAaTLH, HOPMAJIBHEE, IOONYCTMMEE MM CBOOOIHEIE OT
BTOPXEHMS COOobmeHMs InpoTokojya. ClenyeT IHIOHMMATL, UYTO UEM
ponbliee KOJIMUECTBO COOBMEHMM MNIPOTOKOJIA MCIOJB3yeTcs Ha o¢ase
oBby4yeHu4d, TeM @ Jiydlie  MOIeJIb  MOXeT OIIMCHIBATH HOPMAaJIbHEE,
OOMNyCTHMEIE MM CBOOOIHBIE OT BTOPXEHMUS COODWEHMHA IIPOTOKOJA.

[IoHATHE «BTOPXEHME» MOXeT IICHMMAaTbCA TakKuM obpasoMm, UYTo
OHO COoImepxXxuT JIOOHEe JdaHHbEe, KOTOPEE MOI'yT OBITE HEeXeJlaTeJslbHEIMM,
BO3MOXHO BPEeIHBMM IJI KOMIIBIOTEPHOVW CUCTEeMbl, KOTOopas IIPUHUMaET
IaHHEIE, BOS3MOCXHO BpPeIHBIMM IJIS I[IPUJIOXKEeHMHS,  SallylleHHOI'O  Ha
KOMIIBIOTEPHOM CUCTeMe, COEIOMHEHHOM C CeTb HaHHBIX, MM BO3MOXHO
BpeIHBIMM JJIg  paboTe  YyCTPOMCTBAa, MHCTAaJIILAUMM, alinapaTypsl, U
T.IO., COEIVMHEHHOM C CEeTbI HOaHHEIX.

B BapMaHTe OCyWeCTBIJIeHNU, Habop Monesen COIEepPXUT
COOTBETCTBYNUYID MOIEJb IJiAd KaXIOoT'o I[IOJI8 I[IPpOoTOKoJa u3 Habdopa
rojieyt npotToxojsia. Taxkum ofpaszoM, MOI'yT OBTH IIOJIydeHBl OoJiee
TOYHBIE PEe3YyJNbTAaTH, I[IOCKOJbLKY IJIA KaxIOoT'o I[OJIS [OIPOTOKOJa MOXeT
IPVMMEHATHCSA CIHelMaJIbHO IIONOTHaHHAasg MOJg 2TOrO I0J8 IPOTOKOJa
MOIENb .

B BapmMaHTe OCYylIeCTBJIEHusa, Habop MOOeJel COIEPXUT IBE
MOIEeNnY nJId OIHOTO IOoJig MNPOTOKOoJa, MNOpMYeM KOHKpeTHasd OoIOHa M3
IOBYyX MoZeJley IJiI OJHOI'O IOasA MNPOTOKOJIa BHOMpaeTCs Ha OCHOBAaHUU
3HadeHUsa IOpyroro  [noJdg, TaKk YTOOEl BOBMOXHO  IOOIOJIHUTEJIBHO
YBEJIMUUTE TOWHOCTE MOIeJIeN.

AHAJIOTMYHEIM 0Opas3oM, B BapMaHTe  OCYIEeCTBJIEHUS  MOXeT
BBIIIOJIHATHCHA aHaums3 BpPEeMEHHOU NOCJEeNOoBaTEJILHOCTM IO [IOJIO

NPpOTOKOJa, NPM 2TOM Habop MOIeJieM, COIEPXMUT, IO MeHbUIEM Mepe,



IOBe MOIesM IJid OXHOT'O IOJA NPOTOKOJa, IpMueM IIepBasa OOHa us3
IBYyX MOIEeJIeM acCCOUMMPYEeTCH C IIepPBHM BPEeMeHHHEM MHTEepBaJioM, B
KOTOPEM HabjomaeTcsa TpaduK »DaHHEX, a BTopas OIJHa M3 MoIeJel
accoummpyeTrcs CoO BTOPEIM BPEMEHHBEIM  MHTEPBAJIOM, B KOTOPKIN
HabmomaeTcs Tpaduk JaHHHIX, OPUYEM BTOPOM BPEeMEHHOM MHTepBaJl,
HaopyMep, He HAaKJaOpBaeTCs C IIEepPBBIM BPEMEHHEM MHTEPBAJIOM.

B BapmaHTe OCYWECTBJIEHMs, MOIeJIb IJIsg I10Jig, OIpelesisgieTcs B
baze obOyueHusa, npuuem ¢ase oOyUEHMSS, COIESPXalem:

- CMHTaKCMT{eCKM]Z aHall3 Tpa(_bMKa IOaHHBIX IOJId MWM3BJICEUEeHMSa, IIO
MeHBIIeY Mepe, OIHOTO I[IOJIg MNPOTOKOJAa OJsA NPOTOKOJa, NIPUMEHSIEeMOTO
B Tpaduke IOaHHEIX;

- aCCOLUMMPOBAHME MIBJIEUEHHOTO I[OJIA OPOTOKOJA C MOIEJbI IJid
IOIAHHOT'O IIOJIsI MPOTOKOJIa, I[IpUYeM MOIeJlbk BHOMpaeTcs u3 Hadopa
MomeJiev; u

- OOHOBJIEHME MOIeJIM JJIS WIBJIeUeHHOT'O II0JId IIPOTOoKOoJla C
VCIIOJIb30BaHMEM COIePXMMOI'O MIRBJIEUEHHOT'O I10JIS TPOTOKOJIa .

TakuMm  obBpa3zoM, HabJoneHe 3a TpadnKoOM  ITAaHHBIX ~ MOXeT
OCYHWEeCTBJIATECH Ha (Qaze OOyUeHMs, M COIepXMMOoe M3IBJIEUEHHBIX [10JIeM
IPOTOKOJIa MOXeT OBITh [IPMMEeHEeHO IJIS OOHOBJIEHMS COOTBETCTBYIIMX
MoIeJiey, C KOTOPBIMM acCCOLMMPOBAHEL [10JIS IIPOTOKOJIa. ECIM Mexiy
VBBJIEUEHHEIM II0JIEM I[IPOTOKOJIA ¥ OINHOM M3 MOIeJieM accouralus He
MOxeT ObBTb CO3JaHa, TO OJA8 MI3BJEUEHHOT'O I[I0JIA IIPOTOKOJIa MOXET
OHITE Cco3IaHa u nobamBjieHa B HaOOp MOIesielr HOBag MOIEJb.

CrylenmoBaTeJIbHO, MOT'Y'T OBITb BEIJI€JIE HEI oBe dbasel: daza
oByueHuss, Ha KOTOPOM CTPOMUTCS MOIEJIb COOBWEeHMY OIPOTOKOJa. 9Tu
coobmeHnsa TMNpoTOoKoJla Ha O(ase obyuyeHuMs MOryT OBTbH CO3HOaHB Ha
OCHOBaHMM IIPOTOKOJIa CBA3M WJIM MOI'YT OBITH MSRBJICUESHH U3 Tpa@MKa
IOAaHHBIX B CeTHU Ilepellady IITaHHBIX.

[TOCKOJIBKY coobmeHus IPOTOKOJA MOTY'T OHITH OIMCaHsl
MOCPEeNCTBOM MX CTPYKTYPH UM S3HAUEeHUS [OJIeM IIPOTOKOJia, TO MOOENb
MOXeT KacaTbCsHa IOJIeM HNPOTOoKOoJa Ha ¢ase oODOyUeHMs UM MX SBHAUESHUM.
PaszHele IIOJIA IIPOTOKOJa Ha Qaze o0BydueHMS MOTYT MMETH PasHBEe TUIIE
IaHHBIX, T.e&. uX 23BHaueHMe MOXeT OHTh UMCJOM (TakuM Kak leJoe
UpCJio, UYMCJIO C IJlaBaplley TOuUKOM, M T.I.), CTPOKOM, JOTIMYEeCKMM
MM IOBOMUHBIM SHAaUEHMEM. 3ITO MOXeT OBTh ONpeneJieHO IIPOTOKOJIOM

cBA3M. Mogmesib MOXeT CTPOUTBECA B COOTBETCTBMM C THMIIOM IOaHHBIX, IIO



MeHBIIeY Mepe, OHNHOTO IOJIA INPOTOKOJA.

OmpemesyieHHOE TIIOJIe IMPOTOKOoJIa W/WiIM ONpenesieHHOe 3HaueHUe
YIIOMSHYTOTO I0JIS IPOTOKOJA CpaBHMBaAETCH C MOIEeJIbI u
KJIacCupmumpyeTcsa Ha OCHOBAHMM CcpaBHeHMA. CoolilleHMe IPOTOKOJIA
MOXeT OBITh KJIACCHUMOMLIMPOBAHO KAaK aHOMaJMda, T.e., Haxomdumeecsd 3a
npenmejaMm 0Oe3zomacHoOM o0JacTu, KoTopas onpelenseTcs MoIneybo (1,
cJIenoBaTesIbHO, B KAaueCcTBE BO3MOXHOM ONAaCHOCTM) Ha OCHOBAHUU
CpaBHEHMUA .

Ha daze oOyueHus, coofWeHMS OPOTOKOJIA, KOTOPBE IPMMEHSIKTCSH

ojs oBydeHMsa MOIesnM, MOTyT OHTb [OJNYYeHH M3 Tpadmxa ITaHHHEX B

ceTu. AJNBTEPHATHUBRBHO, WM B HOOIOJIHEHME K 3TOMY, MOTYT OHThH
IIPVYIMEHEHB  OaHHEE CUMYJTALIUA . Ha daze obyueHus, coobmeHms
IpOTOKOJA c BO3MOXHBIM BTOPXEHVEM MOTY'T BHIABJISTHCS

CTaTUCTUUECKUMM criocobamm, T.e., HedacTO MCIIOJib3yeMsle COODIeHMS
IPOTOKOJIa WMJIM COOBIeHud IIPOTOKOJIa C PelKMM COJIePXVIMBIM, MOTYT
VIaJISTbLCHA IIepel MCIOJIB30BAHMEM COOBIEeHUM IPOTOKOoJa g obyuyeHus
MoneJiv (er) . B  IOOrnoJIHeHMe, WJIM BMEeCTO D2TOI'o, OlepaTop MOXeT
MIeHTUOMUMPOBATE HEKOTOPHE COoODWeHMS IIPpOTOoKOoJia KakK SBJIAKIIMeCsH
BTOPXEeHMEeM, M TakKue CoobumeHMsa IPpOTOKOoJia MOIYT Jubo yoandTbCda IO
obyueHusa, JImbO MOIEeJIM COOTBETCTBYNIUMM O00pPasOM KOPPEeKTUPYTCH.

MoryT IPUMMEHSATHLCS aJIbTEePHATUBE OOyUeHun (T.e., OOYyUYeHMO)
Momenu (en), OTJIMUHEE OT BHUIEONMCAHHOM Gaszn obyueHus. Hamnpumep,
MOJeJIb MOXeT OBITH IoJIyyeHa IOCPenCcTBOM VHCIIEKTUPOBAHUS
IpoTokKoJla U [NIPUIIOXKeHMs, CcolIaHusa Habdopa, HarnpuMMep, OXMIIaeMbBIX
COODMmEeHNU MNPOTOKOJAa, HuX NOJeN u/uiM 3HAYeHWM [IOJIelM, U3 HEero, u
IOCTPOEHUs Momenu, wiau Habopa Momesey, u3 Hero. Takxe MOXeT
IPUMMEHSATHCS COUETAaHME TaKOoTo IMOCTPOEHUWS MONEeJM (€M) HIOCPeICTBOM
VHCIIEKTUPOBAHUSL, c obyueHMEM MOIOeJu (en) : HanpmMep, cHauaJla
obyueHue MomeJiu (elr) Ha Gane oO6yueHuda, M =2aTeM ajanTauug
MMOJIYUEHHOU B pPesyjbTaTe o0yueHUs MOOesu (e¥V) Ha OCHOBAHUM SHAHUM
06 U3BECTHOM TMOBEIEeHUM U KOCBEHHOM HgBJEHUUM W/UIM CONESPXUMOM
cooBmeHut NPOTOKOJa, MX IoJel W/WUIY 3HaueHUM IoJien.

B BapmaHTe OCYUWEeCTBJIeHMSa, CHUTHall oOHapyXeHUS BTOPXEHUS
IOOIIOJIHUTEJIbHO TeHepupyeTcs, Kor'a CHUMHTakKCUMYeCKMM aHajius He
MOXEeT YCTaHOBUTBL IIOJIe Kak coIJlacypueecda C OIPOTOKOJOM, TakK dYTo

OeVCcTBUE MOXeT OBITb TaKXxe BERIITIOJIHEHO B TOM ciiydae, rorma



oOHapyXuBaeTcd IoJe, KOTOpOe He coIjlacyeTca ¢ IIPOTOKOJIOM
(HanpuMep, OedopMMPOBAHHOE COOOMEHME IIPOTOKOJA) .

B BapmaHTe OCYWECTBJIEHMA, CUI'HAJI OOHAPYXEeHMA BTOPXEHUA
OOMNOJIHUTEJIbHO T'eHEepUMpPyeTCHa, KOoI'a WM3BJIEUEHHOE IIOJIE He MOXEeT
OEITE aCCOLMMPOBAHO HM C OIHOM MOIeJNbl M3 Habopa wMoIeselM, Tak
UTO OeMCTBME MOXeT OHTb TakxXe BHIIOJHEHO B Cjydae, KoI'za
MBBJIEUEHHOE IIOJIe BO3MOXHO COIJIaCyeTCsa C HOPOTOKOJIOM, HO 1IJid
KOTOPOTO He nIpenyCcMoTpeHa NOOXOOAA I MOIeJib . JacrTo,
MCIOJNIE3YyEeTCS TOJIbKO IOIMHOXECTBO BO3MOXHEIX IIOJIeM IIPOTOKOJIA,
HanpyMep, B NOPWIOXEHMAX YIPABJIEHMI, UYTO I[IO3BOJIAET, HAIPUMEDP,
BBISEIBATH OIOBEIEHME © TpeBOT'e TOI'ga, KOI'Ia WM3BJEYEHO IOoJIe
IPOTOKOJIa, KOTOPOEe COIJIaCyeTCs C IIPOTOKOJIOM, HO KOTOpOe OOBUWHO
HE IIPUMMEHSETCSH.

Crioco® wmMoxeT OBTHL I[IPMMEHEeH K  pPa3HooOpasHbBM  yPOBHAM
nmpoTokoJia. HarpuMep, I[IPOTOKOJI MOXeT ObTh, IO MeHbIeM Mepe,
OIHVIM ¥3 I[IPOTOKOJIOB: I[IPOTOKOJIOM IIPUKJIIAIHOI'O YPOBHHA, IIPOTOKOJIOM
YPOBHA  CeaHca, [IPOTOKOJIOM  TPAHCIOPTHOI'O  YPOBHA WM  Jaxe
[IPOTOKOJIOM OO0Jiee HUBKUX YyPOBHEM M3 CcTeKa I[IPOTOKOJIOB. [IpUKIIaIHOM
YPOBEHb CeTy Ilepenady JaHHEX MoxeT OblTh OllpenesyieH MOJesiblo
Bzaumonmencremusa OTKpPHITEIX CucreM (Mozmesib OSI), xoTopas Owslla
onpenesieHa MexnyHaponHo¥ OpraHmszauuey no CraHpapTms3aumm. Ha
[IPUKJIAIHOM  YPOBHE, nporpaMMHoe  obfecrieueHue, 3anyleHHoe  Ha
KOMIIbOTEpPax WM CcepiBepax, MOXeT OCyWecTBJIATE CBA3b IOpyI' C
IPYyI'OM IIOCPEeICTBOM OTIPaBKM COOOmeHuy nporoxkoja. CoofmeHus
IPOTOKOJIa MOTYT OBTE CcoOBmeHusMM [npoTokoyia cerenr SCADA wuiu
YrnparJjienmusa [lpousBOICTBEeHHEM [IpoueccoM, Windows, COOBIEeHUAMN
IPOTOKOJIAa CeTey abBTOMATHMBALUUM IeJIOIPOM3BOLNCTRBA, COODMEeHMSIMU
nporokoJia HTTP, m T.1.

OcywecTBJIEHME CBA3M MexOy IPpOIpaMMHsM ODeCledeHUMEeM MOXEeT
NPUIOECPXUBATECS HEKOTOPOI'O IPOTOKOJNA CBS3M, B KOTOPOM OIpeneJieHE
CTPYKTYpPa ¥ BO3MOXHBEE 3HaueHMs (YacTH) CooODIleHMM MIPpOTOKOa.
CrpykTypa COOOIEHMsS IIPOTOKOJa MOXeT OBTH IOMNOJIHUTEJIBHO ONMcaHa
IOJIAMU NPOTOKOJA B COOBMEeHUax IIPOTOKOJA . [IporpaMMHOE
obecrieueHre MOXeT OBITh  BHIIOJIHEHO  HECNHOCOOHEM oOOpabaTelBaTh
coobweHMsa IMPOTOKOJIa, KOTOPBEE CO3OaHEl He B COOTBETCTBUM C

INPOTOKOJIOM CBA3M.



B BapmaHTe OCyWeCTBJIEHMs, B OTBEeT Ha I'€HepMpPOBAaHME CUIHAaJa
ODHaApPyYXEeHUA BTOPXEHUA, crocob OOMIOJIHUTEJIBHO CONEePXNUT, 1o
MeHbU_Ief/JI Mepe, OIOMH M3 32TallOB, H4d KOTOPHX:

- yHaJjAaoT IIoJile IPOTOoKOJa WM INakKeT HOAaHHBIX, COIepXailMl I[10JIe
IPOTOKOJIA; U

— BBEIBHBAKT ¥ BEBOOAT COOOILEHME ONOBEUEHUS O BTOPXEHUM.
MoxeT OBITB IIPVIMEHEHO Joboe opyroe oencTBre ODHAPYXEeHUH
BTOPXEHUS, TaKoe KakK, HalpuUMep, MI30JMUPOBaAHMUE I[I0JIS IPOTOKOJAa MU
naxkeTa OaHHHEIX, COIepXauero IIoJie IPpOoTOoKoJa, M T..I.

B BapmaHTe OCYyleCTBJIEHU, MOmeJib  IJis  I[IOJIS [OPOTOKOJa
COIePXUT, MO MEHBLIIEW Mepe, OINHO M3 CJenNyK Iero:

- Ha®oOp HOpMEeMJIEMHIX 3HAUEHWMY IOJIS NPOTOKOJa, U

- onpenejieHUe omarnaszoHa npUeMIIEMEIX 3HAYESHUN o
IpoTOoKOJIa. B ciydyae, KkoI'ja I1IoJie IIPOTOKOJIa COISPXUT UYMCIIeHHOE
3HaueHue, TO B CBA3Y C 23TUMM MOXeT OBThL IIpelyCcMOTpeHa IpocTas
MOJZIeJIb, KOTOopas MOXEeT I[I03BOJIMTE OOeCreumMTs TeCTHMPpOBaHME I10J1g
IPOTOKOJIa C HM3KOM HATI'PY3KOM 110 obpadoTke NaHHBIX.

B BapuaHTe OCYyIeCTBJIeHUH, MOJZeJlb  IJIS  II0JIE  [IPOTOKOJIa
COIEPXUT :

- oripereJjieHue IpreMJIeMbIX OYKE, undp, CYMBOJIOB, u
cueHapmer. B ciaydae, KoOI'Ia IIOJ4 [OPOTOKOJA COOEPXUT 3HAK WM
CTPOKY, TO B CBA3M C 3TUM MOXeT OBTH OPpemyCMOTpeHa npocTasd
MOIleJib, KOTOopas MOXeT IO3BOJIUTE O0O0eCleunuTh TeCTUPOBaHME II10JIA
[IPOTOKOJIA C HMBKOM HATPY3KOM 110 00pabdoTke HaHHBIX.

B BapmaHTe OCYyIeCTBJIEHUS, MOJZeJlb  IOJIS  II0JIS  [IPOTOKOJIa
conepxmuT Habop MNpPelIBapUTEJIbHO OIlPelleJIeHHEIX CUT'HATYP BTOPXEeHUS,
TaKVIM OGPaSOM, uTo MOTYT YUUTBEIBaATBECHA IHAHVA oB VI3BECTHEIX
arTakax. CoueTaHue MOIeJIu Kak ONMCAaHO BHILIIE (comepxaluei,
HanpuMmep, Habop nOpMeMJIEMBIX SHAUEHUM [IOJId NPOTOKOJa, OIpelnelieHue
oIuanas30Ha [OpMeMJIEMEIX 3HaUeHMM I[OJ4 IIPOTOKOoJa, onpenejieHUE
npueMIeMelx OYKEB, undp, CUMBOJIOR, Y ClLIEHapueB) c Habopowm
NpelIBapUTESIbHO  OINpelleJIeHHEIX CUTHATypP BTOPXEeHUS MOXeT  OHThb
BBICOKO 50QeKTMBHEIM, I[IOCKOJBKY IJIS KaXIOoI'0O KOHKPETHOTO IOJid
MOXeT IIPUMMEeHATbCS MOIeJlb CO CBOMM HOPMAJIBHEM COIEPXMMBIM B
COUeTaHMM C OINHOM uMIM 0OoJjiee KOHKPETHHMM CHUTHATypaMM BTOPXEHUS

IJId IOaHHOI'O II0JIA.
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B BapMaHTe OCYIWECTBJICHMA, IIPOTOKOJ COIOECPXUT IPMMUTHBHEES
[IoJid  IHPpOTOKOJIa M COCTaBHEE IIOJIAd I[IPOTOKOJAa, apunyeM COCTaBHEIE
noJjia HOPOTOKOJIA B CBOK Ouepenb COoHmepxaT, IO MeHbleM Mepe, OIHO
IIPVIMMTVIBHOE  IIOJIe IIpOTOKOJIA, IIpyM 2TOM COOTBETCTBYyKRIAA MOIOEJIb
npenycMoTpeHa B Habope MoOeseM i KaXIoTo NIPUMMUMTMBHOIO IIOJIA

nporokoJsia. CJjenmoBaTesyibHO, MOXeT OBTh obecrnedeHo 30dexTUBHOE

ofbHapyxXeHMe  BTOPXEHUHd, IIOCKOJIbBKY  IIOJIA  [IPOTOKOJA, KOTOPHIE
SABJISOTCSI COCTABHBIMM (T.e., IIOJIS OPOTOKOJA, KOTOPHEE caMu 1o cebe
comepxaT IOJIsS [OPOTOKOJa, KakK HaIopuMep «anpec», CcoIepxXalui

«HasBaHWE YJMLEDY, «HOMEP», «IOUTOBEIM MHIOEKC» U «I'OPOI»), MOTYT
OBITH pPaszObUTH Ha MX DJIEMEHTApPHBE (IPUMMUTHBHEE) T[IOJIA NPOTOKOJIAa,
IOBBOJIAS OPUMEHATH DOIOXOIAWYHD MOIEJb OJIA KaXIOoTOo IPUMUTUBHOIO
I0JIg IPOTOKOJIA.

[lockobky MOIEJb, 10 MeHbIIeV Mepe, IoJI4  OIOHOI'O  IIoJiA
nporTokoJsyia Ha Odaze obyueHms W/MAM A8 BHAYEHKs, [10 MeHblel Mmepe,
ONHOT'O II0JIS IIPOTOKOJIa Ha ¢asze obOydeHud, MOXeT OHThL I[IOCTPpOEeHa B
COOTBETCTBMM C TUIIOM JI@HHBEIX, [10 MeHble Mepe, OIHOI'O II0JIs
nmporTokoJsia Ha OGase o0b6ydeHMs, TO MOIeJyIb MOXeT ObThL ©OoJjiee TOUHOM
IpY OIMCAHUM HOPMAJIbHBIX, IOIIYCTUMEIX WJIM CBOOOIHEIX OT BTOPXEHUA
cooBweHmMy IIPOoTOKOJla, uYeM MOojejylb, KOoTopas He YUYMTHBaAEeT TUIl
IAaHHBEIX T[IOJIEV IIPOTOKOJIA.

MoxeT OBITH TakK, UYWTO MOIeJlb, OITUMMIMPOBAHHASA IJIS OIIMCAHUSA
[I0JIS IPOTOKOJIa C UMCJIOBBEIM TUIIOM JAaHHEIX, MOXeT OHThH MEeHee TOUHAa
(M1 He MpMMEeHMMa) -OJIS ONMCaHMa IOJIS MNPOTOKOJIa CO CTPOKOBBIM WMJIIM
IBOMUHBIM TUIIOM IaHHBIX . [NonoB&HeM obpazomMm, Mozesib,
ONTUMM3MPOBAHHAA IJIS OIMCaHMA II0JIS [IPOTOKOJa CO CTPOKOBEIM THUIIOM
OAaHHBIX, MOXeT OBIThH MeHee TouHa IIPU ONMCaHMM IIOoJig IIPpOoTOoKoJia C
UMCJIOBBIM MJIM IOBOWMYUHEIM TUIIOM JIaHHBEIX. BCJEOCTBME D3TOIO, TOUHOCTDH
MOOeJIM MOXeT OBIThH I[IOBHIIEHA IIOCPEeNCTBOM YyueTa Tulla IOaHHBIX [10JIg
IPOTOKOJIa [IPM IIOCTPOEHUM MOOEeJiU.

B BapuaHTe OCYWECTBJIEHUA, MNIPEIOCTABJISETCHS MHOXECTBO THUIIOB
MOIes,

opyY STOM THII MOIENM IJS M3BJEYEHHOT'O IIOJIg HOPOTOKOJa
BEHIOMpPAaEeTCca Ha ©¢aze o0O0ydeHMsa M3 MHOXeCTBa TUIIOB MOIEeJM Ha
OCHOBAHMM XaAPaKTEPUCTUKM MIBJIEUEHHOT'O IIOJIg HNPOTOKOoJa, M Ha

OCCHOBaAHMUM BH@paHHOPO THUIla MO OeJIn CTponuTCHA MOIEJIb HJIA
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M3BJIEYEHHOT'O IIOJIA IPOTOKOJA.

Ing Toro dYToOB OOJIYYMTH MOIOEeJb OJA KOHKPEeTHOTO I[I0Jig
IPOTOKOJIa, MOXEeT OEITh BEIIOJIHEHO HECKOJIBKO 3Tamnok. Kak OOBACHEHO
BBIIE, MOXET INIPMMEHATHCHS MHOXECTBO Pa3HHX TUINOB Momenu. CHauana,
OOoJKeH OBTbH BHOPAH HEKOTOPHEM TUIl MOIenuM u3 Habopa IOCTYIIHBIX
TUIIOB MOIEJM IOJId KOHKPEeTHOI'O IIOoJId [NPOoTOoKoJla. Kak  TOJBKO
onpenejyieH TUI MOILEJM IJI HEeKOTOPOI'O MOJA HPOTOKOJa, IJsA IaHHOTO
[IOJIS TI[POTOKOJIa MOXeT OBTh I[IOCTPOEeHa MoImeJb. Kak omomMcaHo B
IOAHHOM IOKYMEHTe, MOoIeJlb MOXeT OHTb I[IOCTPOeHa, HalpuMmep, C
VCIIOJIL30BAHMEM  aHaJu3a Tpadmxa maHHEIX Ha  daze oDyueHus.
XapakTepucTuka IIOJIS IMIPOTOKOJIa MOXeT OBThH JOO0M NOIOXONANEN
XapaKTEPUCTUKOM MaHHEIX B CaMOM II0JIe IIPOTOKOJa, €TI0 CMBICJIIOM B
KOHTEKCTe MOIPpOoTOoKOoJla, ¥ T.H. HeKOoTOpHEe IpMMEepH OyOyT OIMCAaHH
Hyxe . llocpencTBOM MCIIOJNB30BAHUS PAa3HEIX THUIIOB MOIENM MOXHO Kak
[IPUMEHATE MEeTOIMKM MOIeJIMPOBAHMSA, KOTOPHE MABJIAITCH KOHKPETHBMU
IJIsT  TUIla PasHBEIX 3BHAUEHMM I[I0Jisg, TaK UM MCIIOJib30BaTh Oe30M1acHY
oBjlacTes 3HAYEHMM TakuMm oBpasoMm, IIpM KOTOPOM OHa HABJsSeTCs
orpaHMYMBaKier B OoJjiblley MM MeHblIeM CTerleHM B COOTBEeTCTBMUM CO
CMBICJIOM, POJIBI0O ¥ BaXHOCTBLI IIOJIS IIPOTOKOJIa B IIPOTOKOJIE WU
KOHTEeKCTe, B KOTOPOM IIPUMEHSEeTCs IIPOTOKOJI. B LesyioM, pas3HBEEe TUIIB
MOIeJIM MOI'YyT I[IPMMEHATH pPas3Hble TUILl KpUurepmus IJjisd TOoro YTOOH
YCTAaHOBUTL, MOXET MWJIM HEeT KOHKPEeTHOEe 3HadeHMe I[I0JIg I[IpOoTOoKOJa
ABJIATBCSH BTOpPXeHMeM. Harpumep, pas3HBEE TUIE  MOJIEJIeM MOTYT
NPVMIMEHSTE OIVMH M3 KPMTEPMEeB: IMara30H SHadyeHuu, 4yCIIOBOE
pacrnpenejieHe sSHadeHUM, HaOOp =3HaudeHMy, HaAOOp orepaToposB, HabOp
TEKCTOBEIX SHAUYEHUN, Ha®op  omnmMcaHumM COCTOSHUSA, Hatop MM
IMAarnas0H TEeKCTOBHX B3HAKOB, HaBOp/IManas0H TEeKCTOBHX KOIMPOBOK,
u  T.O. CrllemoBaTelibHO, Ion  IOHATUEeM  «TUII  MOIOesU»  MOXET
MOHMMATECS Habop onepaumy, KOTOPHM pas3pelieH Haldl KOHKPETHBM
TUIIOM  3HaueHUd, COBMECTHO C SBPUCTUUECKUM  OPaBUJIIOM  IJid
onpeneneHus 6es30NacHOM OOJaCTM IJ8 =BHAUEHMM HEKOTOpOTOo TUla U
KpUTEPpUEM IJis OlpelesieHMsa TOoTO, HaXOoIOUTCS JIM HEKOTOpOe 3BHadeHUue
B Inpegnejiax OesornacHoOM ofjacTu.

Beibop TMmIa MOIENIM MOXET  BBIINOJHATBCHE B JIIOOOM MOMEHT
BpeMeHM: BO BpeMsa (Qasel o00OydeHusa, kaK BIpoYeM, M BO BpeMd

OTCJIEXVMBAHMA ¥ OOHapyXeHMA BTOpPXeHMsa. Bo BpeMsa oOQasel oOyueHUsd,
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TUII MOZIeJM MOXeT OHTb BHOpaH KaK dYacTb I[Ipolecca IIOCTPOeHMA
MOIEeNn¥ »OJs KOHKPETHOTO IIOJIA HNPOTOKOoJa. BO BpeMa OOHaApPyXeHUH,
€CJyM BHIABJIAETCs, UWTO MOIEJb IJIg KOHKPETHOTO IIOJIA MNIPOTOKOoJIa He
obecrneumMBaeT He IIPOTMBOpEUAalleIrd pesyJbTaTa, MOXeT OBTh BHOPAaH
OpyTOM THUII MOIEJIU.

BelOOp TuIa MOIEeJM MOXeT OETb BHIIOJIHEH, C MCIOJIb30BaHUEM
TUa OAHHBIX  3HAUYEHMS (MM) [0Jid [OIPOTOKOoJa, U/WiIM  CeMaHTUKU
CHUHTAaKCHUUEeCKU IPOaHaANUBUPOBAHHOTO 1oJis (en) IIPOTOKOJIA . B
BapMaHTe OCYUWECTBJIEHUA, XapakKTepUCTHKa [IOJI4 OPOTOKOJa COIOEPXHUT
TMII OAaHHBIX I[OJIS I[IPOTOKOJa, IpUUeM CIoCcOoD CoIepXuT DSTals, Ha
KOTOPHIX :

- OHpeneNdnT TUI IaHHHEX M3BJICUEHHOTDO [OJNS NPOTOKOJa, U

- BHOMPAOT TUI MOIENM C MCIONb30BAHMEM OMNPEeNeJIEHHOTO THuIila
IOAaHHBIX .

Turl IDaHHBIX BHAYEHMM II0JIS [IPOTOKOJia (TakoM KakK «4dUCIIO»,
«CTpPOKa», «MaccusB», «Habop», ¥ T.I.) MOXeT, HanpuMmep, OHBTH
M3BJjledeH M3 crleuuduraluyuyl [IPOTOKOoJa. B KadecTBe aJjlbTepPHAaTUBEL,
TIAIL IIaHHEIX 3Ha4YeHuN r1oJia [IPOTOKOJIA MOXEeT, HanpuMmep,
npeanoJsiararbca m3 HabOoleHmda 3a ceTreBeM TpadmkoM. B onHOM
BapuaHTe oCcyleCcTBJIeHUS, 3HadYeHus [1oJIsd npexanoJyiaraeTrcs
[1I0CpenCcTBOM PeryJIapHEIX BEIDAXEHUN . Hanpuwmep, peryJapHoe
Bepaxeuve ~[0-9]+$ wmoxeT OBTH WCIIOJB30BAHO IS WIASHTUOMKALUU
UMCJIOBBIX L &JIBEIX 3HaYEeHUN oA . [locpencTeoM BEIOODA
COOTBETCTBYyKUEIO THIIa MOAENIM IJ4 COIOCTaBJIEHMS TuUlla OAaHHBIX
SHAUWEHUM II0JIs IIPOTOKOJa, MOXeT OBTBE I[I0JIydeHa MOoIeJlb, KoTopas
MOXET MNPUBECTM K OoOJlee OOCTOBEPHHM pesynbTaTraM OOHapyXeHMA.

BeIbOop THIA MOIEJNM MOXET NOONOJHUTEJBEHO OBTbH MM BMECTO TOTO
UTOOE OBITHE OCHOBAHHBEIM Ha THIEe IaHHHEIX RHAUYEHMA I[I0JId [IPOTOKOJa,
OBITE OCHOBaH Ha CEeMaHTMKE CHHTAaKCHUUECKM [IPpOaHaJIM3MPOBAHHOTO
IoJs  IPOTOKOJAa. CrnenmoBaTeslbHO, B BapMaHTe OCYHWEeCTBJIEHUS,
XapaKTepUCTHKa OJA NPOTOKOA COTEPXUT CeMaHTUKY oJIsA
IIPOTOKOJIA, NPM 3TOM CIOCOO COOEpPXUT 5STallbl, Ha KOTOPHIX:

- OINpenesyisinT CEMaHTMKY M3BJIEUYEHHOIO IIOJS NPOTOKOJa, U

-  BHIOMpPAKOT TMII MOIEJM C MCIOJIE30BAHMEM OIpeleJIeHHOM
CeMaHTUKU .

CemMaHTHUKA MOXEeT OBITE Ha3HadeHa CVMHTaKCUYECKHU
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IPOaHAIMBMPOBAHHOMY [HOJII0 OPOTOKOJIa. HaszHaueHMe CeMaHTUKM MOXET
BHIIOJIHATBECA PAa3HOOOPA3HEIMM CHOocOoDaMM: BPYYHYK BO BpeMsa Qase
obyueHusd, npennojiaras 1o HabJII0IaeMBIM CeTeBBIM IOaHHEBM,
[IOCPEenCTBOM M3I3BJICUEHMS MHOOpMALMM M3 CcHeumpuxalumy OPpOTOKOoJIa, U
T.O. CeMaHTHUKA MOXET NPVIMEHATLCH s BEIOODA HauboJee
COOTBETCTBYKNWETO  TUIa MOIEJU, HanpuMmep, B CJydae, Korma
HECKOJIbKO TMIIOB MOZEeJM IJOCTYIHO IJiS HEeKOTOPOIO Tulla 3HAYEeHUSA
IOJIsI MNpOoTOoKoJa. Hanpumep, IJig 3HAYEHMUS I10JIS OIPOTOKOJa YMCIIOBOTO
TMII&, MOXHO BOCIOJIbB30BATbCS TUIOM MOIENM, KOTOopasd COINEPXUT
Ouarnasz30H TaKuMX 3HaueHUM I[I0Jid ITIPOTOKOJIa, TUIOM MONENM, KOoTopas
comepXxuT HaOOp 23HAUEHUY [OOJIA OPOTOKOoJa, M T.I. YU4eT CeMaHTUKMU,
0Py STOM NPEIIOUTUTEJSIBHO ydeT Kak THIa 3HaueHMs II0JA HPOTOoKoJa,
Tak ¥ CeMaHTUKM, MOXET IIO3BOJUTL OCYWECTBJIATH HasHaueHUe
COOTBETCTBYRIEI'O THUIla MOIeJyM, KOTOPHM OO0Jibille BCEIO IMOIXOINT I8
IAaHHOT'O KOHKPETHOTIO II0JIS IIPOTOKONa.

[lpriMepOM MCIIOJIL30BaAHMUS CeMaHTUKM, MOXeT CJIYyXUTh CJiydan
oripenelieHns TOI'O, KakuM obpazoM BallaThk KCTPOI'MM» UYNCIJIOBOM
oIMaras30H Ha OCHOBAaHUM BaxXHOCTM [noJjga. J[JpyI'mMy CJIOBaMu, eCJu
CeMaHTHuKa II0JIg [IPOTOKOJa IpezrojaraeT, 4YTo IaHHOe I[I0Jie SABJISeTCs
BaXHBIM C TOUKM 3peHMs O0e30IIaCHOCTH, TO MOXeT IIpUMeHATbCsa OoJiee
CTPOTHUM UYMCJIOBOM HIOMAlal0H, YeM B I[IPOTMBOIIOJIOXHOM CJlydyae, IIpu
KOTOPOM OyImeT [NIpMMeHATbCsa OoJjiee CBOOONHBIM -OManasoH (HANPUMED,
YVIBOEHHOE MakcuMaJibHOE 3HaUeHue u IIOJIOBMHA MMHVMAaJIbHOT'O
3HaueHusa, HabwmaeMoro BO BpeMsa ¢asp obyueHusd) .

[locpencTBOM HalHAa4YeHMsa IIOJI0 [IPOTOKOJIa TuUla MOIEJNU B
COOTBETCTBUM C THUIIOM 3HAUEHMS I[I0JIg I[IPOTOKOJAa MU/WUIM CeMaHTUKU
IPOTOKOJIa, TUII MOHEJNM MOXeT ObTh HasHaueH TakKuM ofpas30oM, YTO OH
YVUUTHBAET COIEPXMMOE INaHHHX B I[I0JIe NPOTOKOJa, M, CledoBaTeJIbHO,
IOBBOJIAET I[IOIOTHATHL MOIEJIb B COOTBETCTBMM C COHNEPXMMBIM I[10JIA
opoToKoJla. Hanpumep, eCcaM THUIOM I0OJIg GBJISeTCS UWMCIIOBOW LIEJIBM
THUII, a CeMaHTMKa TOBOPUT O TOM, UTO IaHHOE I[IOJIe CONEPXUT OJMUHY
IpyTOoTo TIoJig, TO MOXeT OBTh BeHOpaHa MOIEJb THIa UYMCIOBOTO
pacnpegneneHus. C »Opyro¥ CTOPOHEl, €CJAM THUIOM TIOJIA HABJISETCH
UYMCJIOBOM LeJBlM THII, a CeMaHTuMKa TOBOpMT O TOM, UYTO I[IoJe
ABJIAETCA IIOJIEM THUIIa COOOMEeHMda, Torma MOXeT OBTh BHOpaHa MOLeJb

THUIIa YMCJIOBOT'O Habopa. B KauecTBe TpeTheDo IIpuMepa, €CJIM TUIOM
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[IOJIS HABJAETCH UMCIJIOBOM LI,eJ'[beI TUII, a CeMaHTVKa IoBopmMT O TOM,
UTO II0JIe HABJISE€TCH YaCcTOTOU BpalleHMA IOIBUTATeJIA, TOoI'da MOXeT OBITH
NnpyMeHeHa MOIeJib Tulla CTPOTOI'0 UMCJIOBOTO IOMalas3OHa.

B BapmaHTe OCyWeCTBJIeHUs:, HaOoOp MoIeJiey COINEPXUT MOIeJlb
IJIsT  IIOJIA IPOTOKOJIa oIepaTopa M MOonejb IJisd IOoJIg [IPOTOKOJa
apryMeHTa, IOIpUYeM acCOLUMMPOBAHME M OlLe€HKA BHIIOJHAKTCS IJIS I[10JIA
NPOTOKOJIa OlIepaTopa M IOJIS HPOTOKOJa apl'yMeHTa. [[POTOKOJI MOXeT
comepxaThb IOJIA M[OPOTOKOJa, Ccomepxalme OIepaTops (Takue Kak
VHCTPYKLMM, BH3OBH, ¥ T.O.), ¥ IIOJS NIPOTOKOJa, CoIepXalue
onepaHIel (T.e., apryMEHTH), K KOTOPHEIM I[IPMMEHAKTCS OIepaTOpPH.
CnenyeT OTMETUTE, UYWTO B COOTBETCTBMM C BapPMaHTOM OCYULEeCTBIJICHWA
n300peTeHnss, COOTBETCTBYyWOINAS MOIEJ b MOXeT OHTbL acCouMypoBaHa C
MoJIIMUY  TIPOTOKOJIa, COoIepXalyMy ONepaToph, Kak BIOpodYeM, U C
MOJIAMY TIPOTOKOJIA, COIepXaliMMy apTyMeHTE. Takum ofpasoMm, C OIHOM’
CTOPOHEl, MOTYT OBITEH PACIIO3HAHE HE TOJLKO SBJISOIMECS BTOPXEHVEeM
3HAUEHUS apTryMeHTORB, HO TaKXe BO3MOXHO ABJIANIMECHS BTOPXEeHVEeM
orrepaTopel. Takxe, ydeT oreparTopa II03BOJILIeT HasHadaTbk Hambosee
COOTBETCTBYWOILMM  TUIT  MOIEJIM, TeM ~ CaMbeM  II03BOJISS  IIOBBICUTH
TOUYHOCTEL OOHAPYXEeHUS BTOPXEeHUs, IOCKOJIbKY, Kak IIpaBwio, 3a
oriepaTopoM OyreT CJleloBaTh OIMH uiM 6oJjiee apryMeHTH, COoIepxalye
HEKOTOPBIN [PEeIBAPUTEJILHO OIPeIesJIeHHEM TUII HaHHBX .

Kpome Toro, noxm cooblueHmMeM IPOTOKOJIa MOXeT IoIpas3yMeBaTbCH

CHeLU/I(DMKaLU/IH orrepaunyr, KOTOPpasd OOJIXHA OBITH BHIIOJIHEHA Ha CTOPOHE

NPpUHYMAaKnIETO CeTEeBOT0 Yy3Jja (OB), Kak Toro TpedyeT OTIPaBJISOIMI
ceTeBOoM  y3ei. CoOTBETCTBEHHO, cooBmeHue IIPOTOKOJIA  MOXEeT
cozepxaTb IIOJIgE  oleparopa (T.e. creundmUraumo  TOTO, Kakas

TpebyeTcsa omnepaumud), IoJ8 apryMeHTa (T.e., chneumdurKaluuio TOoro,
KaKVM o@pasoM IOOJI’KHA BHIIOJIHATBCH onepam/m) 1 II0JId MapiajJjiMHI'a
(Tr.e., 1oJyig, KOTOPHE HENOCPEeICTBEHHO HE OTHOCATCS K Tpebyemomn
ornepaumuy, OIOHAKO cCoIepxXaT IapaMeTp, KOTOPHM TpebyeTcsas CeTeBhM
y3JlaM I8 KOPPEKTHOTO IMIpMeMa M MHTeprnpeTalMu coobleHusS Wi, B
obuweM, Ijg obpaboTkM CeTeBOM CBg3M) . Ilon MaplajlMHI'OM MOXeT
NOHMMAaThLCS  Ipollecc mnpeobpasoBaHMs NPEeNCTaBJIeHMa B HaMATH
OBBEKTOBR B QopMaT HNaHHBIX, MNOIXONAWMM IJIS XPaHeHUd WAM Iepelauwy,
171 OH, Kak IpaBuUIo, MCHOJIE3YeTCHd, Korma IaHHBE LOJIKHEL

rnepeMemaTsCcsa MexXIOy PasHBEMM UYacTaMM KOMILBIOTEPHOM NIPOTPaMMBl UM
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OT OIHOM HNPpOTI'paMMbl IPYI'OM.

Hanpumep, 3Banpoc HTTP cozmepxmur: noJsie crnocoba (HanpmuMmep,
GET, POST, PUT, w T.»m.), ykKasspBawolee oneparop; nojse URL,
KOTOpoOe COOEPXUT APTYMEHTEH IJIs criocoba (ranpuMmep,
/index.php?id=3) ¥  HEKOTOpOe  KOJMYUEeCTBO  IOJIeM  3aroJioBKa
(HanpuMep, Content-length: 100), xoTopee cozmepxaT wuHOOPMALIMIO,
KOTOpas HEe OTHOCUTCS K CaMoy omepaluu, OIOHAKO MCIOJbL3YyeTCs
CeTeBbBIMY Yy3JIaMM OJId OCYyeCTBJIJICHWUSA CBA3U (HaanMep, 3aT'0JIOBOK
Content-length: 100 ykaselBaeT Ha TO, UTO TeJIO COODIEHMS 3anpoca
cocTampjsgeT B nauHy 100 Gant) .

B kauecTBe JOpyroro mnpwMepa, coobmenme samnpoca Modbus/TCP
comepxuT noJe kozja OGyHkumM, uieHTHOMUMpyOLEe TO, Kakas olepaums
IOJDKHa  OBITH  BHIOOJIHEHa Ha npuHuMaomeMm PLC/RTU  ycTpoMCcTEe,
OOCTYIIHOE KOJIMYECTBO pPerucCTPOB IaHHBEIX, yKasepalllee aplyMeHTE
TpedyeMoy  ornepaunu, VI HEeKOTOpOoe KOJIMUeCTBO IPpYyI'ux IIoJIen,
KOTOPHEE HEINOCPEeICTBEHHO He OTHOCHATCS K olepauumu (HalpuMmMep, IoJe
cueTa permucTpa, I[I0Jia OJMHEL JaHHBIX, ¥ T.I.), KOTOpeEe TpebyonTcd
[IpUHYMaKIeMy CeTeBOMy Y3JIy IJisd I[IOHMMaHusa TOI'0, KaKuM o0pasoM
CHHTaKCHUUeCKU aHaIM3MpoOBaTh cooBueHne (HanpuMep, Kakoe
KOJIMYEeCTBO PerucTpos ObBJIO OTIIPaBJIEHO) .

ATaky WJIM IOIBITKM BTOPXEHMS MOI'YT BEHIIOJIHATLCSA [IOCPEICTBOM
BHEIIPEHMSA BPEINOHOCHHX JIaHHEIX B KaxAoe M3 BTUX Pa3HEX IIOJIeN.
AHaJIOTMUHEIM 00pasoM, Takue aTaky WM IIONBTKM BTOPXEHUS MOTYT
OHITE  OOHapyXeHH OJjlarozapsg  TOMY, UTO 23HAUEHUS PasHBIX I[IoJien
OTJIMUATCS OT HOPMAJIBHHIX. VHCHIEKTUMPOBAHME IIOJIeM orepaTopa U
MaplmajiMira MOXeT IIOBBICUTE TOUYHOCTL IIPpM ODHAPYXEeHUM aTak WK
IIOIIBEITOK BTOPXEHMA . CooTBETCTBEHHO ’ B BapuaHTe OCYyIleCTBJICHNA,
Habop MoIeJie¥ IONOJIHMTEJIEHO COIEepPXUT MOoINeJib OJid II0JIg OPOTOoKOoJa
Maplmaauara, opuyueM  accolUMMpoBaHMe M OlieHKa, KpoMe  TOoTOo,
BEIIIOJIHAKTCA IJIA II0JIA IIPOTOKOJIa MaplaJlMHI'a.

Hanpumep, aTaka, HalpaBJieHHasd Ha IepelojiHeHue Oyodepa,
MOXeT OBITE BHIIOJIHEHA IIOCPEICTBOM BHEIPEHMS B CTPOKOBOE IIoJie
foJipIETO KOJIMYECTRBA BHAKOB, YeM TO, Ha KOTOpOoe BHIejsseTcs Oydep
IPpUMHMMAaKnIIETO CeTeBOTOo y3ja. Takasg aTaka MoxeT OvlTh ODHapyXeHa
flaromapsg TOMY, UYTO CTPOKOBOE IIOJI€ COIEPXUT HeOOBUHBE =BHAUEHUI

3Haka. C IPyroM CTOPOHHE, MOXeT OBITbH BHIIOJHEHa YyClelHas aTaka,
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KOTOpas MCHOJIb3YyeT TOJBKO COBEPIEHHO NeMCTBUTEJIbHEIE TEKCTOBLE
3HAKM B KaudeCTBEe BPEHNOHOCHOM I[OJIe3HOV Harpys3ku. Ta Xe aTaka
TOT'Oa MOXET OBITH oDHapyXeHa fJjaronap4a IpyT oMy IOJI0,
yKaseBaolleMy Ha TO, UYTO IJIMHA CTPOKM OOJblle HOPMAaJIbHOM: 3TO
o6ga3aTeJyIbHO  OOJIKHO  OBITH  MCTMHHEIM, MOCKOJIbLKY  MaKCUMAaJIbHOE
paspeleHHoe 3HadeHue IJIsd OOIYyCTUMMOM IJIMHE CTPOkM OyIeT pasMepoM
Oydbepa, KOTOPHI BHIEJISETCS NPUHMMAKIMM CETEBHM Y3JIOM.
LOmOJIHUTEJIBEHO, pPasHHe, KOHKPEeTHHEe THIa MOOeNM MOI'yT OBTH
MCIIOJIb30BAHE IOJIA IOJIeM olepaTopa, [oJel apryMeHTa U IIoJien
MapumaJiMHara OJIsA TOIT'O YTOOH OOIIOJIHUTEJIBHO IIOBBICUTHB TOUHOCTB

O@HapyerMﬁ MM COKPATHUThE KOJIMYUECTBO HEepPEeJsIEBaHTHEIX T'e€HePpUPYEeMbIX

OIOBEWEeHUM O TpeBoTe. g pas3HBX I[IOJIeM oloepaTopa, MOTyT
MCIIOJIB30BATbHCH Pra3Hele MOImeJin (OEMHaKOBHX VI Pa3HBIX TUIIOB
MomeJs) . [Jis pasHEIX I[I0JIeM apIr'yMeHTa MOI'YT MCIIOJIb30BAaTbHCS Pa3HHE
MoIeJM (OOMHAKOBEIX WJIM PAalHBIX TUIIOB MOZesu) . [JIs PasHBIX I10JIer

MaplajuHI'a MOI'YT MCIIOJIB30BaThLCS pPal3HeEEe MoIell (OOIMHAKOBEIX WJIK
Pa3HEIX TUIIOB MoIesm) . Tulel MoImesiy MOT'yT OBTh BbBIOPAHE Ha
OCHOBAHMM, HAIpPMUMEp, THUlla OaHHEX M CeMaHTMKM, KaK OIIMCAaHO Bhle.

CrienyeT OTMETUTEH, 4To  CcucTeMa ¥ CrIoco®  oOHapyXeHMHA
BTOPXEHMSA B COOTBETCTBMM C M30O0peTeHyeM MOI'yT IIPUMMEHATLCH K
goboMy Tuny TpadMka MaHHBEX, TAKOMYy KaK TeKCTOBBEM TpaduK MHJaHHBIX
(Tr.e., TEKCTOBHIM I[POTOKOJI) WAV HOBOMUHEM Tpaduk MIaHHEIX (T.e.,
IBOMUHBEIM [IPOTOKOJI) . B 1ejoMm, crneumbpmralmsa TEKCTOBHEX IPOTOKOJIOB
He HeceT B cebe omnmcaHMe Tura OOJIBIIEeV YacTM eT'0 SHAUeHUN I[10JIeN.
Hanpumep, cneumbmkaums rporoxosia HTTP He accoummpyeT THUII CO
3HAUEHMAMM 3ar'0JIOBKA MWJIM BHAUEHMAMM I[apaMerTpa, KOTOPBEe IOJIKHBL
CMHTAKCUUECKM aHaJIM3MPOBATECH B KAaueCTBE TEKCTOBHX CTPOK. B
TaKMX CJydasax, MOXeT HNOTpebOBaATHCH CTPOMTE IIPEOINOJIOXEHME O TUIIe
MOJIS TIOCPENCTBOM MHCIEKTUMPOBaHus Tpadmuka. C IOpyTrom CTOPOHH,
OaHHOE TIIOBEIEeHME He IIPUCYTCTBYET B IBOMYHEIX [NOPOTOKOJAX, B
KOTOPHEIX  chHeumpukalmsaM TpedbyeTcs  BKJINYATH THUI  BCeX TIIOoJIeu
NPOTOKOJIa IJIE TOTO UYTOOE OBecrneunTh NPaBUIBLHEM CHHTaKCUUIECKUU
aHanmus. Ilo 3ToM [NpuuMHe, [pPMMEHEHME HACTOSHEN METOIUKM K
IBOMUYHOMY TIPOTOKOJIY MOXeT HnakBaThk Hnaxe Oojilee TOUHHM pesyabTarT,
UueM I[IpMMEHEHVe €€ K TeKCTOBOMY MNIPpOTOKOIY, [IOCKOJIBKY  IJid

IOBOMUYHBIX TIIPOTOKOJIOB OTCYTCTBYET HEOollpelesIeHHOCTh IPeldllOJIOXEeHMA
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TUIIOB BHAUEHMA [OJIA. B YacTHOCTM, KOTOa YYMTHBAeTCH TUII OAHHBIX
VI CEeMaHTMKa CHMHTAKCHUYECKM [IPOaHaIM3MPOBAHHOIO MHOJIA NIPOTOKOJA,
TO IOTOKY IBOMYHEIX HAaHHEIX MOXET NpuIaeaTbCad CMBICJ, B TOM
CMEICJIE, UYTO CHMHTaAKCHMUECKMM aHaJMs3 ¥ BHOOP NOAXOIAMEIrO THUIa
MOZesM mOJisg KaxXIoTo I[IOoJid I[IPOTOKOJa, OCHOBAHHHM Ha THUIE OaHHBIX
u/MiayM  CeMaHTUKeE, IIO3BOJIAET  yYUTHBATH comepXuMoe  OBOMUHHX
IOAHHEIX. B IBOMYHOM INPOTOKOJIe, I[IO4 I[OHATHMEM «TUII HOAaHHBIX II0JIA
NPOTOKOJIa» IHOOJDKHO [OHMMATBCHA TO, KakKue IaHHBEEe [OIpeACTaBJIeHH
(IBOMYHBIMM) OAaHHBEIMM B rnoJjie IPOTOKOJA : OBOMYHBIE  IAaHHEBE,
HanpuMep, HOpencTapjgomye CcoOoM IPpyI'oM THUII HOAaHHBIX, TakKOM Kak
4yCJo, CTPOKa, MM T.I.

B 1eyoM, CcoofmeHue IOPOTOKOJIa MOXET COIEPXaTh IPVMMUTUBHEE
[IOJIS TIPOTOKOJIa M COCTaBHBE [IOJNA OpoTokojsa. CocTaBHOe TIIoJje
IIPOTOKOJIa COHNEePXAUT nOBa WM OoJiee IIOANOJIA IPOTOKOoJa, Kaxioe u3
KOTOPEIX MOXET OBTHE IIPUMMUTUBHEIM I10JIEM IIPOTOKOJIa WM COCTaBHBEM
roJieM I[poToKoJia. Mozesib IJisi COCTAaBHHIX I[I0JIeil IIPOTOKOJIa MOXET
conepxXaTh CYETUMK OSK3EeMIUJIAPOB II0JId IIPOTOKOJIa, HabJoIgaeMelx Ha
baze obyueHumsa. B caydae, KoIrza roJsie  HaOJonasIoCh — MeHble
3alaHHOI'O KOJMUYecTBa pas (IIoporoeoro 3HadeHud), HabomeHue
COCTAaBHOI'C IIOJIA IIPOTOKOJIA BO BpeMsa (asel OOHAPYXeHMA MOXeT
BEIZBIBATH TeHepUpPOBaHUE CUrHalsa OOHaPYXEeHUA BTOPXEHUSA . B
COOTBETCTBMM C CEMaHTMKOM COCTaBHOT'O IIOJIE IIPOTOKOJI&, €rIo
BaXHOCTb B OTHOUWEeHuM Oe30IaCHOCTM MOXeT MeHATbCA. BcoiencrTsue
3TOTO, CEMaHTMKa MOXEeT MCIONb30BaThLCH IJIA yKasaHMs IOpyToro Tula
MOZesi WY JIPpYyI'OM UyBCTBUTEJILHOCTM MOIEs M B COOTBETCTBUM C,
HaopuMep, BaXHOCTBI I[IOJIA B OTHOWEHMM Oe30r1acHOCTM. HanpuMmep, B
crydae COCTaBHOTO noJss, KOTOpoe He VMEET OTHOIEHU S K
0e30IacCHOCTHY, I[IOPOIOBOEe 3BHaueHMre HaOJoIaeMblX 3SK3EMIUIAPOB MOXET
OBIT B M3MEHEHO, uTOOEL OT'PAaHVUNTD obreM HepeJjIeBaHTHEIX
TeHEPUPYEMEIX CUTHaJIOB OOHAapyXeHMS BTOPXEHMI, M, CJIeIOoBaTeJIBHO,
[IOBHIIEHA npocrToTa VCIIOJIB30BaHMS . Kpowme TOTO, ceMaHTUKa
COCTaBHOT'O IIOJIg MOXET PAaclpOoCTPaHsaAThCHad Ha ero IONNOoJs, YTOOH
obecneunTs Oo0Jiee TOUHBM BEOOP TUIOB MOIEJM M HaACTPOEK MOIEJU.
Hanpmmep, ©GasoBoOe IOJIe UWMCIOBOTO TUIIa, KOTOpPOe CONEePXUTCHS B
COCTaBHOM IIOJlIe, KOTOpOe OuUeHb aKTyaJlbHO OJjsa 0e30NacHOCTM, MOXeT

OBITE ACCOLMMPOBAHO C TUIOM UMCIOBOTO Habopa, KOTOPHI MOXET
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onpemeyaATs 0OoJiee CTPOryKw 0Oe30nacHylw of0JlacTh SHAYEeHWUM, UYeM
MOIOeJIb TuIla UYMCIIeHHOT'O JIManasoHa, M, CJIeIOBaTeJIbHO, IIOBHIIATH
TOYHOCTE OOHAPYXEHMHA BTOPXEHMAI.

B COOTBETCTBUK C APy ITUM aCIeKTOM n3obpeTeHusd,
IPenoCTaBJIAETCAa CHUCTEMa OOHAPYXEHMS BTOPXEHMA IOJIA OOHAPYXEHMA
BTOPXeHMs B Tpaduk IJaHHEIX B CEeTM I[Iepenady OaHHBIX, [IpUYEM
cucTeMa COIEPXUT :

- OJIOK CHMHTAKCUUECKOT'O aHaJMza OJIS CUHTAKCUUEeCKOT'O aHalu3a
Tpa(_l)I/IKa IOJAaHHBIX IJId W3BJICYEHMS, IO MeHblen Mepe, OOHOTO IIOJIA
IPOTOKOJIa COOOMEeHUa NPOTOKOoJNa Tpadmxa IaHHHBIX;

- MamMHy OJIS aCCOUMMPOBAHMSA MIBJIEUEHHOTO IOJA IIPOTOKOJa C
COOTBETCTRYWIEN MOIEJEI IJsg HaHHOT'O IIOJId I[IPOTOKOJa, IIPpWUUeM
MOIEJIb BEHOMpPaeTCcs M3 Habopa Momesemn;

- ©Bisok o6paboTkyM MOHmeNM IJiS aHaaMza Toro, HaAXOIUTCH Jin
COoIepXuMOe M3BJIEUeHHOI'O IIOJId I[IpoTokoJia B ©Oes3oracHow obJjactTH,
Kak ornpenesyiaeTcsd MOLeJibl; U

- VCIIOJIHU T €JIb HEIA BIIoK i TeHepPUPOBaHNUSA cuTHAajJa
OoBHapyXeHUI BTOPXEHUHA B crniy4dae, KoIma YCTaHOBJIEHO Etije)
COIepXuMOe M3BJIEYEHHOIT'O II0JIS IIPOTOKOJIa, HAXOOMUTCA 3a IlpelejiaMu
BeszornacHom obylacTiu.

C [IOMOIIBIO CHCTEME B COOTBETCTBUU c BapMaHTOM
OCyWEeCTBJIEHNA, MOIYyT OBTbH IIOJIydeHEl TOYWHO TakKMe Xe MM [10HOOHBIEe
50bexTE, KakK C I[IOMOUBI crnocoba B COOTBETCTBUM C U300OpPEeTEeHMEM.
Taxkxe, MOTYyT OBTH IIPelNOCTaBJIEHE TOUWHO TakMe Xe WM I[I0INOOHHE
BapMaHTEl OCYIWECTBJIEHMS, Kak T&, UYTO OIMCaHbel CO CCBJIKOW Ha
crnoco6 B COOTBETCTBUM C u300peTeHMeM, IIPpM OOCTUMXEHMM TOYHO
TakKMUxX Xe& WM HOONOOHEX 30dekTOR. BJIOK CHMHTaKCUUECKOTO aHanlmsza,
MalmHa, OJIoK oBpaboTKM MOOeNr UM MUCIOJHUTEJILHEM OJIOK MOTYT OBITH
pPeaNnM30BaHE  [IOCPeICTBOM INOIOXOOAMX MHCTPYKLUMM  IPOI'PaMMHOI'O
obecrnieueHrs, KOTOPHE IOJDKHEI MCIOJIHATECS YCTPOMCTBOM O0O0OpaboTkM
maHHeIXx . OHM MOTYT OBTE peajM30BaHEl B TOM Xe CcaMoM OpoTrpaMMme
NporpaMMHOTO obecrnedeHus, KOTopas OOJIKHA MCIOJIHAThLCH TeM Xe
caMplM YCTPOMCTBOM OOpabOTKM IHNAHHEIX, MM MOXET MCIOJNHATHECH IBYMS
iy BoJjiee OTJMUHBEIMM yCTpoMcTBaMy o00paboTky IaHHBIX. Hanpumep,
OJIOK CHMHTAKCUUECKOT'O aHalM3a MOXeT MCIOJHATBCA JIOKAJBHO B

MEeCTOIIOJIOXEHUM, rge npoxoagmtT Tpa@MK HaHHBIX , B TO BpeMA Kak
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MalHa, ©OJIOK o0pa®oTKM MOOENM M MCIOJIHMTEJIbHEN OJIOK MOTYyT OHTH
PaCIOOJIOXEHE yIaJIeHHO, HanpuMmep, B ©0e30IacHOM MeCTOIOJIOXKEHUN.
Takxe, MOTYT OTCJIEXMBATLCS HOAHHBE C PAa3JIMUHBEIX CAWTOB, U TaKUM
ofpasoM, OJIOK CHMHTAKCUUYECKOTO aHajlus3a MOXeT OBTh IpenyCMOTPEeH
Ha KaxioM cawuTe, I[OIpMUeM BHEXOIHBIE HOaHHBE OT KaxOoro ©OJoka
CHMHTAKCUUECKOT'O  aHajuz3a OTIPAaBJIAITCS  OINHOM  MaliMHe, OJIOKY
00paboTky MOIEeJM U UCIOJHMUTEJIBHOMY OJIOKY.

CiemyeT OTMETUTH, UTO ONMCAHHEIM BHIIE CHOCOO U CHUCTeMa
MOTYT MHNPUMEHATHCS HEe TOJbKO IOJid ODHaAPYXeHUs BTOPXeHUS. BMecToO
3TOTO, WM B HOONOJIHEHME K JaHHOW 1IeNM, ONMCAHHHEM CIoco® u
cucTeMa MOTYT OPMMEHSATLCSA B Lesdx OTCIJexXMBaHUA. HamnpuMmep, MOXeT
OTCJIeXMBAThCS TpadMk HOAHHHIX B CETM IaHHBEIX O0BLeKTa, TakoI'o Kak
opennpusaTe, LeHTp o00paboTky JaHHEIX, UM T.I. N9 KaXIOoTOo MM OJId
HEKOTOPBIX I[I0JIeM IIPOTOKOJIa MOoxeT OBTH ollpelesieHa MOJelslk, KoTopas
npencrapijserT cobom ©OeszornacHoe u Tpebyemoe padbouee COCTOSHUE.
AL TEPHAaTUBHO, BMECTO olpenejieHus 0O0e30lacHOTO Wi TpedbyeMoro
pabouero cocTOgHMS BapaHee, cucTema u/wim Crioco®, Kak OIMCAaHO B
IAHHOM JIOKyMeHTe, MOXeT I[IPMMEeHATLCS Ha OGase o0O0ydeHus, TaKuM
obpaszouM, MOesn, IoJlydeHHele Ha  Qaze  obOydeHusd, II0O3BOJIAIT
[IOJIy4YuTh OolMcaHue paboTe, B COOTBETCTBMM C TeM, KaK OHa
orclyiexmpaeTcsa. llepecsulaeMble HaHHEIE MOI'YT CcolepxaThb MHOOpPMALMO,
M3 KOTOPOM MOXeT OHTb II0oJIyueHO pabouee COCTOSHME, IIPU D3BTOM
TaKme IaHHBE IIPUMEHSITCS I obydeHms MozeJien oJis
COOTBETCTBYWIIMX I[IOJIEY MNPOTOKOoJia. Hampumep, B CeTu  HOaHHHX
IPpennpmuaTsa, MOXeT IepechllaTbCca MHoOpMalUMsa YyIpabBJIeHMSa, KOoTopas
OTHOCHTCSH K YacTOTe BpalleHUd OBUIATEJIeN, TeMlepaType PeaxkTOpoOB,
TUIPABIMUECKOMY HOABJIEHUMK, KakK BIpoOUYeM, U coobmeHusa 06 ommbkax,
BEIBOBEl INPOLENYPH, M T.H. Takue IaHHHE MOTYT OBTbL MCIOJL30BAHEH,
aubo IOJga CpaBHEHUSA C OpeldBapuTeJIbHO OIpeleJIeHHBIMM MOIEeJISMHU,
KOTOPEE OHNpenesssnT TpebyeMmMoe wm ©OesonacHoe pabouee COCTOsHME,
aubo nya  obydeHMs MOIeJIeM, M OTClIa HNOJydYeHMs cTaTtyca U3
MOoIeJiey Mo Mepe oByueHusa. OTCIEXMBAHME MOXET COIEpXaTh IPOBEPKY
COCTOAHUA «paboTOoCHOCODHOCTM» MNPOMBIIJIEHHOTO MNPEeINpUaTUsS WU
KOMITBIOTEPHOU ceTu [IOCPEICTBOM HabJIONeHN A 3a 3HaUEeHUAMU
HEKOTOPEIX IIOJIeM NpOoToKoJa (MM codeTaHMeM IoJIeM MIpOoToKoJa),

KOTOPBIE ABJIAKTCA BaXHBIMM IIJId alIIMVMHVICTPAaTOPOB cucTeMsl/ ceTu, u
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MOXET OIpPeIesyIaTh WHTEPEeCHHE COOHTUA KOMIBITEPHOM CeTU WK
npoluecca MNPOMEIIEHHOTO NPOM3BONCTBA, M T.n. CilemoeaTeJIbHO, TauM,
Toe B 2 HOAHHOM JOKYMEHTE I[IPMMEHSEeTCS I[IOHATHME  «KODHapyXeHUMd
BTOPXEHMSA», OHO TakxXe MOXeT IOHMMATbBCA Kak OTHOCcAmeecsa K
OTCJIEXMBAHUD.

KPATKOE OIIMCAHUE $UTI'YP

JONIOJIHMTEJIb HElE 5bdexTEl M OpUBHAKM @ M300peTeHMsa  OynOyT
ONMCAaHEl, JIMIIE B KadeCTBe [IpUMepa, CO CCEJIKOM Ha NpencTaBJIeHHOe
HVXE OIMCAaHMEe UM COMNPOBOIUTEJIbHEIE CXeMaTUUHBEE UepTexy, B KOTOPHIX
PaCKPEIBANTCHA HEe HaKJIaIelBaolme OTPaHUYEHUN BapMaHTEH
OCYUWEeCTRJIEHUA, OIPU DTOM:

durypa 1 cxemMaTHMuHO U30OpaxaeT IpMMEp CeTu Iepenauu
IOAaHHBEIX, COIepXaley CUcTeMy OOHAPYXEHMsS BTOPXEHUWS B COOTBETCTBUU
C BApMaHTOM OCYIECTBJIEHMA U30OPETEeHMHA;

durypa 2 CXeMaTUUHO nzobpaxaeT OB BUI CHCTEeMEl
OOHAPYXEeHUS BTOPXEHMS B COOTBETCTBUM C BapPMaHTOM OCYUECTBJIEHUI
nzobperTeHmns;

durypa 3 cxeMaTHdHO MzoOpaxaeT obumM BuUI Gaszm obydeHus
criocoba B COOTBETCTBMM C BAPMAHTOM OCYLECTBJIEHUS MU300peTeHMUd;

durypa 4 cxeMaTHM4dHO mM3o00paxaeT obumy Bun OGasel OOHAPYXeHUS
BTOPXEHMA crocoba B COOTBETCTBMM C BapMAaHTOM OCYUECTBJIEHUS
n300peTeHnd;

durypa 5 cxemMaTuuHO mM300paxaeT CTPYKTYPHYK CXeMy, IJiS TOTO
4TOOB NPOUJJIOCTPUPOBATE CHUCTEMY M CHOCOO OOHapyXeHMS BTOPXEHUS
B COOTBETCTBMM C BAPMAHTOM OCYHECTBJIEHMS MU30OPETEeHMUS.

INOBPOEBHOE OIIMCAHUE M3OEPETEHMSA

Ha ourype 1 wm300paxeH CXeMaTHMUHHM OOWMI BUI OIpMMepa CeTHu
nepenaun IaHHBIX c CUCTEeMOU obHapyXeHUsa BTOPXEHUS ons
KJIACCUPMLIMPOBAHUSSI COOBmeHMa IPOTOKOJA B COOTBETCTBUN C
BapMaHTOM OCYHWECTBJICHMS M300peTeHMs. B OaHHOM CeTM NepPCOHAaJIbHEE
xkoMneTepEl 14 m 15 (M padboume CTaHLMM) COEIMHEHBEI C CEPRBEPOM
13. Cerp wMoxeT OBTHL COeIOMHEHa C HUHTepHeT 16 uepe3 MeXCeTeBOU
sKpad 17.

B ceTu rnepenauy OaHHEIX BTOPXEHME WM aTaka MOXeT MCXOOUTH
oT MHTepHeT 16 MM OT I[NEePCOHAJBHOTO KOMIbITepa 14, KoT'ma OH

MHOMUMPOBAH BPEIOHOCHBIM IIPOTPAMMHEIM ODeCcleueHMeM.
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CeTp nepemauyy HOAHHEIX MOXeT OviTb ceTsio SCADA My MHOY CEeThI0
YopaJieHus [IpousBOICTBEHHEIM [lpoleccoM. B TakoM ceTy, YyHIpaBJIeHME
MAallMHHEIM  ODOpyIOOoBaHMEM 12 MOXET OCYWEeCTBJIATBECHA [OCPEICTBOM

INporpraMMHOTIO o@ecnequMH, 3allYIIEeHHOTI'O Ha YIOaJIEHHOM TePpMMHAJIEHOM

osoxke 11 (RTU), uamM Ha NPOTPaMMMPYyEMOM JIOTMUECKOM KOHTPOJJIEPE
(PLC) . IlporpaMMHOe of0ecIleueHMe, 3allylleHHoe Ha cepBepe 13 MoOxerT
OTHPAaBJIATH coobueHnda IPOTOKOJIA IpPOoTpPaMMHOMY obecreueHmn,

z3anyumeHdoMy Ha RTU 11. IlporpaMmHOoe obecnedenue Ha RTU 11 moxer
OTHNPAaBJIATE COODUEHMA NIPOTOKOJIa MalMHHOMY ODOpPYIOBaHUI, Ha
KOTOPOM Takxe MOXeT ObITb 3allylleHO NpoI'paMMHOe oDecIlleueHUe.
[lolb30RBaTENIE MOXET OCYWECTRBJISTH CBA3bL C CcepeepoM 13 uepes
nporpaMMHoe obfecliedeHMe, 3BalylleHHOe Ha IIePCOHAaJIbHOM KOMIbITepe
14 wmm pabouer cTaHuMM 15 [IOCPEenCcCTBOM OCYyHeCTBJIeHMS oOMeHa
cooBbleHnaMHn IpoTOoKOJIa MeXITY IPOTPAMMHEIM obecrieueHueM,
3anymeHHsEM Ha I[IePCOHAJIBHOM KoMIlkioTepe 14 wnm pabouey CcTaHUuuM
15, u rnporpaMmMmHsM ofecrieueHueM, 3BallyleHHEM Ha cepepepe 13.
Cucrema 10 oBHapyXeHMS BTOPXEHMS MOXeT OHTH pa3MeleHa
Mexny RTU 11 m ocTaBmemcs yYacTbl CceTM, KakK IIOKasaHo Ha ojurype
1, wimm Mmexny RTU 11 u mammMHHEM OfopyloBaHmeM 12 (He IIOKaszsaHo) .
Cucrema 10 oOHapyXeHMS BTOPXEHMS MOXET M3BJIeKaTh COOOIWEHUS
IpOTOKOJIa M3 CeTy I[eperadm IOaHHBIX, OOMEH KOTOPBIMM  MOXET

OCYyWeCTBIJIATBECA MeXOy IMIPpOoI'vaMMHBIM obecrieueHueM, 3allylileHHEIM Ha

[1IepPCOHAaJIbLHOM KOMIIBIOTEPE 14 ZRpN71 pabouen CTaHUUU 15, 171
nporpaMMHEIM  ofecrieueHmeM, BallylleHHEIM Ha cepBepe 13, Mexny
IPOTPaMMHEIM obecrneueHueM, 3aryieHHBM Ha cepsepe 13 "
NporpaMMHEIM ofecrnedeHuemM, 3BamnymeHHelM Ha RTU 11, wiu wmexny

IpOoTpaMMHEIM obecnedeHreM, 3anymeHHeEM Ha RTU 11 u #OpoTrpaMMHBIM
obecrieueHuem, 3ayleHHBM Ha YCTPOMCTBE obpaboTkM IOaHHBIX
MallMHHOTO obBopymoBaHusa 12.

[I[POTOKOJI CBABM MOXeT OBTh ONpenesleH B KaudecTBe (QOopMaJibHOTO
onMcaHmsa LIMOPOBEIX QOopMaTOR CoOODWEeHMS OPOTOKOJa M NOpaBuil IJd
oOMEHa 3TUMM COODUWEHMAMM B MM MexXndy (IporpaMMHEIM ODeCliedeHMEM,
3anylleHHsEM Ha) BBUMCIMTEJIBHBEMUM CUCTeMaMu. I[IpOTOKOJI CBSA3UM MOXET
BKJIOWATL B cebsa  onmMcaHmMsa  IJs  CHMHTAaKCcuca, CeMaHTUKM, "
CHHXpPOHMBaUuM CcBaA3Mu. CooOBWEeHMA NPOTOKOJa Ha NPUKIIaOHOM YPOBHE B

ceTr Irepenadry ITaHHBIX MOT'YyT conepxaThb OOHO wIu 0OoJjee I1oJidg,
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KOTOPEIC MOT'YT XapaKTepns3oBaTbCHA X TUIIAMV IOAaHHBIX . HaanMep ’
IoJie MOXEeT OpencTaBJISThL Co00M BCK IJIMHY COODMEeHMs, C UYMCJIOBBIM
SHadYeHVEM WJIM CTPOKOBBIM 3HAYECHMEM.

UeMm OoJblie mMHOOPpMaALMM O COOOWEHMAX IPOTOKOJAa, TeM MOIellb,
ONMCEIBAKIAS HOPMaJIbHOE, IONYCTHMMOE MIM CBODOIHOE OT BTOPXEHUS
coofueHMre OPpOTOKOJa, MOXET BKJKYATH B CcelOa OoJyblie mMHOOpMaALUM O
HOPMAaJIb HEIX i OOITY CTVIMBIX SHAUEHMAX KaXIooro II0JI4A HpOTOKOHa
KaxXImoro CoofmeHMs OPOTOKOoJa, OOMEH KOTOPEIM OCYIECTBJISETCS B
ceTu nepenauum IOAHHBIX . BaTeMm MOLOeJib MOXeT OBIT b MCIIOJIBE30BaHa
(HanpuMep, B pexuMe pealjlbHOT'O BPpeMeHM) OJId KJIaCCUdMUMPpOBaHUS
COOBmEeHMN TPOTOKOJIa M3 XUBOTO Tpabwka HAHHEIX B CeTH Ieperaun
IOAaHHBIX oJid OOHAPYXEHUA AHOMAJIUM, T.E., yero-Hubyan, uTo
OTKJIOHAETCHA OT HOPMAJIBHOI'O IIOBEIOEHMA CeTUM IlepeldadM HaHHBIX, Kak
OHO OIMCEBaeTCA MOIeJIbIo.

durypa 2 IOoKal3plBaeT «CXeMaTHuHBEM — ofmmMy  BMUI 2 BapuaHTa
ocymecTriyieHnss cucTemel 10 OOHAPYXEHUS BTOPXEHMS B COOTBETCTBUM C
BapMaHTOM ocymecTsJyieHus wmz3obperenus. Cucrema 10 oOHapyXeHUS
BTOPXEHUS comepxuT ©6Jiok 21 CUHTAKCUUECKOI'O aHajMz3a CeTeBOTO
[IPOTOKOJIA, BHIIOJIHEHHOT'O C BOBMOXHOCTBIO M3BJIEUEHMS, I[10 MeHbIen
Mepe, OIIHOT'O T[I0JIg IIPOTOKOJIa M3 COoOobmeHMs IIPOTOKOoJa (HarnpmuMmep)
IPUKIIAOHOTO YPOBHS CeTu Ilepenaum HgaHHelx. Ha odaze obyuyeHusd,
cooBumeHnsa IIPOTOKOJa MOI'YT OBITHL I[IOJIYUEeHB M3 CeTuM uyepes BBoOO 25.
Biok 21 CHMHTAKCHUMUYECKOT'O aHajM3a CeTeBOI'0 I[IPOTOoKOJjia MOXeT OHTb
MCIIOJIbL30BAH BO BpEeMS OILMOHAJBHOM (azp OOyUeHMus, KaK BIpoOUYeM, u
BO BpeMs OBBIUHOM  PaboTH CUCTEMEI OBHAPYXEHUS BTOPXEHUS .
MudpopmMaumsa 00 MBBJEUEHHOM COODWeHMM IPOTOKOJIa MOxXeT  OblTh
epecyiaHa MamyHe 23.

Cucrema O@HB.py)KGHMFI BTOPXEHMSA IOOIIOJIHUTEJIBHO COImepXxuT
MammHay 23, Habop 26 Momeyew m Oiok 25 ofpaboTkm Momenm. MammHa
23 BEIIIOJIHEHA C BO3MOXHOCTREI aCCOUMMPOBAHMSA W3BJICUEHHOI'O IIOJIA
OPOTOKOJIa C MOHEeJIbI0 HeKOTOopOoI'o THulla MOIeJM, BHOPaHHOM Ha
OCHOBAHUM TMUIA JIAHHBIX W/UAM CEMaHTUKM I[IOJIS NPpOoTokKoja. g 3ToM
eJyy, MamlMHa CONEPpXUT WM UMMeeT IOCTYyNl K Habopy 26 wMomeyen.
MamyHa accouumMpyeT M3BBJIEUEeHHOe II0JIe IIPOTOoKoJla C  MOIeJbio,
KOoTOopas ABJSeTCHS KOHKPETHOM OJd IOaHHOT'O  IIoJIg  I[IPOTOKOJa,

HanpyMep, KOHKPETHOM IJia Tula [IO0JIS IaHHBX W/WIK ceMaHTuxku. C
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3TOM Lejsbl, Habop 26 MoIesey COONEPXUT paszHble MOIesy, IpudeM
Kaxzmas MOIeJib IJiSs KOHKPEeTHOT'O OIHOTO (wnm ©OoJjee) m3 [HOJey
nporokoJia. Ha o¢aszse obOydueHmsa, MalMHA MOXET, B Clydae, KoI'ma IJid
M3BJIEUEHHOT'O IOJIA NPOTOKOJIa elle OTCYTCTBYeT HOCTYIHasa MOIelb,
cOo3maBaTb MOIEJIb IOJIA M3BJEUEHHOT'O IIOJIA NPOTOKOJIa M HOOAaBJIATE €e
B Habop Mozmemyewm. MHPopMauusa OO0 MIBJIEUEHHOM IIOJI€ INIPOTOKOJIa MOXET
OEITE IHepecyiaHa OJoKy 24 oOpaboTkKM.

Brnok 24 o00paboTkm 3aTeM JejlaeT OLeHKY TOor'o, CcoIJjlacyeTcsa
MM HeT M3BJIEUeHHOEe I[OoJle I[IPOTOKOJa ¢ MOIEeJblon, ¢ TeM, UYTOOH
OL€HUTHEL, MOXeT VI HEeT CUuyiTaTbeCHAa BTOPXECHVEM CoOmepXxmMoe
M3BJICUEHHOTO I[IOJIA [OIPOTOKoJa. Ha @daze oOydeHMa, MOIEJb MOXET
OBITE OOHOBJIEHA C MCIHIOJB30BAHUEM COIEPXMMOTO M3BJIEYUEHHOTO I0JISA
IPOTOKOJIA. BJlok 00palOoTKM MOXET BHBOAOMTE COODUEHMA UYepes BHEXOL
27.

Cucrema ODHaPYXEeHUA BTODPXEHWA MOXET IOTIOJIHNTEJIBHO
coepXaTb WMCIOJHUTEJIbHEM OJIOK 22 1IJid TI'eHepUpOoBaHMUs CcHUI'Haja
OBHApPyXeHMA BTOPXEHMHA B Cciydae, KoIja (3HadeHue) II0JIe IIPOTOKOJa
OBLIIO VMASHTUOMLIMPOBAHO B Kauecrse BTOPXEHUA, T.e. Kak
Haxonsumeecs 3a IpenejsaMu ©OeszonacHoM  objacTy, ornpenessaeMon
aCCOLUMMPOBAHHOM MOIeJIbl. B oTBeT Ha I'eHepupOBaHME CUI'Haja
ODHAPYXEeHUSA BTOPXEHUS, MOXET OHITE BEIIIOJIHEHO nenicTeue
ODHapyXeHMA BTOPXEeHMHA, HalpuMep, coJepxallee Bh30B OIOBEIEeHUSa O
TPEeROTe, OUILTPALMIO IIakeTa INaHHBIX WM I[I0JIS IIPOTOKOJIa (TeMm
caMblM, HalpuMmep, yaaJjsad DakeT JaHHHEX WM IIoJle IIPOTOKOoJa) .
CurHajy OOHapPYyXeHMs BTOPXEeHUI TakXe MOXeT OHTh CIeHEePMPOBaH B
crydae, Korma BOJIOK CUMHTaKCUUEeCKOT'O aHamnmsa He MOXET
MOeHTUOULIMPOBATE IOJIe IIPOTOKOoJa (WTo [nompasyMeBaeT, UYWTOo IakKeT
IDaHHHIX He COIJIaCyeTCs C IPOTOKOJIOM), M/uiamM B ciyuyae, Korzma OJIOK
00paboTKM MOIeNiM BO BpeMsa onepaumm OODHAPYXEeHUS BTOPXEHUS He
MOXET acCcouMypoBaTh MBBJIEUEHHOE IIO0JIe IMNPOTOKOJla C MOIEJBD U3
Habopa (4YTo mOpenmnosyiaraeT, UYWTO MaKeT [OaHHBIX HEe COIEPXUT I[0JId
IPOTOKOJIA, KOTOPBIE IepenalnTcd HOPMaJIbHEIM oOpasoM) .

Ilmgs xaxzmoTro Mojid  OpoToKoJa, MCNOJIE3YyeTCS  KOHKpeTHasd
MOIEJNb, MNPEeANOUYTUTEJIBHO C MCIOJb30BaHUEM OTJIMUHOM MOIENM IIJIS
KaxIoro OTJIMYHOTO IIOJSA MNPOTOoKoJla, TakuM oO0pasoM, UYTo HauboJsee

cnTrTmMaJibHasda OLIEHKa MOXeT OBITH BERIITIOJIHEHA JJIA KaXxXIooIro 1oJI14d
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NIPOTOKOJIa, TakK YTO MOIesb, KOTOpasd CIeUMajnbHO MNpenHa3HadeHa IJida
MAaHHOTO MOJIA OPOTOKOJa, MOXET OHTh MCIOJb30BAHA IJIS OLEHKM MOJIA
IPOTOKOJIA .

B  BapuaHTe OCYWECTBJEHMd, MONeJu ObUIM [NOCTPOEHH  C
MCHOJIb30BaHMeM, [0 MeHbuelM Mepe, IBYyxX TUIOB MOOeJNK, [pU 3STOM
MEepBEIA TUII MOIEJM, [0 MEeHbmel Mepe, U3 »OBYX TUIOB MOASJHU
ONTMMM3UPOBAH OJsa (uam paboTaeT TOJbBKO OJA) [IOJA [OIPOTOKOoJa C
MEepPBLM TUIOM IAHHEIX U IPY STOM BTOPOM TUN MOAENM, [O MeHbIeH
Mepe, M3 IOBYX TUIOB MOIENM ONTUMMBMPOBAH IJIA IOJS NPOTOKOJa CO
BTOPLIM TMIIOM IaHHEIX. 3TO MOXET OHThH CJIydaeM, KOTAa MepPBEII THUII
MOIEJM ONTUMMIUPOBAH MJIS [OJA NOPOTOKOJa C OIHUM U3 TUIOB:
UUCJIOBOM TUN HAHHHX, CTPOKOBEI TUN HNaHHEIX WM IOBOWMUHBI —TUI
MaHHEIX, & BTOPOM TUI MOIENM ONTUMUBMPOBAH IJIA MOJIA NPOTOKOJNA C
OPYyTUM Y3 TUIIOB: YMCJIOBEIM TUIIOM [AHHBIX, CTPOKOBEM TUIIOM [&HHBIX
VIJIVI IBOMYHEIM TUIIOM IAHHBIX .

HanpmMmep, mia 3HadeHua nona Al mporoxona ¢ UMCHIOBHIM THIOM
TTaHHBIX, MOXeT  OHTb  I[IOCTpOeHa  MOIelb M-I-41, KOTOpPad
npejHasHadYeHa [JIS ONMCAHMA UMUCIIOBHX 3HaAdeHui. JJId 3HaAdeHus I[10JId
42 nporoxosa ¢ UMCJIOBHIM TMIIOM IaHHBIX, MOXeT OBTHL [NOCTPOEeHa
Momesie M-I-42  xoropas mnomoGHeM of6pa3oM IpenHasHAueHa IJd
ONMCAaHMA UMCJIOBEIX SBHaueHmit. Jna sHauenusa nojs 42 nporoxonma co
CTPOKOBBIM TUIIOM HAHHEX MOXET OHTbL [OCTpoeHa wMomens M-S-43,
KOTOpPas ONTUMMBMPOBAHA MOJIA WM NOAOTHAHA MJIA ONUCAHMA CTPOKOBHIX
3HayeHuM. Momenm nAJid pasHeX [oJieM [OPOTOKOJa, KOTOPHE MMenT
ONVHAKOBHIA TWUIN HaHHHX, Hanpumep wMomemm M-I{-Al y M-I-A4A2  yorpyT
BLITH MOCTPOEHE, C MCHOJb30BaHMEM OIMHAKOBOM AapXUTEKTyps MOOeNH,
HO C pas3HEM coIepXaHMeM (HanpuMmMep, IpyToil HOMNyCTUMEII OMANasoH,
opyror Habop wiy Habop IJONYyCTUMMHEIX B3HAYEHMM, M T.IO.), C TeM
uTOBL BEHPA3UThL pazimuusa Mmexny nonamm 4l 1 42 pporoxona.

CilemyeT MNOHMMATL, UYTO MOIEJb C TUIOM MONENM IJia ONUCAHUS
UMCJIOBBIX ~ BHAUEHMM ¥ MOHOEeJb C  TUIIOM MONEJM,  OIMCHBAKIMUM
CTPOKOBHIE 3HAUEHUA, MOTYT OBITh Jydlle MWIM ©Oojiee TOUHH [IPU
OMMCAaHUY BHAUYEHMUM COOBWEHMS MNPOTOKOJAE, COIEPXKAWEeTro KaK UUCIIOBHE
3HAUEHMUA, TaK U CTPOKOBBIE BHAUEHMS B CBOMX I[OJAX [POTOKOJA, UEM

ellviHad MOoIeJlb, KoTopasd oymerT OINTUMMIVIPDOBaHa IJiAd OIIMCaHMA BCeX
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3HAUYeHuY, KaK UMCJIOBHX 23HAUYEeHUM, TakK M CTPOKOBHEIX 3HAUEHUM,
coofmWeHrsa OPOTOKOJA.

Cucrema 10 oOHapyXeHMS BTOPXEHMHA MOXET OBTH BHIIOJIHEHA C
BO3MOXHOCTBK IIOCTPOEHMSA MOINeM BO BpeMmda ¢aszel oOyueHuda. Padora
cuctemel 10 oOHapyXeHMS BTOPXeHUS UM CHoco® B COOTBETCTBUM C
BapraHTaMu OCYIECTBJIEHUSA n300peTeHnsd OynoyT IOOIIOJIHUTEJIbHO
ONMCAHEl CO CCBUIKOM Ha ouryper 3 u 4. OQurypa 3 CxXeMaTHUYHO
WIInCTPpupyeT das’y obyueHus, a ourypa 4 CcxeMaTUMUHO WIJINCTPUPYET
bazy OOHaApyXeHMHA BTOPXEHMUA.

Ha o¢urype 3, OBLIM CXEeMATHMUYHO M300paxeHel 3Tanel  (Qasm
oBbyuenus: Oran al: CHHTAKCUUECKMM aHaaus Tpadbuka DaHHEIX IOJI4
V3BJIeUEHUS, IO MeHBUIIeW  Mepe, OOHOTO IMOJIA I[POTOKOJa  IJjsa
IpOTOKOJA, IPUMEHSIEMOTO B Tpaduke IaHHBIX . Sran az:
aCCoUMMPOBaHMUEe MIRBRJIEUEHHOT'O I10JIS [IPOTOKOJIa C MOJesbl OJjs I10J4g
[IPOTOKOJIAa, IIPpUYeM MOIelsibio BeIOpaHHOM M3 Habopa Momesen,

Srarn a3: B ciyyae, Korza HEBO3MOXHO BBEIITOJIHUTb
accouMmMpoBaHmMe C CYWMEeCTBYOIMMM MoIessaMu u3 Habopa Momesien,
cozJaHme HOBOM MOIeJiM IJIiS MU3BJIEYEeHHOT'O II0JIg I[IPOTOKOJIa U
nobBamijieHMe HOBOM MOJIesnm B Habop wMmopesey. Orarn ad: obOHOBJIEHUE
MOZeJIM  IJIS  M3BJIEUYEeHHOI'O  II0JIS  IIPOTOKOJIa C  MCIIOJb30BaHMeM
COOEPXMMOT'O MIBJIEUEHHOI'O I10JIA [IPOTOKOJA.

B unejsioM, coofmeHMe IIPOTOKOJIA MOXeT COIepXaThb IIPUMUTHUBHEE
[10JIS TIPOTOKOJIa M COCTaBHHE II0Jig I[poTokojsa. CocTaBHOe I10Jie
IpOTOKOJIa COIEepPXUT IBa wiaym OoJjiee II0JN0JISa IIPOoTOoKOoJa, Kaxioe wus3
KOTOPEIX MOXeT OBTE [IPUMMUTUBHEIM IIQJIEM TIIPOTOKOJIA WMJIM COCTAaBHBIM
moJjieM IpoTokoJsila. TaxkuMm oBpaszoM, MOXHO CKaszsaTb, YTO CoOoDleHue
IPOTOKOJIAa COIEPXUT IOPEBOBUIOHYIH CTPYKTYPY IHOJIeM OPOTOKOJA.
Hanpumep, B CcoobDmeHWM OPOTOKOJIa COCTaBHOE IoJle [IPOTOoKOoJa

«msg _body» (Tejyio coofueHra) CONEPXUT NPUMMUTHMBHOE IIOJIe MNPOTOKOJa

«msg_ len» (onmHa coobumeHmusa) u cocTaBHOE noJe IPOTOKOJIA
«msg_ data» (maHHHEE coobmeHmsg) . CocTaBHOE noJjie IIPOTOKOJA
«msg_data» MOXeEeT comepXaThb IPUMM TUBHEIE noJisa IIPOTOKOJIA

«msg_typeA» (coobueHre Twumna A) u «msg typeB» (coobueHMe Tua
B) . B IDaHHOM IOKYMEHTe TIIOHATHUE  «II0oJle IIPOTOKOJa»  MOXeET
OTHOCHUTHECS K JIOOOMYy MNPMMMTMBHOMY IIOJIIO NPOTOKOJIa Ha JIIOOM YyPOBHE

TakoM IPEBOBUIHOM CTPYKTYPH.
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PazHele TuHHOE MOIOENM MOT'YyT OBITH MCIOJB30BaHE. HanpuMmep, TUIl
MOIOeJM I[IOJIA [OIPOTOKOJIa MOXeT, HanpuMep, OBHTb OOHMM M3 TUIOB:
UMCJIOBBIM TMIIOM MOZIEJIM, CTPOKOBBIM THUIOM MOIOEJM MM IBOWMUHEM
TMIIOM MOZIesu. B ciaydae, KoI'ma oOOHapyXmupaeTCs, UYTO M3BJIEUYEHHOE
[oJjie OPOTOKOJIa COINEPXUT UYMCJIOBOE 3HAUeHMe, UKCIJIOBOM THUI MOIeJU
MOXeT OHTb OPMMEHEeH OJfg [DOJia INIPpOoTOoKoJa. B ciaydae, korza
obHapyXxmBaeTcHd, YyTo VBBJIEUEeHHOE noJie IPOTOKOJIa CONEPXUT
CTPOKOBOE 3BHAUEHMEe, CTPOKOBOM TUII MOIEJIM MOXeT OHTH [IPUMEeHEeH
IJIS HAHHOT'O IMOJIE HNPOTOKOJa. BO3MOXeH CJiydal, dYTO (HalpuMep, B
TEKCTOBOM IpOTOKOJE) , Korma Ha daze oOydeHUs OJIOK
CHMHTaKCHUUEeCKOT O aHanmsa CeTeBoOT O IpoTOKOJAa HecnocobeH
YCTaHOBUTE, KaKMM  THIIOM  JaHHBIX  ABJISEeTCS I[IOoJle IIPOTOoKoJa,
UMCJIOBEIM TMIIOM HAHHEIX MM CTPOKOBBEIM TMIIOM IaHHEIX, TO MOIEJIb
IOIBOVYHOI'O THUIa IOAHHBIX IpUMEeHAeTCs B KadecTee Boree
YVHUBEPCAJIbHOT'O THuIla MOIeJsM.

Kak  oOBACHEHO BBILE, Habop  MoIeJsyieM  MOXeT comepXaTh
COOTBETCTBYKNIYID MOIEJb IJIS KaXZoI'o I[10JIg IIPpOTOoKoJla. Mojmese s
[10J1s1 IMIPOTOKOJIa C UYMCJIOBEIM TMIIOM HOaHHEIX MOXeT OBThL I[IOCTPOEeHa I10-—
ompyroMmy (T.e. MOXeT ObBTH APYT'OT'O BMIa MM C OPYTOM apXUTEeKTypOon
MOoIeJi) , dYeM MOoIeJlb IJIS  II0JIg  IIPOTOKOJIa CO CTPOKOBBIM THIIOM
HaHHBIX . [[OCKOJIBKY MOIEeJM MOI'YyT OBITbE OITMMM3MPOBAHB IJIS KaXIOI'O
THUa [JaHHHX, TO MOIEJIb MOoXeT OvTh ©oJjiee TOUHOM IIPU OIMCAHUU
HOPMAJIBHEIX, JOIYCTUMEIX MJIM CBOOOIHEIX OT BTOPXEHMS COODIEeHUMN
IPOTOKOJIa, UYeM MOIesM, KOTOPhEe He YUMTHBAKT TUI IaHHBIX I1OJIeM
[IPOTOKOJIA .

[lopuMepEl pPasHBIX BUIOB TUIIOB MOIENM OJIS Pas3HBIX BUIOB TUIIOB
OAHHBEIX OOBACHATCH HWXe. [JId UMCIJIOBBEIX TUIIOB OaHHEIX MOTYT OHBITH
NPUMEHEeHH IOBa TUIa MOIeny, NEepPBE OJS [IOJIEVW  TIPOTOKOJA,
NpencTapIanmmMx CcoBoM IJIMHHE, & BTOPOW IJid I[oJel [OpPpOoTOKOoNa,
NPenCcTaBIanmIMX COO0Y MIepeuuclieHUs .

Ecay 1noJjle I[NpOoTOKOoJa  [NIPpelCcTaBJisgeT coboy  mepeumnclieHUe
(HanpuMep, HaBOpP SBHAUEHMM), TO MOIEeJh MOXeT comepxaTh Habop S
CO BCeMM BHAUEeHMSIMY IO0JIS IPOTOKOJa, KOTOpeEe OBIIM WM3BJIEUEHE Ha
baze oOyueHusa. Ilocsie Hauajla ¢ OycTeEM HabopoM, BO BpeMsa OQasw
oOydeHusa, KaxIoe BHaudeHue, KOTOoOpoe WISHTUOUUMPOBAHO HOJA IIOJHA

IpOTOKOJa, MOXeT OBTh »nobaBJjieHO B Habop. Ha odazse oOHapyxeHUs
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BTOPXEeHMA, COODlleHre IMIPOTOKOJa MOXeT OHTb KIaCCUPULUMPOBAHO B

KauecTBe aHOMAaJIbHOT'O, Korma 3HaUEeHUE COOTBETCTBYKRIEIO

OINpEeneJIeHHOI'O IOJIA [IPOTOKOJIa He [ABJIAETCHd, HalpuMep, YacTbi
cr

Habopa *~ .

Ecny r1roJjie MpoTokoJia IpencTaBiseT coboy IiMHYy, TO MOIellb
MOXeT OBTh IIOCTPOEHa Ha alnpoKcuMallMy pacrpenesyieHrs 3SHaUYeHUN
roJjis MPOTOKOJa BO BpeMd (a3 obyueHusa. Bo BpeMms Gaszw obydeHus,
cpenHee # u mucnepcus o annpoKCcUMalMKy pachopeneyieHusa MOTYT OBITH
BEIUMCJIEHEI Ha OCHOBAHMM BHIOOPOUHOTO CPEeIHEeIro WM BHOOPOUHOM
OVCIepCry M3 BCEeX BHAUEeHUM, KOTOpHE OBUIM OINpPeleJIeHH B KaueCTBe

COOepPXMMOTI'O IOaHHOT'O IO0JIA IIPpOTOKOJIA. C noMouwbn cpengHero H u

Ircriepcmm a AliripOKCMMaUuMmM paclipegeJsiedrd, MOXeT OBITE BBEUMCIIEHA
BepPpOATHOCTE JJ1A BCeX BHAYUESHUN . Bo BpeMA @aBbI O@HaPYDKGHI/IH
BTOPXEHMA, Ko oa BEPOATHOCTDB ornpeneJIeHHOIr' o SHa4YeHMA I10J14
IIPOTOKOJIa MeHbIIe 3aaHHOI'O IIOPOoIroBOIO 3Ha4YeHUuHd, coobueHue
nIpoToKoJIa C HOaHHBIM 3HAa4YeHMEM MOXeT OBITH KﬂaCCM(l)MLU/[pOBaHO Kak
aHOMaJIbHOEe .

MonmyJiib IJ1d I10JI14 IIPOTOKOJIa JIOTMYECKOTI'O THIiIa MOXeT,
HallpyMep, OTCJIIEXNMBATb JIOTMYECKOEe SHa4YeHue, YCPeIOHeHHOe I10
HEeKOTOpOMYy KOJIMYeCTBY o6pa3u0}3 u CpaBHUMBATH YCPEeOHEeHHOEe
3HadYeHue C npeneapmTesIbHO ornpeneJyieHHbBIM INOPOIT'OBEIM 3HAUWEHMEM.

[lpyMep TakoM MOIEeJM OIMCEBAETCS HMXE:

Ds
Bo BpeMdA @aBbI OBYyUYEeHMAa BHUMCISETCS BEPOATHOCTbL ** TOI'O,

gTo 3HaAUecHUEe I10JIA COOTBETCTBYET BHAUWEHUID «KUMCTHHAaA», )%

PF(1-Pt)

BBIUMICIIAETCA BEepOATHOCTD TOITO, gTo 3IHaUeHNre I10JiA

COoOTBRETCTBYET 3HAYEHVI KIJIIOXbB>» .

2 - Bo Bpemsa OfOHaApyXeHMUS BTOPXEHMS paccMaTpuBaeTcs
IOCJIeIOBATEJIBHOCTE M3 #  o0pasucB OJjs8 SBHAYeHUs T[IO0JId U 3aTeMm
BHUMCJIISETCH OMHOMMHAJIbHA S BEPOSITHOCTE HaBJIOIeHUS TAKOM
[OCJIeNOBaTENEHOCTY SHAYEHMN, IJId samaHHoro ff u 7 . RBarem

BEPOATHOCTE CpPaBHMBAETCHA C HEKOTOPEM IIOPOI'OBEIM 3HAYECHMEM ﬁ, 12

r_obpasya <t

BEIBEIBAETCH OIIOBelleHMe O TpeBpore, eCclu Hamnpumep,

NPEenIoJIOKKM, dYTO BO BpeMmd Qasel oOydeHMs Mel HabJomanM OIMHAKOBOE

% Pi~1i2 Ff~12
KOJIMYECTBO SBHAUEHUN «UCTMHA» ¥ «JIOXb». Torma 7 . Mu
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YCTaHOBWIN IOPOTOBOE 3HaUYeHUES BEPOATHOCTHU i
[IOCJIeNOBaTEeJIbHOCTEN nu3 5 3HAYEHUN  pPaBHOU 0,1. Teneps,
IPEeOnoJIOXVIM, 4TO BO BpeMda (asol  OOHAPYXKEHMSA  BTOPXKEHUSA  ME

HabJiomaeM I[NOCJIeIOoBaATEJIbHOCTL [JIOXb, JIOXb, JIOXb, JIOXb, JIOXb] .

soy = Plucmusa = 0) = 0.03125 < 0.
BuHOMMHAaNbHAS BepoaTHocTy F-dfpasey=Plucmuxa=0)=003125<01 g opyq0y

Ccrlydae Mbl BBEIBBIBAEM OlOBeleHMe O Tpepore. llpuMmep Tula MOOenmM ojda
CTPOK, KOTOPEI MOxeT obpabaTeiBaTh CcTpokm ASCITI wm  HOHUMKOI
onmceBanTcsa Hmxe. CHauajJa, OIMCBEBaeTCd TUII MOIEeN M IJIsSs CTPOK
ASCITI.

Turn  mozmesnm s CcTpoky ASCII comepxuT nOba JIOIMUECKUX

{Eyras)

SHadeHd WM CIHMCOK. HepBoe JIOTMYEeCKOe 3HadeHNre IIPMHVIMaeT

IHadveHue KMCTUHA», eCJin MEL B IOIVM OYKBHI, BTOPOE Jiorydyecroe

snauvenme WY ppympvaer  sHaueHMe  «MCTMHA», eCiM  MBL BUINVM

{cumsonvy)

umudpsl, a HaboOpP creIuT 23a BCeMM CHUMMBOJIAMM, KOTOPHE MEI

BUIOVIM. JJis 3amdaHHOT'O CTPOKOBOTO I[OJA §, onNpenessercsa OQyHKLUIA

f”’, KOTOpas raeT OTBeT Ha TO, COHNepXUT JIM CTpoka OYKBH, YMcCIa
Y Kakye CHUMBOJIEI. Harpumep, IJig CTPOKU «II0OJib3oBaTernaMa?#!» Mel
ViMeeM :
Bykewl:  ucwmuRa
F("noavaveamensiaa ") = yudpn:  goxce
CUMECADY . {! J#, 7]
Bo BpeMa Gasm oOydeHusd, BamaHHas CTpoka S wmomesu M

OOHOBJIZETCH CJlelyplM 00pasoM:

ByKan M Eyxser v f(5).Eyusnr l

M =19 yudpon Myudpur v F(8)yudpnr
cusmeonvt. M cuseoaei O f(S}.CI&MSOEMJ

3HakKy CTPOKM OLEeHMBAKTCHS OIMH 3a ApyIuMm. JJdg Kaxaoro 3Haka
MalmHa I[porepsgeT Tuil, M B Ccliydae, KoI'Ja 3Hak daBjageTrcsa Jambo
oyxkepoy, Jgubo umbppor, wmMammHa OOHOBJISET MOIEJIb COOTBETCTBYIMM
obpa30M HOCPEICTBOM YyCTAHOBKM COOTBETCTBYHIETO (Jjlara B BHaueHUE
«MCTUMHa». B ciydae, KoI'Jla TEeKyIMM =Hak gBJIgeTCcsS CUMBOJIOM, OH
nobamjygeTcsa B TekKyumd Habop CHMMBOJOB. B ciydae, Kor'Za CHMMBOJI
yXe TNpUCYTCTBYET, OH IOBaxXIel He nobamideTcd.

Bo BpeMmsa Gasel OOHapyXeHMS BTOPXeHMsa, OIS BalaHHOM CTPOKU

§, MOXET BEIBEIBATBLCA OIOBEUIEHME O TpeBoOoIl'e, €CJM:
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(f(s) Byrevr A =M Byxevr) v
(Fls)yudpor A~ M yudpn) v

{ f(8).cumsonn @M cureonsr)

3HakKy CTPOKM BHOBB OlEeHMBAKTCs OIMH 3a Ipyrum. I[lpouecc
[IPOBEPKM ABJASETCA TNpaMeEIM. ECiIM TexyumMy 3HaK gBjgeTca  Jmubo
dykpoy (nmbo umbpoy), MammHa IpoBepsdeT, HabmoIaIMCh JIM paHee
3Haky Oykebel (MM uMOpPE) IOJs8 3alaHHOTO 1oJsa. Korjma nposepka
[IpOoBaJIMBaEeTCsa, BH3HBAETCS OIOBeEIleHMe O TperoIe. B ciaydae, korzna
BHAKOM fABJISETCsS CHUMBOJI, MallMHa TIIpOoBepseT, UYTO 3alaHHBM CHUMBOJI
Habmonasca no »Toro. Korjga maHHas I[IpoBRepKa IpoRajiMBaeTCcHd,
BBEIBBIBAETCS OIIOBElleHMe O TpeBore.

B Hauasle, Momenb ¥ onpemensdercsa crenyomMM OBpasOM:

OVKEW . ACHCH
M =9 yudper. noxce
curgon 4

IpyTom mpuMep Tuia MOOesJM nOJs CTPOK, KOoTopas MOXeT OHTb
MCIIOJIB30BaHa IJid CTPOK [HMKOIN, ONMCHBAaETCsa HMxe. g CTPoOK
Oumkon, METOIMKA MOIEJMPOBAHMS M ODHAPYXEHMS  MOXET OBITH
aHaJIo'MuHa MOOeJMPOBAHMUI IJjid CTpok ASCII. 3HaxM IOHMKOL, KOTOPEHIE
He gaBjaaApTca ASCII, paccMmarpupalTcsa Kak Oyxsel ASCII, T.e. eciamu
CTpoKa  CcomepxmMT  3HAK  IOHMKON,  JIOTMYeCKoe  sHaueHme  REW
YCTaHaBJIMBAETCHA B SHAUEHUE «KUCTMHA». B »OONOJHEHME S3aloOMMHaETCH
Habop cueHapuer OHMKOD (HanpuMmep, JaTuHCKUM, KUPUIIIMUECKUN,
ApabckuM) Kak BUOHO BO BpeMmsa ¢Gasel obyueHus. C IIOMOMbLI JaHHOM
OOINOJIHUTEJIbLHOM nHbopMaLK obHapyxuBaeTcsd, HalpuMmep,
OPUCYTCTBYIT JIM B CTPOKe CTpaHHee BHaky OHMKORD (koTOPEIE
BOBMOXHO IMPMHAOJEeXaT K IPpyToMy CleHapuio, 4YeM Te, KOTOPHEe BuIesu

Ha ¢pase obBbyueHuda) .

Bojiee nompo®HO, IJid BAOAHHOTO CTPOKOBOTO nojsa ¢ OHMKOD, MH
onpenengeM OQYHKLMIO f%”, KOTOpad TOBOPMUT O TOM, COOEPXUT JHU
cTpoka OyKBH, LMQPHE, KaKMe CHMBOJE M Kakue cleHapum OHMKOI.

Hampumep, IJig CcTpokxu «mu3dsoafa?#!» mel uMmeeMm:

Eyrent: LCmLH

. L . yudpve: AOXHCH
F("mu3scafa ") = S
CUMECBL {L#,7

cyenapun . namurckug |

Ina crpok Hukon Mmomens M yHMUMAIM3MPYEeTCS M OBHOBIAETCH



30

IIocpenCTBOM BEHIIOJIHEHMA TOWHO TaKMX Xe WM IOOOOHEIX OHepaLLI/Iﬁ,

urTo ¥ mia CcTpok ASCII m nocpencrtsoM oO0OpaloOTKM HOOIOJIHUTEJIBHOT'O

OIS " eyenapuu’

, TIOMOGHO MOoJuo CuMsoss’

HexoTOpsM MHOMNOJHUTEJILHEM IpYMep IJiS TuUula MOIeNIM IBOMUHBIX
roJjiey IMNpOoTOKOJa IPeIOCTaBJISAETCS HMXE:

Ing IOBOMYHOTO TuHIla HaHHBEIX MOXeT OBThH IIpMMEeHeHa MOoIeJlb M3
VMBBECTHBIX OCHOBAHHBIX Ha AaHOMAaJIMM CUCTEeM ODHAPYXEHMS BTOPXEHUS,
OCHOBAaHHAas Ha aHajlM3e II0JIE3HOM HATI'PY3KU.

[lpyMep OBOWYHOM MOIEJIM OCHOBaH Ha aHajluze l-TpamMMm. * -Tpamm

ABJISSETCS IOCJeIOBATEJILHOCTRIO # T[ocrienopaTesibHEX 0anT.

1

Iljig BamaHHOTO IBOWMYHOTO rojis 2 ngmmuomt ¢ Gamr, M cHauasa

<
BEIUMCIIIEM BEKTOP * , CoIepXamui dYacToTy Kaxnoro 6GanTa. IpyTruMmu

cJjioBamu, iRy ez ¢ 3aIaHHOTO 3HAUEHUS v Bavra, BIJIEMEHT f,

COOTBETCTBYRIIMM ¥ UMeeT BUI:

= Z:_ll,ec;w Blil=v

7
v
J1 7

Bo BpeMsa o¢azel oOydyeHMsa, BEKTOP YaCTOTH IIPpUMeHSeTCs IJis
BEIUMCJIIEHMS CPeIHeIr'o ¥M CTaHIaPTHOI'O OTKJIOHEeHMS KaxXIoro 3HadYeHUd
Bamra. C 23ToM UeJibo, MOJg SBalJaHHOM IrlocjernoBaTesyibHoOCTM mu3 #

IBOVMUHBIX nojien b1 bn ’ n mux ACCOUMMPOBAHHBIX BEKTOPOB JaCTOTHI

(f1.
(1) prumensorcs mea Bextopa X u ¥, KOTOpHE COHEpPXAT

banTa
COOTBETCTBEHHO cpenHee u CTaHOAPTHOE OTKJIOHEHME KaxIooro
s3HaueHusa OGamra (or 0 mo 255). 3TM ZBa BeKTOpa B IOAaHHOM IIpUMepe
oB0pasynT OBOUUYHYK MOLEJb.

Bo Bpema dasel TecTUMpOBAaHMS, IOJA 3aaHHOT'O 3HadveHus °

IBOVMYHOTI'O IIOJIA, CHaudalJla BBUMCIIACTCH aCCOLLMMpOBaHHbIﬁ BEKTOpP U3

4acTorT 55 . 3arTewM, I[IPVIMEHAETCH cooTBeTCTBYyKIIAA (DYHKLU/IFE F

(HanpumMmep, HOPMAaJIM30BaHHOE €BKJIMIOBO paccTosHue) 0Jis

£
ornpernelJieHmMd pPaCCTOAHMA MeXOy Jg M MOOEJIBK, IOCTPOEHHOM BO BpPpeMHA

bazer oOyueHwusd. Ecnu  pesynabTupyiee paccTogaHue IpEeBHIaeT
NpelBapuTesIbHO OINpelesIeHHOEe IIOPOTOBOe 3HAaueHMe, TO MOXeT OHITh
BEI3BAHO ONOBEMEHME O TPEeBOTe.

Bojilee TOuUHAA BepCHMS OINMCAHHOMW BHIIE MOIOEJIM MOXeT OHTH

[oJIydeHa IOCPeINCTBOM pasbreHMs Habopa BHadeHul obydenms 2147 ya

nomMHOXecTBa. Jina pasbueHmsa Habopa oOydeHMHA Ha IIOOMHOXECTBA
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MOXeT OBITB IIPVIMEHEH aJIlOpPMTM Kjlacrepmnsaunu, TaxKoM! Kak

CamMoopranmzymomasacsa Kapra (SOM), K BXOOHBEIM 3BHAUYEHUSIM (blﬁ”).
3areM IJIS KaxIZoI'o IOoAMHOXeCcTBa MoxeT OBTh I[IOCTpOeHa OTIelibHasd
Momenb (T.e., mapa maccmeoB X, ).

Bo BpEMA basel ODHapPyXeHMUA BTOPXEHNA, aJITOPUTM
KJlacTepuszauuy paboTaeT O 3HaueHuo (f) nBouMuHOTO noxs. Tect,
KakK ONIMCAaHO  BHIIE, 3aTeM MOXeT OBTb OPMMEeHEeH K MOJelu,
ACCOLUMUPOBAHHOY C PEesyJIbTUPYIUMM KJIACTEPOM.

TpeThbyM TPUMMEPOM IBOMYUHOM MOIEJM SABJISeTCsS Tak Ha3bBaeMBIN
SMYJISTOP CeTH. OMyJISTOR CeTu SABJSeTCsS aJIlOPUTMOM, KOTOPHIM
BEIIIOJIHEH C BO3MOXHOCTBIO ONpeleJIeHMd TOI'0, COIepXaTCs JIM OIlaCHHE
VICIIOJIHSIEMBIE MHCTPYKUMM BHYTPpM Habopa ©6amToB. IOia 3amnaHHOM
[I0OCJIe0BaTEJIbHOCTH danros, aJITOPUTM CHauaja IepeBOIUT
CyllecTByKIMe SHauveHus OamTa B COOTBETCTBYNOIIME WHCTPYKLUM II0
cbopke (TpaHcyaaumMsa Ha A3BK acceMbiiepa). 3areM, OH IETaeTcs
HaMTY [IOCJIeI0BaTeJIbHOCTH VHCTPYKUUM, KOTOPHE MOTY'T ORITH

PacCIIO3HAHEL B KadeCcTBe&€ OIldaCHBIX MIJIM IIOHO3IPUTEJIbHBEIX (HaanMep,

IJIVHHEBIE roCcyIeoBaATeILHOCTHU VHCTPYKLMN NOP, KOTOpHE, Kak
[mpaBuio, OOHAPYXMBAITCS  BHYTPM  BPEJIOHOCHHBIX  KOIOB  3alycka
0B OJIOUKM VI3BECTHBIX arak) . B ciyyae, KoIIma TaKue

[IOCJIENOBATEJILHOCTY HAaNIeHB, BHIBEIBAETCHA OIOBElleHMEe O TpeBoTe.
CilenyeT OTMETUTL, UYTO IJjig JaHHOT'O TUIa [OBOMUHOM Momesu odasza
obydueHusa He TpebyeTcs.

B cJraydae, KOT'Ia IJIBOMUHOE IMOJIe& COIEPXUT TaK Ha3bBBaeMB
Bospmwow Jeomunei OBwexT (BLOB), B KOTOPOM IAaHHEE OPT'AHM30BAHBL B
COOTBETCTBMM CO CTPYKTYPOM, KOTOPpas He yKazaHa B clheumdprxaumm
CeTeBOT'O IMNPOTOKOJa, TOT Xe& IOAOXOH, KOTOPBIM ONMCaH B IOaHHOM
OOKYMEHTE, MOXeT OHTbH NPMMEeHEeH IJid »aJlbHeumero pasnejieHus BLOB
Ha COCTaBJIdgRUIME €TI0 I0JI4, OO TeX HOp, NOKa He OynyT M3BJICUEHBl U
obpaboTaHel OasO0BBEE I[IO0JIA (HANPHMEP, UYMCJIOBBIE IIOJIS, CTPOKOBEE
noJs, JorMYecKue IHoJaa M T.H.) . Hanpumep, IOIBOMUYHOE IIOJIe
IPOTOKOJIa MOXET CcomepxaTsk wuzobpaxednue GIF wmmm  JPEG, nisa
KOTOPOTO CylleCTByeT CrHeumpmralyrda, OINHAKO Takasd CcheumpmxKaumd He
ABJISETCS YACTBI CaMOM crHeumMpmKauuy CeTeBOTO IPOTOoKOJa. B OaHHOM

cJglyyae, MOXeT OBTh MCHOJIbB30BaHa chneumpmraumsa msodpaxeHmsa GIF
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v  JPEG nna pajibHeMero pasielleHyd 32HadeHMdA I[OoJId Ha ero
fas30BEE COCTAaBJANIME IIOJIA. 3aTeM MOIeJib MOXeT ObTb BEOpPaHa U
COOTBETCTRyIMM OOpas3oM IOCTPpOeHa IJIS COCTaBJAKMMX  [IOJIeM
obvekTa. J[pyToM TakoM CJiyuay BO3HMKAET, KOoI'Ja IBOMYUHOE I[I0JIe
comepxuT lUesyl ofJjlacTb IIaMAaATM  OOHOTO M3 CeTeBHX Yy3JI0B,
OCYWEeCTRJIANIMX CBA3b (HaopuMep, KapTe pacnpenejiedusa namaTtm PLC,
oBMEH KOTOPBIMM SBJISETCH UYaCTb HOpoTokoja Modbus). CrpykTypa
OaHHOM OO0JlaCTM MNaMATHM MOXeT OBTL OolpeneseHa B IPYIMX OOKYMEeHTax
(HanpumMep, B crneumpmraumax nocraBumka PLC), wmamM MoxeT OHBTHb
IoJiyueHa B pes3yJibTaTe IIPeNNoJIOXKEeHMs Ha OCHOBAHUM HaOIOISeHMUS 3a
OOCTATOUHEIM KOJMUECTBOM OOpPaslOB IaHHHX. Takas MHOOPpMALIMS MOXET
OBITH MCIOJIB30BAHA IJIS HOAaJIbHEeMIIeTO paslejieHus o0JjlacTyu NaMsaTU Ha
ee 0OasoBHE II0JIH, KOTOPHE 3aTeM MOTYT OBTH oBbpaboTaHEl B
COOTBETCTBUMN c TP OUILITIOC TPMP OB & HHEIMM B IIaHHOM IOKYMEHTE
MEeTOINKaAMU .

Kpome  TOTO, IJIsi  CTPOKOBOI'O  THIla  IaHHBEIX MOXeT  OHTh
[priMeHeHa MOJellb, Kak OIMCHBaeTcs B IokyMeHTe «Bolzoni, D. and
Etalle, S. (2008), Boosting Web Intrusion Detection Systems by
Inferring Positive Signatures. In: Confederated International
Conferences On the Move to Meaningful Internet Systems (OTM)».
IOiiga ZOBOMUYHOTO THIla HOAHHBIX MOXeT OBTH I[IPMMEeHeHa CcyO-MOoIOesb U3
M3BECTHBIX OCHOBAHHBIX Ha aHOMAaJIMM CHUCTEeM OOHaApPyXeHMS BTOPXEHUH,
OCHOBAHHAaS Ha aHajiMze I[IO0JIE3HOM Harpy3ku. llpuMep MoOxXeT OBTH
HaMumeH B JoKyMeHTe «Anomalous payload-based network intrusion
detection» (RAID, crpaxuumus 203-222, 2004) mnom asTopcTBOM Ke
Wang u Salvatore J. Stolfo. B manuom pa®oTe aBTOPH HNPEICTaBJIAIT
cucTeMy, muMeHyeMmykl PAYL, koTopas MCHOJAb3yeT * -DpaMM aHajlu3 OJid
oBHapyXeHMd aHOMalIMM. *-TpaMM fABJISeTCS [IOCJEeIOBATEJIEHOCTHID 7
[IOCJIENOBATEJNIBHEX 0anT. YacToTa M CTAaHOAPTHOE OTKJIOHEeHMEe 1-TpaMMm
(mocyiemoBaTesIbHOCTEN M3 1 6anTa) aHaAIMBUPYTCHIS M COXPAaHSnTCS B

MOIeNax OOHAapyXeHMHd, KOTOPHE CTPOATCH BO BpeMsa (Qa3e 00ydeHUS.

3aTeM, Ha daze OOHAPYXEHMSA BTOPXEHMHI, BEHIOMpPAaeTCs
COOTBETCTBYIIAA MozIesb (c MCIIOJIb 30BAHUEM 3HAYEHUEe IJIVIHBL
TOJIE3HOYW HaATPys3KM) ¥ MCIOJIR3YyeTCcda IJiIS CpPpaBHEHMS BXONAWETO
Tpaduka.

Jpyrom npmMep MOXeT OBTh HauneH B pabore «POSEIDON: a 2-
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tier Anomaly-based Network» (IWIA, crTpaHuus 144-1 56. IEEE
Computer Society, 2006) non aerTtopcTtBOM Damiano Bolzoni,
Emmanuele Zambon, Sandro Etalle, u Pieter Hartel. B 1QDaHHOM
TPpyOe aBTOPEl CTPOAT HoBepx PAYL yayudlleHHYK CHUCTEMYy IIOCPEeInCTBOM
UTHOPMPOBAHMS IOJIMHB IIOJIE3HOM HAaTPY3KM IOJia BHOOpa (M NOCTPOESHMUSA)
MozeJsiey OOHapyXeHUsa, U MCIOJNbL30BaHMA BMECTO D3TOTO HEMPOHHOU
ceTy, KOToOpas OCYUECTBJAET NPeOBapUTEJIbHYID 00paboTKy ITaHHBIX
[IOJIE3HOM HATPY3KM ¥ BHXOIO KOTOPOM MCIHOJL3YeTCsa IJisg BHOOPA
COOTBETCTBYKIETO pPexuMa OOHaAPYXeHM.

Eme oIMH [OpuUMep MoOXeT OBThL HauageH B JIOKYMEHTEe II0oq
aBTopcTBOM Michalis Polychronakis, Kostas C. Anagnostakis, wu
Evangelos P. Markatos. Comprehensive Shellcode Detection using
Runtime Heuristics. In Proceedings of the 26th Annual Computer
Security Applications Conference (ACSAC). Iexadbpws 2010, OcTuH,
Texac, CHA. B naHHOM Tpylle aBTOPH IIPEICTABIIANT «OMYJIATOP CeTW».
JaHHE KOMIIOHEHT IIPOI'paMMHOI'0 ofecrieueHus peajin3yeT 3BPUCTUKY U
CUMYJIMPYET I[OCPeICTBOM IpoIpaMMHOTO obecrieueHus Qusmuyeckurr CPU.
OMyJIATOP CeTM MOXeT TeCTUPpOBaTh, COIepXaT JIM BXOIHEE IaHHBE
VICIIOJIHSAEMBI (M BPeXHEl) KOI. B BapuaHTe OCYUeCTBJIeHMS, IIPOLecC
CMHTAaKCHUUECKOT'O aHajiM3a MOXeT CcoIepXaTh B2Tallbkl, Ha KOTOPHIX:

i) coBupalnT MIaKeTh HaHHHX M3 CETU IIepepaudy JaHHBIX;

ii) edparmMenTupynT IP naxeTr;

iii) epecobupawnT cermenTel TCP;

iv) =BBJIEKAKT JIaHHBE IPUIJIOKEHUS; U

V) Z3BJEKAaT COODmMEeHMA NPOTOKOJA.

Kak ©OBJIO CKaz3aHO BHIIE, CylleCcTBRyeT BO3MOXHOCTE BEOOPA
PAa3HBEIX TUIIOB MOIENM B COOTBETCTBMU C CEMAaHTHKOM MOJig, C KOTOPBM
accouumpyeTcs Momesib. Takxe MOXHO pPeryIMpoBaThb OAOMH MAM Oojee
napaMeTpe  MoOIesiM  (KOHKPEeTHHE IOJIg KaxIoro Tulla MOINEes M) B
COOTBETCTBMM C CEMAaHTHKOUM IJiI PaCUUPEHMUs MM CYyXeHUs Oe30NaCHOU
oBbjlacTu, ONpemeNdgeMOo¥ MOIeNbK. B3Iech IaHE HEKOTOPHE IIPUMEPEH
MCIOJIE30BaHMsa CEMaHTMKM [oJIg IJ4 BeOopa Tula MOIENM WM
PETYIVPOBKM NapaMeTPOB MOIEJM.

B ciydae  UMCJIOBOTO  IIOJNH, KOTOpoOe IperncTaBJseT TUII
coofbmeHMa NpOoTOKOoJa, MOXeT OBTh MCHOJb30BaHa MOIEeJb  Tulla

YMCIJIOBOT'O nepedumncijieHnsA . Takou TUTIL MOIIeJIn I1o3BOJIgEeT
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I'apaHTHMpoOBaThb TO, UuTO TOJIBKO TMIIBEL COO@LLL@HT/IF.[, IIepedrCJICHHEIE B
MOIeJiv, OIpeneJieHsl B KauecTBe 6Oes3zonacHou objnacTtu. B ciayuae,
KOoI'ma MOZeJlb CTPOUTCHA aBTOMATUHUECKM BO BPEeMA (l)aBI::I O@yquI/IF{, BCe
HabJonaeMee TUIIBL coofmeHus, paccMaTpuBaKnTCs B KauecTBe
Oes0macHEX. B ciydae, koI'Za MOIEJIbE CTPOMTCS BPYYHYKW, Habop
paspeleHHBX COODWEeHMM MOXeT OHTL I[NOCTPOEH B COOTBETCTBUM C
KOHKPETHEIMU IIOJINTUKAMMU ©e30IacHOCTH. Hanpumep, IIOJNINTUKA
0es30IIacHOCTM MOXEeT npennmcelBaTbe TO, YTO TOJIBKO Oll€epalviyi 4YTEHMA
BRIIIOJIHAITCS HAa HEKOTOPOM CeTeBOM Yy3Jie. B maHHOM cJyudae, Habop
paspemeHHEx coobumeHn OyneT comepXaTh TOJNBKO COOBmMEeHMs UTeHUS.

B cJydae UMCJIOBOTO M[OJIS, KOTOpOEe NPEenCcCTaBJISeT UYacToTy
BpalleHus IOBUTATeJId, B KOHTEKCTe IMIPOM3BOINCTBEHHOI'O IIpollecca,
MOXeT OBITH MCIOJL30BaHA MOIENL UYMCJIOBOTO IJUanasoHa. TaKoM THUII
MOZeJsl  [IO3BOJIgeT TapaHTUpPOBaTh TO, yTO YacToTa BpalleHud
IpuraTesia He OylIeT yCTaHOBJIeHa HWXEe WM BhHIIe SHaUeHMS, KOTopoe
cumTaeTCs Be30racHsIM. B ciyyae, Korza MOJIeJIb CTPOUTCSH
aBTOMATUUYECKM BO BpeMs (Gasbsl O0OYyUYeHMS, MMHMMAJIbHBE/MaKCyMallbHEEe
paspelleHHbe 3HAUEHMSA MOT'YT OHTb YCTaHOBJIEHE PaBHEMU
MVHMMAJIbHOM/MaKCYUMaJIbHOM  YacToTaM  BpAalleHMs, HabJmoIaeMsIM  BO
BpeMsa Gas3pl obyueHmsa (TOUHBIM OIMaras3oH). B ciyyae, KoOI'Jla MOJIeJlb
CTPOMUTCS BPYYHYKH, MMHMMAJIBHOE M MaKCHMAaJIbHOE SBHAUYeHMda OMana3oHa
MOTYT OBTH YCTAHOBJIEHH Ha OCHOBAHUM TEXHMUECKOM creumbukaimm
IoBuraTess, yTOOE ~ I'apPaHTUPOBATH TO, uyTO yYacTora oBOopOTOB
ocTaeTcsa B IONYyCTUMBIX Padbouymx YCJIOBUSX.

B crayuae, Korzma UKMCIJIOBOE II0Jie, KOTOopoe IpencTaBjseT cobon
IOJIVHY CBSA3aHHOTO C 0e30MIacHOCTRIO 10JIs (HanpuMep, IOJIVIHY
CTPOKOBOTO bybepa) , MOXET OBITE MUCIIOJIb30BaHa  MOIEJb THUIIa
UMCJIOBOTO paclnpenejyiedHusa. bojlee Toro, I[IOCKOJBKY IIOJIe OuUeHb
CylleCTBEHHO B ILJJaHe ©0e30MIacHOCTHM, IIOCKOJIBKY OHO MOXeT OHTH
LeJIbID aTaklM, HallpaBJIEHHOM Ha IepeloJiHeHue 6Oybdepa, TO MOXeT OHITH
YCTAHOBJIEHO TIIOPOTOBOEe BHAUEHME  BHCOKOM BEPOSATHOCTM. TaxumMm
obpasoM, 30HAa 6e30nacHoOCTH, onpenenseMas MOIEeJb,
OrpaHMUMBaEeTCHS BHAYEHUSMHU, KOTOpPBEIE C  BEICOKOM BEPOSTHOCTBIO
TEHEPUPYITCS TOYHO TakKMM XE& UMCJIOBEIM paclpeleJieHueM, KOTopoe
HabmwownaeTcd BO BpeMd Qasel oOyueHMsa. JJpyI'uMM CJIOBaMM, €CJIM IJIMHA

3HAUEHMS IIO0Jia CaMiukoM 6oJipllad O OTHOUWEHMI K 'I‘OI7I, KOTOpad paHee
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Habmonajsack BO BpeMsa Qaspl OOy4YeHMd, TO 3HAYEHME pPacCCMaTpUBAETCH
KakK aHoMaJIbHOE, ¥ BCJIEOCTBME DBTOI'O KaK BO3MOXHAas aTaka.
Hampumep, kon 3amnycka oO0O0JIOUKM, MCIOJB3YEMHM IJIS [epeHoca
aTaky, HalpaBJIEHHOM Ha IepelojiHeHue Oydepa, MOXeT OBIThH OOJIblie
HOPMAJIbHOT'O COIOepXuMoro 6Oydepa, TeM CcaMplM TEeHEepUpys aHOMaJlbHOe
3HadeHue IJia [IOJid IJIMHBE Oydepa.

B ciyuae CTPOKOBOTIO IIOJig, KOTOPOEe MOpencTaBJigeT CcoDOM MMS
yeJioBEeKa, MOXeT OBTh BHOpPaHa MOOEJIb CTPOKOBOI'O THIA M IOPOTOBOE
3HAUEHMEe [0 YMOJUAHMI IJIS KOJMUECTBa CUMMBOJIBHEIX 23HAKOB, HE
BKJIOUEHHEIX B MOJEJIb, MOXeT OBTh YCTAHOBJEHO Ha OUeHb HU3KOM
ypoBHe. [IOCKOJIBKY He OXMIaeTcd, UYUTO MMA UYeJioBeKa COHNEPXUT MHOIO
CMMBOJIOB, TO YCTAHOBKA NOPOTOBOIO 3HAYUEHUSS O YMOJUYAHUMI PaBHOTO
OUeHb HM3KOMY VYPOBHI TapaHTupyeT TO, UYTO CUTHaJl ODHaApyXeHUd
BTOPXEeHMS T'eHepupyeTcsa cpaslsy B cjydae, Korzga HabJmogaeMoe
3HaUeHue COJePXUT CUMMBOJIE, KOTOPHE IpeJICTaRJIeHE B MOJeJ M. 3TO
MoxeT OBTh CJlydyaeM Tak HasbBBaeMOM aTakmM [0 BHempenuio SQL,
KOTOpas WCIOJIL3YyeT CllelMallbHEe 3HakKy, TaKue KakK OIMHAPHBEE WIIu
IBOMHEIE KAaBBUKV, SBargTele M T.I.

durypa 4 cxeMaTHMUHO M300paxaeT 3Tarkl Ipoluecca OOHaApyXeHUd
BTOPXEeHMs: o2Tarn bl: CHUHTaAKCUYECKMM aHamnmM3 Tpaduka DaHHBIX IJId
MBBJIEUEHMsI, [0 MEHbIIer Mepe, OIHOTO IIOJIsA I[IPOTOKOoJa COOBmeHMs
IpoTOKOJIa Tpabuka IaHHEIX, D3Tal b2: acCoUMMPOBAHME M3BJIEUEHHOTO
[10JI1 TIPOTOKOJIa C MOOEesibio IJIS IHOaHHOT'O IIOJIA TIIPOTOKOJIa, IpHMUYeM
MomeJsib BeOupaeTcsa wu3 Hadopa wMoxeJsier, STan b3: oleHka Toro,
HaXOIUTCSH JIu COIEePXUMOe V3BJIEYEHHOTO 1oJisa IpoToKoJia B
BesomnacHom obyacTM, KakK onpenesseTrcsa  Momesbiln, u  53Tan  bé:
TEHEPUPOBAHNE CUTHaja ODHapPyXEeHUSI BTOPXEHNA (Hanpumep,
conpoBoOXmaemMoe OGOuIbTpaALMEN M3BJIEUEHHOTO I[OJIS [NIPOTOKOJIa WJM
cooBueHMs NOPOTOKOJa, CcoIepXalero IIoJle IPOTOoKOoJa, I'eHepUpPOBaHUEM
OIOBENEHWS TPEeBOTU IJIg IIOJIB30BATENS, WUIM JKOBM IPYTUM IOEeUCTBUEM
OOHAPYXEHMS  BTODPXEHMUH) B caydae, KOoTIla YCTaHORBJIEHO, UTo
COIEPXVMOE M3BBJIEUEHHOTO II0OJIA IIPOTOKOJIa HAaXOIUTCH 3a IIpeleliaMy
fezonacHoy objacTu.

B BapmaHTe OCYIWECTBJIEHMS, CUTHaJl OOHAPYyXeHMI BTOPXEHUS
MOXET INOINOJIHUTEJIBHO I'€HepMPOBAaTLCHA, KOI'Ia CUMHTAKCHUUECKMUM aHajlus

HEe MOXeT YCTaHOBUMTBEB IIOJIe KakK coIlJiacywpileecd C TIIpOTOKOJIOM, WM
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KOT'Za M3BJIEUEHHOE I[I0JIe He MOXeT OHTH acCCOLUMMPOBAHO HM C OIHOMU
13 MomeJsieym M3 Habopa MOoIeJiewu.

durypa 5 cxemMaTMuHO mM3o00paxaeT, B KadeCTBe IpuMepa, oOwmMm
BUI KOHLENUMWM, IOpenjlaraeMelXx B INaHHOM IHaTEeHTHOM 3adBke. Ilpouecc
HauyHaeTCsa C CHMHTakcuueckoro axHanmmza (500) cereroro Tpabuka nns
M3BJIEUEHMSs, [I0 MEHbIIeW Mepe, OHOHOT'O IIoJiIg MIPOTOKOoJIa COODmeHUd
IPOTOKOJIA . Bropon sTarn COOEPXUT accouMmMpoBaHMe (501)
MBBJIEUEHHOT'O IIOJId IIPOTOKOJla C MOOEJIbI IOJId  OaHHOTO  IIOJd
NpoOTOKOJa, IIPUYEM MOIeJib BHOMpaeTcsa u3 Hadopa wMmomenen. Habop
MOIEJIeY MOXEeT COHepXaTb pPas3Hbe TUIR MOIEeNr, HOpPpu 3ToM Habop
MoOIeJyiey npezncrTarjeH Ha Ourype 5 obosHauenHmem 513. Bubop Tuna
MOOeJM OJid M3BJIEUEHHOTO II0JIg IIPOTOKOJIa MOXeT OHTb OOYCJIOBJIEH
KaK TMIIOM 3HAUEHMS I[IOJIg IIPOTOKoJNa (IpencraBlieH ODO3HAUEHUEM
511), TakK u CEeMaHTUKON, CBSASAHHOM C rnoJjieM IIPOTOKOJIA
(mpencrapyieda obBozHaueHmeMm 5H12). HabGop (513) pasHEIX TUIIOB
MOIleJIM TaKXe I[pelloCTaBJIigeTCsa B KadecTBe BXOIHBIX IIaHHEIX, IIpUYeM
pPa3zHeEle THUIE MOIEeJM MOT'YyT BKJIOUATE B cebg: MOAeslb UYMCIJIOBOIO
omarasoHa, Momesib  4JuMcIJioBoro  Habopa (repeuncrienus) , MoIeJib
4YMCJIOBOI'O pacrpenesieHmusa, Monesis crpoxkm ASCII, wMonmesib CTPOKMU
OHMkom, JormMueckas MoOMeslk, IIBOMYHAS MOJejlb, OCHOBaHHasa Ha n-
rpaMMm, BMYJIATOP CeTM, Habop CUTHaATYyP OOHAPYXeHMSa BTOPXEHMUSI, U
T.n. [lpouecc accoumMmMpoBaHMSA CUHTAKCUUECKM IIPOaHAJIMBUPOBAHHOIO
[IoJIS MNPOTOKOJIa C er0o COOTBEeTCTBYOIEN MOISJB (HEKOTOPEIM TUIIOM
MOIeJiM) TakxXe MOoXeT OBTh YCOBEPIEHCTBOBAH I[IOCPEIACTBOM yueTa
3aBUCUMOCTHM II0JIS, KOTOpOEe ONMCHBaeT olepaluuon, C II0JIeM, KOoTopoe
OIMCHIBAET apryMeHT TaKOM onepaumu (rax IpencTaBJIEHO
oboznauenumem 509). B ©Oojee obmeM mJjaHe, Jwodasg BaBUCUMOCTD
OOHOT'O BHAYEHMS IOJIs OT OPYIOoI'0 BHAauUeHMA [I0JIA (KakK OpencTaBJIeHO
of03HaUEHUEM 510) MOXeT YUUTEBATECH npu aCCOLMMPOBAaHUNU
CUHTaKCUUeCKHU IPOAHANIU3UPOBAHHOTO noJiga IPOTOKOJa c ero
COOTBETCTBYKIIEY MOIENLI, TakuM obpas3oM, UYTO HECKOJbBKO MOIEJIeM
CTPOUTCHA IJIS OINHOTO M TOTO XE& II0JId B COOTBETCTBMM CO 3HAaUEeHUEM
IpyTOoTro I[oJjis B TOM Xe& caMoM coobueHum. Ha ¢azse oOyueHuUsa, B
cllydyae, KkoTa MOIeJsib BHOPAHHOTO THla MOIEeJM He CYllecTByeT s
CMHTAKCHUUECKHM I[IPOaHaJIM3MPOBAHHOT'O IIOJIS NPOTOKOJa, TakKasd MOIeNb

MOXeT OblTh coO3maHa (srTan 515). IlomobBHemM obpasoMm, B Ccjydae,
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KOoT'Ia MOIeJIb yXe CYIeCTByeT, MOoIeJib MoOxeT ObTh ODHOBJIeHa (»Tam
516) Ha Odasne o0b6yueHmsa, uUTOOB BKJIOUATL B Ccebdg TeKkyllee SHAUEHUES
CMHTAKCUUECKM IIPpOaHaJM3UMPOBAHHOTO II0JIg B 0Oes3o0mnacHoM of6JjacTu,
onpemeJyiieMoM MOIeJibl. B cjlyuae, KODIDa CHUHTAKCHUYUECKMM aHajius He
MOXeT YCTAaHOBMTHL IIoJie, HabjowmaeMoe B CeTEeBhIX HOaHHEIX, Kak
corJlacymnumeecs co crenudmUraumen IPOTOKOJA, MOXeT OBITE
creHepupoBaH (aTan 508) curHan ofHaApPyXeHMS BTOPXeHUA. BO BpewMmsa
baszu obBHapyxeHMsa, B Cciydae, KOT'Ia HEeBO3MOXHO acCOUMMPOBATH C
CUMHTAKCUUECKM [NPOAHANMBUPOBAHHBIM IIOJIEM CYHECTBYOIYI  MOIEJb
BEIOPAHHOT'O TuIla MOIEeJIM, MOoXeT ObBTbh CcIeHepupoBaH (sTan 504)
curHaJ OBOHaApPyXeHMa BTOpPXeHUs. C OPYTOM CTOPOHHE, B Cliydae, KOTHa
BO3MOXHO aCCOLUMPOBATE C CHMHTAKCUUECKM MNPOAHAJUBUPOBAHHBIM I10JIEM
CYWIECTBYWRIYK MOIEJIb BHOPAHHOTO Tula MOIEeNM, SBHaueHue I0JIA
oueHmupaeTcs (sran 503) no omHomeHM© K 6OesonacHom objacTu,
orpenesiseMoy MOJIeJipld. B Cilyyae, KorIjga SHaudeHMe CUHTAKCUUECKU

MIpoaHaJIM3VMIPOBAHHOTI'O I10JI4 IIPOTOKOJIAa He HaXxXoomrcHA B raMKax

HesoracHoM obrnacrTu, ornpeneygaeMon MOJIeJIbIo, MOXeT OBITH
CreHepupoBaH (prarr 505) curHaJs  OOHApyXeHUs  BTOPXEHUA. B
3aKJIOUEHUM, B cJjyuae, KoI'Jia CcurHayn obHapyXeHMS  BTOPXEHMS

TeHepupyeTCcsa I10 JI0OOWM TPUUMHE M3 PaCCMOTPEeHHEX BbIIE, MOTYT OBTb
MPeANPUMHATE IJOMNOJIHUTEeJIbHEIe BTarkbl, TakoM Kak ynajeHme (srTan 506)
M3 ceTeporo Tpadbmuka CcoobueHus IIPOTOKOJa, aCCOUMMPOBAHHOI'O C
[IoJieM IpPOTOKOJIa C AaHOMAaJIbHBIM 3HAYEHMEeM, MM BeR0B (sTan 507) u
BHIBOJII COODIMEHMS OIMNOBEMEeHMSI O BTOPXEHUN.

CrnemyeT IOHMMATEH, UTO PACKPHTHE BaPMAHTE OCYIECTBJICHMUS
ABJISIOTCS JIMIIL [IPVMMEPHBIMM 718 M300peTeHus, KOoTopoe MOXeT OBTb
BOIJIOMEHO B PalJIMUHHIX ©QopMax. BCJIEeOCTBME BTOT0, KOHKPETHHE
PaCKpBEBAEMEIE 3OECH CTPYKTYPHEE ¥ QYHKUMOHAJIBHEIE HOOPOOHOCTHM HE
OOJIKHBI MHTEPIIPEeTHMPOBaATECH KaK HakKJlaelBawiye OI'PaHUMUEeHMe, a JIMIb
Kak OCHOBAa IJis dopmyJIB n30bpeTeHmus 171 B KauecrTBe
penpeseHTaTUBHON OCHOBEI onsg oByUeHUs CreumMaaImMcTOB B
COOTBETCTBYyKRIEN OOJACTUM TEXHUKY IO Pa3JUUYHOMY MCIIOJIb30BAHUID
HacTosawmero mM300peTeHMs NPpakKTUUYecKu B JIKOOM COOTBETCTBYIIEM
oBpasoM HOeTaluauPOBAHHOM CTPYKType. KpoMe TOIO, MCIIOJIL30BAHHBE
3IeCh TMOHATHSA M Qpassl He IOpefHas3HaudeHb IJIsg OrI'PaHMYeHus, a,

HaobopoT, g [OpenocTaBJIeHMs I[OHATHOI'O OIMCAaHua u300peTeHus.
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DJIeMEHTHE BHIIEYIOMAHYTEX BapMaHTOB OCYIECTBJIEHMA MOTYT OBTH
OOBenMHEeHH IJIA CO3OaHMA IOPYTMX BapPMAHTOB OCYHECTBIIEHUA.

VICcrioJIb 30BaHHEE 30eCh dbopmer €OVHCTBEHHOTI'O qycia
OHNpenesyIAnTCA KakK OOHO wim ©OoJjiee OOHOTO. JcnonesyeMoe 3IOech
MMOHATHE «IOPYyTOM» ONpenensdeTcs Kak, [0 MeHbUIEM Mepe, BTOPOM MM
Gojsiee. Jcrnosb3yeMele 230EeCh I[OHATUS «BKJOUawuUMy B cebsa» u/uim
«obyajanmmity ONpenesieHs Kak comepxamuy (T.e., He MUCKIIUYaLIMNA
OIpyTMe DBJEeMEeHTH WM »BTane) . Jobele CCBUIOYHBEIE OOO3HAUEHUS B
bopmysie wm300OpeTeHMsS HEe IOOJDKHEL TOJKOBATHCHA KAakK HAKJIAOBEBAINME
OrpaHMdUeHrue Ha oOweM QopMyJsl M300peTeHus uiam misobpereHus. ToT
Juib  GaxKT, YTO HEKOTOPEE MEPHE pPasMelleHE BO B3aMMHO Pa3HBIX
3aBUCHUMEBIX MNYHKTaxX GQOPMyJIHI M300peTeHMs He yKas3bBaeT Ha TO, UYTO
coueTaHMe BSTUX MeP He MOXeT OBTh MCIOJIbB30BAHO OJA IIOJYyYEeHMS
nperMylmecTBa . ObweMm nzoBpeTeHnd OTPpaHUYMBAETCH TOJIBKO

HyXecsenyomen QopMyJsion m3obpeTeHms .
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$OPMYJIA MBOEPETEHUA

1. Cnocot orcrnexmupaHusa Tpadmxa TaHHHX B CeTU I[epenadu
OAaHHBIX, IIPVW 32TOM crocod COOepPXmMT DSTallel, Ha KOTOPHEIX:

— CUHTAKCUUECKM aHaJIM3MPYIT Tpa(_bmc JAaHHBIX @OJIS M3BJICeYEeHWMHA, II0
MeHBIIeY Mepe, OIHOTO IOoJIA IIPOTOKOJa COOBUEeHMsa OPOTOokoJia Tpaduka
IOAaHHBIX;

- acCCoUMUMPYIRT MBBJIEUSHHOE I[I0JIeé MNPOTOKOoJIa C COOTBETCTBYIIEN
MOIeJIbIo IJis IOAaHHOTO IIOoJI IIPOTOKOJa, IIpHMYeM MOIeJlb BHOMPAnT U3
Habopa MozmeJiey, npuueM HaBoOp MOoIesyieM CONEePXUT pPasz3HHe MOIOeJM OJsd
PAa3HBIX II0JIEV MNPOTOKOJA;

- OLeHMBAaKnT, HaAXOOUTCH JU COHOEPXMMOEe MIBJIEUEHHOTO [0J4
npoTokKoJyia B OesomacHom ob6JjacTy, Kak OIpeIeyieHO MOOEeJIbi; U

— TEeHepHUpYyKnT CHI'HAJl O@Ha]_Dy')KGHT/IFI BTOPXEeHMA B CJiydae, roroa
YCTAHOBJIEHO, YTO COIEPXMMOEe M3BJIEUEHHOT'O II0JIS IIPOTOKOJIA HaXOIUTCS
3a npenesiamMm HeszoracHoy obJjacTH,

npy sToM Qasa obydueHusa MOIeJIM CTPOMTCS IJisgd M3BJIEUEHHOT'O I10JIS
IpOTOKOJa, npudeM dasa obydeHUs COOepXMUT DSTallbl, Ha KOTOPBIX:

- IPenoCTaBJISIT MHOXECTBO THUIIOB MOIeJieln;

- OonpenesigaiT THUIl JAHHBEX M3BJIEUEeHHOI'O II0JIS IIPOTOKOJIAa;

BEIOMpPAT TUII MOIeJlM IJIS M3BJIEYeHHOT'O IIoJIS IIPOTOKOoJa U3
MHOXeCTBa TUIOB Mozesen, OCHOBEIBAACDH Ha XapakTEepUCTUKE
M3BJIEYEHHOT'O IIOJIA I[IPOTOKOJa, IIpUUYeM XapaKTepucTuKa COOepPXUT
OIPeeJIEHHBEM TWUIl IPOTOKOoJa; U

CTPOAT MOIEeJIb IJIS MI3BJIEUEHHOTO IIOJId IIPOTOKOJa, OCHOBHBBAaSACH
Ha BHIOPAHHOM THIIE MOIEJM.

2. Cnoco® no 1. 1, B xOoTOpOM Habop MOejieM COIEePXUT MOIEJb
OJIs IIOoJig OPOTOKOJIa ollepaTopa M MOIesnb IJda  [I0Jis  OpOoTokoJa
aprymMeHTa, nmprdyeM STallbl, Ha KOTOPEBIX accoummpymnoT 7 OLI€EeHMBawT,
BRIIIOJIHAIT  IOJid I[IOJIZ [OPOTOKOJa  oldepaTropa M I[HoJig  [IpOoTOoKoJa
apryMeHTa.

3. Cmnocob6 mno m. 2, B KOTOPOM Habop MomejieM IOMNOJIHUTEJILHO
COIEPXUT MOIEeJNb IOJIA IIoJIS [IPOoTOoKOoJa MaplajauHIa, OIpMUMYeM 3Tallel, Ha
KOTOPEIX aCCOLMMPYIT M OLIEHMBAalT, INOMNOJHMUTEJILHO BHIIOJHIIT OJIS IOJS
[IPOTOKOJIa MapliaJIMHTa .

4. Cnocof®6 mno JsmoboMy U3 NPEIUeCTBYIUMX I[IYHKTOB, B KOTOPOM

coofmeHMe OPOTOKOJIa CONEPXUT IO MEHbUEeM Mepe ONHO IIPUMMUTUBHOE
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[IoJjie TNPOTOKOJIa M IO MEeHBIIEeN Mepe OIHO COCTaBHOE IIoJIe IIPOTOKOJA
Tak, YTO COOOmEeHMe MNPOTOKOJIa COHNEPXUT IOPeBOBUIOHY CTPYKTYPY [IOJIen
[IPOTOKOJIA .

5. Cnocoft no JjoboMy M3 OPEeOUeCTBYOUMX OIYHKTOB, B KOTOPOM
XapakTepucTHUKa IIOJIS NPOTOKOJIa CONEPXMUT CEeMaHTUMKY II0JId HOPOTOKOJa,
opudyeM Crnocod COOEepXUT 3STAalbl, Ha KOTOPBIX:

- OINpPeneyiginT CEMAaHTUKY MSIBJIEUEHHOT'O IIOJIA NPOTOKOJa, M

- BHIOMPAIT TUII  MOIOEJIN C VICIIOJIL 30BAHUEM onpeneJyIeHHOM
CEMAHTHVIKN .

6. Cnoco6 mno JjoboMy M3 OPellleCTRYKIMX [OYHKTOB, B KOTOPOM
Habop MOoIeJjyieV COIEePXUT COOTBETCTBRYWIYK MOIENb IJS KaxXIOoTro [I0JiS
IpOTOKOJIa M3 Habopa IOoJIey NPOTOKOJA.

7. Cnocof® no JoboMy M3 OPEeOUeCTBYONMX IYHKTOB, B KOTOPOM
MOZeJlb IJIS I10JIA olpelesidnT Ha Ga3e obyueHus, IpuueM dpaza obyueHus
COIEePXUT 3Tarsl, Ha KOTOPHIX:

— CHUMHTAaKCHUUECKU aHaJIM3UPYIT TpadMiK IaHHBEIX IJIS W3BJI€UEHUS, 10
MEeHbIIeY Mepe, OJIHOTO II0JIA IIPOTOKOJa IJjig IPOTOKOJa, IIPUMMEeHSeMOoI'o B
Tpadmuke IaHHBIX;

-  acCCoUMMPYIT M3IBJIeUeHHOe I[10JIe I[IPOTOKOJa C MOIEeJIbIo IJIdg
OaHHOI'O IIOJIS TIIPOTOKOJIa, I[IpM DH5TOM MOIeJib BeOMpawonT u3 Habopa
MoZeJsien; u

— OOHOBJAKT MOIEJb IJId M3BJIEUEHHOI'O II0JIg I[IPOTOKOoJa C
VCIIOJIb30BAHMEM COJEPXMMOI'O MIBJIEUEHHOI'O I10JIS IIPOTOKOJIA .

8. Cnoco6 no mn. 7, B KOTOPOM, €CJM aCCOLUMMPOBAHME HEe MOXeT
OBITH  BBIIOJIHEHO MEeXOY WM3BJIGUEHHBIM I[I0JIeM IIPOTOKOJIa ¥ OIHOW U3
MomeJiey, TO Crnoco® COIepXuT DTAall, Ha KOTOpOM:

— COBIAKnT HOBYK MOIeJib OJa M3BJEUEeHHOTO IM[0JId IMIPpOoTOoKOoJa U
noBaBJIgT HOBYK MOIeJib B Habop MOoIeJeu.

9. Cnoco6 mno JawboMy M3 OPeIUleCTBYHMX [IYHKTOB, B KOTOPOM
TreHepnpynT CUT'HAJI O@HapyXGHMH BTOPXEHUSA, KOoI'ma CUHTaAKCUUECKUN
aHaJlM3 He MOXeT YyCTaHOBMTH IIOJIe Kak coTrJjlacypueecsa C IPOTOKOJIOM.

10. Crnoco6 mno moboMy M3 IIpelueCTBYRIMX I[IYHKTOB, B KOTOPOM
TEeHEPUPYIT CHUTHAJ OOHapyXeHMS BTOPXEeHMS, KOI'Ia M3BJIeUEeHHOe IIoJie
He MoOXeT OBITh acCCOLUMMPOBAHO HM C OIHOM M3 MoIejiey U3 Habopa
MOIeJIEN .

11. Cnoco6 no JmpoboMy M3 IIpefuecCTBYyRIMX [IYHKTOB, B KOTOPOM



41

IPOTOKOJI aBJsgeTcsd, 1o MEHbIIeNn Mepe, OIOHUM "3 IPOTOKOJA
NPUKIIAOHOTO YPOBHH, IPOTOKOJA YPOBHSA ceaHca, IpOTOKOJIAa
TPAHCIOPTHOTO YPOBHA WM IPOTOKOJIa OoJiee HM3KOTI'O YPOBHA M3 CTEeKa
IIPOTOKOJIOB .

12. Cnoco6 mno JjaoboMy M3 OIPeIueCTBYRIMX OYHKTOB, IPM 3TOM
crioco® HOOHNOJIHMUTEJIBHO COINEPXMT, B OTBET Ha I'€HEePpMPOBaHME CUTHAaJa
oOBHaApPYXEeHMS BTOPXEHMs, [0 MeHbIIeV Mepe, OIWH U3 DTaloB, Ha
KOTOPHIX :

-  yIoaJjdamnT YIOMAHYTOe IoJie I[IPOTOoKOoJla WMAM IIaKeT IaHHBIX,
comepXaluy YIOMSHYTOE IIoJIe MNPOTOKOJa; M

— BHI3BIBAIT U BHIBOLOAT COODUIIeHMe OIOBEUeHMS O BTOPXEHUU.

13. Cnoco® mno JjmoboMy U3 OpeluleCTBYKRIMX IYHKTOB, B KOTOPOM
MOIENIb IJIS TIOJIA NPOTOKOJIA, CONEPXUT, IO MEeHLIEW Mepe, ONHO M3:

- Habopa npUeMJIeMBIXK BHaAUeHUM II0JIS IIPOTOKOoJa;

- UMCJIOBOT'O pacripelesyie’Hrs 3HaAUeHMWM IIO0JIS I[IPpOoTOoKoJa; U

- ornpenesieHus OMaral3oHa IIPMeMIIeMBEX BHaueHMM I10Jig IPOoTOoKOoJa.

14. Crioco6 1o JswboMy M3 IpelueCTBYIMX IIYHKTOB, B KOTOPOM
MOZeJlb JJIS II10JIS IPOTOKOJIa COLEPXUT :

- ornpeneJsyieHye IpueMiieMsx OyKB, LIMOpP, CHUMBOJIOB M ClLI€HapMues.

15. Crnioco6 mno JswboMy M3 IIpedueCTBylMxX IIYHKTOB, B KOTOPOM
MOzeJib nisa noJsisa IPOTOKOJIAa COOEePXUT Habop NIpenBapmuTesIbHO
OIpeseJIeHHEIX CUTIHATYyP BTOPXEHMA.

16. Crioco6 r1no JioboMy M3 IIpefuecTBYRIMX IIYHKTOB, B KOTOPOM
Habop MomesyieM COIePXMT M[OIBe MOJIeJM OJsS OIHOTO I[IOoJIS IIpOoTOoKOoNa,
IprUyeM KOHKpEeTHas OJIHa M3 IBYX MONeJjieM acCouuMMpoBaHa C OIHUM
[IoJIeM IIPOTOKOJIa Ha OCHOBAaHMUM BHAUEHMS IPYI'Oor'o II0JiS IMPOTOKOoJa.

17. Cnoco® mnmo m. 1, B KOTOPOM CeTh IepelauyM IOaHHHX
BHIOMpAaeTCH n3 TPYIIIH, cocToauen us3 ceTtu YhnpaBJjieHUs
[lpomsBOonCcTBEeHHEIM [IpoleccoM, certu SCADA, CeTy IOaHHBIX [IPOMBIIJIEHHOT'O
npennpmuaTmdg, ceTy LeHTpa IaHHHX, ceTM IJaHHHIX omuca U UX
KOMOUMHALIN .

18. Cnoco6 mo m. 1, B KOTOPOM COOBImEeHMe MNPOTOKOJila BHOMpaeTCcs
M3 TPyOe, cocTodmeM u3 coobueHusa nporokoja SCADA, coobueHus
IPOTOKOJIa CeTM  IaHHBIX  IIPOMBILJIEHHOTO  HIPEennpuaTusd, coobmeHus
[IPOTOKOJIa CEeTM LeHTpa OaHHBEIX, CcoobleHMa NOPOTOKOJa CeTM HOaHHBIX

obmuca, coobumeHus nportokojya HTTP m uMx xoMOMHAaLMN.
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19. CeTb mepenaum IOaHHBIX, CoIepXamas:

- CcuCcTeMy OOHAPYXEHMA BTOPXEHMA IO ODHAPYXKEHMS BTOPXEHUS B
Tpa(l)I/IK JAaHHBEIX B CeTM Ilepeladl ITaHHBIX, IIpudeM CHrucTeMa O@H&py%(eHMFI
BTOPXECHMA COILOCPXUT :

- OJIOK CHMHTaKCMUECKOTO aHajdMs3a I CUMHTaKCHMUeCKOI'O aHaamusza
Tpadmka HOAHHHEX OJS M3BJIEYEHMS, I[I0 MEeHbIIeM Mepe, OIOHOTO I[IOJId
NPOTOKOJIa COODWEeHUS NPOTOokoJyia Tpadmka IaHHEBIX;

- MaWMHY IJIS AaCCOLUMPOBAHMA MBBJIEUEHHOT'O IIOJIA IHNIPOTOKOJIa C
COOTBETCTBRYWIEN MOIEJIBI IJif DAHHOT'O IIOJIg NPOTOKOJa, IIpMYeM MOIEJIb
BEIOMpPaeTcs w3 Habopa Momejseu, InpudyeM Habop MoOesyieM COIEPXUT
pasHEe MOIEeJNIM IJIS Pas3HHX II0JIeM IIPOTOKOJIA;

- ©OJox o00paboTKM MOHOENM nOJjda aHalM3a TOoro, HaxXoguTCd Ju
COIEPXMMOEe M3BJIEUEHHOI'O II0JIg NPOTOKOJNa B Oe3omnacHoM oblacTH, Kak
OIrpenesIeHO MOIEJIbI; U

- VCIIOJIHWUTEJIbHED OJIOK IJIS T'eHEePUPOBaAHMS CHUI'HaJla OOHapyXeHMU
BTOPXEHWS B crryyae, Korza YCTaHOBJIEHO, 4To COIepXuUMoe
M3BJIEUEHHOT'O [I10JIsT IIPOTOKOJIa HaxoAMTCs 3a IpernejaMy 0Oe30IacHOM
obrsacTu,

[IpyY 3TOM CHCTEeMa BEIIOJIHEHA C BOSMOXHOCTHLIO, Ha baszse obyueHus,
[TOCTPOEHMA MOJesM IJIS M3BJIeUYeHHOT'O II0JIg IIPpOoTOoKOoJa, npuyeM odasa
OBy4YeHUss COIEPXMUT 3TAalsl, Ha KOTOPHIX:

- [IPEeIOCTaBJIAIT MHOXECTBO TUIIOB MOOesen) ;

- ONpPenesyigioT TUM JaHHHX M3BJIEUEHHOT'O I[1OJIS IIPOTOKOJA;

BEIOMpPAnT THUII MOIENM IJIS U3BJIEUeHHOT'O IIoJIg I[IPpOTOKOoJa U3
MHOXECTRA TUIIOB MoIesie, OCHOBEIBASICH Ha XapaKTEPUCTUKE
M3BJIEUEHHOT'O TIIOJIA TI[IPOTOKQJa, I[IPpUYeM XapaKTepucTura COISPXUT
OHpG,JIGJ’IGHHbe;I TUII HNPOTOKOJIa; M

CTPOAT MOIEeJIb OJig MBBJIEYEeHHOT'O II0Jig IIPOTOKOJa, OCHOBHBASCH
Ha BHOPAHHOM THUIIE MOIEJIU.

20. CerTp mepemaumM JaHHHX O . 19, B koTopowm HaboOp MoIejyen
CONEPXUT MOIeJlb IJId IIOJia NPOTOKOoJIa ollepaTopa ¥ MOIenb IJS I[I0Jd
NPOTOKOJIa apTlyMeHTa, IpMUeM MallMHa BHIIOJHEHa C BO3MOXHOCTLI
ACCOLUMMPOBAHMA M OLIEHKM IOJIS NPOTOKOJa ollepaTopa M IoJig HPpOoTOKOoJa
apryMeHTa.

21. Cerp nepemaum naHHeEIX no n. 20, B kxoTopoym Habop Mozesen

JOIIOJIHNTEJIBEHO COIOEPXNUT MOIEJIb IJTA T1oJI4 IIPOTOKOJIa MaplaJiMHI'a,
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npyyueM MallMHA BHIIOJIHEHA C BOBMOXHOCTBI AaCCOUMUPOBAHUS U OLEHKMU
[IOJIS MNPOTOKOJIa MaplaJiMHTa .

22. CeTb mepenauym IaHHHIX 1[I0 JioboMy M3 n.m. 19-21, B KOTOpPOU
coofueHMe MIPOTOKOJIa COIEPXMUT I[I0 MeHbIeM Mepe OIOHO IPUMUTUBHOE
[ojie IpoTOKOJla M IO MEeHbIeW Mepe OJHO COCTaBHOe II0Jle IIPOTOKOoJIa
Tak, YTO COOOWEeHMe MNPOTOKOJIa COHNEPXUT IOPEeBOBUAHY CTPYKTYPY NOJIeMn
IPOTOKOJIA .

23. CeTp mnepenmaum »OAHHEBIX 10 JiOOOMYy M3 oO.I. 19-22, B KOTOPOMU
XapaKTEePUCTUKA IIOJIsE NMPOTOKOJIa CONEPXUT CEeMAaHTUKY IIOJIS MNPOTOKOJa,
IpuyueM CHUCTEeMa BHIIOJIHEHA C BOSMOXHOCTBHIO:

- ompeneJyieHUs CEMaHTMKM MIBJIEUEHHOTO I[OJIg MNPOTOKOJa, U

- BEIOODA TUTIA MOOeJIu c VCIIOJIL30BaHUEM onpeneyeHHOM
CEeMaHTHUKA .

24. CeTp 1nepenaum HOaHHEX 10 JuodomMy m3 n.11. 19-23, B kOoTOpOM
Habop MOIeJIel COIePXUT COOTBETCTBRYINYID MOIeJb [IJIS KaxXIoI'o II0JId
[IpoTOoKOJIa M3 Habopa I[oJieym MPOoTOoKOoJIA .

25. CeTp 1repenauy HIaHHEIX 110 JiboMy ©3 .rn. 19-24, xoropas
IOTIOJIHMTEJIbHO BHIIOJIHEHA C BO3MOXHOCTBRI paboTH B Gaze obyueHus,
nmpuueM Gaza obyueHMs rpenHaszHadveHa Ui oOydyeHMs 110 MEeHbUEeM Mepe
OIHOM M3 MojeJier, U OJIOK 0OpaboTKM MOIEJIM BBITOJIHEH C BOBMOXHOCTBLIO
OOHOBJIATE, Ha base obydeHusd, MOOesib IOJIS M3BJIEUEHHOI'O II0JIid
[IPOTOKOJa c VICIIOJIb 30BaHMEM COOEPXMUMOTO M3BJIEYEHHOT O [1oJid
[IPOTOKOJIA .

26. CeTp mnepejauyM IHaHHEIX IO II. 25, B KOTOPOM MalmHa TaKxXe
BBIMIOJIHEHA C BO3MOXHOCTBIO, Ha Gdase oO0yueHMs, eCJM acCCOoLMHUPOBaAHUE
He MOXeT OLITH BHIIOJHEHO MEeXIYy M3BJICUEHHEIM II0JIEM MIPOTOKOJa M OIHOM
M3 MomeJsiey, CO3HOaHMSA HOBOY MOIOEJM IJIS MIBBJSUEHHOTO IIOJS MNPOTOKOJIA
1 noBamBJieHMS HOBOM MomesM B Habop Momesen.

27. CeTp mnepemauyu IAHHEX 10 JoOoMy w3 n.mn. 19-26, B kOTOpPOU
VCIIOJIHUTEJILHEM  OJIOK TaKXe BHIIOJHEH C BO3MOXHOCTHD TEHEePUPOBATH
cCuUTHall OOHapyXeHMA BTOPXeHMS B OTBeT Ha ykKasaHue oT 6Joka
CMHTAaKCUYUECKOTO aHaJm=a, YTo OJIOK CUHTAaKCUUEeCKOTO aHaluza He
MOXeT YyCTaHOBUTL II0JIe KakK coIjlacyrlleecsa C NPOTOKOJIOM.

28. CerTp mnepelauM HOaHHEIX [0 JumodomMy mu3 n.mn. 19-27, B kOoTOpOU
VCIIOJIHUTEJIbHEIM OJIOK TakKXe BHIIOJHEH C BO3MOXHOCTBIO I'E€HEPUMPOBATH

CrUIT'HaJlI O@HapymeHMH BTOPXEeHMA B OTBEeT Ha YKa3aHuMe OT MallMHEBEI, YTO
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M3BJIEUEHHOE II0JIe HEe MOXeT OBTb acCCOUMMPOBAHO HM C OIOHOM U3
MozeJyiey m3 Habopa MoIeJiem.

29. CeTb mnepemauy »HaHHBIX IO JiIOOOMYy M3 O.I. 19-28, B KOTOPOHU
IIPOTOKOJI  ABJISETCH, IO MeHblier  Mepe, OIHMM M3  I[IPOTOKOJA
IPUKJIIATHOTO YPOBHSH, IpOTOKOJA YPOBHS ceaHca, IpOoTOKOJA
TPAHCIOPTHOT'O YPOBHS WM NPOTOKOJIa Oojilee HMBKOTO YPOBHS M3 CTeka
IPOTOKOJIOB.

30. CeTp mepeznmaum JaHHBEIX 10 JioOoMy M3 o.m. 19-29, B xoTOpOM
UCHOJIHUTEJILHEIM  OJIOK  BHIOJHEH C  BO3MOXHOCTLIO, B OTBeT Ha
TeHepUPOBaHME CHUTHAalla OOHAPYXEHUS BTOPXEHUS :

- yIangaThb [0oJie OPOTOKOJAa MAM [NakKeT JaHHBIX, COISPXallUu I10Jie
npoTOoKOJyla; U

— BHIBHIBATL ¥ BHEHBOIMTEH COOBMEHUE OIMNOBEMEHVS O BTOPXESHUU.

31. CeTs mnepenmaum maHHHX 110 Jmobomy m3 rn.rn. 19-30, B xoTOpPOM
MOIIeJIb IIJIS I10JIS IIPOTOKOJId, COIepPXMUT, I10 MeHbIIel Mepe, OIHO U3:

- Habopa IrpueMJIeMBIX BHaAUEeHWM I10JIg IIPOTOKOJa;

- UMCJIOBOT'O pacripeleSyieHusa 3HaUeHWM II0Jis I[PpOoTOoKoJa; U

- onpenesyieHMs OMaraloHa IIPMeMJIEMEX BHaueHMM II0JIS I[IPOTOoKOoJa.

32. Cerps nepenauy HNaHHEX 110 Jiwobomy M3 rn.rn. 19-31, B KOTOpOM
MOIEeJIb IJIA TI10JIS IIPOTOKOJia CONEPXUT :

— omnpegneJsieHye InpueMmieMex OyKB, LUMOP, CHUMBOJIOB M CLE€HAapMUEB.

33. Cerpb nepemauyM HOaHHHX 10 JioboMy w3 1.rn. 19-32, B koTOpOM
MOIIeJIb IS 1oJs IpOTOKOJA COIEePXUT Hadop perBapnuTesIbHO
OIpeNeJyIeHHEIX CUTHATYP BTOPXEHUS.

34. CerTp mnepemaumM [AaHHHX 10 JodomMy M3 n.m. 19-33, B KOTOPOM
Hab®op MomesleM COIePXMT OBEe MOIesM IOJsS OIHOTC I[OoJIS IIpOoTOoKOoJa,
IpyyUeM MallMHa BHIIOJHEHA C BOBMOXHOCTBID ACCOLMMPOBATH KOHKPETHYI
OInHY M3 »OBYX MOOeJyie ¢ OIHMM II0JIEM MPOTOKOJIa Ha OCHOBAaHUU
3HAYEHUSA OPYTOTO IOJIS MNPOTOKOJA.

35. CeTp mnepemaum HAHHHX 10 JoOoMy M3 n.mo. 19-34, xoropasd
BEIOMpPaeTCH ns TPYIIIIH, cocrToamen nu3 ceTu YrpaBJjieHmnsa
[lpousBOnmcTBEHHEM [lpoluieccoMm, cetu SCADA, ceTM IaHHBIX [MPOMBIIJIEHHOT'O
npennpuaTmsi, CeTM LEeHTPpa  HaHHBX, ceTM IOaHHEIX obmca u  UX
KOMOMHALIMN .

36. CeTp nepemauyM HOAHHEX IO JobomMy M3 n.mo. 19-35, B KOTOpOMU

cooBueHMe MNPOTOKOJa BHOMpPaeTCd M3 IPYHONBE, COCTOAmEN M3 COODIeHUS
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nporokoJjia SCADA, coofweHus IPOTOKOJAa CEeTM IJOAaHHEBEIX IIPOMEBIHJIEHHOTO
NpennpuaTra, COooOfIWeHusS IIPOTOKOJa CEeTM LEeHTPa HOaHHBEIX, COOOWEeHMHA
IPOTOKOJIa CeTM IOaHHEX oduca, coobuleHmsa nporokojyia HTTP m  wux
KOMOMHALIUMN .

37. LUeHTp ZIaHHBIX, COIepXauu¥ CUCTeMy OOHAPYXEHUS BTOPXEHUSA
oJis1 ODHApPyXeHMsI BTOPXEHMS B TpaduMk OAaHHEIX B CeTM IIepenadM IJaHHBIX
LIeHTPa IaHHBEIX, [IPpUUeM CcUucTeMa ODHapyXeHMsS BTOPXEHMS COISPXMUT :

- OJIOK CHMHTAKCHMYUECKOTO aHajM3a OJds8 CHUHTAKCUUeCKOTO aHajMsza
Tpa(_l)I/IKa IOAHHBIX OJIs M3BJICUCHMSA, 10 MeHbIer Mepe, OOHOTIT'O ITIOJIA
IPOTOKOJIa COOOMEeHUa NPOTOKOoJa Tpadmxka IaHHHBIX;

- MamMHy IJisS aCCOLUMUPOBAHUSA MSIBJIEUEHHOT'O I[IOJIA IIPOTOKOJa C
COOTBETCTBYKRIIEN MONEJILI IJIS OAaHHOTO M[OJIA IPOTOKOJa, IIPUUYEM MOIEJb
BEIOMpaeTcs w3 Habopa Momejeu, npudyeM Habop MoOese’ COISPXUT
pasHble MOIEJM IJIS PaszHBEIX II0JIEN IIPOTOKOJIA;

- OJiok o0BpaboTkM MOJe M IJIS  aHaJM3a TOor'o, HaxXonouTcda Jiu
conepxmMoe MI3BJIEUEHHOT'O II0OJIS IIPOTOKOoJIa B OezoracHow objlacTy, Kak
ornpeneyieHO MOIEJILI; U

- WCIIOJIHUTEJIbHEM OJIOK IJIS TI'eHepPUPOBaHMS CHUI'Haljla ODHapPyXeHUS
BTOPXEHNSA B crnyyae, KoIa YCTaHOBJIEHO, uTo comepxmuMoe
M3BJIEUEHHOT'O IIOJIS TIIPOTOKOJIa HaxXOoAMTCH 3a IIpelnejylaMu ©Oes0racHoOM’
obrnacTu,

IpMY 3TOM CHCTEMa BHIIOJIHEHA C BO3MOXHOCTBK, Ha daze obOyueHud,
[IOCTPOEHMS MOIENM IJIS M3BJIEYEHHOT'O II0JIS IIPpOTOoKOoJa, IpuueM odasa
OOy4YeHUsa COINEPXUT BTAalbl, Ha KOTOPHIX:

- [PenoCTaBJIAT MHOXECTBO TUIIOB MOIesiemn

- ONpeneyidlT TUIl HOAHHHEIX M3BJIEUEHHOTO II0JiS IPOTOKOJA;

BI:I@I/IpaIOT TUII MOIOeJin HOJIA M3BJICEUEHHOTIO [10J14 IIpOTOKOJIa "3
MHOXeCTBa THUIIOB MOJIGJ'[@IZ, OCHOBEIBASACH Ha XapakKTepucTnuke
VBBJIEUEHHOTO I[OJIS [OPOTOKOoJa, opuyeM XapaKTepUucTUKa COLOEPXUT
OHpe,JIeJ'[eHHbe/JI TUII INPOTOKOJIa; M

CTPOAT MOIEJNbL IJig M3BJISUEHHOTO I[IOJIg IIPOTOKOJa, OCHOBHEBASACH
Ha BHIOPAHHOM THIIE MOIEJU.

38. I[poMBIJIEHHOE MNPEeINIpUaATHe, CcolIepxXallee CUCTeMYy ODHapyXeHUS
BTOPXeHMS IJig OOHapyXeHMS BTOPXEHMS B TpaduK IaHHEX B CeTu
nepenauy  IOaHHBIX IPOMBIIIIEHHOT'O npennpmarmda, npuyem cucreMma

OBOHAPYXEHMS BTOPXEHUS CONEPXUT:
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- OJIOK CHMHTAKCHMYECKOTO aHajlM3a ]88 CHUHTAKCUUeCKOI'O aHalmMsa
TpangKa IOJAaHHBIX OJIA M3BJICUYCHMSA, 1O MeHbIIer Mepe, OOHOTIT'O I1OJIA
[IPOTOKOJIA COODMEeHUI NPOTOKOoJa Tpadmxa NOaHHHX;

- MalMHY IJIg aCCOLUMMPOBAHMUSA MBBJIEUEHHOT'O I[IOJIA HIPOTOKOJAa C
COOTBETCTBYyKIIEN MOIEJIBI0 IJIA IaHHOT'O IIOJIA NPOTOKOJa, IIpMUeM MOIellb
BEIOUMpaeTca m3 Hadopa Mozejseln, npuueM Ha®op MOIeJIeM COHOEPXUT
PasHBIE MOIEJM IJIS PAas3HHX [IOJIeN NIPOTOKOJA;

- ©OJox o00OpaboTKM MOHenaM nOJjs8a aHalM3a TOoro, HaxXOoOUTCHd Jn
COomepXMMOe MIBJIEUEHHOTO IIOJIS MNPOTOKOoJia B Oe3omacHOoM ofJjlacTH, Kak
OnpenesIeHO MOIeJIb; U

- MCIOJIHUTEJIBHEM OJIOK IJIS TeHepMPOBaHMA CHUITHaJla OOHApYyXeHUSA
BTOPXEHUS B cryyae, Korma YCTaHOBJIEHO, uTo comepXxmuMmoe
M3BJICUEHHOTO TIIOJIS IMPOTOKOJIa HAXOAUTCA 3a npenejlaMm ©Oe30M1acHO’
obrnacTu,

Ipy STOM CHUCTEeMa BHIIOJIHEHa C BO3MOXHOCTBIO, Ha (Gaszse obydeHus,
IIOCTPOEHUS MOJesM JIJIS M3BJIeUYeHHOI'O II0JIS IIpOoTOoKOoJa, IpuueM ¢asza
oBydYeHUss COIEepPXUT 3Tallsl, Ha KOTOPHIX:

- IPenoCTaBJISIT MHOXECTBO THUIIOB MOIeJeln;

- OIpenejyidiT TUIl JaHHBEX M3BJIEUEHHOI'O I10JIS IPOTOoKOoJa;

BEIOMpPAT TUII MOIeJlM IJIS M3BJIEYeHHOT'O IIoJIS IIPOTOKOoJa U3
MHOXEeCTBa TUIIOB MozeJie, OCHOBEIBASCH Ha XapaKTEPUCTUKE
M3BJIEUEHHOT'O IIOJIA [POTOKOJa, IIpuYeM xXapakTepucTuKa COOEPXUT
OIPeeJIEHHBEM TWUIl IPOTOKOoJa; U

CTPOAT MOIEeJIb IJIS MI3BJIEUEHHOTO IIOJId IIPOTOKOJa, OCHOBHBBAaSACH
Ha BHEOPAHHOM TUIIE MOIEJIV.

39. CeTp gpmadHHHX ouca, comepxamas cucrTtemMy ODHAPYXEeHUS
BTOPXEHMA IIJIA O@HB.py)KGHMH BTOPXEHMA B Tpaq)T/IK IOaHHBEIX B Ce&TM IOAaHHBIX
obmca, npuueMm cucrTeMa OOHAPYXEHMS BTOPXKESHMUA COLEPXUT :

- OJIOK CHMHTAKCHMUECKOTO aHajlM3a OJg CUHTAaKCUUeCKOI'O aHaamMza
TpadMka OaHHEIX »OJI9 M3BBJIedeHMd, IO MeHblleM Mepe, ONHOTO [O0JiA
IPOTOKOJIa COOBWEHMA NPOTOKOJNIa Tpaduxka IaHHEBIX;

- MauMHy IJIS acCCOLMMPOBAHMUSA W3BJIEUSHHOTO IOJIA MPOTOKOJa C
COOTBETCTBYKIIEY MONEJNBID IJIA IaHHOTO I[OJIA NPOTOKOJa, IpMUeM MOIElb
BEIOMpPaeTca M3 Habopa wMomejsey, IOpuueM Habop MoOeJieM COLEPXMUT
pasHBle MOIEeNM IJiS PasHEIX [IOJIEM NPOTOKONA;

- OJOK 00OpaboTKM MOHesM nOJsda aHajams3a Tor'o, HaxoOuTcsa Ju
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COIepXMMOe M3BJIEUEHHOT'O IIOJIS MNPOTOKOJIa B 0e30macHoOM ofjlacTy, Kak
orpeneJyieHo MOIOeJIbIn,;

- MCIOJIHUTEJIbHBM OJIOK IJIS TeHepupOoBaHMA CHuTHaJla OOHapyXeHUS
BTOPXECHMA B ciiydyae, KOoIT'ga YCTAHOBJIEHO, uTo CoepXrMoe
M3BJICUEHHOTO IIOJIS IIPOTOKOJIa HaxXOOMTCHA 23a IpelejlaMu ©Oes30MIacHON
obmlacTu,

npym STOM CriICTeMa BEIIIOJIHEHaA C BO3MOXHOCTBIO, Ha @aBe O@yquMH,
IIOCTPOEHMA MOIOeJIM IJId MWM3BJICEYEHHOI'O IIOJIA IIPOTOKOJIAa, nmprnyeM @asa
OOydeHMsa COOEPXUT 3STAallbl, Ha KOTOPBIX:

- IIpenocCTaBJIAKT MHOXECTBO THMIIOB Moneneﬁ;

— OIIpeneliduT THUII IOAadHHBIX VMSBJICUECHHOI'O IIOJIA IIPOTOKOJIA;

BH@MpaDT TUIL MO nOeJivt OJIA M3BJICUEHHOTO I10J14 IIpOTOKOJIa 3
MHOXeCTBA TUIIOB Moneneﬁ, OCHOBHEIBALACH Ha XapakKTeprucTKe
3BJIevyeHHOI'O MoJisA IIpoOTOKOIJIa, InprnyeM Xapakrepmcrmra COOepPXmT
OﬂpeﬂeﬂeHHHﬁ TUIT I[TPOTOKOJIa; ™"

CTpOoAT MOIeJlb IJIA M3IBJIEYeHHOI'O II0JIAd IIPpOTOKOJIa, OCHOBBIBAACDH
Ha BHGpaHHOM Tyile MOIOeJi.

[To JOBEPEeHHOCTHM
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