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(57) MU3sobperenne B oOwem oTHOCHTCS K OONACTM KOAMPOBaHMS W JICKOAMPOBAHWS JAHHBIX, a B

YaCTHOCTH K cIoco0y M YCTPOWCTBY Uil BHECEHMs HHM(QPOBBIX METOK B Hu(ppoBoe H300pakeHHE.
TexHWYeCKUM pe3ynbTaroM, JOCTHTaeMbIM TIPU PELICHWH BBINIEYKAa3aHHOM 3ajadd, sBIsAETCA
obecrieueHne BO3MOXKHOCTH aBTOMAaTHU3MPOBAHHOTO (OPMUPOBAHUS ¥ BHEApPEHUS B LUPPOBOE
n300pakeHre MupPOBHIX METOK, CTPYTIITHPOBAHHBIX U3 MUKCENIEH IEPEMEHHOM SIPKOCTH, YIIOPSA0UESHHBIX
B BHUJC TIOCIICHOBATEIHHOCTH CHMBOJIOB, COIEPKAIIUX 3aKOIMPOBAHHYIO WH(OPMAIIUIO, HAIpHMep,
HEOOXOIUMYIO JUTSI TIPOBEACHUS PACCIENOBAHHS WM YCTAHOBIICHHS OOCTOATENBCTB B CIy4ae YTCUKH
KM myreM HecaHKIIMOHMPOBAHHOTO KOIHMPOBAaHHWS, B TOM 4YHCJIC Yepe3 BHAOBOM KaHai (Hampumep,
nyteM (ororpadupoBaHusl SKpaHa). YKa3aHHBIA TEXHHMYECKMH pE3ylbTaT IOCTHUraercsi Omaromaps
OCYIIECTBICHHIO Ccroco0a BHeCeHMs UU(POBBIX METOK B IU(pOBOE H300pakeHUE, BBINOIHIEMOrO
10 MEHBIIEH Mepe OAHUM BBIYHCIHTEIBHBIM YCTPOWCTBOM, COIEpPIKAIEr0 JTambl, Ha KOTOPBIX
MONy4YaroT KOPTeX MHaHHBIX, MOMJIC)KANINX BHECEHHIO B BHAC IUPPOBBIX METOK B HHU(POBOE
n300pakeHre, BHIBOAMMOE Ha OKpaH YCTPOWCTBA IOJB30BaTeNs; ompeneisor ¢opmy (B BuAe
TIONTUKCEIBHOTO TIPEJCTABICHNS]) M MaKCUMAaJbHO JONMYCTHMYIO Pa3MEpHOCTh CHUMBOJIa LU(PPOBOI
METKH HCXOAS W3 HCHOJIB3yeMOro MOJb30BaTeleM pa3pelIeHus] 3KpaHa YCTPONCTBAa; Ha OCHOBE
uHpopmaiuu o GopmMe 1 pazMEpHOCTH CUMBOJIA LUPPOBOK METKH OINpPEAENsOT GopMy U PasMEpHOCTb
BHYTPEHHEH MaTpHIbl NHKceJIed 0a30BOH SPKOCTH CHMBOJA ITU(PPOBOH METKH; Ha OCHOBE NAaHHBIX,
cofiep)Kalmxcss B KOPTEXKe, MPEACTaBICHHM O (GOpMe M MaKCHUMAaJIbHO JOITyCTUMOW pPa3sMEpHOCTH
cuUMBOJIA U(GPOBOIA METKU U (popMe U Pa3MEPHOCTH BHYTPEHHEH MaTpHIBI MUKCeneld 0a30BOil pKOCTH
CHMBOJIa IIM(POBOM METKH OCYIIECTBISIOT ()OPMHUPOBAHUE MOCIEA0BATEILHOCTH CUMBOJIOB IIM(POBBIX
METOK; MCXO/s W3 HCIOJB3YyeMOro IMOJIb30BaTeNIeM pa3pellieHns] dKpaHa yCcTpoicTBa (GopMHPYIOT
111a0JI0H-MaTPUILY, ONPEIEIISIONIYO TIOCTPOYHOE PACIIONIOKEHHUE ITOCIIEI0BATENBHOCTH COPMUPOBAHHBIX
CHUMBOJIOB NH(POBBIX METOK MU BBIBOAA Ha JKpaH; HAKIAABIBAIOT COOPMUPOBAHHYIO IIaOIOH-
MaTpully Ha nudpoBoe H300pa’keHHe, MpeAHA3HAUYCHHOE ISl BBHIBOAA HA JKpaH; BBIBOIAT HU(POBOE
n300pakeHNe C HAJOXKEHHOH YIIOMSHYTOH BBIIIC IA0I0H-MaTPHUIICH, COAepIKaIIeH MOCIeI0BaTeIbHOCTh
c(OpPMHUPOBAHHBIX CUMBOJIOB II(POBBIX METOK, HAa SKpaH yCTPOWCTBA MOJIL30BATEIS.
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MIK: GO6F 21/00

CNMOoCOb BHECEHUA LU®POBbLIX METOK B LIMGPOBOE N3OBPAXXEHUE U
YCTPOWUCTBO ANA OCYLWECTBJIEHMA CMOCOBA.

OBNACTb TEXHUKWA

[001] [daHHoe TexHu4eckoe pelleHne B obLiem OTHOCUTCA kK 0BnacTn KOAMPOBaHUA U
LEKOAMPOBaHNA faHHbIX, @ B YaCTHOCTU K Crnoco®y M YCTPOUCTBY ANA BHECEHMUS

LMdpOoBLIX METOK B LNppoBoe naobpaxeHune.

YPOBEHb TEXHUKW

[002] Mpobnema 3awmTbl KOHPUAEHUMaNLHOU MHGopMauuu (ganee - KN) ot ee
HECaHKUMOHMPOBAHHOIO pasrnalleHna M pacnpoCTpaHeHUs SABMNSETCA HEe TOSbKO
B&)XXHOW W aKTyanbHOW B KOMMEPYECKMX W FrOCyAapCTBEHHbIX OpraHvsaumsx B Cuny
LEeHHOCTU WHpOpMaumn Kak uUnpoBOro aktmea, HO M MNpsMbIM  TpeboBaHueMm
AEUCTByIOWEro 3akoHogaTtensctBa P® o0 3awurte nepcoHanbHbIX AaHHbIX,
DaHKOBCKON, KOMMEPUYECKON " MHBbIX BU OB TaunH.
HecaHkuynoHnpoBaHHOE/HeNnpaBoOMepHOe pasrnawleHve KOHpmnaeHUmMansHom
MHPOPMaLMN MOXET NPUBOANTL ANS OpraHv3auMi Kak K penyTaumoHHOMY yLiepby
(cynebHble WCKW, MPEeTeH3UW, HeraTMBHbIN OMnbIT W OTTOK KIMEHTOB, paspbiB
OTHOLLUEHWW C NOAPSAYMKaMU N NapTHEPamMK), Tak U K NPAMbIM PUHAHCOBBIM YObITKam
(wWTpadbl perynaTopoB, KOMMEHCaUMM KIWEHTaM W KOHTpareHtam, noTeps A0onu
pblHKa, HepononyyeHne npubbinn B CNEACTBUMM MPUOCTaHOBNEHUSA/NpeKpaLLeHns
LEATENbHOCTU N3-3a OT3blBa NULEH3M U T.N.). HECMOTps Ha pasBuUTUE COBPEMEHHbBIX
UMPPOBbLIX TEXHOMOMMW U YCOBEPLUEHCTBOBaHWE METOAOB/CPEACTB  3alUUThI
MHPOPMaLMN OT HECAHKLMOHMPOBAHHOMO AOCTyMNa W pasrnalweHms, CylecTBoBaHe
BMAOBOrO KaHana yTteudku uHdopmaumm Obino m octaetca Hambonee pUCKOBbIM,
AEUCTBYOWMM W TPYAHO  MNpefoTBpaTUMbIM  KaHanom  KOMMnpomeTaumm
KOHUAEHUManbHbIX cBegeHnn. O4HOBPEMEHHO C 3TUM, YPE3BbIHaNHO TPYAOEMKUM U
pecypco3arpaTHbIM SBAETCA CO34aHMe HaLEXHbIX NPOLEAYP KOHTPOMNS yTeYek Yepes
BMAOBOW KaHan, Kotopble Obl MO3BONMAM  OAHO3HAYHO UAEHTUPULMPOBATL
3MOyMbILWLMEHHMKA B MPOM3BOSIbHBIM  MOMEHT  BPEMEHMW, MPOU3BOAMBLLENO
HECaHKUMOHMPOBaHHbIE AEUCTBUS MNPU NMpoBeAeHUn (POTO, BUAEO CbEMKU 3KpaHa

MOHuTOpa Npn obpaboTke KW.



[003] B coBpeMeHHbIX yCcnoBusax BeaeHUs BMsHeca NOCTOAHHO pacTeT 3HaYMMOCTb
MHPOPMaLMK, Kak OLHOro U3 Hanbonee LeHHbIX akTUBOB OpraHmM3aummn, Y4To AUKTYeT
HeobxoauMMOCTb 3awmwate kak WUT-cuctembl, Tak M HENOCPeACTBEHHO CcaMu
KOHPUAEHUManbHble faHHble, obpabaTbiBaeMble B TakuMx CUCTEMaXx, MPUYEM He
TOSMbKO OT BHELWHWX, HO W OT BHYTPEHHUX 3noymbiwneHHukoB [1]. B 4acTtHocTw,
BHYTPEHHME 3MOYMbILLNIEHHUKA MOrYT CKOMMPOMETUPOBAaTb KOHMUAEHUManbHbIe
CBEAEHNSA, MPOCTO OTKPbIB SMEKTPOHHBLIA AOKYMEHT, hamn C npeseHTaumen unm
Tabnuuen, 6asy p[aHHbIX, CaUT WU MPUNOXKEHUE WU CAENAB CHUMKW 3KpaHa
KOMMbIOTEPA C MOMOLLLIO LMdPOBOM Kamepbl nnm MobunbHoro tenedoHa. Takown
cnocob KonnpoBaHWa KOHPUAEHUMANbLHOM MHGPOPMaLMM MO3BOUT 3M10YMbILLIEHHUKY
nsbexatb perucTpaumm ero  AencTBAA  WTaTHbIMA UKW AOMNONHUTENBHLIMMU
cpeacTBaMn 3almTbl MHpOpMaLUnMn, UCNONb3yeMbIMU B cuctemax obpaboTtkm KU, B
OTNMYMM  OT, Hanpumep, OTNpaBkM [LOKYMEHTa MO  3MEeKTPOHHOW  nouTe.
OcywiecTBneHne Takux [EUCTBUMA  3HAYUTENbHO 3aTPYAHSET BbIABMNEHME U
NOEHTUMDUKAUMIO 3NOyMbIWNEHHWKA. [axe Hanuume npuHATON B OpraHvM3aumu
NOSNIUTUKMN BesonacHocTy, 3anpeLyaroLen dpoTo-Bnae0 KOMMpOBaHMe
KOH(bmaeHUManbHbIX CBEAEHUM C 3KpaHa nepcoHanbHOro komnetotepa (ganee — 1K)
HEe MOXET TMOMHOCTLIO YCTPaHWUTb Yrpo3y HEenpaBOMEPHOro KOMMPOBaHWA U
nocnegyroLwlero HecaHkUmMoHupoBaHHoro packpbitnsa K. B uyenax mMuHummsauyumm
OMMCaHHOro pucka npeanaraeTcs HOBbIN Crocod PopMUPOBaHUSA U BHELPEHUSA
HEBMAMMBIX 4enoBeveckoMy rnasy umdpoBbix MeTok (digital watermarking),
BHEAPSEMbIX B M300paKeHMe, BbIBOAMMOE Ha 3KpaH KOMMNboTepa. 3akogmpoBaHHas B
LMPpPOBLIX METKaAX MHPOPMaUMSA COLEPXKUT CBEAEHMA O AaTe, BPEMEHMW, Has3BaHUU
KOMMbIOTEPA W  JNOMMHE NONb30BaTeNs, KOTOPbIA  ocywectBnan obpaboTky
NHpopMaunmn, N MOXET ObiTb M3BMNEYEHaA U3 KOMUK N30OPaKEHUA, MNOMNYyYEHHbIX B
pesynbTarte HenpaBoMepHOro doTorpapmpoBaHnUa Takmx CBELEHUA C 3SKpaHa
KOMMbHOTEPA.

[004] OBontouna TEXHOMNOMM BOTEPMAaPKMPOBaHUA passuBanacb OT BCTpavBaHWS
BUOAMMBIX METOK B  ONEKTPOHHbIE  AOKYMEHTbl, MNOAroTaBMMBaEMbIX  Kak
HenocpeacTBeHHO Ha [K, Tak u nevataembix Ha ByMaXHbIX KOMUAX AOKYMEHTOB
cpeacTBamm, BCTPOEHHBIMW B MHOMO(YHKLMOHANbHbIE NeYyaTarome yCTponcTea, 40
BCTPaMBaHUS HEBUAMMBbIX YEnOBEeYecKoMy rnasy adduHHbIX npeobpasoBaHn B
NPON3BOSIbHBLIN Umdposom KOHTEHT, npeobpasoBaHHbIN n3a  6asoBblX,
obweynoTpebumbix dopmaTtoB dnekTPoHHbIX AokymeHToB (Microsoft Office, Adobe

PDF v 1.n.) B oanH 13 rpaduyecknx dopmatos (JPEG, PNG, TIFF un T.n.). Bonee
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pPaHHWE NOAXOAbI K CKPbITOMY MapKMpOBaHUIO n306paykeHnin, B OCHOBHOM [2, 11, 13],
ncnonb3oBany cnocobbl pasMeLleHUs AaHHbIX O BOASHbIX 3Hakax nyTem ux
BHeApeHUs B wMnagwune OuTbl, OTBevawwue 3a UBeT OTAEeNbHbIX MUKCeneu
nsobpaxenns. [lonyvarowpmecs npu 9ToM  HebonblMe U3MEHeHWa LuBeTa
N300paXeHns HesamMeTHbl ANS YEernOBEeYEeCcKOoro rrnasa, HoO OnucbiBaemble MoaxXoAbl
CKPbITHOrO BOTEPMapKMpOBaHWS He npegnonararoT crnyyvaeB npeobpasoBaHnd
N30bpaxeHnn, Hanpumep, W3 LUBEeTHOro B 4YepHo-Benoe, 4yto Oyaer BMONHe
npuemnemMo Ans 3noymblwneHHuka, noxuwarowero KU, copgepxalyyroca B TEKCTe
AOKyMeHTa BbiBOAMMOro Ha akpaH K. B 6onee nepcnektnBHbIX nogxogax [9], koraa
3awmTe noanexar HenoCpPeaCcTBEHHO SMNEKTPOHHbIE AOKYMEHTbI, OCYLLECTBNSETCSH MX
npeobpasoBaHue 13 o0bieynoTpebumbix popmaTos B rpadpunyeckme n 0gHOBPEMEHHO
C 3TUM BHOCATCA HEBUAMMBIE WCKXKEHUS HEMNOCPEeACTBEHHO B U30BpaxeHune
(abdpurHHBIE npeobpa3oBaHMs), KOHBEPCUS OTOKOMUM TakKoro  3alMLEHHOrO
AOKYMEHTa B Apyron chopmar unm npeobpasoBaHme LIBETHOrO n3obpaxeHus B YEPHO-
Benoe — OyaeT NUWEHO CMbIcna, T.K. POTOKONUSA 3aLMLLEHHOrO TakMm Cnocobom
rpadpuyeckoro  AOKYMEHTa  yHacrnegyet  Bce BHegpeHHble  addPUHHbIE
npeobpasoBanna. OgHako, OCyLlecTBnsemMas KOHBEepCUs K3 ogHoro dopmara B
apyron TpebyeT He TONMbKO BPEMEHHBIX W PECYPCHbIX 3atpat mowHocten [1K
XPaHEeHUs UCXOAHO MapKMpyeMblX 3MEKTPOHHbIX AOKYMEHTOB B CBA3Ke C
apTedakTaMmm BHOCUMbIX apPUHHBIX NpeobpasoBaHnin B NPUBSA3KE K KOHKPETHOMY
nonyyaTtento YHUKanbHOW KOMuKW, CyLEeCTBOBaHUA MexaHu3ma WHAEKCUPOBaHMS
COAEPKUMOrO AN OCYLECTBNEHMA noucka no obpasly CKOMMPOMETUPOBAHHOMO
KOHTEHTA, HO N TPYAOEMKOrO MHCTPYMEHTapUS NPOBEAEHUSA pacCrnefoBaHNn hakToB
KOMApOMETaUMM  OOKYMEHTOB, coAepXawmx KOHuaeHumanbHble  CBELEHMS
NPENMYLLECTBEHHO B PYYHOM MM MONyaBTOMaTU3MPOBAHHOM PEXMME, YTO AenaeT
MCNONb30BaHNE TakKOro poga TEXHOMNOrMM OrpaHuyeHHbIMM B Maclwtadbax 6onbLumx
NPeanpUSaTUN, C YACTTOM PabOTHUKOB, UCYMCNAEMbIX ThICAYaMU, U rAe SNEKTPOHHbIN
LOKYMEHTO0B0pOoT noapasymeBaeT obmeH 3HaYMTENBHBIM 4YNCroM
KOHPUAEHUMAMNbHBIX AOKYMEHTOB C OONbLUMM YMCNOM Monyvarenen yHUKanbHbIX
3K3EMMMSPOB 3NEKTPOHHbIX AOKYMEHTOB, 3aLMLLEHHbLIX C NMOMOLLBI BHELPEHHBIX B
KOHTEHT HeBUAMMbIX adPdPuHHBIX MeToK. [lpn STOM, npoueccbl MNOAroTOBKU
3aWMULEHHBIX  KOMWW  3MNEKTPOHHbIX  AOKYMEHTOB,  XpaHeHus  apTedakTos
chopMUpOBaHHbIX MNpeobpasoBaHMK, NPOBEAEHUS paccnegoBaHM nNo  gaktam
yTeuek, CTaBWWMX W3BECTHbIMKM cnyxbam 6©GesonacHOCTKM opraHmsauun, 6e3

OTHOCUTENbHO 3aTpaT Ha BbIsIBNEHWE camuxX (PakTOB YTEYKWU, MOryT ObiTb KpanHe
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Tpyno/BpeMa 3atpartHbiMK. Mcnonb3yemble npy 3TOM TEXHOMOrMUM BHEAPEHWUN
HEBMAMMBIX aPdPUHHBIX NpeobpasoBaHU UMEKT K TOMY e OrpaHUYEHUs No Yncny
noAroTaBnMBaeMbIX ANS K&XAOro nornyyvartens YHUKanbHbIX, pasnnuymMMblX Mexay
coBon KON NCXOQHOr0 KOHPUAEHUMANBHOIO 40KYMEHTA.

[005] PabBotbl, Hanpumep, Caronni [5], B KOTOPbIX OCYLLECTBNAETCA BCTpamBaHue
UMOPOBOM METKM MYyTEM U3MEHEHUS APKOCTU HECKOMNBbKMX CMEXHbIX MUKCENEN,
TpebyeT Ans U3BneYeHns 4aHHbIX N3 METKM UCXOAHOro M300paxkeHus, B TO BPEMS Kak
B NPEANOXEHHOM peLUeHUN 3TOro He Tpebyetca. Mcnonb3yemble B COBPEMEHHOM
MYNbTUMEAUAHOM  WMHAYCTPUM  MeTOAbl  3aWmTbl  UMEPOBOrO0 KOHTEHTa MNyTem
BHEAPEHUS UMKPPOBbIX METOK B YaCTOTHbIA cnekTp usobpaxeHusa [7, 18, 19]
obecneumBaroT NPUEMIIEMYIO CKPbITHOCTbL ANSA LBETHbIX M300paxeHUn, HO ODbIYHO
nposBnaAT cebs gemackmpyromm 06pasom B TEKCTOBLIX AOKyMeHTax [12, 14]. Takum
obpasom, BbILLEONUCAHHbIE CNOCODLI BHEAPEHMS LMEPOBLIX METOK HE NOAXOAAT ANA
CKPBITHOrO MapKMpOBaHWA Pa3HOPOAHOro KOHTeHTa. Micnonb3yemble CUHTakcuyeckme
N CeMaHTU4eCKMe noaxoAbl K W3MEHEHMAM CaMOro TeKCTa B 3NEKTPOHHbIX
AOKYMEeHTax, nyTeMm, Hanpumep, pasgeneHus Tekcta Ha 6nokm cnos uvnun Oyke C
nocneayLwmM UxX nepemMeLleHeM UnmM 3aMeHoW, Takke ABNAKTCA HEMPUrogHbIMU
Ana uenen sawmtbl KM nockonbky Henb3a oxBaTuTb BCE MHOroobpasve nporpamm
0bpaboTkm TekcTa ANS pasnuyHbiX OMepauMoOHHbIX cUCTeM, TpPebyroT OonbLuMX
BbIYUCIIUTENbHBIX 3aTParT, YTO CTaBUT MOA COMHEHWE UX NPUrOAHOCTL ANA 06paboTku
NHGOPMaLMN B PEXUME peanbHOro BpEMEHWU, U B NOOOM cryyae, He oXBaTbiBakoT
crny4dam ckpbIToro mapkmpoBaHusa KU, obpabartbiBaemMon B HETEKCTOBbLIX pefakTopax
(Hanpumep, B Beb-popmax cantos nnu B b).

[006] [MpepnoxeHHoe pelleHne MO3BONSET BHECTU MogudukaumMm B SAPKOCTb
BuaeomsobpaxeHms  Bocnpou3Bogumoro Ha  okpaHe MK HesameTHO ang
none3oBatens. NameHeHne SpKoCTU BUAEOU30OpaKeEHNS OCYLLECTBIAETCA C Y4ETOM
npenonpeneneHHoN NMUKCENBHON CXEMbl — CMMBONA UMEPOBOA METKWU, U3MEHEHNE
SAPKOCTM HEKOTOPbIX TMUKCENEN KOTOPOM MO OTHOLWIEHUKO K spKOCTM 6as3oBoro
BMAEOMN30DPaKEHNS 3aBUCUT OT TOrO, Kakne AaHHbIe NoANeXaT KOAMPOBaHWUIO (aanee
OonMcaHHbIM npouecc OyaeM HasbiBaTb «UMDPOBLIM MapkMpoBaHnem»). Habop
AaHHbIX, UCMNOMb3yEMbIX ANA OAHO3HAYHOW UAEHTUMUKALMN SNEKTPOHHOW YYETHOW
3anucu nonb3oartens, ocywectenaswero obpabotky KU Ha TK, ¢ ToWHOCTBHO A0
AaTtbl U BpeMmeHn panee Oyaem HasbiBaTtbh «UndpoBon meTkomy. WM3obperteHue
npegHasHa4yeHo Ans  3awmtbl  Nobon  KOHPUAEHUMANbHOWM  MHgopMaumn,

obpabartbiBaemon nonb3oartenem (1K, He3aBuMcUmMO OT PopMbl ee nNpeacTaBneHUs
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(TekcT, rpadourka, BUAEO) U NPUMNOXKEHNN, B KOTOPbLIX OcyLluecTBnseTca obpaboTka, oT
HEeCaHKUMOHMPOBaHHOrO KonupoBaHusa € akpaHa [1K ¢ ueneto nocneayrolero
HEeNpPaBOMEPHOro  pacnpoCTPaHEeHUs UM pacKpbITUA  TakUMX  CBEAEHUW,
KOMApoMeTaumm  uHbiMKM  NoBbiMK - cnocobamu. Lindposoe  MapkupoBaHue
BMAE0M300paKEHNS OCYLLIECTBNAETCA CKPbITHO, CPeACcTBaMK CrieumanmampoBaHHOro
nporpaMmmHoro obecnedeHnsa (ganee — [10), Bu3yanbHO HEBUMAUMO ANs rnas
none3osatens NK. CKpbITHOCTb 3aKoAMPOBaHHbIX LIMMPOBLIX METOK, BHEAPEHHBLIX B
BbiBOAUMOE Ha 3kpaH [MK BugeomsobpaxeHue, [OCTUraeTca 3a CYeT TOro, 4To
yenopeyeckun rnas, ocobeHHO B obnactsax cBeTnbix TOHOB [3, 6], MeHee
YyBCTBUTENEH K HEDOMbLMM W3MEHEHUAM SPKOCTU, YeEM LUPpPOBbIE Kamepbl
dhoToannapaTtoB UM MOBUNBHLIX TENEMOHOB.

[007] OB6paTHbIM npouecc, CBA3aHHbIM C aHanmM3oM AuddepeHumanoB ApKOCTU
MMKCENen Konum BuaeomnsobpaxeHnsa, nornyyeHHoro ¢ skpaHa [1K, B pesynbrarte
KOTOPOro onpefensetca pasmep cumBona UnudpoBon METKM W nocnepoBaTenbHoe
(NOCMMBOMBHOE) onpeaeneHne BCTPOEHHbIX B BUAEOU30OpaxKeHne AaHHbIX, Oyaem
Ha3bIBaTb U3BMEYEHNEM AaHHbIX.

[008] MpuHUMNWanNbHLIM TEXHOMOIMYECKUM pPEe3ynbTaToM U300peTeHUs SBnseTcH
NOBbILEHME 3alMTbl KOHMPUAEHUMANbHbIX CBEAEHUA OT HeCaHKLUMOHWMPOBAHHOIO
KonMpoBaHuna ¢ aKkpaHa mMoHuTopa MK 1 nx HenpaBOMEpPHOro pacnpocTpaHeHnsa 3a
cyeT obecrnedyeHUs BO3MOXHOCTM YCTAHOBMEHUS TOYHOW pAaTtbl, HassaHua [1K u
naeHTuduKkaumm none3oBaTens, 4OMyCTMBLLErO yTeUKy 3alimiaemMon nHpopmaumu,
NyTEM MU3BNEYEHNSA TaKNX CBEAEHNIN N3 CKPbITbIX B N300parKeHNN LMdPOBbIX METOK.
[009] B HacTosLen 3asBke packpbiBaeTcs cnocob Moandurkaymm
BMAEOM300PaKEHMS, BHECEHNA HEBUAMMbBIX YENOBEYECKOMY rnasy LMdpoBbIX METOK,
a Takke cnocobbl 06paboTkn LUNPPOBLIX M30BPaKEHUN, CcAenaHHbIX MNyTEM
doTorpadpupoBaHns  W/unn  KonNUpPoBaHWA 3KpaHa (screen shot), copepalimx
3awpulaemble  CBEAEHUSA, WU3BIMEYEHNA BCTPOEHHbIX AaHHbIX, BOCCTaHOBMEHUSA
LMPPOBBLIX METOK C LIENBK YCTAHOBMNEHUS UCTOYHUKA U UAEHTUMUKALMN BUHOBHUKA
YTEYKM KOHPUAEHUMANbHbBIX CBEAEHUN.

[010] Mpepnaraemoe n3obpeteHne He TpebyeT cos3gaHus oTaensHoM 6asbl AaHHbIX
ANs  XpaHeHnsa uHpopmMauunm 06 yHUKanbHbIX XapakTepucTukax (aptedhakTax),
BHEAPEHHbIX B BUAEOU300paKeHne UMdpOoBbIX METOK, MOCKOMbLKY npearnonaraeTcs,
4YTO B XO4E NPOrpamMMHON peanusauum Bce Heobxoaumble gaHHble 06 HassaHuu MK,
NorvHe nonb3oBaTens, OCyLecTBMBLLEro ycnewHbin Bxoq Ha (K, a Takke gate u

BpemeHu OyayT HeNnocpeacTBEHHO nony4yeHbl Ha MK 1 BCTpoeHb! B BUAE HEBUANMBIX
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LMdpoBbIX METOK B BbIBOgMMOe Ha akpaH [1K Bupgeomsobpaxenne. B cnyyasnx
npoBeaeHus paccnegoBaHnn no d¢aktam  yredkn KW, coTpygHuky  cnyxObl
BesonacHOCTK gocTtaTtovHo ByaeT nonyuntb Konuto (screenshot) nnmn goto skpana lNK,
cAenaHHble  3MOYMbIWMEHHUKOM, 4TOBbl nocne  obpaboTkm  n3obpaxeHus
NpOrpaMMHbIM CnNOCOOOM BOCCTAHOBUTbL BbllLEyKa3aHHble AaHHble, BHEAPEHHbIE B
BUAE CKPbITbIX METOK M TEM CcaMbiM OAHO3HAYHO WAEHTUPUUMPOBAaTL Kak
nonb3oearens, Tak u MK, Ha koTopbiM Obina ocyulecteneHa komnpomeTauus KU, B

KOHKPETHBIA MOMEHT BPEMEHW.

CYWHOCTb TEXHUYECKOIO PELLEHNA

[011] TexHuueckon npobnemon nnu sagaden, NOCTaBNEHHOW B 4AHHOM TEXHUYECKOM
pelleHnn, SBNAETCA CO3fgaHMe MnPOCTOro, He3aMeTHOro Ana nonb3oBatenen wu
HagexHoro crnocoba n ycTpouctea AN BHECEHUA UMPPOBbIX METOK B LMGPOBOE
n3obpaxenHue, cogepxawmx MHPopMaumlo O aate, BpeMeHU U OBCToATenbCcTBax
obpaboTkm KN (Hanpumep, HanMeHoBaHNe YCTPOWUCTBA N NIOrMH aBTOPU30OBAHHOMO Ha
HeM nonb3oBartens).
[012] TexHu4eckum pesynbTaTtoM, AOCTUraeMbiM MPU PELLUEHMM BbiLLEYKa3aHHOM
TEXHUYECKOW 3agayn, aBnaetca obecneyeHne BO3MOXHOCTM aBTOMaTU3MPOBAHHOIO
dopMmpoBaHMa U BHEAPEHUA B LUPPOBOE M30O0pakeHne UMdppoBbIX METOK,
CrpynnMpoBaHHbIX K3 MUKCENnen MnepeMeHHOM SPKOCTU B MOCNe[oBaTenbHOCTb
CMMBOSOB, COAEPXaLLMX 3aKOAMPOBaHHYH MHOPMaLMIO, Hanpumep, HeobxoaMMyto
ANA NPOBEAEHNA paccnefoBaHnsa 1 yCTaHOBNEHUS OOCTOATENBCTB B CriyYae yTeuku
KU nytem HeECaHKUMOHMPOBAHHOIO KOMMPOBaHWA, B T.4. 4epe3 BMAOBOW KaHan
(Hanpumep, nytem poTorpadpunpoBaHma sKpaHa).
[013] YkasaHHbIN TEXHUYECKUI pesynbTaT gocturaetca bnarogapsa ocyLeCcTBNEHWIO
cnocoba BHeECEHNSA LMMPOBLIX METOK B LMPPOBOE N300pakeHne, BbINOMHAEMOro no
MEHbLUEW MEepe OAHWMM BbIYMCNUTENBHLIM YCTPOMUCTBOM, COAepXallero atanbl, Ha
KOTOPbIX:

- NONyYaroT KOPTEX AaHHbIX, NOANEXaLMX BHECEHMIO B BUAE LMEPOBLIX METOK
B LUMpoBoOe n3obpaxeHne, BbIBOAUMOE Ha 3KpaH yCTPOWCTBa Nonb3oBaTens;

- onpegensaT popmy (B BUAE NOMUKCENBHOMO NPeacTaBneHns) N MakCuMarnbHO
AOMNYCTUMYKO Pa3MepHOCTb CMMBONa LMMPOBOM METKM UCXOAA U3 MUCMOSMb3YEMOro

Nosfib30BaTeneM paspeLleHns 3KpaHa yCTPOWCTBa;



- Ha OCHOBE MHJOpMaLMK O hopMe U pasMeEPHOCTN CUMBOA LUMGPOBOMN METKU
onpeaensarT GopMy U PasMEPHOCTb BHYTPEHHEW maTtpuubl nukcenen 6asoBow
APKOCTU CUMBOIa LUMPPOBON METKM,

- Ha OCHOBE JaHHbIX, COAEPXKaLUMXCA B KOPTEXe, npeacTaBneHnn o opme U
MakcuMarneHO AOMNyCTUMOW pasMepHOCTU CUMBOMa LMAPOBON METKM U opme U
pasMepHOCTN BHYTPEHHEN MaTpuLbl NUKcenen 6a3oBoON APKOCTM CUMBONA LM POBON
METKM OCYLLEeCTBNAT (POpMUPOBaHME NOCNEAOBAaTENBbHOCTU CMMBOJIOB LMPOBbIX
METOK;

- UICXOAS U3 UCMONb3YEMOro Nonb30BaTeneM paspeLLEeHNsa 3KpaHa yCTpoucTBa
dopmupyroT  WabnoH-maTpuly, ONpPeaensioyr0  MOCTPOYHOE  pacrnonoXeHue
nocneaoBaTenbHOCTU CHOPMUPOBAHHBIX CUMBOOB LIMAPOBbLIX METOK AN BbIBOAA HA
3KpaH;

- HaknagbiBawT  CPOpMUPOBaHHY0  WabnoH-maTpuyy Ha  Uudposoe
n3obpaxeHne, NnpegHasHa4veHHoe ANA BbIBO4A HA SKpaH;

- BbIBOAAT UM POBOE U30DpaKeHNEe C HANOXEHHOMN YNOMSIHYTOW Bbllwe LWabnoH-
MaTpuuen, cogepxallen nocnefoBarenlbHOCTb  CPOPMUPOBAHHBLIX  CMMBOSIOB
LMPPOBbLIX METOK Ha 3KpaH yCTPOUCTBa NoNb3oBaTens.

[014] B ogHOM M3 4acCTHbIX MPUMEPOB OCYLLECTBMEHMA cnocoba AOMNONHUTENBHO
OCYLLECTBMSAIOT NOMEXOYCTONYMBOE KOAMPOBAHME NOMYyYEHHOMO KOpTEXa AaHHbIX.
[015] B ppyrom 4acTHOM MpuMepe OcCyLlecTBneHna cnocoba AOononHUTENbHO
BbINOMHAOT 3Tarbl, HA KOTOPbIX: ANA KOPTEXa AaHHbIX BbIYUCNAOT KOHTPOSbHYHO
CYMMY ANS NPOBEPKN LENOCTHOCTU AaHHbIX; 400aBNAT NONYHYEHHYH KOHTPOMbHYH
CYMMY K KOPTEXY AaHHbIX.

[016] B ppyrom 4acTHOM nMpumepe ocyllecTBneHna crnocoba [ONONHUTENBHO
ONpefensaoT TeKylMe napaMeTpbl 3KpaHa, NpuyYeM MakcMMmarnbHO AOonycTumas
pasMepHOCTb CUMBONA LUMPOBON METKM Onpeaenserca C y4eTOM TeKyLmx
napameTpoB 3KpaHa 1 pasmepa KopTexa AaHHbIX.

[017] B ppyrom 4acTHOM MpuMmepe ocyllecTBneHna crnocoba [ONONHUTENBHO
cobupator paHHble 06 yCTPOMUCTBE MOMb30BaTeNs, BKMKYawWMe: aary,
YCTQHOBMEHHYDO Ha YCTPOUCTBE MNONb30OBaTeNs; BPEeMs, YCTaHOBMNEHHOE Ha
YCTPOUCTBE MOnb3oBaTtens; WAEHTUMPUKATOP YCTPOMUCTBA MNOMb3oBaTens, WMSA
none3oBatena (LOGIN), ocywecTtBuBlero asTtopudaunto Ha ycrtpouctse 10
nonb3oBaTens; NPUYeM KOPTEX AaHHbIX (PopMUpyeTcs M3 AaHHbIX 00 yCTpouCTBe

nonb3oBartensd.



[018] B pgpyrom npennoytUTeNsHOM BapuaHTe OCYLECTBNEeHUA 3asBreHHOro
PELUEHNsT MPeACTaBNeHO YCTPOMCTBO BHECEHMS LMPPOBLIX METOK B LmMdpoBoe
n3obpaxeHne, cogepxallee no MeHbLUEN MEPE OA4HOMO BbIYNCIUTENBHOE YCTPOUCTBO
M MO MEHbLUENW Mepe OAHO YCTPOMCTBO MaMATH, copepkallee MallMHOYMTaeMble
WHCTPYKUMKW, KOTOpblE TMPU WX WCMOMHEHMM MO MEHbLUEN Mepe Of4HUM

BblYNCITUTETbHBIM YCTpOVICTBOM BbIMNOJTHAOT yKa3aHHbIIZ BbiLLle CNocob.

KPATKOE OMUCAHWE YEPTEXEN

[019] MpwuaHakm n NpenmyLLeCTBa HAaCTOALWETO U30DPETEHNSA CTaHYT O4EBUAHBLIMA U3
NPUBOANMOrO HKE MOoapPOBHOro onNncaHus N3obpeTeHUs N NpUnaraeMbix YEPTEXKEN,
Ha KOTOPbIX:

[020] Ha owr. 1 — npeacrtaBneHbl BO3MOXHbIE CUEHapumM KOMMpomeTauum
KOHPUAEHUMANbHbIX CBEAEHUNA.

[021] Ha owur. 2 - npeacraBneH NpUMep CUCTEMbI OTODPaXKEHUS LaHHbIX.

[022] Ha ®wur. 3 — npeacrasneHbl NpyUMepbl CUMBOSIOB LIMAPPOBLIX METOK.

[023] Ha ®wur. 4 — npeacTaBneHsbl NPUMEpPBLI MICXOLHOMO n3obpaxeHnsa akpaHa ¢ n 6e3
HaknagblBaeMbIX CUMBOJIOB LMMPOBLIX METOK (SPKOCTb CMMBOSIOB YBENNYEHA).

[024] Ha dur. 5 - npeacraBneH npumep obLero Buaa BbIYMCIUTENBHOIO YyCTPOUCTBA.

NoAgPOBHOE ONMNCAHUNE N3OBEPETEHUA

[025] Hwxe OyayT onucaHbl MOHATUS U TEPMUHbI, HEOOXOAUMbIE ANSA MNOHUMAaHMUS
AaHHOrO TEXHUYECKOrO peLLEHNS.

[026] B naHHOM TEXHMYECKOM PELUEHMM MNOA CUCTEMOM MOApPa3yMeBaETCs, B TOM
yncne KoMNekoTepHasa cuctema, IBM (anekTpoHHO-BblMMCUTENBHAA MalumHa), YUY
(uncnosoe nporpammHoe ynpasnenune), [JIK (nporpammupyembii  NOrMYeCcKum
KOHTPOMNEpP), KOMMbIOTEPU3NPOBAHHbIE CUCTEMbI ynpaeBneHus un nwobble apyrve
YCTPOUCTBA,  CMOCOOHblE  BbLIMNOMHATL  3@4aHHYH,  YETKO  OnpeAeneHHyHo
nocnenoBaTenbHOCTL onepaumn (4ENCTBUN, MHCTPYKLIMKA).

[027] Mog yctponcteoMm 06paboTkn KOMaHA, NMOAPasyMEBAETCA SMEKTPOHHbLIM OOk
nMbo  wmHTerpaneHaa cxema (MUKPOMNPOLECCOp), MWCMONHALWas MalluHHbIe
WHCTPYKUMK (Nporpammeil).

[028] YcTtponctBo 00paboTkM KOMaHL CUMTbIBAET W BbINONHAET MalUWHHbIE
WHCTPYKUMK (MporpamMmebl) ¢ O4HOro unm Bonee yCTpoucTB XpaHeHUsa AaHHbIX. B ponu

YCTPOWCTBa XpaHEHUs! AaHHbIX MOryT BbICTyNaTb, HO HE OrpaHU4YMBasiCb, XXECTKME



anckm (HDD), dnew-namate, lM3Y (noctosHHoe 3anomuHarowee yCTPOUCTBO),
TBEepAoTenbHble HakonuTenu (SSD), onTuyeckne NpmMBoAbI.

[029] Mporpamma - nocnepoBaTenbHOCTb WMHCTPYKUMWA, MNpeAHasHauYeHHbIX Ansd
NCNONMHEHNSA YCTPOWUCTBOM YNpaBneHUs BbIYUCIIUTENBHOM MaLLMHbI UKW YCTPONUCTBOM
0BpaboTkm KOMaHa,.

[030] KopTex AaHHbIX — ynopsiaoYeHHbI Habop AaHHbIX (PUKCUPOBAHHOM ANNHbI.
[031] B nopaenswowem O0nbLIMHCTBE CnyyYaeB BHEAPEHHbIE B COBPEMEHHbIX
opraHmMsaumsax agMUHNUCTPaATUBHBIE, OPraHN3aLUMOHHBLIE N TEXHWYECKME MEPbI 3aLUTbl
KW, kak npaBuno, He MOryT nomewlatb 3noyMbllneHHnkam-nHcangepam [1]
cKonmMpoBaTb KOH(pUAEHUManbHble cBegeHna nytem ¢ootorpadompoBaHus C sKpaHa
MK. Takne HeCaHKUMOHMPOBAaHHbLIE AEUCTBUSA HE OCTaBNAT HUKaKUX LUMEPOBLIX
cnefos B xypHanax K, 4To He no3BonAeT MaeHTUOULMPOBaTL 3N0YMbILLNIEHHUKA,
Kak 1 yCTaHOBUTb caM dhakT oTorpadmposaHmnsa KA.

[032] Mpepnaraembii B M300peTEHMM NOAXOA MNpPeAnonaraeT MNoOKPbITUE ABYX
cnepyroLmx cueHapues, n3obpaxeHHbIx Ha durype 1.

CueHapum 1: nHcangep-3noyMbIWneHHKK 1 agenaet POoTOCHUMOK KOH(PMAEHLMAaNsHOW
nHpopmauun, otobpaxaemoun, Hanpumep, Ha skpaHe MK 2, ¢ nomouwpo Kamepsl
MOBUNbHOro TenedoHa nnm gotoannapara, 3atem nepecoinaeT n nydnukyeTt gann B
cetn UHTepHeT 3. CueHapun 2: nHcamaep-3noyMblWneHHWK 1 genaet oToKonumio,
Hanpumep, ¢ akpaHa K 2 (Hanpumep, Yepes cTaHdapTHYHO PYHKUMIO print screen),
3aTem nepecbinaet u nybnukyet davn B cetn UHTepHetr 3. B oboux cnydasax
3rOYMbILLNEHHUK MOXET ckomMnpomeTupoBath KN, nepepas ghann kak B UCXOAHOM, Tak
1 B NpeobpasoBaHHOM BUAE, NYTEM NPUMEHEHMS cneymanbHbix poToaddekTos (blur,
noise, sharpen n 1.n.) [4] nnun cxatns n3obpaxeHnsa Yepes KOHBEPCUIO B N3obpaxeHne
Apyroro ¢opmara (Hanpumep, ns BMP B PNG nnn ns RAW B JPEG), n Tem cambim
LUmdbpoBasa konus n3obpaxeHus skpaHa npmobpeTéT aptedakTbl (Opeon unm NarHa
xapaktepHble ana dopmata JPEG). Cutyauyms co cueHapvem 1 moxeT ObiTb
YCNOXHEeHa TeM, 4To poTorpadupoBaHmMe SKpaHa MOXET ObiTb BbIMNOHEHO MNpWU
NIIOXOM OCBELLEHUW, Nog YyrnoMm (He nepneraukynapHo akpaHy [K 2), ¢ 3apaHee
npeaonpeaeneHHbIM NIoXMM KavyecTBOM ChbeMKkU. Kpome Toro, ¢OoTOKONMA MOXET
ObITb 3awymneHa Bcneacteme ocobeHHocTen paboTbl annapaTHO-NPOrpaMMHON
peanusagunm camon (OoTOKaMepbl W MOMyYUTb Kak LIBETOBOWM LUYM, Tak W LUyM
CBETMMOCTM (3epHUCTOCTL). Hambonee npoctom gnsa npoBeaeHUs paccrnenoBaHuin
dakrtoB yteukn KW BapuaHT npegnonaraeTt nonydeHne foctyna K danny ¢ Konmemn

aKpaHa no CLeHaputo 2, T.e. K UCXOAHOMY HEU3MEHEHHOMY U30OPaXKEHMIO UK, B psige
9



cny4vaes, K hannam, COXpaHeHHbIM Ha MODUNBHOM YCTPOMUCTBE, HanpuMep, N3bAaTOM
Yy 3N0OYyMbILLNIEHHUKA B XOA4€ 3afepXaHns NpaBooXpaHUTENbHbIMW opraHamun. Ho Takune
criydae He MOryT CuYuMTatbCs 4YacTbiMKW, TWUNOBbIMW. B BMAY BbILEU3NOXEHHOrO,
HeobxoAMMO peLunTb 3agady No naeHTUdUKaLmMmM 3noyMbllLeHHVKa 1, 4onycTMBLIEro
komnpomeTauno KW, mecta (Hanpumep, HasaHwe [1K 2, Ha KOTOpOM Benachb
obpaboTka) N BpeMEHM TONMbKO HA OCHOBaHWMM aHanmaa Toro n3obpaxkeHus, KoTopoe
Ob1N0 NONYYEHO HEMOCPEACTBEHHO U3 UCTOYHUKA HEMNPaBOMEPHOrO PasMeLLEHMS.

[033] [Ons pelleHns BbILLEONMCAHHOM 3adayun npeanaraeTcsa noaxon no BHeAPEHUIO
CKPbITbIX (HEBMAMMBLIX 4YernoBeveckoMy rnasy) umdpoBbiX MeETOK (3HakoB) B
n3obpaxenme, BbiBogMmoe Ha a3kpaH [MK. UndpoBas meTka MOXeET copgepxarb,
HanpuMmep, Takyl 3aKkoAupOoBaHHYH WHGOpMauu kak: parta, Bpems, mma [1K
(HasBaHue pabouen cTaHumK, ¢ akpaHa koTopomn Beina caenana konus KN), a Takke
nmsa nonb3osarens (LOGIN), ocywecTtBmBliero astopmsaumoo Ha aaHHom [K. B
cny4ae nonyyYeHus goctyna K (M3MEHEHHOW) OOTOKOMUM 3KpaHa, CrneumanuncTbl Mo
KOMMBIOTEPHBIM  paccnefoBaHUsaM UMK COTPYAHWUKM ©e30nacHOCTM  opraHM3aumm
CMOryT AEKOAMPOBaTb MEPEYUCIEHHbIE Bbille CBEAEHUS U3 LUMPPOBBIX METOK WY
naeHTUOULMPOBaTL 3MOYMbIWMEHHWKA W paboyee MeCTO, Ha KOTOPOM Benacbh
obpaboTka KM ¢ TouHOCTBIO A0 AaThl U BpeMeHu. lNMpeanaraembin Noaxon ABASETCA
NepMaHeHTHbIM MO CBOEW peanu3aumu, MOCKOMbKY 3MOYMbILUNIEHHUK CcrnocobeH
caenatb CHMMOK dKkpaHa B nwoboe Bpemda, He Ha Bcex [IK moryT croate unm
dyHKUMOHMpoBaTL cpeacTtea 3awmtbl KW, oTcyTcTBOBaTH OpraHM3auMOHHbIE UMK
aaMUHUCTPATMBHbBIE KOHTPOSIbHBIE NPOLEAYPbl, NO3TOMY LMGpoBas MeTKa AOSmKHA
npucytcteoBate nNpu obpabotke nobon KU B ntobom cdopme npeacraBneHus
HE3aBMCMMO OT UCMOMb3yeMbIX NPUNOXEHUA. BHeapsaembin B BbIBOAUMOE Ha 3KpaH
MOHUTOpPa M3obpaxeHne undpoBas MeTka AomkHa ObiTb He3amMeTHOW Ansa rnasa
NnoNnb3oBaTeNna Kak Ha TEeKCTOBbIX AOKYMEHTax, Tak M He aobaeBnsaTb BUAUMbIX
aptedakToB B rpaduky, KoTopble Bbl MOrnm Bbl CTaTb 4EMACKUPYHOLLMMU SNIEMEHTaMM
camoro nsobpaxeHus. OnmcobiBaeMbI NOAX0A NpeanonaraeT BHegpeHE pobacTHbIX
K MCK&XEHUSM KOMUU U30DpadkeHUs LndPOBbIX METOK, MO3BOMSAIOWMX, NMPU 3TOM,
Crnenoe M3BneYeHne 3aKOAMPOBaAHHOW B HUX MHOpMaUMM, TO €CTb M3BMEYeHue
AaHHbIX 0 aarte, BpemeHn, menu MK v nonb3oeatene 6e3 opurnHana n3odpaxeHus.
[034] B cooTBETCTBUM CO CXEMOW, NPUBEAEHHOU Ha dour. 2, cuctema oTobpaxeHus
AaHHbIX BkNtovaeT: yctpouctBo 10 nonb3oBatens u yctpouctso 100 BHeceHUs
LUMPpPOBLIX METOK B LMdpoBoe n3obpaxeHue. Yctponctso 10 nonb3oBarena MOXeT

BbIMONHEHO Ha 6ase BbIMUCIIUTENBHOrO YCTPOWCTBA, OCHALLEHHOrO CpenCcTBaMum
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BbiBOAA LUMPPOBBIX N30OPaKEHUN, N MOXET NPEACTaBNATb, HanpuMep, NopTaTUBHbIN
UNX CTaUMOHaPHbIN KOMMbIOTEP, MNNaHWeT, MOBUNbHbIM TenedoH, CMapTgOH mnm
npo4vee yCTPOUCTBO.
[035] YcTtpowcTteo 100 BHECEHUS LMGPOBLIX METOK B LIMAIPOBOE N30BpaKeHNe MOXET
ObITb peanus3oBaHo Ha 6ase nporpammHo-annapatHblx cpeacts ycrponctea 10
nonb3oBaTens, NMbo NpeacTaBNATb CAMOCTOSATENBHOE YCTPOUCTBO, MOAKNHO4YaEMOe K
ynomsiHyToMy yctponctey 10 no npoBogHoM w/vnn 6ecnpoBogHOM CBSA3M U
CoAepaLlee N0 MeHbLLEN MepPe OA4HO BbIYMCNNTENBHOE YyCTPOUCTBO. YcTponctao 100
BHECEHUS LMPPOBLIX METOK MOXET cogepxatb: mogynb 101 cbopa gaHHbIX, MOAY b
102 obpaboTkm gaHHbIX, Mmogynb 103 koanpoBaHusa gaHHbIX U Moaynb 104 BbiBOAA
AaHHbIX. YKasaHHble Moaynm MoryT ObiTb peanu3oBaHbl Ha ©ase nporpamMmMHo-
annapaTHbIx cpeacTts ycTpounctaa 100, ckoHGUrypmpoBaHHbIE TakuM 06pa3om, 4TobbI
BbINOSTHATb MPUNUCaHHbIE 3TUM MOAYNAM B HAaCTOSALLEN 3asaBKe (PYHKLMM.
[036] CornacHo 3anoxeHHOMy pa3spaboTydmkoMm B moayne 101 cbopa paHHbIx
nporpaMmmHoMy anroputMmy, mogysb 101 obpawaetca k ycrponctsy 10 nons3oBarens
Ana cbopa cBefeHun O TeKyLMX napameTpax 3KpaHa, Hanpumep, O paspelueHuu
3KpaHa, 1 gaHHbIx 06 yctpouctee 10 nonb3oBaTtens, KOTOpble MOryT BKNHOYaTh!
- faTy, yCTaHOBMEHHYHO Ha ycTpoucTee 10 nonb3oBartens;
- BpEMS, YCTaHOBNEHHOEe Ha ycTpoucTtee 10 nonb3oBaTens,
- nageHTudgukatop ycrponctea 10 nonb3oBatens, HanpuUMep, UMS YNOMSAHYTOro
YyCTPOUCTBA;
- ums none3oearens (LOGIN), ocylecTBMBLLErO aBTOPU3aLMIO Ha YCTPOMCTBE
10 nonb3oBaTens.
[037] CobpaHHble paHHble 06 yctporctBe 10 nonb3oBatens 0O6bEAMHSAOTCS
moaynem 101 cbopa AaHHbIX B KOPTEX AaHHbIX, NOANEXaLMX BHECEHUO B BUAE
LMPpPOBLIX METOK B LMEPPOBOE M30OpaKeHWe, BbIBOAMMOE Ha 3KpaH YyCTPOMCTBa
nonb3oBaTens, Hanpumep, Buaa:
[|rrmcaavyumMHFQDN|UserLogin, rae:
- «|» - cneumanbHbBIN CUMBOS, YKa3blBalOLMW Ha Havano KopTexa AaHHbIX U
BbICTynarowumn B kayectse pasgenutensa nonem FQDN mn UserLogin, 0x7C (kopg,
CMMBOMa «|» B WeCcTHaguarepmyHom Buae). NpegnonaraeTcs, YTo yKasaHHbIN
CneLcnuMBOn He MOXeT BbITb ncnone3oBaH B nonsax FQDN m UserLogin;
- rrMcaaqumMH — 10 Gant gaHHbIX UKCUPOBAHHOW ASMHBI O TEKYLLEM roae,

MecsiLe, AHe, 4Yace W MWHyTax, MOSfyYeHHble M3 OnepauyoHHOM CUCTEMBI
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yctporctBa 10 nonb3oBaTens, Ha KOTOpoM ocyllectenseTca obpabotka KU,
rae B CBOK oyepefb:
e [T - nocnegHue 2 umdpbl Tekyulero roga, Hanpumep, gna 2019 roga
OyneT 3anucaHo 3HadeHne «19»;
e MC— Mecsl;
e A4 - [€Hb;
e 4yy-—uyac;
¢ MH— MUHYTbI;
- FQDN - Fully Qualified Domain Name wunu nonHoe mms yctporctea 10
none3oBatena [8], wmeeT orpaHudeHne B 255 Oaut, Hanpumep: WS-
CA111.company.com;
- UserLogin — umsa none3oBatensa ycrtpouctea 10, KOTOPbIM OCYLLECTBUI
YCMELLHY0 ayTeHTUdMKaumMo Ha paboden CTaHumWi, [aHHOe Mone umeet
orpaHunyeHne B 20 BGamt B cnydae  umcnonb3oBaHua — atpubyTa
«SAMAccountName» B gomeHe Microsoft Active Directory [10]. B cnyvae
ncnonb3oBaHusa atpubyta «userPrincipalName» n otBegeHnsa B 4OMEHE Noj
nms nonb3oBatens ycrpouctea 10 64 Gaut, npeanaraetca obpesatb UMS
nonb3osarensa no 20 6anT, T.K. OCHOBHbIM WAEHTUPUUMPYIOWNM dakT
obpaboTkmn KN npusHakom 6yaet FQDN.
[038] Takmm obpasom, obLias anvHa KkopTexa AaHHbIX, nognexawmx KogmpoBaHMto
(payload), B npvBegeHHOM Bblle nMpumepe, B npeaene He OyaeT npesbiwartb 288
BanT. [lanee cBefeHMs 0 TEKYLLMX NapameTpax dKpaHa U KOpTeEX AaHHbIX Moayrb 101
cbopa paHHbIX nepepaetr B Moaynb 102 06paboTkm AaHHbIX, KOTOPbIA MO
CHOPMMPOBAHHOMY KOPTEXY AaHHBIX BbIMMCAET KOHTPOMbHYHO CyMMa AN MPOBEPKN
LEeNOCTHOCTM AaHHbIX - LMKIMYECKMA mn3bbITouHbIM ko (aHrn. Cyclic redundancy
check, CRC), Hanpumep, no anroputmy CRC32 [17]. NMony4yeHHy0 KOHTPONbHYHO
CYMMy YNOMsAHyTbIn Moaynb 102 pobaBnseT K KOPTEXY AaHHbIX, MNOCRe 4ero
NONY4YMBLUMNCS KOPTEX AaHHbIX B 292 BanTa nepenaetca B mogynb 103 kognpoBaHus
AaHHbIX, KOTOPbIA OCYLLECTBMASET MOMEXOYCTONYMBOE KOAMPOBAHWE MOMYyYEHHOro
KOpTeXa [AaHHbIX C MCMOMb30BaHWEM, Hanpumep, aganTUPOBaHHOrO CBEPTOYHOrO
Ko4epa v nepefacT KOpTeX KOANPOBaHHbIX AaHHbIX B Moaynb 104 BbiBOAA AaHHbIX.
[039] MapameTpbl, HeobOxogumble ana pabotel mogyna 103, B 4acTHOCTM,
NCNONb3yeMbIA anropuTM MOMEXOYCTOMYMBOrO KOAMPOBAHUA W COOTBETCTBYHOLLME
€My HacTpouKM, MoryT ObITb 3apaHee 3ajaHbl paspaboTtumkom ycTtpouctea 100

BHECEHMST LMPPOBbIX METOK MCXOAS W3 COOTHOLUEHMS MOLLHOCTW Koaepa Mo
12



NCNpaBneHno oLWMBOK, KOTOPbIE MOTYT BO3HUKHY T B NPOLECcCe U3BNEeYEHUS AaHHbIX
N3 KOMMM N300PpaKeHNS, K CIOXHOCTU U TPYA03aTpaTHOCTM NPOrpaMmMHON peanmaaumm
BbIOpaHHOro NOMEX0YCTOMUYMBOro Kogeka (kogepa-aekogepa), a Takke 4OCTyNHOCTU K
peanusagum COOTBETCTBYIOLLMX anroOpUTMOB C YY4ETOM CODMNIOAEHUA UX NaTeHTHOW
3awuThbl.

[040] dononHutensHo, mogynb 102 06paboTkm AaHHbIX BbINOMHEH C BO3MOXHOCTBIO
onpeaeneHns opmbl (B BUAE MOMUKCENBHONO NPEeACTaBfieHMs) U MakCumarnbHO
L0MNYyCTUMOW pasMepPHOCTM CMMBOA LNGPOBOM METKM (MPUMEPLI KOTOPbIX NMPUBEAEHbI
Ha ®ur. 3) — T.e. pacyeTa KONMMYecTBa MUKCENEW Mo BEpPTUKANM U ropusoHTanu,
obpasyrolmx CUMBOI, HanpuMMep, Ha OCHOBE CBEAEHVMA O TEeKylMX napameTpax
3KpaHa K pasMepe KopTexa AaHHblX, NonydeHHbIXx u3 mogyna 101. [na sTtoro
ynoMsaHyTbi Mogynb 102 Ha OCHOBE CBEAEHUA O TEKYLUMX MapameTpax 3KpaHa, B
YaCTHOCTW WUCXOA4S W3  UCMOMb3YyEMOro NOMb30BaTeENeM paspelleHus  dKpaHa
ycTpouctBa 10, onpegenseT obuiee KONMYECTBO NMUKCENEN, KOTOPOE BMECTUT 3KPaH,
nocne 4ero onpegenser Konmy4ectBo OWT AaHHbIX MCXOA4S M3 pasmepa KopTexa
AaHHbIX, NOANexallmx KOAMPOBaHWIO B BUAE CUMBOJSIOB LMAPOBbIX MeTOK. [Janee
moaynb 102 onpegenseTt opMy U MakCUManbHO BO3MOXHYH pa3MepHOCTb CMMBOA
UMppoBON METKM, MPW WUCMONb30OBaHUM KOTOPOW BCe noanexalipe KoanpoBaHMIO
AaHHble (B BUuAe nocnenoBaTenbHOCTN BUT KopTexa AaHHbIX) NONTHOCTLIO MOTyT BbITh
pasMeLLieHbl Ha 3KpaHe B BMUAE NocnefoBaTenbHO BbIBOAUMbIX CUMBOIIOB LMAPOBbIX
METOK C MOCTPOYHbIM MEPEHOCOM MO AOCTUXEHUW npefena ropu3oHTanbHOro
paspeLLeHns 3KpaHa, MCXOAS N3 COOTHOLLEHUS: OAWH BUT AaHHbIX KOAUPYETCA O4HUM
CUMBOJIOM LMOPOBON METKM.

[041] Mpumepbl cMMBOMNOB LUMGPOBOMN METKM NPUBEAEHBLI HA our. 3, B YaCTHOCTM AN
pasmepHocTen 3x3 n 6x6 nukcenen. CepbiM UBETOM Ha ur. 3 nokasaHbl NUKCenu
cumBona unudpoBon METKM C HA30BOMN APKOCTBIO UCXOAHOrO N30DPaKEHNSA, YEPHbBIM
LUBETOM — MUKCENU C M3MEHEHHOM (OTIMYUTENBHOM) APKOCTLIO. MHdopmauus o
paspeLlleHnax skpaHa yctpouctea 10 nonb3oBartens, COOTBETCTBYHOLMX UM hopmax
UMPOoBLIX METOK U POpMax BHYTPEHHEN MaTpuubl NUKcenen GasoBOM APKOCTU
cumBona UmdpoBon METKN MOryT BbITb 3apaHee 3agaHbl pa3paboTymMkoM yCTPOUCTBA
100 BHECEHUS LMPPOBLIX METOK.

[042] CornacHo dwur. 3, Ha oOcHOBe (OPMbl M pPaCCYATAHHOM MakCUMmanbHO
BO3MOXHOW pPasMEPHOCTM CUMBOMA LUMMPPOBON METKWU, YNOMsHyTbIn mogynb 102
onpegensaeTr oOpMy U pPasMEPHOCTb BHYTPEHHEW MaTpuubl nukcenen ©6asoBow

SPKOCTM CMMBOMa LMEPPOBON METKWU, XapakTepM3YHOLLYID KONIMYECTBO MUKCENEN C
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0a30BOM SAPKOCTLIO, KOTOpoe OyaeT coaepxatbCA B CUMMBOSE LMAPOBOM METKMU.
NHdopmaums O pasmepHOCTU CuMBONa UMEPPOBOM METKM UM O pPasMepHOCTU
BHYTPEHHEW MaTpuLpbl NMkcenen 6asoBon SPKOCTM, COOTBETCTBYHOLLEN YNOMSHYTON
pasMepHOCTU CMMBONA LUMMPOBOM METKM, MOXET ObITb 3apaHee 3agaHa B mogyne 102
06paboTkm gaHHbIX paspadboTymnkom yctpounctea 100 BHeECEHUS LMPOBLIX METOK.

[043] Tak, Hanpumep, ana paspewweHns 2560x1440 Toyek akpaH BmecTut 3686400
nukcenen. [ns kopTexa AaHHbIX, ANMHOWN, K npumepy, 289 Bant = 2312 6ut (6e3
MOMEXOYCTOMYMBOro kogmpoBaHus, Ho ¢ CRC32), kaxgbih ©OuT, KOAMPYEMBbIV
NOCUMBOSBHO B BbIBOAMMOE Ha SKpaH ycTponctea 10 nonb3oBatensa nsobpaxeHue,

MOXeT ObiTb  OTODpakeH MaTpuuen  MakCuManbHOW  PasMEPHOCTLHO  B:

V3686400 nukcesnei + 2312 6uT ~ 39 nukceseil. OCHOBbIBAACL Ha  MOMyYEHHOM
MakCMmarnbHO AOMNYyCTUMOM PasMeEPHOCTU CMMBONA LUnMgpoBon MeTkn B mogyne 102
NPUHUMAETCA PELLEHNE U O Pa3MEPHOCTU BHYTPEHHEN MaTpuLbl Nukcenen 6asosomn
APKOCTU, APKOCTb KOTOPbIX ByAeT oTnnyaTtbcs OT NEPUMETPOBBIX MUKCENEN TOrO Xe
CMMBOMA, UCXOAA U3 CrieayoLLMX pacyeToB U orpaHmyeHnin. CornacHo onpeaeneHHon
Ha dur.3 kBagpaTtHoOM bopme CMMBOMA LMPPOBOM METKMU (MMUKCENBHON MaTtpuLpl),
pasmMep BHYTPEHHEN MaTpuULbl NMkcenen 6asoBon APKOCTU AOMMKEH ObITh B TpU pasa
MEHbLLE MaKCUMarbHO AOMYCTUMOW pa3MepHOCTM cumBona. Tak, Ans NpuBeAeHHOro
BbilLe NpUMepa, UCXOAS U3 pacCYUTaHHOW MakCUMarnbHOW pa3MepHOCTM CMMBONa B
39 nukcenen, pasmep BHYTPEHHEN MaTPULbI NMKCenen 6a3oBOMN SPKOCTM DyaeT paBeH
39/ 3 = 13 nukcenen. B cnyyasx, korga paccydMtaHHas MakcumarnbHas pasmepHOCTb
cMMmBOna He ByaeT kpaTHa TpeM, Npu NPoBEAEHNN BbIYMCIIEHNA pasMepa BHYTPEHHEN
MaTtpuupbl nukcenen 6asoBon APKOCTU HEOOXOAMMO OCYLLUECTBNATL OKPYrineHue Ao
Bnvkanwero Lenoro 3Ha4eHns B CTOPOHY YMEHBbLLEHWS.

[044] B uensax BHeceHuss B mn3obpaxeHne MHPOPMaUMOHHOW M3ObITOYHOCTK, AN
NnocrneayLwero BOCCTAHOBNEHNA AaHHbIX U3 LMPPOBbLIX METOK, npeanaraembiv
noaxon npegnonaraet aganTMBHOE YMEHbLLUEHME NUKCENBHOM pasmMepHOCTM CMMBONa
OT MakcumaribHO BO3MOXHOMO B CTOPOHY YMEHbLUEHMS, YTO MOBbILWAET CKPbITHOCTb
LMPPOBOro MapkMpoBaHnA, NOTEHLMANLHO NO3BONAET BOCCTaHaBNMBaTh AaHHbIE MO
dparMeHTy KOMMM MU300PaKEHUA 3KpaHa, HO yMeHbLIaeT pobacTHOCTb LMdPOBOM
METKM K TpaHCOopMaLMOHHbIM NpeobpasoBaHUaM U300pakeHUs.

[045] CooTBeTCTBEHHO, WHOPMauna O GopMe U pacCYUTaHHOW pPasMepHOCTU
cMMBOna uUMMpoBoM METKM U O PopMe U pPasMEepHOCTU BHYTPEHHEW MaTpuLpbl
nukcenen 6asoBon apkoctn mogynem 102 06paboTku AaHHbIX NepefaeTcs B Moayb

104 BbIBOAA AaHHbIX.
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[046] Mogynb 104 BbiBOgA AaHHbIX, NONy4mB n3 moayns 103 kopTex KogMPOBaHHbIX
AaHHbIX, 3alyMLLEHHbIX afanTUMBHBbIM MOMEXOYCTOMYMBBLIM KOLEPOM, WU napameTpbl
cMMBONa UM@POBOM METKU, Xapaktepuayowme (opMmy M pasmMepHOCTb CUMBONA
LMPPOBON METKMN N hOPMY M PasMEPHOCTb BHYTPEHHEW MaTpULbl NUKcenen 6asoBom
APKOCTMU, OCyLLEeCTBNAET POPMUPOBaHME NOCNe0BaTeNbHOCTU CUMBOSOB LIMGIPOBbLIX
METOK, Nnoanexaiymx BCTpamBaHunio (APKOCTHOMY HaroXeHuo) B BUAEON300parkeHne,
BbIBOANMOE Ha 3KpaH ycTponcTBo 10 nonb3oBaTens, B COOTBETCTBMM CO CNEAYHOLMMM
NpUHUMNaMu.

[047] B cny4yae Heo6xO0AMMOCTM KOAMPOBAHWS HyneBOro Guta AaHHbIX, MUKCENW,
NnokasaHHble Ha our. 3 YepHbIM, AenaroTCs No APKOCTU MEHEE UHTEHCUBHBLIMU, YEM
APKOCTb Nukcenen 6as3oBoro mnsobpaxenHunsa. [Ona kogupoBaHuUs €4uHUYHOro 6uta,
MUKCENW, nokasaHHble Ha dur. 3 4YepHblM, JenarTcsa Mo spkoctn Bonee
WHTEHCMBHBLIMU, YEM SIPKOCTb NUKCcenen 6asoBoro n3obpaxeHus.

[048] B pabore M.Ramasubramanian [15] 6bina onmcaHa mMopenb BOCHPUATUSA
N300paKEHNS YENOBEKOM, Y4YMTbIBaOLWasa pasHyld 4yBCTBUTEMbHOCTb rnasa K
nepenagam SpKOCTU B 3aBUCMMOCTU OT APKOCTM ooHa 1 OT ogHopoaHocTu. Pacuyer
BEMMYMHbI, Ha KOTOPYHO SPKOCTb NEPUMETPOBBIX NMUKCENEN CUMBONA LM POBON METKM
AOIPKHa OTnnyatbCs OT (oHa, 4YTOObl YenoBek He 3aMeTurn OTNUYUA, MOXET
paccymnTbIBaTLCS, HANPUMEP, Ha OCHOBE NpeanoXxeHHOM Ramasubramanian mogenu.
[049] Mocne Toro, kak B moayne 104 Obina cpopmMmmpoBaHa nocrenoBarenbHOCTb
CMMBOMOB LMNMPPOBbLIX METOK, YNOMsHyTbin moaynb 104 Ha OCHOBE cBegeHun O
TEKyLMX NapameTpax akpaHa yctponctea 10 nonb3oBartens, B YaCTHOCTU UCXOASA U3
MCNONb3yeMOro Mnonb3oBaTeNeM paspelleHnss dKpaHa YCTPOUCTBa, PopMUpyeT
LwabnoH-martpuuy, onpeaenstoLLyto NOCTpOYHOE pacnonoxeHne
nocneaoBaTenbHOCTU NOArOTOBMNEHHBLIX CMMBOSOB LIMAPOBLIX METOK AN BbIBOAA HA
akpaH yctponctea 10 nonb3oBaTtens. Takum obpasom, chopmmpoBaHHas B Moayne
104 wabnoH-maTtpuua COCTOUT U3 MUKCENEN MEPEMEHHOW SAPKOCTU PasMEPHOCTLIO,
COOTBETCTBYIOLLEN TEKYLLMM NapameTpam 3kpaHa yctpounctea 10 nons3osatens.
[050] danee moayne 104 BbIBOAA AaHHbIX, WUCMOMNb3yA YNOMSHYTbIA LUAGNOH-
MaTpuyy, CoaepXalwmn  nocnefoBartenbHOCTb  CHROPMUPOBAHHBIX  CUMMBOSIOB
UMPPOBbLIX METOK, OCYLLEeCTBNSET €€ HanoKeHWe C UCXOA4HbIM  LMdpOoBbIM
n3obpakeHnem, Mnocne 4Yero UTOroBoe (C M3MEHEHHOM SAPKOCTbHO OnpefeneHHbIX
MUKCENEN COrnacHO ynoMsaHyTomMy LLabnoHy-matpuLbl) COpMUPOBaHHOE LMgpoBOE
n3obpaxeHne HanpaesngeTca B yctpomucteBo 10 nonb3oBartens, KOTOpPOe BbINONHAET

M3BECTHbIMMN U3 YPOBHA TEXHUKN MeEeToAaMN BbIBO/J I/I306pa>KeHVIFI Ha OSKpaH
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yctpouctBa 10. Takum obpasom, obecneumBaeTca [AOCTMXKEHWE YKa3aHHOro
TEXHUYECKOro pesynbrarta, 3aknovaroweroca B obecnevyeHun BO3MOXHOCTU
aBTOMaTU3NPOBAHHOIO (POPMUPOBAHUA W BHEApPeHUs B LudpoBoe wn3obpaxeHwe
UMJPOBBIX METOK.
[051] Ha dwur. 4 npeacraBneHbl nNpUMepbl YBENMYEHHbLIX KOMWUA  UCXOLHOro
n3obpaxkeHns pparMeHTa dKkpaHa C HanoXeHHOW L poBon METKOM 1 Be3 LudpoBom
METKM (SPKOCTb CUMBONOB yBennyeHa). COOTBETCTBEHHO, Ha dour. 4 NpeLCTaBneHb!:
A. dparMeHT Konum n3obpaeHus C HanOXeHHbIMM CUMBONaMM LM POBbIX
METOK YBENMYEHHOWN APKOCTY;
b. dparmeHT Konmm ucxopgHoro wnsobpakeHns ©6e3 HanoXeHWs CUMBOIOB
LMGPOBBIX METOK.
[052] Ba cuyeT npeaBapuUTEnbHOrO POPMUPOBAHNA KOPTEXKA KOAMPYEMBIX AaHHbBIX C
4acTOTOM OAMH pa3 B MUHYTY (BPEMS KOAMPYETCA C TOYHOCTbIO A0 MUHYTbI)
AOCTUraeTcsa sKoHoMMsA pecypcoB ycTponcTtea 100 BHeceHns LundpoBbix mMeTok. [Mpu
atom, mogynb 101 cbopa paHHbIX M3 onepaunmoHHOM cuctembl ycTtpouctea 10
nonb3oBaTtena AO/MKEeH OTCNeXumBaTb pPSh CUCTEMHbIX COObITUM, CBA3@HHBLIX C
BXOA4OM/BbIXOA0M MNONb3oBaTeENs M3 CUCTEMbI. B cnyyae HacTtpourkn mogyna 101 Ha
oTcnexuBaHue cobbiTnin BNOKNMPOBKN/PasbnoKMPOBKX 3KpaHa, nepexoga ycTpomucTea
10 nonb3oBatend B CRAWMA PexXuUM WU pexuMm rmbepHauum, Takke cTaHeT
BO3MOXHbIM 3KOHOMWA pecypcoB ycTpouctBa 10 nonb3oBaTens, MnOCKOMbKY
HanoXeHne ynoMsHyTOro Bbiwe wabnoHa-maTpuupl (oBeprenHon macku) Oyaet
NUWEHO CcMmbIcna no npuyvHe Onokmposkn akpaHa [MK 1 HeBO3MOXHOCTM Ans
3royMbILLNEHHMKA caenaTh POoTOKONUIO n3obpaxeHns. Takmum obpasom, KPUTUYHBIM C
TOYKMN 3PEHUNS peanusaumm U pecypcoemMkmm ByaeT TOMbKO Npouecc Moaudurkaumm
BbIBOANUMOrO Ha 3KpaH BUAEOM300paKeHWs B COOTBETCTBMM C NPEACHPOPMMPOBAHHBLIM
APKOCTHBIM MNOMUKCENbHBIM LLAONOHOM.
[053] WsBneveHne paHHbIX U3 UMPPOBLIX METOK OCYLLECTBMSETCS ChneayroLmm
obpasom. B xopme obpartHoro npeobpasoBaHna CUMBOMNOB LUMPOBbIX METOK B
OnHapHyt0 NocnefoBaTenbHOCTb  AaHHbIX  MPOUCXOAUT  MOMUKCENbHBIM - aHanm3
AnddepeHumanoB APKOCTU MONYYEHHOro B XOA4e paccnefoBaHus M30DpakeHUs
akpaHa yctpouctea 10 none3oBarens, Hanpumep, skpana lNK. Mpun atom, nponcxoant
onpefeneHne pasMepHOCTM CuMMBONa UMPpPOBOWM METKW, Hanpumep, nyTem
NpoBeAEHUA aHanmaa APKOCTM NMUKCENen Ha NoNax KOMuUW 3neKTPOHHOro AOKYMEHTA,
He cogepXallmx TeKCTa. Takon nogxon OCHOBaH Ha TOM MPOCTOM dakTe, YTo Benbin

UBET N APKOCTb CpOHa ABHO JOMUHUPYKOT B TUMNYHBLIX TEKCTOBbLIX AOKYMEHTaX, 4YTO
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NO3BONSET UCNONb30BaTb POH ANA OnpeAeneHnUs NoKanbHbIX 3TaNOHHbIX 3HAYEHUN
APKOCTM  ANA  MNOCneayowero AeKOAMPOBaHMS CUMBOMOB  LMIPOBBIX METOK.
YcTtaHoBMB pasmep cumBona LMQPOBOWM METKU MPOUCXOAUT CPaBHEHWE SPKOCTU
LeHTpanbHbIX MUKCENen cumBona C WX OKpyxeHweM. B cnydae, ecnn ApkoCTb
NePUMETPOBbLIX NMUKCENEN MEHEE NHTEHCUBHAS, YEeM APKOCTb LieHTpanbHbIX NUKCeneu
CMMBONa UNgpOBOM METKM — PErncTpupyeTcs Hyneson OuT, B NPOTUBOMONOXHOM
cnyyae - eauHWYHbIM OuT. BoccrtaHoBneHHas no  msobpaxeHuto  BuHapHas
nocneaoBaTenbHOCTb AaHHbIX NOABEPracTcs NOMEXOYCTOMUYMBOMY AEKOANPOBAHMIO,
HanNpUMep, C UCMOb30BaHNEM anroputma Butepbu [16], nossonsowemMy HaxoanTb 1
ncnpaenatTb OWKMOKM B BOCCTAHOBMEHHOM MacCMBE [aHHbIX, KOTOpPble MOryT
BO3HMKaTb Kak B xoAe npeobpasoBaHMs CMMBOMOB LIMAPPOBLIX METOK B OMHapHYyHO
nocneaoBaTenbHOCTb, Tak U B CIEACTBUM YXYALLEHUS KadvecTBa KOnMu n3obpaxenHums
akpaHa [1K, npumeHeHns cneumanbHblX @OTOSMEKTOB WM  KOHBEPCUM B
nsobpaxenme gpyroro gopmara. MoLWHOCTb MOMEXOYCTOMUYNMBOrO 4EKOAMPOBAHNSA MO
NCNpPaBneHNo OAMHOYHBIX M BIOYHBIX OLUMBOK HAaNPAMYH 3aBUCUT OT 3EKTUBHOCTU
NCMONb30BaHHOIO  anroputMma, W3ObITOYHOCTM, BHOCKMMOW B 3allullaemMbli  OT
NCKaXXEHNSA UCXOA4HbIN BUHAPHLIM MaccuB AgaHHbIX. 10 MToram nNomMexoyCcTonyYmMBoro
AEKOANPOBaHUS AOMKEH MONYYNTbCA KOPTEX AaHHbIX pasmepoM o 292 taut (cm.
absay [034] HacTosWwen 3asBKKM), U3 KOTOPLIX nocnegHne 4 Gavta npencraBnaloT
cobOM KOHTPOMbHYHO CyMMy, Bblducngemyto no anroputmy CRC32. B cnydae
COBMNaAeHNs pacCYMTaHHOM KOHTPOSIbHOW CyMMbl MO HadvanbHbiM 288 Gantam c 4
nocnegHUMM NPOBEPOUHbIMM BanTamn NPUHNMAaETCHA PELLUEHNE O MOSTHOM N TOYHOM
BOCCTaAHOBMNEHMM AaHHbIX O Aarte, BpPeMeHu, nonb3oBatene m HaseaHum [K, Ha
KOTOpOM Benack obpabotka KW.

[054] Takum obpasom, TexHu4eckass 3agada, Ha pPELUEHME KOTOPOW HampasneHo
3aaBnsemMoe n3obpeteHne, CocTomT B 0BecneyYeHnn 4oNoNHUTENBHOM 3alnTbl Nobon
obpabartbiBaemon Ha [K kOHMAEHUMaNbEHON MHGOPMaLMK, BbIBOAMMOW Ha 3KpaH
MK, HesaBucMmo OT OpMbl MNpeacTaBleHns U UCMOMb3yeEMOro npu  STOM
nporpaMmMHOro  obecneyeHns, OT  HECaHKUMOHWMPOBAHHOIO  PackpbITUa U
pacnpoCTpaHeHNa nyTeM BHEAPEHUA B N30OpaKeHWe He3aMETHbIX YENOBEYECKOMY
rnasy uUM@pPOBLIX METOK, MO3BONSAWMX OAHO3HAYHO WAEHTUOUUMPOBaTL Kak
nonb3oBarens, Tak u K, Ha koTopbiM Obina ocyuwlecteneHa komnpometauus KU, B
KOHKPETHBIKN MOMEHT BpPEMEHW. PelueHne nocTaBneHHON TEXHUYECKOM 3ajayu
AOCTUraeTca TeMm, 4TO nporpaMMmHbiM obBpasoM peanuayetca pobacTHbIn K

npeobpasoBaHuamMm doTtokonmn  akpaHa [1K cnoco® wmogudukaumm SpKocTm
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nepepasaemMoro Ha skpaH K BuaeonsobpaxeHnsa, 6e3 BUANMOro UCKaXKeHWa AnS
nonb3oBatens, BO BHEAPEHHbIX UMPPOBBIX METKax KOTOPOro COAEPXKUTCA
3aKoanpoBaHHas C UCMonb3oBaHMEM 3PP EKTUBHbBIX MOMEXOYCTONYMBLIX anropuTMOB
nHpopmauma o pgare, BpemeHu, HasBaHum [IK mM  norMHe nonb3oBaTtens,
OCYLLeCTBMBLLErO BX04 B onepauynoHHyro cuctemy MK, Ha koTopom Benace obpaboTka
KW. 3awuta «koHpumaeHUmanbHbix cBegeHun, obpabaTbiBaembix Ha [1K, ¢
NCNONb30BaHNEM BbILLEOMNMCAHHOrO NOAX0Aa NO3BOMUT peann3oBaTh TOYKY KOHTPOMS
HenpaBoMepPHOro oTtokonmpoBaHnsa uHgopmMauum ¢ akpaHa [1K, obecneuns
BO3MOXHOCTb ycCTaHoBneHuss mecta (Haspanuma [1K) M nepcoHbl, KOTOpas Bena
obpaboTky KA, C TOUHOCTBIO A0 AaTbl M BPEMEHW, B XOA4E NPOBEAEHUSA paccrneoBaHns
WHUMAEHTOB, CBSA3aHHbIX C yTeukon KW. TexHuueckun apekt oT npegnaraemoro
n3obpeTeHns npeacTaBnseT cobon BO3MOXKHOCTb NOMYyYEHUSI CBEAEHNM O dhakTax U
KaHane yTedyknm KoHpuaeHumanoHblx cBegeHun, obpabatbiBaembix Ha 1K,
HENOCPEACTBEHHO MNyTEM M3BMEYEHUA AaHHbIX W3 KOMUWM CKOMMPOMETUPOBAHHOIO
n3obpaxeHns, nony4yeHHoro nytem gotorpadpmposaHma skpaHa K.

[055] B obuwem Buge (cm. dour. 5) yctpomcteo 10 oBpaboTkm faHHbIX npouecca
coaepKmt obbegmHeHHble OBLEN LUMHOW MHGOPMAaUMOHHOrO obmeHa ogvH unm
Heckonbko npoueccopos (201), cpeactsa namartu, Takme kak O3Y (202) n MN3Y (203),
nHTepdencel Beoga/eeiBoga (204), yctponctea Beoga/BeiBoga (205), n yCTponucTeo
Ans ceTeBoro B3ammogenctamsa (206).

[056] MMpoueccop (201) (MK HECKONBKO NPOLECCOPOB, MHOMOSAEPHbIN MPOLECCOP U
T.NM.) MOXET BbIOUPATLCHA M3 aCCOPTUMEHTa YCTPOWUCTB, LLUMPOKO MPUMEHSIEMbIX B
HacTosLEee BpeEMS, HaNnpUMep, Taknx npounssoautenen, kak: Intel™, AMD ™ Apple ™,
Samsung Exynos™ MediaTEK™, Qualcomm Snapdragon™ u 1.n. Nog npoueccopom
NN OQHUM N3 UCMOMb3YEMbIX npoueccopos B ycTponcTtee (200) Takke Heobxoanmo
yunTbiBaTth rpaduyeckmn npoueccop, Hanpumep, GPU NVIDIA wnn Graphcore, Tvn
KOTOPbIX TakkKe ABMAETCS NPUrogHbIM ANA MOSHOMO UM YaCTUYHOMO BbINOSHEHMUS
cnocoba, a Takke MOXET MPUMEHATLCS ANS ODy4YeHUs U MPUMEHEHUS MOLENEN
MaLUMHHOIro 0By4YeHNA B pasnmyHbIX MHPOPMaLMOHHbBIX CUCTEMAX.

[057] O3Y (202) npencraBnaeTt coboun onepaTyBHYO NamMsaTb U NpegHa3Ha4YeHo Ans
XPaHEeHNs UCMNONHAEMbIX npoueccopom (201) mMaWMHOYNTAEMBIX WMHCTPYKUMK ANS
BbINOSIHEHWE HEODXOAMMBIX OnepaLmm No nornyeckom obpaboTtke aaHHbIX. O3Y (202),
Kak npaBwuno, COAEPKUT WCMOSHAEMblE WMHCTPYKUMM ONepaumoHHOM CUCTEMbI U

COOTBETCTBYIOLLMX MPOrPaMMHbIX KOMNOHEHT (MPUNOXEHWNS, NPOrPaMMHbIE MOLYI U

18



T.n.). MNMpwn aTom, B kadecTBe O3Y (202) MOXET BbICTYNaTh AOCTYMHbIN 0ObeM NamsaTu
rpacduyeckon kapTbl Unu rpadomMyeckoro npoueccopa.

[058] M3Y (203) npeacraBnget cobon ogHO wnu Bonee ycTPOUCTB MOCTOAHHOrO
XpaHeHUs AaHHbIX, Hanpumep, xectkun anck (HDD), TBepaoTenbHbIM HakonUTEmNb
AanHbIX (SSD), dnsw-namats (EEPROM, NAND w T.n.), onTudeckme HocuTenu
nHgpopmayum (CD-R/RW, DVD-R/RW, BlueRay Disc, MD) v ap.

[059] Onsa opranusaumm paboTbl kOMMNOHeHToB ycTpownctea (200) n opraHusaymm
paboTbl BHELHMX MOAKMYaEMbIX YCTPOUCTB MPUMEHSAIOTCA pasfnunyHble BUAbl
nHtepdencos B/B (204). Bbibop COOTBETCTBYHOLUMX MHTEPKHENCOB 3aBUCUT OT
KOHKPETHOrO  UCMOSNTHEHUA  BbIYUCIUTENBHOMO  YCTPOWCTBA, KOTOpblE  MOTYT
npeacraenatb cobon, He orpaHmumBanck: PCl, AGP, PS/2, IrDa, FireWire, LPT, COM,
SATA, IDE, Lightning, USB (2.0, 3.0, 3.1, micro, mini, type C), TRS/Audio jack (2.5,
3.5, 6.35), HDMI, DVI, VGA, Display Port, RJ45, RS232 n 1.n.

[060] Onsa obecnedeHns B3aMMOZEUCTBUA nonb3oBatensa ¢ ycrpoucteom (200)
NPUMEHSIOTCS pasnnyHble cpegctea (205) B/B nHdopmaumun, HanpuMmep, Knaesmnatypa,
ancnnen (MOHUTOP), CEHCOPHbLIWM ANCNNEn, Tady-nag, SLKOUCTUK, MaHUMYNATOP Mbillb,
CBETOBOE Mepo, CTUMYC, CeHCOopHas naHemnb, Tpekbon, AWHaAMWKW, MUKPOGOH,
cpeacTtBa AOMOMIHEHHOW peanbHOCTU, OMTUYECKME CEHCOpbl, MMaHLET, CBETOBble
WHOWKATOPbI, MNPOEKTOpP, Kamepa, cpeactsa OUMOMETPUYECKON WAeHTUDUKaLMK
(ckaHep ceTyaTkM rnasa, CkaHep OTneyaTKoB nanbueB, MoAyfb pacrno3HaBaHWS
ronoca) n T.n.

[061] Cpepacteo ceTeBoro B3ammogenctansa (206) obecneumBaeT nepegavy gaHHbIX
NOCPEACTBOM BHYTPEHHEN WNN BHELWIHEW BbIYUCIIUTENBHOM CETW, Hanpumep,
NHTpareT, NHTepHeT, JIBC 1 1.n. B kayecTBe ogHoro unu 6onee cpeacts (206) MOXeT
NCNonb30BaThCS, HO He orpaHnymBaTbes: Ethernet kapta, GSM mogem, GPRS mogem,
LTE mogem, 5G mogem, mogynb cnytHukoBomn cesasn, NFC moayne, Bluetooth w/unm
BLE mogyne, Wi-Fi mogynb v ap.

[062] [onOnHUTENBHO MOTYT NPUMEHSATLCS TaKKe CPEACTBA CNYTHUKOBOW HaBMraumm
B coctaBe cuctemsbl (200), Hanpumep, GPS, NMOHACC, BeiDou, Galileo. KoHKpeTHbIV
BbIOOp anemeHToB ycTpouctBa (200) gna peanusauum pasnmyHbiX NPOrpamMmHO-
annapaTtHbIX apXUTEKTYPHbIX PeLleHUA MOXET BapbUpOBaTbCA C COXPaHEHUEM
obecneumBaemoro Tpedyemoro yHKUmoHana.

[063] Mogudumkaumm u yrnyudleHUs BbILLEONMUCAaHHbIX BapMaHTOB OCYLLECTBMEHNS
HaCTOSALLEro TEXHUYECKOro pelleHnsa ByayT ACHbI cneymnanucTam B gaHHou obnactum

TexHuKW. MNpeaLiecTeytoLLee onncaHe NpeacTaBneHo TOMBKO B KA4YeCTBe npumepa u
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HEe HECET HUKaKMX orpaHmnyeHnin. Taknum obpasom, 06bemM HacTOALEro TEXHUYECKOroO

PEeLLEHNSA OrpaHNYEH TONbKO 0BbEMOM npunaraemon hopmMybl M30OpeTEHNS.

[064] Ccbinkun Ha nuTepartypy:

[1] https://encyclopedia.kaspersky.com/knowledge/recognizing-different-types-
of-insiders/

[2] W. Bender, D. Gruhl, N. Morimoto, and A. Lu. Techniques for data hiding. IBM
Syst. J., 35(3-4):313-336, Sept. 1996.

[3] Tom N. Cornsweet. Visual Perception. Academic Press, 1970.

[4] https://helpx.adobe.com/ru/photoshop/using/filter-effects-reference.html

[5] G. Caronni. Assuring ownership rights for digital images. In Verlaessliche
ITSysteme, DUD-Fachbeitraege, pages 251-263. Vieweg+Teubner Verlag,
1995.

[6] . Cox, M. Miller, J. Bloom, J. Fridrich, and T. Kalker. Digital Watermarking and
Steganography. Morgan Kaufmann, 2007.

[7]1 1. J. Cox, J. Kilian, F. Leighton, and T. Shamoon. Secure spread spectrum
watermarking for multimedia. IEEE Trans. on Image Processing, 6(12):1673—
1687, Dec 1997.

[8] RFC #1035 "DOMAIN NAMES - IMPLEMENTATION AND SPECIFICATION",
November 1987, https://tools.ietf.org/html/rfc1035

[9] http://iwww1 fips.ru/registers-doc-view/fips_servlet?’DB=RUPAT&DocNumber
=2646341&TypeFile=html|

[10] https://docs.microsoft.com/en-us/dotnet/api/system.web.security.activedirec
torymembershipprovider.createuser?redirectedfrom=MSDN&view=netframewor
k-4.8#System Web Security ActiveDirectoryMembershipProvider

CreateUser System String System String System String System String Sy
stem String System Boolean System Object System Web Security Membe
rshipCreateStatus

[11] R. Van Schyndel, A. Tirkel, and C. Osborne. A digital watermark. In IEEE Int.
Conf. on Image Processing (ICIP), volume 2, pages 86—-90 vol.2, Nov 1994.

[12] Y. Liu, J. Mant, E. Wong, and S. H. Low. Marking and detection of text
documents using transformdomain techniques. Proceedings of SPIE - Volume
3657, Electronic Imaging Conference on Security and Watermarking of
Multimedia Contents, pages 317-328, 1999.

[13] N. Nikolaidis and I. Pitas. Robust image watermarking in the spatial domain.
Signal Processing, 66(3):385 — 403, 1998.

[14] A. M. Alattar and O. M. Alattar. Watermarking electronic text documents
containing justified paragraphs and irregular line spacing. Proceedings of SPIE -
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Volume 5306, Security, Steganography, and Watermarking of Multimedia
Contents VI, pages 685-695, Jan 2004.

[15] Mahesh Ramasubramanian, Sumanta Pattanaik, Donald Greenberg "A
Perceptually Based Physical Error Metric for Realistic Image Sythesis",
SIGGRAPH-99 Proceedings

[16] A. Viterbi. Error bounds for convolutional codes and an asymptotically
optimum decoding algorithm. IEEE Trans. on Information Theory, 13(2):260-269,
1967

[17] Lin, Shu & D. Costello, Error Control Coding, Prentice-Hall, 1983

[18] C.-S. Shieh, H.-C. Huang, F.-H. Wang, and J.-S. Pan. Genetic watermarking
based on transform-domain techniques. Pattern Recognition, 37(3):555 — 565,
2004.

[19] T. K. Tsui, X.-P. Zhang, and D. Androutsos. Color image watermarking
using multidimensional fourier transforms. IEEE Trans. on Information
Forensics and Security, 3(1):16—-28, March 2008.
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®OPMYNA N3OBPETEHNA

1. Cnoco® BHeceHMs UMPPOBbLIX METOK B UMPPOBOE u30bpakeHue,
BbINOSMIHAEMbIA MO MEHbLUeW Mepe OAHWUM  BbIMUCIUTENBbHBIM  YCTPOWUCTBOM,
CoAepXaLlmm aTanbl, Ha KOTOPbIX:

- NONyYarT KOPTEX AaHHbIX, MOANEXaLlmx BHECEHMNIO B BUAE LNPPOBLIX METOK
B LUMdpoBOe n3obpaxeHne, BbIBOAUMOE Ha 3KpaH yCTPOMCTBa Nosb3oBaTens;

- onpeaensoT popmy (B BUAE NOMUKCENBHOMO NPEACTaBNEHNS) U MaKCUMarbHO
AOMYCTUMYKO Pa3MEpPHOCTb CMMBOMa LMGPPOBOM METKM MUCXOAS M3 UCMONb3yeMOro
nonb3oBaTenemM paspeLleHns 3KkpaHa yCTponCTBa,

- Ha OCHOBE MHGopMaLMK O hopMe U PasMEPHOCTN CUMBOA MG POBOMN METKU
onpeaenarT (GOopMy UM PasMEPHOCTb BHYTPEHHEW MaTtpuubl nukcenen 6asoBown
APKOCTM CUMBOIa LUMPPOBON METKM,

- Ha OCHOBE [aHHbIX, COAEPKALUMXCA B KOPTEXe, npeactaBneHnn o popme um
MakcuMarneHO AOMNyCTUMOW pasMepHOCTU CMMBONa UMGPOBON METKM U opme U
pPasMEPHOCTU BHYTPEHHEN MaTpULbl NUKcenen 6asoBoM APKOCTU CMMBOIa UMpoOBOM
METKM OCYyLLEeCTBNAT (POpMUPOBaHME NOCNEA0BaTENbHOCTU CUMBOSIOB LM(POBLIX
METOK,;

- UICXOAS U3 UCMONb3YEMOro nonb3oBaTeneM paspeLleHnsa dKpaHa yCcTpoucTBa
dopmupyroT  WabnoH-maTpuly, ONPedenstowyro  MOCTPOYHOE  pPacrnofioXeHue
nocrnegoBaTenbHOCTU CHOPMUPOBAHHBIX CUMBOSMOB LUMPOBLIX METOK A4 BbIBOAA HA
3KpaH;

- HaknagbiBawT  CPopMMpoBaHHYyt0  WwabnoH-maTpuyy Ha - UndpoBoe
nsobpaxeHne, NnpegHasHa4eHHoe ANA BbiBOAA HA 3KpaH;

- BbIBOASAT UM POBOE U30BpaKeHNe C HANOXEHHOM YNOMSIHYTOMN Bbille LwabnoH-
MaTpuuen, cogepxawen nocnefoBaTtenbHOCTb  CPOPMUMPOBAHHBIX  CUMMBOSIOB
LMPPOBLIX METOK Ha 3KpaH yCTPOWCTBa Nonb3oBaTens.

2. Cnocob no n. 1, xapakTepusyrLWMNC TeM, YTO AOMONMHUTENBHO COAEPXKUT
3Tan, Ha KOTOPOM OCYLUECTBASKOT NMOMEXOYCTOMYMBOE KOAMPOBaHME MOSYyHEHHOro
KopTexa AaHHbIX.

3. Cnocob no n. 1, XxapakTepuayroLWnNCa TEM, YTO LOMOSHUTENBHO COAEPXKUT
3Tanbl, Ha KOTOPbLIX:

- ANA KopTexXa QAaHHbIX BbIYUCASKOT KOHTPOSbHYHO CYMMY Ans MPOBEPKU
LeNTIOCTHOCTU AaHHbIX;

- no6aBnAOT NOMYYEHHYH KOHTPOMbHYH CYMMY K KOPTEXY AaHHbIX.



4. Cnocob no n. 1, xapakrepusyroLwmMnCcsa TeM, YTO AOMONHUTENBHO COAEPXUT
3Tan, Ha KOTOPOM OMPEAENAIOT TEKYLLUME NapaMeTpbl 3KpaHa, NpUYeM MakCUMarbHO
AOMyCcTMMas pasMepHOCTb CUMBONA LMGPOBOM METKM OnpeaenseTcs C y4yeTom
TEKYLLMX NapameTpoB 3KpaHa 1 pasmepa KopTexa AaHHbIX.

5. Cnocob no n. 1, xapakrepusyroLmMnNCca TeM, YTO AOMOMNHUTENBHO COAEPXUT
aTan, Ha KoTopom cobupatoT AaHHble 06 yCTPOMCTBE MONb30BaTENS, BKIHOYaoLWME:
AaTy, YCTaHOBMNEHHY0 Ha YCTPOWCTBE MOMb30OBaTens; BpPems, YCTAHOBMEHHOE Ha
YCTPOWCTBE MONb30OBaTENS; WAEHTUMMKATOP YCTPOWCTBA MNONbL3OBATENS; UMS
none3osatena (LOGIN), ocywecTtBmBlEero asTopu3aumio Ha yctponctee 10
nonb3oBaTens;

MPUYEM  KOPTEX JaHHbIX POPMMPYETCS U3  AaHHbix 06  yCTpouncTee
nonb3oBaTens.

6. YCTpOoMCTBO BHECEHMS LUPPOBLIX METOK B LMPPOBOe U30OpaxeHume,
coaepxallee rno MEHbLUEN MEPE O4HOrO BbIYUCIIUTENBHOE YCTPOMUCTBO U MO MEHBLUEN
Mepe OfHO YCTPOWCTBO NaMsiTW, COAEpXallee MalMHOYMTaEMbIE WHCTPYKLMM,
KOTOPbIE MPWU WX WCMOMHEHMM MO MEHbLIEN MepPe OAHUMM  BbIYUCIUTENbHBLIM

YyCTPOWUCTBOM BbINONHAKOT cnocob no nrobomy 13 nn. 1-5.
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«T» - Gonee Mo3HMI JOKYMEHT, OMyG/IHKOBaHHBIH OCTE AaT5l IPHOPUTETA H

* Ocobble KaTeropHH CCHUIOYHBIX JOKYMEHTOR:
NpPHBEACHHBIN JUI MOHUMaHUA H300PETEHHA

«A» - IOKyMEHT, Onpeemnsiomuii o6muii ypoBeHb TEXHHKY
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CTH

eBpa3uiickol 3a9BKH HIIH HIOCIIE Hee

«O» - IOKYMEHT, OTHOCALIMHACA K YCTHOMY PACKPHITHIO, SKCTIOHHPO-
BAHHMIO U T.1.

"P" - nOKyMEHT, OnyOTMKOBaHHB 0 AAThl [OAa4H €BPA3HICKOM
3a4BKH, HO MIOCNE AaThl HCIPAIHBAEMOT0 npropuTera”

«Y» - TOKYMEHT, HMEIOIIMi Haubonee 611M3K0e OTHOIIEHHE K IIPeMETY MOHCKa,
NopovaKi H306peTaTENBCKHIt YPOBEHD B COYETAHHHM C APYTHMHU JAOKYMEH-
TaMH TOH e KaTeropuun

«&» - IOKYMEHT, SABILTIOMHUIACA 1aTCHTOM-aHaJIoroM

«L» - IOKYMEHT, NIPHBEAEHHEIN B IPYTHX LENIX
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