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Crioco0 oueHKH yCTOWYMBOCTH KHOeP(HU3NIECKOH CHCTEMBI K KOMITBIOTEPHBIM aTaKaM

N300peTenne 0THOCHUTCS K 00J1aCTH KOMITBIOTEPHBIX CUCTEM, @ MMEHHO, K KNOep(U3NIeCKUM
cucremaM (K®C) u oueHke UX yCTOWYMBOCTH K KOMIIBEOTEPHBIM aTaKaM.

N3BecTeH crioco0 YMCIEHHON OLEHKH YCTONYHMBOCTH NMPOMBIIUIEHHBIX CUCTEM YIIPABICHUS
(matent CIIIA NeUS20130132149A1, ony6n. 10.06.2010) m pemaromuii 3amady MOJyYEHUs
KOJINYECTBEHHON OLIEHKM YCTOWYMBOCTH TPOMBILUIEHHBIX CHCTEM YIPABJICHUS, YUHUTHIBAs
HEeXKeJIaTeIbHble ~ MHLUUACHTBHI, CBS3aHHbIE C  MPOMBIIUIEHHOW CHUCTEMOH  yIpaBJICHUS.
PaccmarpuBaroTCsl HeKelnaTeNbHbIE WHIMICHTBI, PE3YJIbTATOM KOTOPBIX SIBJISIETCS BO3MOXKHOCTH
OIEPaTOPOB CUCTEMBI BBITIOJIHATD HEHAJICKALINE OTICPALIHH.

Crioco0 HampapiieH Ha pacIIMPEeHUE MOHATUS YCTOMYUBOCTH, OMPENeNisis yCTOMUNBOCTD KaK
CIOCOOHOCTh M CKOPOCTb BOCCTAHOBJICHHUSI HOPMAJIBHON pabOThI CHCTEMBI MOCTIE HEXKENATEIbHOTO
nammuaeHTa [0008].

Crocob Oaszupyercst Ha OLIGHKE PUCKOB M Pean3yeT HUKIMYECKUI MPOIECcC, BKIFOYAOLITHI
STambl. ONpeAeeHNsT Ha0opa KPUTHYECKHX HEXENATeIbHBIX WHIMIACHTOB, BBIOJHEHHS OLIGHKH
pHICKa ISl 3TUX MHLUUACHTOB (C TOYKH 3PEHHs] YaCTOThI UX BO3HUKHOBEHUS U (PMHAHCOBBIX 3aTpPaT
IUIL CHCTEMBI), OIpPENeNeHUs] NEHCTBUH IUIsI MUHMMH3ALUH YacTOTHI KAXKIOTO HEXKEIATEIbHOTO
VHIUJEHTa, MUHUMHU3ALHH BPEMEHH, HEOOXOOUMOIO JJIsi BOCCTAHOBJICHUS NMPOH3BOJUTEIBHOCTH
NPOMBIIIJIEHHON CUCTEMBbI YIIPABJICHHUS 10 €€ IePBOHAYAIBbHOIO YPOBHS POU3BOAUTEIBHOCTH.

Hannoe n3o0pereHne odyanaer ClIeAyOIMUMIA HEAOCTATKAMU:

1. ABTOpBI OmpeneNsioT YCTOHYMBOCTh KaK CKOPOCTb BOCCTAHOBJIEHHs IPOMBILUIEHHON
CUCTEMBI YITPaBJICHUS MTOCIIE TOrO, KaK IMPOU30LIesN HexkenaTebHbli uniuaeHt [0008]. Dto roBopur
O TOM, 4TO AAHHBIN CIIOCOO pean3yeT aloCTePHOPHYIO 3AIUTY CUCTEMBI OT aTaK, B YCIOBHSAX TOTO,
YTO HapylleHHe padboTOCTIOCOOHOCTH CUCTEMBI, BBI3BAHHOE KMOEpaTakow, yke mpousonuio. Takoi
TIOZIXOJT HE TIO3BOJIIET COXPAHUTH PA0OTOCIIOCOOHOCTh CHCTEMBI, & TOJIBKO BOCCTAHOBUTH €¢. B CBsi3n
C 9TUM, JaHHOE H300peTeHHe HENMPUMEHNMO B TPOMBIIIJICHHBIX CHCTEMAax YIIPaBIEHHS
KPUTUYECKHUMH TEXHOJIOTUYECKHMHU MPOLIECCaMU (siAepHasi SYHEPreTHKa, BOSHHAs OTPACib U T.JI.).
YcnemHast peanm3alysi aTak Ha TaKWe CHCTEMBI MOXKET MPHUBECTH K KaTacTpOPUUECKUM
NIOCJIECTBHSIM, MO3TOMY IMPHOPUTETHOH 3amadedl sIBJSIETCS 3ahada CONPOTUBIICHUS CHUCTEMBI K
KubepaTakam, KOTopasi He peLIaeTcsi JaHHbIM H300peTEeHHEM.

2. Kpurepuem yCTOWYMBOCTH JAHHOTO W300pPETEHUs SIBJISIETCS MPOU3BOIUTEIBHOCTD
NPOMBIIIJIEHHON CHCTEMBI YIIPABIEHHS, YTO HE3(PPEKTUBHO NPU peaTn3alnuy 3J10yMbIIIJIEHHUKOM
HU3KOWHTEHCUBHBIX KHuOeparak, a Takke wneneHanpaBieHHbIXx (Advanced Persistent Threat)
KuOepartak, LeJb0 KOTOPbIX MOJKET SIBJSITbCS HE BbIBEEHHE MPOMBIIUIEHHONW CUCTEMBI U3 CTPOS, a

HU3MCHCHHE JIOTUKHU U MapaMETPOB €€ q)YHKLII/IOHI/IpOBaHI/Iﬂ C COXPAaHCHUEM ITPOU3BOAUTCIIBHOCTH.



HzsectHbl criocod u cucrema (marentr CIHA NeUS9203859B2, ony6s. 01.02.2012) nns
MOJENUpPOBaHUA  KuOeppuandeckoll  O€30MacHOCTH, CHMYJSILUM U apXHUTEKTYpbl IS
UHTEJJIeKTYa bHbIX 3Heprocerer (Smart Grid). Crioco® wcmonb3yercss Al OLEHKH M0 MEHbLIeH
Mepe OAHON yrpo3bl 0€30macHOCTH AN CIOXKHBIX cucteM. Kaxmas yrposa ompepensieTcs Kak
kubepartaka wi Gpu3ndeckas atTaka Ha Lejb, LI MOXET SIBJIATHCS Kak KHOEep-KOMIIOHEHT, TaK U
¢usnueckuii komnoHeHT cuctembl. CornacHo mm. 3, 4 CLAIMS, oueHka BKIIO4YaeT B ce0st OLEHKY
CepbEe3HOCTH YrPo3bl KHOEpPAaTaKU HA OIMH WJIM HECKOJIBKO (PU3NUECKUX KOMIIOHEHTOB.

B nanHoM cnocobe oueHka (OpMHPYeTCS Ha OCHOBAHWUM HAJNU4YMs XOTs Obl OJHOMN
ySI3BUMOCTH B KOMITOHEHTaX CHCTeMbl. Cepbe3HOCTb YIpo3bl OLEHMBAETCS Ha OCHOBAHUHU
co3nanHoro otdera o0 yrpose (. 9 CLAIMS). B cBsi3u ¢ 3TUM MOXKHO CIENaTh BBIBOI O TOM, YTO
OLIEHKA MOXKET OBITh MOJIy4Y€HA TOJBKO B CIy4ae HaliIeHHON ys3BUMOCTH. [Ipu 5TOM, B ONUCAHHUHU K
N300pPETEHHIO OTMEYAETCSI, YTO TEPMHUH KyTPpO3ay» CBSI3aH C BBI3OBOM KaTACTPOQBI WIIH C YXYILIEHHEM
npounsBoxuTenbHOCTH. OTCIONA ClienyeT, uTo n3o0pereHne odmanaeT CaeayIUMI HEOCTaTKAMU:

1) oleHKa He NHBAPHAHTHA K THITY KOMIIBIOTEPHBIX aTaK U MOXKET ObITh BBIYUCIIEHA TOJBKO B
cilydae peasu3alii 3JI0yMBIIIJICHHUKOM Ha CHCTEMY aTaK ONpeAesIeHHOTO THIIA,

2) oueHKa MOXKET OBITh MOJy4€Ha TOJbKO B OTAEIBHBIX CIydasx — Korma OOHapy»KeHa
ySI3BUMOCTb, U JJIS1 aTaK OMPEAETICHHOTO TUIIA, YTO HeA(P(PEKTUBHO.

H3BectHel cnoco0 u cucrema obecneueHust kuOepycroitunBoctu (marent CIIIA
NeUS20180103052A1, ony6ut. 11.10.2016), ocHOBBIBarOIIMECS HA U3BJICUCHUH JAHHBIX, BbIIBICHUU
COOBITHH, OLIEHKE U PAH)KUPOBAHUU YBEIOMIIEHHH O€30MacHOCTH, OLIEHKe pUCKa U (OPMHPOBAHUH
PEKOMEHIALIN 110 €ro CHUXKEHHUIO.

ITponecc m3BiedYeHMs 3HAHUHI BKIIOYaeT B cebs aBromMaThueckuil cOop MHpOpManmu O
MOBEICHUN KaKIoW CymHocTH. [losydeHHass mHGOpMAaLUs HCIONB3YeTCs Al co3haHus rpada
sHaHmii [0007]. Jlns oOHapyskeHHs ¥ JIOKAJM3alMd aHOMAJHWH B TIOBEIEHUH CYIIHOCTEH
UCTIOJIB3YIOTCSl TIPEBAPUTENIbHO OOy4YeHHBbIe HCKYCCTBEHHBbIe HeliponHble cern [0011]. Ilpwm
OOHapy’KeHHH aHOMAJIMU MPOU3BOAMTCS MOCTPOCHUE LIENIOYKH COCTOSIHHN, KOTOpasi CBsi3bIBaja Obl
TEKyIee COCTOSIHHE C HeOe30macHbIM COCTOsHUEM. IIpu OOHapyKeHHH LENOYKH COCTOSHHHA C
BBICOKOW BEPOSITHOCTBIO, JAHHAS LIETIOYKA MEPEeNaeTcst SKCIEepPTy AN M3MEHEHUs] KOH(PUTYpaLUH
cuctemsl [0017].

COop nHpopmanmy 0 TOBEAEHUN CHCTEMBI BKJItOUaeT coop Tpaduka u coOop napopMamu u3
7oroB. ITOCKONBKY HE YUUTHIBAIOTCS MOKA3aTENH YCTPOMCTB, OTCIEINTh AaHOMAIHIO B TIOKA3aTEINAX
(U3MUECKOTO MPOoLecca, OCYLIECTBIIEMOro B KUOep(PU3MUECKOW CHUCTeMe, He MPenCTaBIIsieTCs
BO3MOYHBIM.

JUIsl OLIEHKH BEPOSITHOCTH IEpeXoja CHCTEMbl B HEOE30IaCHOE COCTOSIHUE AOJDKHA UMETh

MECTO aHOMaJIHA. HpI/I OCYHICCTBJICHUUN PsAdd KOMIIBIOTCPHBIX daTaK BPEMs MEXKAY IOSABJICHUCM
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AHOMAJIHMIi B CUCTEME U 3aBEPLICHUEM aTakh MOXKET ObITh He3HAYUTENbHBIM. TakuM 00pa3om, MeTox
MOJKET He yCIeTh OOHapy>KUTh aTaky N0 e€e 3aBeplieHus. B Tom ciydae, korma METOA MO3BOJIUT
O0OHapy>KuTh (PAKT aTaKu O MOMEHTA €€ 3aBEPIIEHIsI, METO/I CMOXKET ee npepBaTh. OIHAKO B TAKOM
CJIyyae aTaka MOXET YCIeTh OKa3aTh NeCTPYKTUBHOE BO3EHCTBUE HA CHCTEMY.

Orcrona cnenyer, 4ro nzoOpereHne odaagaer CaenyoIMMI HEAOCTATKAMH:

1) HE Y4YHUTBHIBAET IIOKA3aTeN, XapakTepusymolue (U3NYeCKHue  IMPOLECCH,
NPOTEKAIOIIHE B CHCTEME, YTO HETAaTHBHO BIIMSIET HA TOYHOCTh OOHAPYIKEHUST KOMITBIOTEPHBIX aTak,
MIOCKOJIbKY HEKOTOpble aTakh MOTYT ObITh peaju30BaHbl 4Yepe3 YSI3BUMOCTU B TMPOIIMBKE HIIN
NPOTrPaMMHOM OOecriedeHIH (PU3NIECKIX YCTPOUCTB,;

2) u300peTeHre peain3yeT aoCTePUOPHBIN MOAXON K 3aIUTe OT KOMITBEOTEPHBIX aTak,
MIOCKOJIbKY OLIEHKa KHOEpYyCTOHYMBOCTH MOXKET OBITh MOJyueHa TOJIbKO B CIy4ae OOHApY KEHHs
anomanuu. Takum 0Opa3oMm, He oOecrmevMBaeTcsi MPOTUBONCHCTBHE KOMITBIOTEPHBIM aTaKaMm,
MPOBOIMMBIM Ha CUCTEMY.

Texunueckoi mpodaeMoii 3asBIIEMOro H300pETEHHSI SABISIETCS pa3padboTKa crocoda OLEeHKH
ycroriunBoctd K@PC K KOMIBIOTEPHBIM aTakaM C LEJbI OLEHKU CTENeHU COMPOTHBIISEMOCTH
CHCTEMbI JIECTPYKTUBHBIM HH(POPMALMOHHBIM BO3IEHCTBUSIM CO CTOPOHBI 3JI0YMBILLICHHUKA.

TexHudeckuil pe3ynbTaT 3aKJFOYAETCS B  YBEJIMYCHWH CTENEHW 3alHIICHHOCTH
kubepduzndeckoil CHCTEMBbI OT KOMIBIOTEPHBIX aTaK 3a CYeT OLEHKH €€ YCTOMYMBOCTH K
KOMITBIOTEPHBIM aTaKaM B Pa3jIMYHbIE MOMEHTHI BPEMEHH M KOHTPOJSI 3HAYEHHWH TMOJYyYeHHBIX
OLIEHOK, HANpPAaBJIEHHOTO Ha MOAAEP’KaHHE 3HAYEHHs] YCTOHYMBOCTH CHCTEMbI B ONPENEeNICHHbIX
npenenax, TapaHTHPYIOIIUX CIIOCOOHOCTh CHCTEMbl COXPAaHIThb CIIOCOOHOCTh KOPPEKTHOTO
(YHKIIMOHMPOBAHMS AaXKe B YCIOBUSAX KOMITBIOTEPHBIX aTak.

Pemrenue nocraBneHHON 3a1aun 00€CIIEYUBAETCS TEM, YTO B CIIOCOOE OLIEHKU YCTOWYHBOCTH
K®C k koMIblOTEpHBIM aTtakam peanusyercst npencrasienne K@C B Bume rpada, a mpoueccos,
BBIMOJIHSIEMBIX CHCTEMOW — B BHIE MapuIpyToB Ha rpadax. s kaxaoro npouecca (MapmpyTa Ha
rpade) onpenensieTcss MHOXKECTBO MapIIPyTOB, AHAJOTUYHBIX eMy MO (QYHKLHUSIM, 00eCeu HBarOIIIX
BBIITOJIHEHHE TOTO K€ MPOLIECCa, TOJIBKO C UCIONb30BaHUEM Apyrux komrnoHeHToB KPC. Cymma
NPOU3BEACHUIT YUCIIA ATIbTEPHATHBHBIX MAPIIPYTOB JIJIsl MAPLIPYTA, OTPASKAIOIIETO KK MPOLECcC
K®C, Ha BecoBoil k03(h(QUIMEHT COOTBETCTBYIOIIETO MPOLECCa, U SIBJISIETCS YUCIIEHHON OIIEHKOM
yctoiunBocTd K@C Kk KOMNBIOTEPHBIM aTaKaM.

Nzobperenune nosicasiercst ur. 1, nuzodpaxkaroimeii cxemy paboTsl criocoda.

Ba)XHOCTp TMOJy4eHHs] UHCICHHOTO 3HAYeHUS OLIEHKH YCTOHYHMBOCTH CHCTEMbI K
KOMITBIOTEPHBIM aTakaM 00OCHOBaHA TEM, YTO KOHTPOJIb JAHHOTO 3HAYECHUS MIO3BOJIUT OOHAPYKHUTh

MOMNBITKHU pe€alnu3ali aTaku Ha CHUCTEMY Ha paHHefI cragui U TEM CaMbIM JaCT BO3MOXXHOCTD



aJIMUHUCTPATOPy OE30MacHOCTH MPEAOTBPATUTh KOMIIBIOTEPHYIO aTaKy, COXPAHUB CIIOCOOHOCTH
K®C k xoppekTHO#i pabore.

BaxkHOCTh pelneHHMss NAaHHOW 3aJayu CBsI3aHAa Takke C TeMm, 4To OonbUHCTBO KOC
UHTETPUPOBAHbl C IPOMBIIIJIEHHBIMH OONACTAMU JEATENbHOCTH, B TOM YHCIE, KPUTHYECKUMHU
(sHepreTHKa, TPAHCIIOPT, BOCHHAs OTPACIb H T.[.), IOITOMY YCIELTHAs pean3aliys KOMIbIOTEPHBIX
aTak Ha TAKHe CUCTEMbI MOKET MOBJIEYb 338 COOON KaTacTpopUIeCKue MOCIeACTBHSL.

TpeboBaHus K OLIEHKE YCTOWYHBOCTH

1. OneHka no/kHA OBITh HHBAPHAHTHA K THITY KOMITBIOTEPHBIX aTak. JJaHHOE CBOHCTBO
O3HAYaeT, 4YTO OLIEHKAa He JIOJDKHA YUUTBIBATH CIOXKHOCTb, PECYPCOEMKOCTh U IPYTrHUe MapamMeTphl
aTakd, OHa JOJDKHA ObITh He3aBHCMMa OT HMX. [l OuLeHKHM BakeH caM (DakT TMpPOBENEHUs
KOMITBIOTEPHOH aTaku M BO3MOJKHOCTB HapylieHus: 6ezonacHoctu padotel KOC.

2. Ouenka nmomkHa OBITH YHUBEpCAbHOH. Jl[aHHOE CBOHCTBO O3HA4YAET, YTO OLEHKA
npuMmennma A K@C paznuyuHbIX THIIOB.

3. Ounenka nomwkHa ObITh KoJMHuecTBeHHOH. KDPC HMMEIOT CIOXKHYIO CTPYKTYpPY, B HX
COCTaB BXOIUT OOJNIBIIOE YHUCIO PA3JIMYHBIX KOMIIOHEHT, KaKIbIH W3 KOTOPBIX MOXKET OBbITh
MOJBEP)KEH N1eCTPYKTUBHOMY BO3JEHCTBHIO. B CBA3M ¢ 3THUM, KaueCTBEHHOM XapaKTEepPUCTUKU
6e3onacHoctu K®C, mnosposstromuii orBeruth Ha Bompoc «Haxomutcess nmu KOC B cocrosiHum
Oe3omacHOCTU?»  TOJIOXKUTENBHO WM  OTPHLATENbHO, HexoctarouHo. [Jlna obecnedeHus
samuieHHocTH KPC Heobxonumo 3HaTh 0 BO3MOXKHBIX criocodHocTsix KPC npoTtuBopeicTBOBaTh
JEeCTPYKTUBHBIM BO3JIEHCTBUSIM.

4. Ouenka pomkHa OBITH BBIUUCINMA B pEXHUME peaspHOro BpemeHH. JlaHHOe
TpeboBaHne 00OCHOBAHO HEOOXOAUMOCTBIO CBOEBPEMEHHOI'O OOHAPY KEHHS aTaK U pearnpoBaHuUs Ha
HUX.

5. OneHka no/okHA ObITh CPABHUMOW. JTO O3HAYAET, YTO JOJDKHA OBITH BO3MOKHOCTD
CpPaBHUBATh TNOJYYCHHbIC 3HAYEHHs OLIEHOK W PAHXKUPOBATh HX, CpPaBHUBAas O€30MaCHOCTb
paziuunbix KOC wnm ypoBeHp OezomacHocTH omHON u Toi ke KDC B pa3jiuuHble MOMEHTBI
BPEMEHHU.

IIpennaraercs TpakroBaTh Oe3onacHOCTs KPC kak coOXpaHEHHE YCTOWYHMBOCTH B YCIOBHUSIX
KOMIIBIOTEPHBIX aTak Ha ee KOMIOHeHThl. Onpenenenue ycroitunBoct KPC cocTtout B OlieHKe
BO3MO)KHOCTH HAaXOXJEHUs €€ B YCTONYMBOM COCTOSIHMM, NpUYEM JaHHas OLEHKA JOJDKHA
IIPOBOAMUTHLCS JJIl CUCTEMBI B LIEJIOM, & HE OTAENIbHBIX €€ 3JIEMEHTOB.

JUis  TOJy4YeHHsT UYWUCIEHHOW OLGHKHM YCTOWYMBOCTH, KuOepdusudeckas cucrema

TIPECTaBIIsAETCs B BUe opuenTuposantoro rpapa G =< V, E > rne:



1) BCE KOMIIOHEHTBI CUCTEMbI (DOPMHPYIOT MHOXeCTBO BepiuH rpapa V, V =
{vi,Vy,...,V,} Tlpu o>TomM, Kaxnmas BepuiMHAa U; XapaKTEepU3YeTCss KOpTexeM <
id, type, ®, NPr >. id - unentuduxarop ycrtpoiictea, type — Tum ycTpoiicTBa (HaTyMK,

5 — m m m
aKTyaTop, KOHTPOJUIEP, UHTEILIEKTyaNbHOe YCTpoicTBO U T.i). Py = {(pvil, Py; s ...,(pvik} —

MHOKECTBO (DYHKLMH, peain3yeMbIx BepuHoii V;, rae sepxuuii uanexkc M € {0; 1} o6osnauaer

PEKUM BBINOJHEHUST PYHKUUHU (UCTIOIB3YET JIN KOMIIOHEHT V; (PyHKIIMOHAIBHOCTD (pvij B TEKyLIEM

npouecce KOC unu ver. N PT — uncno npoueccos, B KOTOPBIX 3a1€HCTBOBAH NaHHBIM KOMIIOHEHT;
2) BCE MOTOKH MH(pOopMauu Mexay komrnoHeHTamMu K@C hopMupyroT MHOKECTBO IyT
E,E ={eq, ey ..,€} Wcxomsdmas wu3 BepIIMHBbI 1yra O3HAYAET, 4YTO JAaHHAS BEpIIHHA

(xomrioreHT K®C) ocymecTsisieT ympasisitoniee WHPOPMALMOHHOE BO3IEHCTBHE HA OPYTYIO
BepHHy (apyroi komnoHeHT KPC).

C ucnonb3oBanreM nokymentauuu Ha K®C w/wiu ¢ mOMOINBIO SKCIEPTHBIX 3HAHUU, IS
K®C onpenensieTcss MHOXKECTBO IPOLIECCOB Proc, KOTOpBIC OHA NOJI’KHA PEaTM30BbIBATD, Proc =
{proc,,proc,, ..., proc,}. Kaxameii mnpomecc Proc; xapakrepusyercs KopTexem <
id,R,®',Weight >:

1) id — unentudukaTop npouecca;

2) R = {S;;} - muoxecTBo MapmpyTos rpada G, 37eMEHTBI KOTOPOroO MPEICTABIISIOT

) TN RN CI
cob0li COBOKYMHOCTb PasNUMYHbIX MyTel U3 BepmiMHbl ' B Bepmmuy 7: 7 vy
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3) Meuoxectso P’ — MHOKECTBO (YHKIHIT, KOTOPHIE MOKHBI ObITH BBITOJTHEHBI B
o 1 2 N
paMKax JaHHOTO mpoliecca, B ONpeneleHHoi odepenHoctn, P’ = (<p,§i;, (p,git), o) ¢£ia)). Ipu

BBINIOJIHEHUM MapLIpyTa Sij Ha rpade TPOUCXOAUT TEPExXOn MEXAY BeplIMHAMHU rpada,

1 @) (V)

XaPAKTEPUIYIOLIHMICS TOOYEPETHBIM BBITIOJTHEHUEM (PYHKIIHIA (pvip, (pvit PR (p”ia , The N —uucno

(GyHKUMiA, 3a0eHCTBOBAHHBIX B MapupyTe J; j» @ P,t, @ — NHAEKCHI 33/1eHiCTBOBAHHBIX (DYHKLUH
COOTBETCTBYIOIINX BEPLINH.
4) Weight - secosoii koadppuuuent, Weight € (0; 1], o3nauarommii kpuruanocTs

JlaHHOTO Mporecca s nanHoil KOC — uem mporuecc kputudHee, Tem Oinke 3nauenue Welght x

0.



Mexny mnponeccamu K@®C, ONMCHIBAEMBIMH MHOXKECTBOM PTOC, yCTaHaBIMBAKOTCS
cooTHowmeHusi. Kaxplii mporecc mo OTHOWIEHHUIO K JAPYTrOMYy/APYTUM MOXKET ObITh HE3aBHCHMbBIM
(mporekaHue mMpolecca He 3aBHCHUT OT BBIOJHEHUS IPOLIECCOB) WM 3aBUCHUMBIM (TIPOTEKAHHE

IPOLIECCA 3aBUCHT OT BBIIOJIHEHUsSI IPOLIECCOB). J[71sl 3aBUCHMBIX POLIECCOB MOTYT OBITH CIESAYIOIINE

COOTHOLIEHUS:
1) IIPOLIECCHI BBIMOIHIIOTCS OJHOBPEMEHHO;
2) MPOLIECCHl HUKOT]Aa HE BBITIOJHAIOTCS OHOBPEMEHHO;
3) MIPOLIECC SBJIAETCS CIEICTBHEM HEMyCTOrO MHOXKECTBA APYTHUX MPOLIECCOB;
4) MPOLIECC UHULIMUPYET BBIMOJIHEHNE HEMyCTOrO MHOXKECTBA APYTHUX MPOLECCOB.

Y cTaHOBIEHHBIE COOTHOIIEHHS OITUCHIBAIOTCS B BUAE ITpaBUJI C UCIIOJIB3OBAHUEM JIOTUYCCKUX

MPEAUKATOB 1 3aIMUCbIBAIOTCS B 6a3y JaHHBIX.

Kaxnomy mpoueccy K®OC m3 mHOkecTBa PTOC aBTOMATMHECKM HA3HAYAKOTCS 3HAYEHUS
Weight. Ipu 3Tom, n05KHO OBITH BHIMOIHEHO CEAYIOIIEE YCIOBHE: €ClIM HEKOTOPOE MHOKECTBO

nporteccos Proc’, Proc’ € Proc, waummmpyer mporiecc Proc;, 3HaueHue Weight, o,

! -
KOTOPOTO OJTHM3KO K 0, KaXKIOMy MPOLIECCY U3 MHOKECTBA Proc’ nomxen GpITh Ha3HAUEH TAKOM ke
Becooi kosddurtuent, kax Weighty, ..

OmnwuceiBaroTCs MpaBuiia BBIOOPA aNbTEPHATHBHBIX 1O (QYHKIMSAM MapLIpyTOB Ha rpade.
ANbTepHATUBHBIM 10 (YHKLHUSAM CUHUTAETCS MapLIPyT, B paMKax KOTOPOro o0OecrednBaeTcs

BBIIIOJIHEHHE TaKOM JKe COBOKYITHOCTH q)YHKL[I/IfI B TakoH ke O4YECPECOAHOCTH. MHOKecTBO

aNbTePHATUBHBIX MapiupyToB oboszHauum AltR = {Sl' j}, Sij* Ys;j = @Yo, Tt @y, Torma

1 —
Sij - Sl] = (psij - (psl,]
[Tpu 5TOM, aTBTEPHATUBHBINA MapPLIPYT MOKET BKIIFOYATh B ce0s1 OOJIbIIEe YUCIIO BEPIIHH, YeM

HCXOHHbIﬁ MapuipyT. OI[HaKO AJIA 5TOTO JOJIKHDBI BBITIOJIHATBHCA CICAYIOIHE YCIIOBUA!

1) BepIuKHA rpada V; MOKET ObITh 3aMeHeHa BEpLIMHON Vy, ecnu type, = type,, ;
2) BepuiHa rpadga V;, peamusyromas (GyHKUMH Dy, MOXKET ObITb 3aMEHeHa
MHOECTBOM BePUIHH (U, Uy, +vv ) UZ), €CJIH COBOKYIIHO OHH PEATM3VIOT CYNEPIIO3ULINIO (PYHKIIHHA

(pvii = Py, * Oy, Py,
3) BepmrHA rpada V; MOXKET ObITh BKIOYEHA B aJbTEPHATHBHBIN MapHIPYT TOJIBKO B

TOM CJlyyae, €CIIM YUCIIO MPOILIECCOB, B KOTOPBIX OHA OyneT 3aneiictBoBana, He npesbimaer NP1 —

YHUCJIO MPOLIECCOB, B KOTOPBIX 3aI€HCTBOBAH JaHHBIM KOMIIOHEHT.



Ouenka ycroiunBocth K®@PC Kk KOMNBIOTEpHBIM AaTakaM CBsi3aHa C KOJIMYECTBOM

anbTEPHATUBHBIX MAPLIPYTOB, XapaKTEPU3YIOLIUX KaKbli pouecc, peanusyemblii KOC.
st kaxnoro npouecca proc; € Proc seinonusiercs: mouck AJIBTCPHATUBHBIX MAPILIPYTOB,

!
U Hero s Kaxmoro mapmpyta Skj € Rproc, BbIMONHSETCS MOMCK Sy, (Gopmupyrommx
! ! !
MHOECTBO Sy j. [t Kaya0ro MHOKeCTBa Sy j BHIMUCIAETCS ero MOMHOCT | Sy ;.

3HaueHUsIM MOINHOCTEeH JUIsI KaXJIOro Imporecca ProOC; COMOCTaBIAETCS BECOBOM

xosbduuuent Weig htproci: COOTBETCTBYIOIIUI JaHHOMY npoueccy. Utorosas popmyiia OLIEHKH,

obosnauaemoii Eval;, seruncnsercs no cnenyromeit popmye:

Evals = |Sproc,| - Weightyroc, + [Sproc,| - Weightproe, + -+ [Sproc,

Vl/eightproc1 = Lij=q |S{9roci| ' Weightproci :

3a cuer TOro, YTo y BCEX MApLIPYTOB Ha rpade, OTpaKaroIlUX BBIMOJHEHHE HauOojee
Kputn4HbIX npoueccoB KPC, Oynmer ManeHbKUH BecC, Aake HE3HAUUTENbHOE H3MEHEHHE YHCIIa
MapUIPYTOB JJIs1 KPUTHYHBIX MPOLIECCOB MPHUBEAET K OOJbIIEMY H3MEHEHHIO YHCICHHOTO 3HAUYEHUSI
OLIEHKH, Ye€M U3MEHEHHE YHCIIa HEKPUTUIHBIX MapLIPYTOB.

Crniocob npenmnonaraer:

1. IIpencrasnenne KPC B Bune OpueHTHPOBAHHOTO Irpada, riae KOMIIOHEHTh CUCTEMBI
— BepIlIUHBI rpada, a THPOPMAILMOHHBINH OOMEH MEXAY KOMIIOHEHTAMH — IyTH.

2. Omnpenenenrue MHOKECTBA MPOLIECCOB, HeOOXoMuMbIX 1ist paboTel KOC.

3. OmnpeneneHre COOTHOLIEHUI MEXKAY MPOLECCAMHU:

1) mporeccel BBIMOIHAOTCS OAHOBPEMEHHO;

2) mpoLecChl HUKOT/AA HE BBITIOJIHSIOTCS OJJHOBPEMEHHO;

3) mpouecc sIBISETCS CASACTBHEM HEMyCTOr0 MHOKECTBA IPYTHX MPOLIECCOB;

4) mporecc MHULMUPYET BBIMOJHEHHE HEIyCTOr0 MHOYKECTBA APYTUX MPOLIECCOB.

4. OmnucaHue COOTHOIIEHHH MEXy MPOLIECCAMH C MIOMOIIBIO JIOTHKU MPEIUKATOB U UX
3anuch B 0a3y naHHbIX npaBui padotsl KOC.

5. Ha3naueHne BecOBBIX KO3(QUIMEHTOB KaKAOMY MpPOLECCY TaKUM O0pas3oMm, 4TO
3Havenue kodpuumenta npunamiexur npomexytky (0;1], u 3nauenns xosdduimentos
HanOoJiee KPUTHYHBIX MPOLIECCOB OMM3KH K 0.

6. Omnmcanue mpaBui BbIOOpa AJBTEPHATUBHBIX MO (PYHKLUSAM MapLIPyTOB Ha rpade,
OTPAKAKOIINX CIIEAYIOLINE YCIOBHS BHIOOpA MAPIIPYTOB:

1) 3amena BepinH rpada MoKeT OBITh BBIIIOJHEHA TOJIBKO B TOM CIIy4ae, €CJI 3TH BEPLINHBI

xapakTtepusyroT ycrpoiictsa KOC ognoro tuna,



2) omHa BepIIMHA MOXKET OBITh 3aMEHEHa Ha HECKOJIbKO BEPIIHH, €CIU COBOKYITHO 3TO
MHOYKECTBO BEPLIMH PEATH3yeT B HY)KHOM IOCIENOBATENbHOCTH HA0OP (PYHKLUMH, BBITOIHAEMBIX
W3HAYaJIbHON BEPIIMHOM,

3) BepmmHa rpaga MokeT ObITh BKJIIOUEHA B AJbTEPHATUBHBIN MapIIPYT TOJBKO B TOM
Cllydae, eCJIM YHCJIO INPOLECCOB, B KOTOPbIX OHAa OyJer 3aieliCTBOBaHA, HE NPEBBILIAET HYUCIIO

MIPOLIECCOB, B KOTOPBIX 33J1€HCTBOBAH JAHHBIN KOMITIOHEHT.

7. DopMHUPOBAaHUE AJIST KAXKAOTO MPOLEecca MHOXKECTBA aJIbTEPHATUBHBIX MapLIPYTOB Ha
rpade.

8. Brruncnenne MOIHOCTH MHOXKECTBA AIbTEPHATUBHBIX MapIIPYTOB.

9. Brruncnenune onenku ycroitunBoctd K®C k KOMIIBIOTEPHBIM aTakaM Kak CYMMBI

IIPOU3BENEHUN YNCIa aJIbTEPHATUBHBIX MAPLIPYTOB AJIs1 MAPLIPYTA, OTPAKAOLIETO KaKAbIM IPpoLece
K®C, na BecoBoii K03 (HULIMEHT COOTBETCTBYIOIIETO MPOIIeCCa.

B wurore s KOC Bb4HCHseTCsS] OLEHKA YCTOWYHUBOCTH, KOTOPAsi MOXKET OBITh MOJyYeHa B
10001 MOMEHT BpEMEHH TSI BCeil cucteMbl B 1iesioM. [Ipu 3ToM, OHa 4yBCTBUTENbHA K H3MEHEHUSIM
B CHCTEME, OTHOCSIINMCS K HanOoJiee BaKHBIM €€ MPOLECCaM.

JlaHHBIH crioco0 obecrevynBaeT MOBBIIIEHHE TOYHOCTH OOHAPY KEHHUs] KOMITBIOTEPHBIX aTak
3a CYEeT BO3MOXKHOCTH IOJIYYEHUs] 3HAYEHUH OLICHOK B Pa3JIMYHbIE MOMEHTBI BPEMEHHU U CPABHEHUS
MOJIyYEHHBIX 3HAYEHHUH C «3TaJOHHBIMY» 3HAYEHHUEM WJIH C JUANa30HOM 3HAYEHWUU AJI1 KOPPEKTHO
¢dyukunonupyromeit KOC, Haxonsmmecs: B COCTOSTHUM 0e30MacHOCTH. BbICOKast 4yBCTBUTENIBHOCTD
3HAYeHMs OLEHKH, MpeIyiaraéMod K BBIUHCJIEHUIO B JaHHOM H300pETEeHMM, K W3MEHEHUsSM B
napameTpax nporekaHus kputuueckux ais naHHoi K@C nporeccos, Takke yBEIMUUBAET TOYHOCTD
oOHapy’)keHHsT KOMIIBIOTEPHBIX aTak Ha cucreMy. OLieHKa MHBapMaHTHA K THIy JECTPYKTHBHBIX
BO3ACUCTBHI, YTO, B COBOKYIHOCTH C PACCMOTPEHHBIMH paHee OCOOEHHOCTSIMH, OOecreyuBaeT

YBCIIMYUCHUEC CTCIICHU 3alllUIIIEHHOCTH KI/I6ep(1)I/ISI/ILIeCKOI\/'I CUCTEMBI OT KOMITBIOTCPHBIX aTakK.



®Dopmyna n3odpeTeHus

Croco0 omneHkn yCTOHYMBOCTU KHOEp(PU3MUECKHX CHUCTEM K KOMITBIOTEPHBIM aTakam,
BKJIFOUAIOLINI KOMITBIOTEPHOE IMpeACTaBlIeHne kuOepdusnueckol cUCTeMbl B BHIE TIpada,
OnpefiesieHHe KPUTUYECKH BAKHBIX IPOLECCOB Uil KUOEpPU3NUECKOM CHCTEMBI C
UCIIOJIb30BAaHHEM TEXHUYECKOH NOKYMEHTALMU U KOMIIBIOTEPHOE NPEACTABICHUE BbIIEIEHHBIX
KPUTHYECKH BAKHBIX IPOLECCOB B BHAE MapUIPyTOB Ha rpade, MOAETHPYIOIIEM
KUOepPHU3NUECKYIO CUCTEMY, H OTJIHYAKIMIHECH TeM, 4TO B 0a3e MaHHBIX, pacojiarareics Ha
cepBepe 0a3 maHHbBIX, (opmupyercs crucok mpaBui padoTel KOC, comepskamuii onmucaHue
COOTHOIIEHHH MeEXIy TMPOLECCAMU CHUCTEMbI C HCIOJIb30BAHMEM JIOTUYECKHX TMPEIUKATOB,
OINHUCHIBAIOIINX OJHOBPEMEHHOE BBINOJHEHHWE MPOLECCOB, 3ampeT Ha OJHOBPEMEHHOE
BBINTOJIHEHHE TPOLIECCOB, WHULIMUPOBAHUE BBITIOJHEHUS MPOLECCa, M OMHCAHWUE YCIOBHUU IS
NIONCKA aJIbTePHATHBHBIX MAapIIPYTOB Ha rpade, 3aTeM CIUCOK MpPaBUJ 3alUCBIBAETCS B 0as3y
JAaHHBIX, PACIONAralINycs Ha cepBepe 0a3 MaHHBIX, 3aTeM sl Bcex mporeccoB KPC
HA3HAYAIOTCSI BECOBbIE KO3(PPUIMEHTHI, NPENCTABISAIOIINE COOOH BEIIECTBEHHOE YHCIO B
npoMexyTke ot 0 1o 1, mpu 3TOM, BBIAENEHHBIM KPUTUYECKH BaKHBIM MPOLIECCAaM Ha3HAYAFOTCS
MHHHUMAJIbHbIE BECOBblE KO3(UIMEHTHI, 3aTeM 3HaueHHs KO3(QQPHUIMEHTOB Ui KaXKIOro
nporiecca 3amuchIBatOTCs B 6a3y HaHHBIX, 3aTeM 11 Kakaoro npouecca KOC, mpencraBieHHOTo
KaK MapupyT Ha rpade, B 3TOM ke rpade HIIyTCs albTePHATUBHBIE MAapLIPYThHI, C YYETOM
OrpaHUYEHUH, ONMMCaHHBIX B crricke mpaBuil padorsl KPC, 3aTtem HalimeHHblE IJIs1 KaXIOTO
nporecca aJbTePHATHBHBIE MapIIPYThl (POPMUPYIOT MHOMKECTBA aJIbTEPHATUBHBIX MapLIPYTOB,
ISl KKIOrO MHOKECTBA BBIYMCIIAETCS €r0 MOIIHOCTb, TNPEACTaBISAomas COOOH YHCIIO
3JIEMEHTOB B MHOJKECTBE, 3aT€M BBIUHICISIETCS] OLIEHKA YCTOMUNBOCTH KHOEPPU3NUECKOI CHCTEMBI
K KOMITBIOTEPHBIM aTaKaM IMyTE€M BBIYHMCJICHUS CYyMMBbI MPOU3BEICHUN YHCIA aJIbTEPHATHBHBIX
MapUIPyTOB ISl MapuIpyTa, oTpaxaromero kaxabiii nporece KOC, Ha BecoBoit ko3dduuueHt
COOTBETCTBYIOLIETO IMPOLIECCA, 3aT€M 3HAYEHHE BBIUYMCICHHOW OLIGHKH COXpaHseTcss B 0a3y
TAHHBIX KaK «3TAJOHHOE», TAKXKe B 0a3y NaHHBIX 3aIHMCHIBAIOTCS 3HAUEHHs] KOHIIOB JIHAIa30Ha,
XapaKkTepU3ymIero koppekrHoe ¢gynkiauonnposanrne K@C, BbuuCIsAeMble KaK OTKJIOHEHHS B
MEHBILIYI0 U OOJIbLIVIO CTOPOHY JISl «3TAaJOHHOTO» 3HAYEHHs, 3aTEM B Pa3IMYHbIE MOMEHTBI
BPEMEHH CHOBA MPOU3BOIUTCS OLIEHKA YCTOMYMBOCTH U BBINOJHSAETCS KOHTPOJIb 3HAUYEHHH
MOJIYYEHHBIX OLIEHOK, 3aKJIFOYAIOIIUICS B CPABHEHMU IOJNYyUYEHHBIX 3HAYEHUH C «3TaJOHHBIMY
3HAYEHWEM MJIM C TUAIa30HOM 3HAYEHHH, 3aTeM, €CII HOBOE 3HaU€HHE OLIEHKH HE IOMajgaeT B
IMara3oH, BBIMOJIHAETCS €ro 3amuch B OTHENbHYIO TaOmuiy Oas3bl NaHHBIX, COIEPIKAIIYIO
aHOMAJIbHbIE 3HAYEHMH OLIEHKH YCTOHYMBOCTH, 3aT€M Ha JSKPAaH KOMIIBIOTEPA BBIBOJUTCS

yBeAOMJIEHMEe O ToM, uro ycToWunBocTb K®C cHusunacb B pe3ynbTaTe BO3MOXKHOMN



kommbioTepHOl atakum Ha K®C, 49ro sBNIsSeTCS CUTHAIOM 00 aBTOMATHYECKOM BHECEHHH
u3MeHeHuii B CcTpyktypy KO®PC nna nognep:kaHus 3HaUY€HUs YCTOWYMBOCTH CHUCTEMBI B
ONPEACNICHHBIX Mpeaeax, OMUChIBAEMbIX AUANA30HOM 3HAUYCHUH, CONEPIKAIIUM OTKJIOHEHUS OT

«OTAJIOHHOI'0» 3HAYCHUSA OLICHKH.



Criocob oueHkH yCTOWYMBOCTH KHOep(HHU3MIECKON CHCTEMBI K KOMITBIOTEPHBIM aTaKkam

KOMNbIOTEPHOE NPEACTABNEHUE KdC
B BUAE OPUEHTUPOBAHHOTIO FPADA

Onepamop K@C

Hoxkymenmayus
Ha KoC

!

ONUCAHUE BCEX NPOLECCOB,
NPOTEKAOLWUX B CUCTEME,
B BUAE MAPLLUPYTA HA TPA®E

v

OMUCAHUE COOTHOLUEHWUIA
MEXAY NPOLUECCAMU B
BUAE NOTUYECKUX
NPEAUKATOB

Y BA

HA3HAY4YEHUE BECOBOTO K

KO3®DPULUEHTA KAXAOMY
NPOLECCY

v

ONUCAHUE NPABUN BbIBOPA
A/IbTEPHATUBHbIX NO
SYHKUUAM MAPLUPYTOB HA
FPAGE

v

NOUCK ANA KAXAO0ro
MAPLLUPYTA,
XAPAKTEPU3VIOLLETO
NPOLECC, ANbTEPHATUBHbIX
MAPLLPYTOB HA FPADE

v

®OPMUPOBAHME AJ1A
KAXA0rO NPOLIECCA
MHOMECTBA
ANLTEPHATUBHbIX
MAPLLIPYTOB

BbIYUCNEHUE MOLLHOCTU
KAXKAOro MHOXECTBA

v

BbIYUCNEHUE OUEHKHU
YCTOWYUBOCTU KDC K
KOMMNbIOTEPHbLIM ATAKAM

dur. 1



OTYET O TATEHTHOM IIOUCKE  {HoMep espasutickoii 3asBku:

(crarssa 15(3) EAIIK u npasuno 42 ITaTeHTHON UHCTPYKIMH K
EAIIK) 201992834

A. KTACCUOPUKALIUA ITPEJIMETA U30BPETEHUSL:

GOGF 21/56 (2013.01)
HO4L 29/06 (2006.01)
GOGF 7/08 (2006.01)

CornacHo MexayHapoaHO# naTeHTHOM kinaccudukauuu (MIIK)

b. OBJIACTB TIOUCKA:

IIpocMoTpeHHas JOKyMeHTauus (cucreMa knaccupurauun 1 uanekcsl MITK)
[HO4L 29/00-29/06, GO6N 5/00-5/04,7/00, 99/00, GO6F 7/00-7/08, 17/00-17/30, 21/00-21/56

ESP@CENET, K-PION, PAJ, RUPTO, USPTO, WIPO, GOOGLE, EATIATHUC

SJ'ICKTpOHHaﬂ 6a3a JaHHBIX, UCTIOJIE30BABLIAACH IIPHA IOUCKE (Hasaalme 6a3sl 1, eciy, BO3MOXHO, MCTIOJIB3YEMBIC IMTOUCKOBBIC TCpMMHBl)

B. IOKVMEHTEI, CYUUTAIOIHUECS PEJIEBAHTHBIMHA

Ka‘reropm{* CChUIKH Ha ROKYMCHTHI C YKa3aHHMEM, TI€ 3TO BO3MOKHO, PEJIEBAHTHAIX YacTel

OrHocurcs k myHKTY Ne

X US2018/0159890 A1, (BRIGHAM YOUNG UNIVERSITY), 07.06.2018
pedepar, a63aust [0002], [0005], [0021], dur. 1, 3, 4, n.m. 1, 11 popmynsl

US2017/0126712 Al, (FRACTAL INDUSTRIES, INC.), 04.05.2017
US20170289187 Al, (THE MITRE CORPORATION), 05.10.2017

AU2017221858 B2, (ACCENTURE GLOBAL SOLUTIONS LIMITED), 11.10.2018

> > > >

US2018/0159881 Al, (FRACTAL INDUSTRIES, INC.), 07.06.2018

1

I:I TNOCJICAYIOUIHE JOKYMEHTHI YKa3aHbl B NPOJODKCHHN

* OcoGbie KATErOPHH CCBUIOYHBIX JOKYMEHTOB:

(«A» ~ HOKyMEHT, ONpe/IeAIOmIMI OGUIMA YPOBEHb TEXHHKH MPUBEACHHEIH /1713 NOHUMAHHA U306PETEHHA
[«E» - Gonee paHHHit AOKYMEHT, HO OIYO/IMKOBAHHLIA Ha NaTy 100241
ICBPA3MICKOH 3aABKH HIIH TIOCTE Hee

«O» - TOKYMEHT, OTHOCAIIMIACS K YCTHOMY PACKPEITHIO, 3KCIIOHHPO-
BAHHIO U T.1.

"P" - NOKyMEHT, OIy6IMKOBaHHBIN IO NaThl NOAAYH EBPA3HICKONH
3ajBKH, HO TIOCNE JaThl MCTIPALIMBAEMOTr0 IpUopuTeTa”

CTH

TaMH TO# XKe Kareropuu
«&» - TOKYMEHT, ABASIOMMICS IATEHTOM-aHaNOTOM
«L» - JOKYMEHT, NPHUBEACHHBIN B APYTHX LIETAX

«T» - Gonee mo3HHI AOKYMEHT, ONyGNUKOBAHHbIN FOCHE AATH IPHOPHTETA U

«D» - IOKYMEHT, IPHBEACHHBIN B eBPa3uiicKol 3asBKe «X» - IOKYMEHT, umerommii HauGosee GNU3KOE OTHOLIEHHE K NPEIMETY TIOHCKA,
NOpoYaIHit HOBH3HY HIIH H300PETATENICKUH YPOBEHD, B3ATHIH B OTACABHO-

«Y» - NOKYMEHT, MMEIOILUi HanGoee 6/TH3KOE OTHOLICHHE K TIPEAMETY TIOHCKA,
NOpOoYAmKii H300peTaTeNbCKHi YPOBEHD B COMETAHMM C APYTHMH JOKYMEH-

Jara nposenenns narentaoro noucka: 06/08/2020

Y onHOMO4YEHHOE JIMLO:
Havanpaux Otaena MexaHUKH, QU3MKK U SICKTPOTEXHUKH

.®. Kpsuios
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