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(57) Hacrosimee uzo0peTeHye OTHOCUTCS K 00NaCTH UH(POPMAIMOHHON 3aIUTHI, B YACTHOCTH K CHCTEMaM

MHTEJUIEKTYaJIbHOTO yIpaBiieHus1 kKuOepyrpo3aMu. OCHOBHBIM TEXHUYECKUM PpE3YJIbTaTOM SBISETCS
TTOBBITIIEHNE HHPOPMAITMOHHON 0€30IMacHOCTH 3a CYET OCYIIECTBIICHIS aBTOMAaTH3MPOBAHHONW 00paboTKH
JAHHBIX O TIOCTYMAIOMMX KHOepyrposax, oOecredrBaromiel IMOCTOSHHYIO aKTyaJM3aluio JTaHHBIX O
TUMaX KUOepyrpo3 M HMHAMKATOPOB KOMIIPOMETAIMH, COOTBETCTBYIOLIMX WM. 3asBICHHas CHCTEMa
MHTEJJIEKTYaJIbHOTO yTIPABIECHUS KHOEpyrpo3aMu COAEPKHUT IO MEHbBLIEH Mepe OXWH MpoLeccop,
obecrieunBaromuii 00pabOTKy MH(POPMAIMOHHBIX MOTOKOB MEXIY MOIYJISIMH CHCTEMBI; MO MEHBIICH
MEPE OAHO CPCACTBO XpaHCHHUA MAaHHBIX, COACPKAIICC MAIIMHOYHUTAEMBIC UHCTPYKINH, UCTIOJTHACMBIC
MIPOLIECCOPOM; MOIYJIb TOIYYEHHs MJaHHBIX, oOecreunBaromuii cOop WHGOPMAMKM W3 BHEIIHHX
W BHYTPEHHHMX HCTOYHHMKOB JIaHHBIX, COJEpKallMX HH(OpMaIMio o KuOepyrposax; (QHIBTPAIHIO
MOJYYSHHBIX JTAHHBIX U Peo0pa3oBaHue IMOMyYeHHOH HH(POPMAIMY B €OUHBIA (hopMar NpeiCcTaBICHHs;
MOZYJb 000TaIEHNs TaHHBIX, 00ECIIEUNBAIOLINN JONIOIHEHNE JAHHBIX 00 HHANKATOPaX KOMIIPOMETALUH
KHOepyrpo3 W3 BHENIHHX WCTOYHWKOB [aHHBIX; BBHINOJHEHHE IOMCKa M cOopa WHpOpManuu
O BPEJIOHOCHOM KOJE, CBS3aHHOM C H3BECTHBIMH KuOEpyrpo3amu; OOHOBIIEHHE HH(POpPMALUU O
KrOepOe30macHOCTH, BKIIFOYAIOMICH, MO MEHBIIEH Mepe, CBeNeHHs 00 YSI3BHUMOCTH HCIONB3YeMOTO
MIPOTPaMMHOTO 00ECIEeYECHHUs, O HaJIWYWU BPEIOHOCHOTO KOJa, CBSI3aHHOM II0 MEHBIIEH Mepe C
OIHOW YS3BUMOCTBbIO, U HMH(pOpMaIMI0 00 OOHOBJICHUHM IO MEHBUICH Mepe OIHOr0 MPOrpaMMHOIO
obecrieueHns, 00ECIIEUNBAIOIIEM 3aIUTy MO0 MEHBIIEH Mepe OT OJHOTO THIIA YS3BHMOCTH; BBISIBICHHUE
YUETHBIX 3alKcell MMoJb30BarTesniel, KOTopble ObUIM 3a/eHCTBOBAHBI PH B3aWMOJCHCTBHH C pECypcaMH,
CBsA3aHHBIMU C MHAUWKATOpaMXW KOMIIPOMCETAIlUU, I/IH(i)OpMaIll/I)I IO KOTOPBIM XPAHUTCA B 6336 JaHHBIX
0a3y maHHBIX, 00ECIICYNBAONTYIO0 XPaHEHNE aKTyalbHONH HH(OpPMAIUU 0 KHOEpyTrpo3ax, mepenaBacMyro
OT MOAyJIeH MOMyYeHNMS JAHHBIX X MOAYJISI 00OTAICHHS JaHHBIX; MOYJIb HHTETPAIN, 00€CTIeYHBaIOIIN
nepefady B YHH(PHUIMPOBAHHOM (hopMare MAaHHBIX O KHOEpPyrpo3ax CHCTeMaM KuOepOe30macHOCTH;
MOIYNTb AHAIUTHKH, OOECIECUMBAIONINA BHITIONHEHNE aHain3a ys3BuMocTed WUT-uHpacTpyKTypel B
TTOAKITIOYEHHBIX K MOJYIIO HHTETPAlliy CHCTEMaX; BBIABICHHE M OTOOPAKCHNE HESIBHBIX CBS3EH MEXKTy
MH(OPMALMOHHBIMU CYNIHOCTSIMH, OTHOCSIIIIMMHMCSI IT0 MEHBILEH Mepe K OIHOMY THIy KHOepyrpo3bl,
C MOMOMIBIO0 aHANIN3a LETMOUYCK CBA3€H MEXAy yNOMSHYTHIMH CYIIHOCTSMH M IIOMCKOM OOIIMX Yy3JIOB
YIIOMSHYTBIX CYIITHOCTEH.
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MIIK: GO6F 17/30; GO6F 21/00

CUCTEMA UHTEJUIEKTYAJIBHOI'O YIIPABJIEHUSA KUBEPYT'PO3AMU
OBJACTDb TEXHUKH

[0001] Hacrosimee  TexHu4eckoe pelieHHMe B OOIIEM OTHOCHTCS K  OOJNacTH
UH(QOPMALIMOHHONW 3aIIMTBl, & B YaCTHOCTH, K CHCTEME MHTEJJIEKTYaJbHOTO YIIPABIICHHS

KHOepyrpo3amu.
YPOBEHb TEXHUKH

[0002] B nHacrosimee Bpemsi ¢ ydyerom maccoBoro npumeHeHuss UT (uHDopmanmoHHbIe
TEXHOJIOTUH) B PA3JIMYHBIX MPOMBIIUIEHHBIX M 3KOHOMUYECKHX cdepax, pa3BUTHE CHCTEM U
MOJXONIOB B 00JacTu KHOepOE30MmacHOCTH SIBIISIETCS ONHUM W3 MPHOPHUTETHBIX HAIMPABICHUNA U
TpeOyeT MOCTOSTHHOTO YCOBEPIIEHCTBOBAHMS C YYE€TOM IOCTOSIHHOTO TOSIBJIEHHSI HOBBIX THIIOB
kubepyrpo3. B cBA3M ¢ 3TUM, BaXXHBIM aCMEKTOM CO3[aBAEMbIX PELICHUH SIBIIAETCS
aKTyanuzauus MHQOPMALMU O CYIIECTBYIOLIUX THIAX KHOEpYrpos3, a Takke CBeNeHHH 00 ux
YCTPAaHEHWH U  TOAAEp)KaHWE  aKTyalbHOH  CTemeHW  KuOep3aluThl  BHYTPEHHEH
UHPaCTPYKTYypHL

[0003] B cdepe OankoBckoro oOcmyxuBaHusi mnpodiemMa KuOepOe30macHOCTH Hrpaer
KJIFOUEBYIO DPOJIb, TOCKOJBKY BHYTPEHHSs HMH(OpMAIMOHHAs HH(PACTPYKTypa OCYILNECTBIISIET
00paboTKy OrpOMHOr0O KOJMYECTBA CTPYKTYPUPOBAHHBIX M HECTPYKTYPHPOBAHHBIX JaHHBIX, UTO
TpeOyeT B CBOKO OYepeab OTPOMHBIX PECYPCOB JUJIsl CBOEBPEMEHHOTO BBISIBJICHHS TIOTEHIMAIBHO
BPEIOHOCHBIX OOBEKTOB, KOTOPBIE MOTYT MPUBECTH K PUCKY HACTYTUIEHHSI KHOEPYTPO3BI.

[0004] B kauecTBe aHaNOra 3asBJCHHOTO PEIIEHUS] MOXKHO PACCMOTPETh CIIOCOO BBISIBJICHHSI
KHOEepyrpo3 Ha OCHOBAHUHM aHAJIN3a IOJIb30BATEJbCKUX NEHCTBHMN, PacKpbIThii B 3asBke US
20170134415 Al (marenroobnanarens: Splunk Inc, nata myOmukanum: 11.05.2017). M3BecTHbIi
Croco0 HCMOJIB3YeT AJrOPUTMBI MAIIUHHOTO OOyUYeHUs Il OOHOBJICHHS MOJENEH BBIBICHUS
OTKJIOHEHUHM OT TOBENEHUs] CETEeBOM AaKTHBHOCTU IIOJIb30BATENs, UYTO MOXKET SIBIATHCA
WHIMKAaTOPOM KOMIIPOMETAllMM U CBUAETEIbCTBOBATh O IOMNBITKE HECAHKLIMOHHUPOBAHHOIO
IocTyna K MH()OPMALMOHHBIM pecypcaM, MOPOXKAas T€M CaMblM PUCK HACTYIUICHHUS YTPO3bI
KnOepOe30MmacHOCTH.

[0005] HenoctatkoM M3BECTHOrO MOAXOAA SIBJSETCS OTCYTCTBHE MEXaHU3Ma MOCTOSHHOTO
OOHOBNIEHUSI U OOOTAIIEHHSI JAHHBIX O PA3IMYHBIX THUIAX KHOEPYrpo3 C MOMOIIBI0 MOHUTOPHUHTA
U BBUIIBJIGHUS] TAHHBIX BO BHEIIHUX HCTOYHHKAX WHPOPMALMU M UX MOCIEAYIOLIYIO CBSI3b Ha

OCHOBAaHUHU JaHHBIX 00 MHIMKATOPAaX KOMIPOMETALMH sl (OpMUPOBaHUSA HH(OPMAIIOHHBIX
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CYLIHOCTEH, COIepKallnX aKTyaJlbHBIH Cpe3 WH(GOPMALUUU O COOTBETCTBYIOIIEM THIIE

KUOEpyrpo3 U CPEACTBaX IO MX BBIABJICHUIO U YCTPAHEHUIO.
PACKPBITHE U30OBPETEHUA

[0006] Perraemoii TexHIUeCKOM MpoOIeMOil MM TEXHHUUYECKOW 3a1adeli sIBJISIeTCS] CO3/1aHne
HOBOW CHCTEeMbI, 00eCIeunBaloIell NHTEUIEKTYallbHOE YIpaBIeHNEe KHOepyrpo3aMu, KOTopas
o0ecrieynBaeT  KOMIUIEKCHBIM  MOOXoA B 00JacTH  OpraHusalud W YIPABJICHUS
KuOepOe30nmacHOCTHIO HHPPACTPYKTYPHI.

[0007] OCHOBHBIM TEXHHYECKHM pPE3yJbTaTOM, KOTOPBIM JOCTUTraeTCs IpH pelleHuu
BBIIIEYKA3aHHOW TEXHUYECKHH MPOOJeMbl, SIBJISIETCS  IOBBbIIIEHUE  HH()OPMAIIMOHHOM
0e30macHOCTH 3a CYeT OCYLIECTBJICHUS aBTOMATHU3UPOBAaHHOH OOpabOTKM MaHHBIX O
NOCTYMAOIIHUX KHOepyrpo3ax, 00ecrneunBaroIell MOCTOSHHYIO aKTYaIU3alHi0 JaHHBIX O THIIAX
KHOEpyrpo3 U HHAUKATOPOB KOMITPOMETALINH, COOTBETCTBYIOIIUX UM.

[0008] JlononmHuTenbHBIM 3()PEKTOM OT peanu3anuyl 3asiBJICHHOTO PELICHUs SIBJISETCS
YBEJIMYEHHE CKOPOCTH BBIIBJICHUS WHAMKATOPOB KOMIPOMETALMM KHOEpyrpo3 3a cuer
aBTOMATH3MPOBAHHOIO OOOTaleHHs] MAHHBIX W TIOCTPOEHUS CYIIHOCTEH, CBSI3bIBAIOIIUX
uHpOpMaLMIO O TUMax KUOEpPyrpo3 M COOTBETCTBYIOIIUX UM HMHAWKATOPaX KOMIIPOMETALIUU B
ennHOe NH(POPMALIMOHHOE IPOCTPAHCTBO.

[0009] 3asiBJIEHHOE  peLIeHue TMpencTaBisier Cco0OM  CHUCTEMy  HHTEJUIEKTYaJbHOTO
yIpaBJIeHUs] KHOEpyrpo3aMu, KOTOpasi COAEPIKUT:

10 MEHbLIEeH Mepe OIUH Mpoleccop, odecneunBaromii 00paboTKy HHPOPMALIMOHHBIX TOTOKOB
MEKAY MOAYJISIMU CUCTEMBI,

IO MEHbIIEH Mepe OJHO CPENCTBO XPAaHEHUs MaHHBIX, CONIEplKallee MAIIMHOYUTAEMbIC
WUHCTPYKLIUH, UCTIOJHSEMbIE MIPOLIECCOPOM;

MOZYJIb MTOJYYSHHsI JAHHBIX, 00€CTeunBAOLIHN

cbop wuHpoOpMaLMKM U3 BHEIIHUX U BHYTPEHHUX HWCTOYHUKOB JAHHBIX, COJEPKAIIUX
uH(pOPMALIHIO O KHOepyrpo3ax;

(UIbTpaluIO MOJYYEHHBIX AAHHBIX U MPeoOpa3oBaHHE MONYyYEeHHOH WH(POPMALUU B €AMHBIA
(bopMaT mpeacTaBICHUS,

MOAYJIb 00OTaIEeHHUs TaHHBIX, 00eCTIeUNBAOIIUI

JOTIOJTHEHNE JaHHBIX 00 MHIUKATOPaX KOMIIPOMETAlMH KUOEepPyrpo3 M3 BHEUIHHX HCTOYHHUKOB
JaHHBIX,

BBITTOJIHEHHE TOMCKA M cOopa MH(POPMALIMU O BPEAOHOCHOM KOJ€, CBS3aHHOM C H3BECTHBIMU

KUOepyrpo3amu;



oOHOBNeHHEe MHpOpManuu 0 KubepOe30nacHOCTH, BKIFOYAIOLIEH 10 MEHbLIEH Mepe CBEIEHHUS:
00 ys3BHMOCTH HCHOJB3YEMOIrO MPOrPaMMHOrO OOeCIreueHus, O HAJIMYUU BPEJOHOCHOTO KOJa,
CBSI3aHHOM C IO MEHbINEH Mepe ONHOM ysI3BUMOCTBIO U HMH(popMaimioo 00 OOHOBIEHHM IO
MEHbIIEH Mepe OIHOro IPOrPaMMHOrO obOecredeHus, OOeCIeYNBAOIEM 3aIlUTy OT IO
MEHbIIEH Mepe OHOTO TUIA YSI3BUMOCTH,

BBISIBJICHHE YYETHBIX 3aluCeil Iosb30BaTeseil, KOoTopble ObulM 3aelCTBOBAHbI IPU
B3aMOJIEHICTBUH C pecypcaMy, CBSI3aHHBIMU C MHIUKATOpaMH KOMIIpoMeTauuu, nHpopmanms
IO KOTOPBIM XPaHUTCS B 0a3e NaHHBIX,

0asy naHHBIX, O0ECMEYMBAIOLIYI0 XpaHEHHE AaKTyaJbHOH WHpOpMauuu O KHOepyrposax,
nepeaBaeMyro OT MOIYJIEH MONyYeHHsI JAHHBIX 1 MOYJIsl 00OTalleHHsl JaHHBIX,

MOZYJIb MHTErpaliy, OOECTIeYMBAIOLINI mepenavyy B YHU(MUIIUPOBAHHOM (popmaTe AaHHBIX O
KuOepyrpo3ax BHYTPEHHUM HCTOYHUKAM,

MOZYJIb AHAJUTHKH, 00ECTIeYNBAIO NI

BBINTOJIHEHNE aHanmu3a ys3Bumoctedl WT-uHQpacTpykTypel B TMOAKIIOYEHHBIX K MOAYIIO
WHTErpaliyd CUCTEMAX;

BBIABJICHNE M OTOOpaKeHHE HEABHBIX CBsI3ed MeXay HHOOPMAIMOHHBIMU CYLTHOCTSIMH,
OTHOCSLIMMHUCS K 110 MEHbIIEH Mepe OJHOMY THUITYy KHOEPYIpo3bl, C TIOMOLIBIO aHAIN3a LENOYeK
CBsi3€ll MEeX/1y YIOMSIHYTBIMU CYILITHOCTSIMU U IIOMCKOM OOINUX Y3JIOB YIIOMSIHYTBIX CYIIIHOCTEH.
[0010] B omHOM M3 4YacTHBIX MPUMEPOB peAIU3ALUU MOAYJIb IOJYYEHHUs] JaHHBIX
JOTIOJHUTENBHO OCYLIECTBIIAET AEAYIUIUKALUIO JaHHBIX, IIOJY4a€MbIX U3 BHELIHUX UCTOYHUKOB.
[0011] B apyrom dactHOM mpuMepe peaqn3aliyd BHEIIHUE UCTOYHUKH NEePeAaloT JaHHbIE B
CTPYKTYPUPOBAHHOM U HECTPYKTYPUPOBAHHOM BUJE.

[0012] B npyrom yacTHOM mpumepe peanu3aluu JaHHbIE MMOJYYarOTCs U3 BBIYUCIUTEIbHOU
cetu MHTepHET.

[0013] B npyrom yacTHOM mpuMepe peanu3ali CHUCTEMa AOMOJHUTENBHO COAEPIKUT
MOAYJb AAMHHHUCTPUPOBAHMS, OOECTIEYMBAIOIUI KOHTPOJIb NpPaB JOCTyIA IOJIb30BATENeH U
Ky PHAJMPOBAHHUE MPOLIECCA PAOOTHI CUCTEMBI.

[0014] B npyrom wacTHOM mpumepe peannsaluy 3anpoc JAHHBIX U3 BHEIIHUX UCTOYHUKOB
OCYLIECTBJISIETCS] aBTOMATUYECKM IO PACNHMCAHUIO WJIM HAa OCHOBAHWU BHELIHErO 3ampoca
NOJIb30BATEIA.

[0015] B npyrom wacTHOM mpumepe peanu3alii WHANKATOP KOMIIPOMETAlHH KHOepyrpo3
BeIOMpaercs w3 rpymmbl: IP-angpec, HOMEHHOE UM, KOHTPOJIbHAs CyMMa, HIEHTU(UKATOP
pecypca WM X COYETaHUs.

[0016] B pgpyrom uyacTHOM mnpumepe peanu3aluud MOAYJb AHAIWTUKU JOMOJHUTEIBHO

OCYILIECTBIISIET MPUOPUTESALINIO NHPOPMALIMU IO KHOEPYTrpo3am.
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[0017] B gpyrom wacTHOM npumepe peanu3auuu NPUOPUTE3aLUsl BBINOJHSIETCS Ha

OCHOBAHUU KJIFOUEBBIX CJIOB WK CKOpuHTa naeHtrudukaropa yrpo3 (CVE).
KPATKOE OITHCAHUE YEPTEXEN

[0018] [Ipu3HaKy M NpPEHMYLIECTBA HACTOALIErO H300PETEHUS CTAHYT OUEBHIHBIMH U3

NPUBOAMMOIO HH)KE MOAPOOHOrO ONMUCAHUS H300PETeHHs] W MpPUIAraeMbIX dYepTexel, Ha

KOTOPBIX:
[0019] Ha ®ur. 1 npencrassen oOuuii BUA 3asiBJIEHHONH CHCTEMBI.
[0020] Ha ®ur. 2 npencrasiien oOUIuii BUA BIMUCIUTENBHOTO YCTPOHCTBA.

OCYHECTBJIEHUE U30PETEHUA

[0021] Huxe OyayT onmucaHbl MOHATHS U TEPMHHBI, HEOOXOAUMBIE ISl TOHUMAHUS JAHHOTO
TEXHUUYECKOTO PELIeHMUSI.

[0022] B naHHOM TEXHHUYECKOM pELICHUHU MOJ CUCTEMOW MOAPa3yMEBAaeTCs, B TOM UHCIIE
KOMIIBIOTEpHAsE cucteMa, OBM (3eKTpoHHO-BBUMCHUTENbHAS MammHa), YIIY (umcioBoe
nporpamMHoe  ynpasienue), IIJIK  (mporpamMMupyeMblii  JIOTUYECKHH  KOHTPOJUIED),
KOMITBIOTEPU3HPOBAHHBIE CHCTEMBI VIPABICHHUS U JIFOObIE Apyrue yCTPOHMCTBA, CIIOCOOHBIE
BBIMOJIHATh 33/1aHHYI0, YETKO OIPENEeIeHHYI0 IOCIeN0BaTeNbHOCTh Onepanuil (nefcTBuii,
UHCTPYKLHU).

[0023] ITon yctpoiicTBoM 00pabOTKM KOMaHI MOApPa3yMeBAeTCs JEKTPOHHbIH OJIOK 100
UHTErpajbHas cxeMa (MHKPOIMPOLIECCOp), HCIOMHAIOINAS MAINHHBIE HHCTPYKIMHU (TTPOrPaMMBI).
[0024] YcrporicTBo 00pabOTKH KOMaHA CUMTHIBAET M BBINOJHIET MALIMHHBIE MHCTPYKLIHU
(mporpamMmbl) ¢ OAHOTO WK OOJiee YCTPOHCTB XpaHEHUs TaHHBIX. B ponu ycTpoiicTBa XpaHeHUs
JaHHBIX MOTYT BBICTYIIATh, HO HE OTPAaHUYUBAACH, xkecTkue nucku (HDD), dnem-namsts, 13V
(TOCTOSTHHOE 3aMOMHHAIOLIEe YCTPOICTBO), TBepHoTeNnbHble Hakonurenu (SSD), onruueckue
MIPUBOBL

[0025] IIporpamma - [OCHEIOBATENbHOCT  HMHCTPYKLUM, TMPEAHA3HAYEHHbIX  JJIs
UCTIIOJTHEHUsI YCTPONCTBOM  YIIPaBJIGHHS BBIYMCIUTENBHON MAIIMHBI HWJIM YCTPOICTBOM
00pabOTKH KOMaH]I.

[0026] Kubepyrpo3bsl — MOTEHIIMAILHO BO3MOXKHbBIE COOBITHS, NelCTBHE (BO3IEICTBHE)
KOTOPBIX MOXKET HapyIIUTh OHW3HEC-TIPOLECC WM COCTOSIHAE 3alUINEHHOCTH BHYTPEHHEH

MH(POPMALMOHHON HHPPACTPYKTYPHI.



[0027] AHATHTHKA KHOepyrpo3 — peryJsipHbIi M CHCTEMHBIH cOop, oborameHue u
oOpaboTka wuwHpOpMaUMKU O KHOepyrpo3ax, B LeNsIX €€ NPUMEHEHHUs IS 3allUThI
MH(OPMALMOHHON OE30MaCHOCTH.

[0028] Cucrema aHAJMTHKH KHOepyrpo3 — cucTema, NpeAHa3HA4Y€HHAas sl YaCTUYHOMN
aBTOMATH3ALIUH MTPOLIECCa AHATTUTUKU KHOepyTrpos.

[0029] BHemiHHe WCTOYHUKH [JaHHBIX O KHOepyrpo3ax — pecypcbl U CEpPBHUCHI,
NPENOCTABIIAIOIINE JaHHble 00 YSA3BHMOCTSIX W YIrpo3ax, Takue Kak: IOCTaBIMUKH (PHUIOB
(kaspersky security intelligence, IBM X-Force, Group-IB u T. m.), HOBOCTHBIE CEPBHCHI,
AHAJTUTUYECKHE OTYETHI, MOCThI B COLUANBHBIX CETSIX, HH(POPMALIMOHHBIE PACCHUIKH.

[0030] BuyTpeHHHE HMCTOYHHMKH AAHHBIX — pECYpPChbl M CEPBUCHI, NPEAOCTABISIOIINE
JaHHbIE OT BHYTPEHHUX CHCTEM HH(PACTPYKTYPHI, B YACTHOCTH, OT CUCTEM KnOepOe30nmacHOCTH,
HT-cucrem.

[0031] ®duag — KOUIEKLMS WHANKATOPOB KOMIIPOMETAaUMH. B KOHTEKCTe TeKyLIero
IOKyMeHTa (pua mpeacTasisieT cOOOH MOTOK JaHHBIX O KHOepyrpo3ax.

[0032] HNpentuduxarop komnpomerauun/Mapkep komnpomeranuu (anri. Indicator of
Compromise, nanee — MK) — nepeveHb JaHHBIX 00 yrpo3ax, KOTOPbIH JaeT BO3MOKHOCTh
BBIIBUTh Halu4ue yrpo3bl B HH(ppacTpykrype. B kauecrse MK MoryT BBICTYHaTh: CIHCOK
NOZIO3PUTEIBHBIX WM BPENOHOCHBIX IP-anpecos, 3eKTPOHHBIX MOYTOBBIX aPECOB, TOMEHHBIX
UMEH, HIEHTH(UKATOPOB CETEBBIX PECYPCOB, KOHTPOJIbHBIX CyMM, UMEH OOBEKTOB peecTpa
(kycT peecTpa, K04 U €ro 3HaueHue) uian (¢ainoBoll cucreMbl (MyThb 10 OOBEKTA,
HaMMEHOBaHUe 00bEKTa), 00pa3Ibl BPEAOHOCHOTO MOBEACHHS U JP.

[0033] IKCIIONT — KOMIIBIOTEpHAsi MpOorpamMma, (parMeHT MPOrPaMMHOIO KOAa WIIH
NIOCJIEIOBATEIbHOCTD KOMAH/I, HMCIOJB3YIOIUE YSI3BUMOCTH B MPOTPAMMHOM OOECTIEYEHHH U
NPUMEHsIEMbIE JJIs1 TIPOBEICHHSI ATAKU HA BBIYUCIUTEIBHYIO CHCTEMY.

[0034] CVE (anrn. Common Vulnerabilities and Exposures) — 0a3a gaHHBIX
OOIIeN3BECTHBIX  YSI3BUMOCTeH  mH(pOpManMOHHOW Oe3omacHOcTH. Kaaod  ys3BUMOCTU
npucsBanBaercs: uneHTuukannonnbiii Homep Buga CVE-rox-Homep.

[0035] Kak mokazano ©Ha @ur. 1, 3asgBlIeHHOE pelleHne MPeacTaBisieT CcoOou
pacrpeneneHHy0 BeIMUCIUTENbHYIO cucteMy (100), obecrneunBaromy0 aBTOMaTH3UPOBAHHYIO
KOMIUTeKCHYI0 00paboTky mHpopManuu o kubepyrposzax. Cucrema (100) comepkut cucremy
UHTEJUIEKTYa bHON 00pabotkm kubepyrpo3 (130), koropast obecneumBaeT B3aUMONEHCTBHE
MEXAy BHYTpeHHel nHppacTpyKkTypoi u BHemHUMHU nctouHukamu (110) B cetn UHTepHeT.
[0036] Cucrema mHTEIEKTYanbHON 00paboTku knbepyrpo3 (130) MOXKeT BBINONHATHCS Ha
0aze cepBepa WM MHOTO BHIA KOMIIBIOTEPHOTO YCTPOMNCTBA, M CONEPKUT TaKW€ OCHOBHBIE

KOMITOHEeHTHI Kak: mporneccop (131), cpencrtBo xpaHenus maHHbx (132), Moxynb mony4deHHs
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nanHbIx (133), momymp oboramenust naHHbix (134), monmynb wunTerpaumu (135), moxyns
anamutuku (136), monmynp aamunuctpupoBanus (137). Kommonenter cuctemsr (130), kak
NPABUJIO, COENUHSIOTCS MOCPENCTBOM HH(POPMALMOHHON INWHBL, HO TAKXKe JJS CHEeLHATNCTa
JOJDKHO OBITH OUEBUAHO, YTO NMPUHIIUIT COEAUHEHHUs] KOMIIOHEHTOB MOXET ObITh M MHOTO THIIA,
obecneunBast TpeOyeMyr0 MPOrpaMMHO-AINIAPATHYIO (PYHKLIHMOHAIBHOCTb.
[0037] ITpoueccop (131) ocymecTrisier Tpedyemyro 00paboTKy MH(GOPMAIIMOHHBIX TOTOKOB
MekIy MomyJsisiMu cucteMbl (130), Ha OCHOBAaHUHU MAIIMHOYUTAEMbIX HHCTPYKIIHH, XpAaHUMbBIX B
cpencte (132). ITox cpenctBom xpaHeHusi maHHBIX (132) MOHMMAETCS OIHO HIJIM HECKOJIBKO
3anoMHUHaKIuX ycrpoiicTs, Hampumep, O3V, TI3V unu ux coderanus. MammmHOUUTaeMble
KOMaHJbl, Kak mpaBwio, xpaHsarcs B O3Y mnpu wuX HEMOCPENCTBEHHOM HCIOJHEHUU
nporneccopom (131). JlonmonHUTENbHBIE MPOTPAMMHBIE KOMaHbI MOTYT coxep:katbcsi B I13Y u
HCTIOJIb30BAThCS MTPH BHIMOJIHEHHH COOTBETCTBYIOIIEH BBIYUCIUTEIBHON ONepany.
[0038] Cucrema uHTEIIEKTyalbHOU 00paboTku kubepyrpos (130) obecneunBaer cOop u
00paboTKy JaHHBIX, KOTOPBIE MOJYYArOTCS U3 HCTOYHUKOB JJAHHBIX O KHOepyrpo3ax. B kauectse
TAKUX MCTOYHUKOB HCIOJB3YIOTCS BHEIIHWE HCTOUYHUMKK paHHbIX (110) w BHyTpeHHUHe
uctounnku (150). BHemmrHme WCTOYHWKM NaHHBIX O KuOepyrpozax (110) pa3memaroTcs Ha
pa3IMUHBIX pecypcax B cet WHTepHET W mepenaroTcs Mo ceTu nepenadu naHHbix (120) B
MOAYJIb MONy4YeHHs AaHHbIX (133).
[0039] Monynbs nonyuenuss naHHbIX (133) mpenHasHaueH st cOopa uHGOpPMALUU U3
BHeIHUX (110) u BHyTpeHHux (150) ncrounnkos naHHbX. Monyinb (133) Takike OCyLIeCTBIsET
¢umpTpanMIO JAHHBIX, IOJy4aeMbIX M3 BHEMHUX HCTOYHMKOB (110) wu  BbIOSHSET
npeoOpazoBaHue MOJydeHHOH HHpOpMALK B eAuHbIi GopmaT npencrasieHus. Moayinb (133)
obecniednBaer paboOTy ¢ pa3sHOPOMHON WH(pOPMALMEH, MOJy4aeMOi M3 BHEIIHUX HCTOYHHKOB
nanHbix (110), B 4aCTHOCTM CTPYKTYPUPOBAHHOW M HECTPYKTYPUPOBAHHOW HH(OpMAIUei.
JlaHHbIe 0 KHOEPYTrpo3ax, MOTYT MPENCTABNIATE COOOI:

® WHAWKATOPBI KOMIIPOMETAIMH (PENyTalOHHbIE HCTOYHHUKH);

® HOBOCTHBIE HCTOYHHK;

® TEMAaTUYECKHUE UCTOUYHHUKH MO YSI3BUMOCTSIM,;

® DKCIUIOHTHI,

® WCTOYHUKH OOOrameHusi (KOHTEKCTHBIE HCTOYHUKH),

e naHHbIE U3 cerMeHTa TeHeBoro Murepuera (anrn. Darknet).
[0040] Monyne (133) obecrieunBaer TakKe aBTOMATH3ALUI OOpPabOTKU MONy4aeMbIX
IAaHHBIX, WX MOCIENYIOUIYI0 MHTErpallii0 M HMX NpeoOpa3oBaHWE B €IUHBIH (dopMmar s
nocienyoumero  GopMUpPOBaHUS — MH()OPMAILMOHHBIX  CYIIHOCTEH, MAEHTU(HUIUPYIOLIUX

3a1aHHbIi TUM kudepyrpo3sl. Moayins (133) ocymecTsiser Takxke GopMaTH3aLHIO MOTy4aeMbIX
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JAaHHBIX, AEOYIUIMKALMIO TOJTYyYaeMbIX AAHHBIX, OOecreYnBaeT MOAAEPIKKY Takux (opMarTos,
kak: JSON, STIX, XML, HTML u np.
[0041] QunbTpanms nocrynaroumeil nHQopMaun MOXET OCYINECTBIIATHCS HAa OCHOBAHUU
JaThl pa3MeIIeHUs/TyONUKaLUU JaHHbIX B ceTH MIHTepHeT, MO KJIIOUeBBbIM CJIOBAM, TEraM U T.II.
Jlenymikanus JOJDKHA BBINIOJHSITBCS ABTOMATHYECKH, MyTeM (OPMHUpPOBAHUS CITHCKOB
MapKepoB KOMIIPOMETALMM IyTeM BBIIENEHUS HUX W3 KOHTEKCTa, IOJY4YeHHOIO B IpoLEecce
00paboTku maHHbIX (umoB. OOpaboTKa HECTPYKTYPHUPOBAHHBIX IAHHBIX C MOMOIIBI) MOIYJIS
(133) MoOxeT BBIMOJHATBCSA € MOMOLIBIO mapcepa. Monynb (133) MO3BONSET OCYLIECTBIISITH
00paboTKy MaHHBIX B YKa3aHHBIX (hopMaTax, MOIydyaeMbIX HE TOJbKO M3 ceTu MHTepHeT, HO U
MOJIEPKUBAET 3arpy3Ky W mnocrueAyomyr obdpabotky B pekume «Upload» (IToarpyska),
npeobpa3sys nanHbie B cymHocTh CASE.
[0042] Anroputm  pabotel  moxmyns  monydeHms — maHHbBX  (133)  olecmeumBaer
YHHUBEPCAJIbHBIA KOHCTPYKTOP, KOTOPBIH IO3BOJIIET HACTPOUTH AJTOPUTMBI COOpa JaHHBIX C
Pa3JIMYHBIX BHEIIHUX HUCTOYHUKOB AaHHBIX (110) yepe3 monb3oBaTenbCKuil MHTEPdEHC, B TOM
qHCIe:

® 3a7aHMe pacmHcaHus cOopa NaHHbIX;

e coznmaHue npaBui 0OpaboTKH COOUPAEMBIX TaHHBIX,

e Bo3MoOkHOCTB HacTpoiiku HTTP(S) aBropuzanun.
[0043] ITouck nmaHHBIX ¢ MOMOMIBIO MOAyist oborameHus: (134) moxer BKIIOUaTh B Ceds,
HanpuMep, CKaHMPOBAaHUE CTPAHMULL IO CIUCKY omnpenenéHHbpix HabopoB URL, ckaHupoBaHue 1o
TEeKCTy (MOXeT OBITh peasru30BaHa MOAAEPKKA MHOTOS3BIYHBIX 3alPOCOB M OTBETOB).
CxaHMpOBaHHE MOXKET BBINOJHITHCS HA OCHOBE KJIFOUEBBIX CJIOB MM (hpas, KOTOpBIE 3aJar0TCs
NOJIb30BATENIEM, TIPU 3TOM CO3JaHHE KIIOYEBBbIX (pa3 MOIIAEPKUBAET HCIOIb30BAHUE
jorudeckux omepatopoB «M», «MWJIM». Mosker ObITh TaKKe peall30BaHA BO3MOJKHOCTH
yCTAHABJIMBATh MPOHM3BOJBHOE 3HAYEHHE NPOLEHTAa HAJIMYUS KJIIOUEBBIX CJoB/(ppa3s mpu
ckaHnpoBaHnu. CKaHMPOBAHHME MOXKET OOECIeYMBAaTh MEPEXOA IO CChUIKAM, YKa3aHHbIM Ha
CTpaHMLlE, M CKaHHUPOBAHWE CTPAHUIBI 1O CCBUIKE. 3amyCK CKAaHHUPOBAHHUS MOXKET
OCYILIECTBIISITECS MO PACTIUCAHHIO WJIH T10 3aIPOCY MOJIb30BATEIIS.
[0044] PesynbraT moucka MOKET MPENCTABIATBCS B BHUAE CIUCKA HAWJEHHBIX CCBUIOK C
NPEBBI0 TEKCTa (HECKOJIBKO CTPOK 10 U TOCJE KIIFOYEBOTro CioBa/(passl). MoxkeT ObITh Takxke
OCYIIECTBIIEHAa TOJHOTEKCTOBAsI MHAEKCALUS] COOMPAEMBIX NAHHBIX M OBICTPOTO M3BJIECUEHUS
JAaHHBIX TI0 33/1aBa€MbIM IOJIb30BaTeIeM Napamerpam. IIpu Bblmade pesyibraTa MOMUCKA MOXKET
BBITTOJIHATBCS TPYNIHPOBKA CBS3aHHBIX JAPYr C APYrOM CTPAHHUI IO KOHKPETHOW TeMme
(xmroueBoMy  cioBy, (dpaze) u Teram. CoxpaHsieMble CTPaHHUIBI HMEIOT aTPHUOYTHI,

MPOCTaBJIIEMble TIOJIb30BaTeNIeM (HampuMep, HoBas, B pabore, oOpaboTaHa-HUCHONB3YETCs,
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oOpaboraHa-He  wmcronmp3yercs). Jlnsg  wu3BnedeHUst  KOHKpeTHOH — mHpoOpmamum ¢
NPOCKAHUPOBAHHBIX CTPAHMLl PEATM30BaHA BO3MOXKHOCTb 3KCHOPTA pe3yibrata B (opmaTsl
XML, JSON u 1.1. ITorcKoBBIM MeXaHHU3M MOKET obecrieunBaTh 00XOA MOTEHIIMAIBHOTO Criama
(ctam - punbTp).

[0045] JlaHHble, ToNMy4YeHHble U OOpaboTaHHbie ¢ momoinelo Moayis (133), momnmexar
nanpHelme o0paboTke ¢ MOMOLIBI MOAYJIsi oboraieHus: AaHHbIX (134). Monyns oborameHust
nanHbiX (134) ocyiiectBisier nomnojHeHwe aaHHbIXx 00 MK kubepyrpos, MOMy4EHHBIX U3
BHEINHUX HMCTOYHUKOB NaHHBIX (110). OCHOBHBIM (DYHKIIMOHAJIBHBIM HA3HAYEHUEM MOIYJIS
(134) sBnsercs oborameHue UMERINUXCS (paHee TOJIYyYEeHHBIX/XPAHUMBIX) JaHHBIX O
KUOepyrpo3ax, KOTopble XpaHsarcs B 0ase naHHbIX (140). OOoraiieHne MOKeT BBIOJIHSATHCS, KaK
B ABTOMATH3UPOBAHHOM pEXHME, TaK U IO MOJb30BaTelIbckoMy 3ampocy. OOoramenue
NPOMCXOANT 32 CYET MHOKECTBEHHbIX MHTerpanuii ¢ BHemrHUMHU (110) u BHyTpenHumu (150)
HCTOYHHKAMH, a TAKXKE 3 cYeT OOHAPYIKEHUS CBSI3HBIX KOMIIOHEHTOB B 0a3e maHHbIX (140).
[0046] Monynb (134) Takke OCyIIECTBISIET BBIMOJTHEHHE MOUCKa u cOopa wHpopManmu o
BPEIOHOCHOM KOZI€, CBSI3aHHOM C HW3BECTHBIMH KHOEPYrpo3aMu, OCYILIECTBISIET OOHOBJICHHE
uHpopmaumun o kuOepOE30MmacHOCTH, B  YaCTHOCTH HHPOpMarmio 00  ysA3BHUMOCTH
UCTIOJIb3YEMOr0 MPOrPAMMHOIO O0€CIeueHnsT BHYTPEHHEH WHQPPACTPYKTypbl, O HAJIUYHU
BPEIOHOCHOTO KOZa, CBSI3aHHOM C TIO MEHBIIEH Mepe OJHOW YSI3BUMOCTBIO M MH(pOpMAIHIO 00
OOHOBJIEHUH IO MEHbLIEH Mepe OAHOro IMPOrpPaMMHOrO obecredeHusi, 00ecreunBaroeM
3alUTy OT [0 MEHbIIEH Mepe OHOrO TUIA YSI3BUMOCTH.

[0047] Mopnynbe oboramenust qanHbIX (134) ocyLIecTBIsSET BBIIBIEHHE YYETHBIX 3amHCeit
HOJb30BaTeNeH, KOTOpble OBbUIM  3a1efiCTBOBAHBI INPH B3aUMOAEHCTBUH C peCypcamuy,
CBSI3aHHBIMH C MHIMKATOPAMH KOMIIPOMETALMH, MH(POpMAIUs MO KOTOPBIM XpaHUTCS B Oase
nanHbIx. OcHOBHON MH(pOpManmen anst oboramenus csenennii 00 UK, kak mpaBuiio, siBiseTcs
JOTOJTHUTENbHAS KOHTEKCTHAsE nHpopMarus. JlaHHas nHpopmauus nonydaercs npu oopadboTke
COOTBETCTBYIOLIETO 3ampoca, renepupyemoro moayiem (134). Konrekcr nmo MK 3anpamuBaercs
Ha CHeLHaIU3NpPOBaHHOM BHemHeM pecypce (110), Ha kotopbiii ¢ momompbo moayis (134)
OTHpPABISIFOTCST HAa aHaiu3 oOpas3lpl, a B OTBETE€ MOJYYAKOTCS MOAPOOHBIE OTYETHI C
MOBEACHYECKIMH WHANKATOPAMH U OaJllaMH CePbEe3HOCTH YIPO3BbL

[0048] B MoOMeHT uMmopTa HOBBIX JAHHBIX W3 BHEITHUX HCTOYHUKOB (110) ¢ momomsro
monyJisi oboramenust (134) ocyiiecTBisieTcsi CpaBHEHUE TOCTyMaromeld WHPOPMAIUU C yIike
xpaHuMmoii B Oasze nanHbIX (140). B ciyuae oOHapy)keHUs M3MEHEHHMH Kakux-IuO0 aTpuOyTOB
KHOEpyrpo3 OCYLIECTBIISIETCS aBTOMATHUYECKas akTyanu3alus AaHHbIX. Ha sTame wmmmnopra
NPOUCXOAUT TOUCK CYLIECTBYIOIIUX KOHTEKCTOB B Oasze naHHbIX (140) Ha OCHOBaHMH 3HAYEHUIT

kiroueBbix nojieili 1 UK. Eciy KOHTEKCT ¢ HEOOXOOUMMBIMU 3HAYEHUSIMUA B KJIFOUEBBIX MOJISAX
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cymectByer B 0Oaze naHHbIX (140), TO OH HONOJHSETCS OTCYTCTBYIOIIMMH aTpuOyTamu, B
NPOTUBHOM CJIy4ae CO3/AeTCsl HOBBIH KOHTEKCT, KOTOPBIH IMOCTYHAaeT Ha aBTOMATHYECKYIO
npouenypy BeisiBieHust UK. MaaukaTops! MOryT ObITh HaliIeHbI Kak B 0a30BbIX MOJISX, KOTOpPbIE
npeaHasHadeHbl 1 xpaHeHuss umMeHHo MK, Ttak u B mpounx arpuOyrax KOHTekcTa. Takke B
CHCTeME€ MMEeeTCsl BO3MOXKHOCTb  yKa3aHMs npaBun  ans  useiedeHus MWK (wmm
HEW3BJICYCHUS/ UCKITIOUEHHsI/ TIPOITY CKa ).
[0049] B kauecTBe 00pasnoB MOTyT BBICTYNaTh THMbl (aitioB win (daitnonogoOHbIe
OOBEKTBI, HAPUMEP, MPOLIECC, BBIMTOJHIEMbII B MAMSTH, PEACTABICHHbIA H aHAJH3UPYEMBIH C
MIOMOIIBIO  YIIOMSIHYTOTO pecypca. BXOOHBIMU HaHHBIMH JJIsl pecypca MOTYT BBICTYIIATh,
HanpuMmep, aomeHnHoe umsi, [P-aapec, URL, Hash u T.m. B orBer Ha 00OpaboTky 3ampoca ¢
obpasiom B moayib (134) mnocrymaer wunHpopmamus, cBs3aHHas ¢ omnpeneneHHbiMm WK,
Harpumep, noMeHHoe ums, IP-aapec unu URL-agpec. Pecypc mpuHUMaeT BXOAHBIE TaHHBIE B
Buze, Hanpumep, noMeHHoro umend, [P wim URL, u BO3Bpamaer Bce 0Opasiibl, CBsI3aHHBIE C
nomeHoM. JlaHHble Bo3BpamarTcs B cuctemy (130) B Bume BiokeHHbIX MaccuBoB JSON.
JlanHas (YHKUIMOHATBHOCTH IO3BOJIIET U3BJeKkaTh HoBble MK mpu moiaydeHHHn HOBBIX
KOMITOHEHTOB KHOEpyTrpo3, KOTOpbIE paHee He MPUCYTCTBOBAIH B Oa3e naHHbIX (140).
[0050] Taxxe, moxyinb (134) ocymectsisier oboramenne nHGpopMauu 0 KHOepyrpo3ax Ha
ocHoBannu UK u3 takux BHemHux uctouHukos (110), xak: Threat Grid, VirusTotal, Kaspersky
Threat Lookup, Domain Tools u ap. OGoramenne nadopmanmm o Kubepyrpozax ¢ MOMOLIBIO
moayist (134) ocyuiecTBisieTcss Takke C IOMOLIBIO IOMCKAa W cOOpa SKCIUIOUTOB AJIs
oboraiieHust ysI3BUMOCTEl M3 HECTPYKTYPHPOBAHHBIX BHEINHMX MCTOYHUKOB (110), Hanmpumep,
exploit-db.com/, Oday.today wu nap. Ilouck u cOGop oOHOBneHuii Oe30macHOCTH U3
HECTPYKTYPUPOBAHHBIX HCTOYHHKOB (110), Moker, Hampumep, OpaThCs W3 KaTajora LEHTpa
obHoBnenust Microsoft, pecypcos *NIX, cucrem — RedHat, FreeBsd u ap.
[0051] Cucrema (130) conepxut Takske 0asy nanubix (140), koTtopas npencrapisier coOok
LEHTPATM30BaHHbIN OaHK yrpo3 kubepOesonmacHocTu. basa manubix (140) mpenHasHaueHa IS
XpaHeHuss B (OPMAIM30BAHHOM BHJE JIIOOBIX IAaHHBIX, KOTOpbIE OBUIM TMONYYEHBI U3
CTPYKTYpPHUPOBAHHBIX M HECTPYKTYPHPOBAHHBIX UCTOYHUKOB NaHHBIX. ba3a nanHbix (140) Takke
XPAaHUT AHAIUTHYECKHE pPE3YJbTAThl, IIOJIyYEHHBbIE 110 WTOraM OJKCHEPTHBIX OLIGHOK U
aBTOMAaTHYECKOH 00pabOTKH MOJyYEHHOH HH(POPMALIUU.
[0052] baza naHHBIX TO3BOJISIET OCYLIECTBJISITH BEIEHUE M y4Y€T  CJIEAYIOLIUX
MH()OPMALMOHHBIX CYIHOCTEH:

e (Case — CyIIHOCTb, MpenHa3HaueHHas s (pukcanmnu/BeneHus/aHanm3a/pasoopa

NOCTyNHBINEH HHYOPMAIIUHN U JAHHBIX O COOBITUAX KHOEpOe30macHOCTY;

e Actor;



Campaign;
Malware;
TTP;
News;

Vulnerability;
UK,
Brand Monitoring — TmMO3BOJSET BECTH y4YeT MOIIEHHUYECKHUX PECYPCOB,
IUIATEKHBIX  PEKBU3UTOB € LEJIbK) TMOJyYeHUsT eOWHOH 0Oa3bl  JaHHBIX

(PUIIMHTOBBIX/MOLIEHHUYECKUX KaMITaHUH,

Data Leakage.

[0053] Cucrema (130) obecneunBaerT (QyHKUHMOHATBHOCTH IO BBIMOJHEHHIO Pa3IMYHBIX

onepauui HaJ CYIIHOCTSIMH, B YACTHOCTH:

CO3IaHUE, PEIAKTUPOBAHUE, YAAJICHHUE,
CBSI3BIBAHUE CYIIHOCTEH Mekay co00M, mocTpoeHue rpad)oB CBS3EHH;

MMPOCMOTP CIIMCKa, (1)I/IJ'IpraL[I/I$I CIIMCKA IO Pa3JINYHBIM IOJISAM CYLIHOCTH,
TETUPOBAHUE CYLIHOCTEH,

NpUKperUieHne Qaios;

yIpaBJIeHUE YSPHOBUKAMHY,

YIOPaBJICHUE cratyCaMunu u COCTOAHUAMMU.: HaIrpumep, JJIA HOBOCTHU
IPUMEHUMO/HEIIPUMEHNMO, HOBas/o0paboTaHa,

YIpaBJICHUE BEPCUSIMHU. IPOCMOTP BCEX BEPCHUH Uil KaKOOH CYLIHOCTH C
BO3MOXKHOCTBIO OTOOpa)KeHHsI BCEX HM3MEHEHHH, KOTOpble OBbLIM ClesaHbl
TI0JIb30BATENIEM UJIH ABTOMATHUYECKH;

BO3MOXKHOCTb OTKATUTBCSI/BEPHYTHCS K JIFOOOW U3 COXPAHEHHBIX BEPCHIA.

[0054] B 6aze manHbIX (140) Takxke Moxer XpaHHTbCs «Oenblii crimcok» st MK, nenbro

KOTOPOTO SIBJIIETCSl TMPEAOTBpall€HUE UCIMOAb30BaHusA HeBaiuaHbix MK BO BHyTpeHHEH

uHppacTpykrype. MoOryT Takke TMPHUMEHSITbCS M JPyrde W3BECTHBIE TOAXONBI  JUIA

NpeaoTBpallCHUS HUCIIOJIb30OBAHUSA HEBAJIHUIHBIX HK, HalmpuMeEp, aHaInu3 KOJINYECTBA JOMECHHBIX

UMEH Ha CeTeBOM afapece (aHri. «reverse whoisy») u ap.

[0055] B Tabnuue 1 nmpencrasieH npuMep XpaHeHUs 3ammiuceii 0 Kubepyrposax.

Tabmuna 1. JlanHble 0 kubepyrposax

CymHocTh

Onucanue / /lonosHuTtenbHas uHgopmanus
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CymHocTh

Onucanue / lonosHuTtenbHas uHgopmanus

IOC dns HNHubopmanus 0 JOMEHHBIX HMEHAX, KOTOPbIE HCIIONB3YIOTCS BPEJOHOCHBIM
POrpaMMHBIM OOeCIieueHHEM, JTMOO0 3a1elCTBOBAHBI B UH(PACTPYKTYpe
3JIOYMBIIIJIEHHUKA.

I0C_email [Tepeuens e-mail anpecos, 3a€HCTBOBAHHBIX B LEISIX PACTIPOCTPAHEHUS
¢umuHra, 160 BPEIOHOCHOTO MPOrPAMMHOT0 00€CIeYeHNs.

IOC files Dx3eMIusIpbI (PaitioB BpeJOHOCHOTO KOJa.

IOC_hash X311 BPEIOHOCHBIX KOMIIOHEHTOB, KOTOPBIE IPUCYTCTBYIOT B CUCTEME
TIOCJIE €€ 3apasKeHUsI.

IOC ip Cnucoxk BpenoHocHbIX [P-anpecoB, KOTOpbIe HCIONB3YIOTCS BPEIOHOCHBIM
MPOrpaMMHBIM obecriedeHueM, OO0 3a1eiiCTBOBaHbI B HHPPACTPYKType
3JIOYMBILLIEHHHKA.

IOC process Crrcok UMeH MPOoIecCOB ¢ BapHALIUSIMU MECTOHAXOXKISHHSI Ha (aiioBokH

CUCTEME, KOTOPDBIC BbI3BIBAKOT UJIU B KOTOPBIC BHCAPACTCA BpGI[OHOCHbeI KOA.

IOC registry

Kiroun peectpa, co3naBaeMble I MAaHUTYJIHPYEMbIE BPEIOHOCHBIM
POrpaMMHBIM O0eCIIeYeHUEM, JITHO0 ero KOMIIOHEHTAMHU.

10C_url

Anpeca CKOMIIPOMETHPOBAHHBIX U 3apa’k€HHBIX PECYPCOB, KOTOPbIE
y4YacTBYIOT B PacIpOCTPaHEHHE BPEIOHOCHOTO IPOrPaMMHOI0 00eCeUeHNUs,
100 3a/1efiCTBOBAHBI B HHPPACTPYKTYPE 3JI0YMBILIJICHHUKA.

I0C Pipe

Crincok HaMMEHOBaHUH UMEHOBaHHBIX KAHAJIOB, KOTOPBIE CO3AI0TCs
BPEIOHOCHBIM MTPOrPAMMHBIM OOecrieueHreM pyu HHPULMPOBAHUH
BBIUUCIIUTEIBHOTO y3J1a.

10C_wmi

Cnucok HaMMeHOBaHUN MOJIUCOK, KOTOPbIE CO3/IAI0TCSl BPEIOHOCHBIM
MPOrPaMMHBIM OOeCTIedeHIEeM NPU HHPHULIUPOBAHUH BBIYHUCIUTENBHOTO Y3J1a.

[0056] Monynb unterpanuu (135) obecnieunBaeT nepenayy B yHUPUIUPOBAHHOM (hopmare

DaHHBIX O KHOepyrpo3ax BO BHYTPEHHIOK HWH(PACTPYKTYpy, B YACTHOCTH BHYTPEHHUE

uctouHuky paHHbIX (150). Monyne (135) olecmeunBaeT B3aMMONEHCTBHE C CHCTEMaMH

MOHHUTOpPHHTA COOBITHI WH(POPMALMOHHONH 0e30MacHOCTH, B YaCTHOCTH mepenaer Habopsl UK

IUTS TajibHEHIero moucka B CIUCKax CoObITHT MH(POpMAMOHHON Oe3omacHocTh. [[ist cucrem

JaHHOTO THWIIA TPENOCTABISIETCS KOHTeKCTHas uH(popmauus o HakpeHHeix HWK. Monynb

unterpaunu (135) taxke momydaer oT cpenacTB 3amuThl nHpopMmarmu (nanee - C3UM) w/um
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3ampalivBaeT CTaTyC MHAUKATOPOB KoMIpomerauuun Ha KoHkpetHom C3H, a Taxxke
uHpopmaumro noGanenun MK B HCKIIOUMTENbHBIE TPYNIBI/CIIUCKHA, U TO3BOJISET
OCYLIECTBIIATh MOMCK MHpopMauuu no 3agaHHbsM MK B skypHanax coObiTuil HHPOpMALMOHHOM
0e30macHOCTH 3a BBIOPAaHHBIN MPOMEKYTOK BPEMEHU.

[0057] Monyne aHanutuku (136) obecrieunBaeT B3auMOAEHCTBHE C 0OpabaTbiBAEMbIMU
AaHHBIMH KHOEpyrpo3, B YaCTHOCTH, C TOMOMBI0 Moayns (136) ocymiecTBisiercst aHanu3
ys3pumocTeit U T-uHGpacTpykTyphl B MOAKIKOYEHHBIX K MOy wuHTerpauud (135)
BHYTPEHHUX HCTOYHHKAX JaHHbIX (150), BbIABIEHHE M OTOOpa’k€HHE HESIBHBIX CBSI3EH MEXIY
UH()OPMALIMOHHBIMU CYIIHOCTSIMU, OTHOCSIIMMUCS K TOMY MJIM HMHOMY THITy KHOEpyrpos ¢
MOMOIIBIO AHAJIN3A LETIOYEK CBA3CH MEXIY CYLUIHOCTSIMH M TIOMCKOM MX OOMIMX y3J10B. MoayJib
aHanuTuku (136) MO3BOJSIET BBISIBIATH B3aAUMOCBSI3U MexAy HakorieHHbiMu MK, B yacTHOCTH
IO JAaHHBIM, KOTOpPBbIE YK€ MPUCYTCTBYIOT B 0Oa3e maHHBIX (140), mMpOMCXOOUT MOCTPOEHHE
CBsA3EH.

[0058] CymHOCTH B cHCTEME MOTYT OBITh CBsI3aHBI MEXy COOOH Kak B PYYHOM PEXKUME,
TaKk ¥ aBTOMaTu4ecku. Ha oHy U Ty k€ CYIIHOCTb MOKET OBITh HECKOJIbKO CChUIOK/CBSI3eH M3
Pa3HBIX MECT CHCTEMBI, KOTOPBbIE MOTYT OBITh CO3JaHbI B Pa3HbIE BPEMEHHBIE IMPOMEXKYTKH B
paMKax pasMYHBIX CUTYaLUi/MHUHUACHTOB/aHAIUTUYECKUX OTYETOB, NMPH 3TOM KaXK[asl CBSI3b
UMeeT HampasiieHHe (OT KOHKPETHOW CYIIHOCTH K JPYrodl KOHKPETHOHW cyuiHocTH). Takum
oOpazoM Ha OCHOBaHMM XpaHsmelcs B 0Oaze ganHbx (140) wuHpOpMamuuM MOXHO
BU3YaJIM3UPOBaTh NEPBbIH YPOBEHb CBsA3EH U1 KOHKPETHOW CyIIHOCTH (T.€. OTOOpasuTh
CYIHOCTH, Ha KOTOpPbIE CChUIAETCS BHIOPAHHAS CYIIHOCTh MJIM CYIIHOCTH, KOTOPbBIE CChUIAOTCS
Ha BBIOPAHHYIO CYIIHOCTB), Aajiee C MOMOIIBIO (YHKIIMOHAIBHOCTH MOAYJsl aHATUTHKH (130)
MOXKHO JJIs1 JIF00OM M3 BU3YAJIM3UPOBAHHBIX CYIIHOCTEH MONYyYUTh CIIMCOK CBSI3AHHBIX C HEH
CYIIHOCTEH U TaK jaajiee, pacKpbiBas 000 U3 y3J0B 10 TeX nop, noka B b/l (140) cymecTByroT
CBSI3aHHBIE CYIIIHOCTH.

[0059] ITocne packpeitusi N ypoBHeit cBsazeli cucrema (130) MokeT caenath BBIBOI O TOM,
YTO CYIIHOCTH MOTYT OBITh CBSI3aHBI MEXKAY COOON He HANPSMYIO OTHOH CBSI3BIO, a Yepe3 APYTHe
CYIIHOCTH, HAaXOJSIIHUECs Ha PACCTOSHUU 10 MEHbIIEH Mepe omHOro pedpa ot kaxnoi. Takum
obOpa3om nBa u Ooyiee 0A30BBIX y3Jia TOCE PACKPBITUS CBS3aHHBIX C HUMH CyIMHOCTeH Ha N
YPOBHEH MOTYT MMETh OOILIME Yy3JIbl, U Takas CBSI3b MEXAY Oa30BbIMU Y3JIAMH Ha3bIBAETCS
HesiBHOH. IToMck MOmOOHBIX HESIBHBIX CBSI3€H M PACKPBITHUS CBSA3EH U KaXXIOH CYIIHOCTH
BBITTOJIHSIETCS] aBTOMATHYECKH C TIOMOIIBIO MOAYJISI aHaMUTHKH (136).

[0060] Monyne (136) Takxke oOecrnednBaeT HHTEPAKTUBHOE B3aUMOIEHCTBUE MEXIY
nojb3oBareneM u cucremoi (130) ¢ membio mposeneHus kubeppassenku. BzanmoneiicTue

MOJKET OCYIIECTBIISITECS C TMOMOILIbI0 Tpaduueckoro wunrepdeiica mnompzoBatenss (GUI),
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peann3yeMoro Ha COOTBETCTBYIOLIEM KOMITBIOTEPHOM ycTpoiictBe. Monynp aHamutuku (136)
oOjamaeT KOHCTPYKTOpOM WH(OPMALMOHHBIX TaHeneld (mambopnabl) u  obecriedynBaeT
CIEAYIOMYIO (PYHKLIMOHAIBHOCTD:
® CO3/1aHUE IOJIb30BATENbCKUX BHUIKETOB (YIpaBieHHE KpUTEpUsMHU OTOOpa IaHHBIX;
VYnpasnenne BapuaHTaMu OTOOPasKeHUs TaHHbIX );
® HACTPOMKA PaCIOJIOKEHUS BUIKETOB,;
® HACTPOIKA pacrucaHusi OOHOBJICHHS BUIKETOB;
® yNpaBJIeHHUE COPTUPOBKOIA;
® YympaBjieHHEe TPYNIUPOBKOH (B TOM UHCIE TIOANEPKUBAETCS MHOTOYPOBHEBAs
IPYIIIHPOBKA, KOJHYECTBO YPOBHEH OrPAaHUYEHO KOJIMYECTBOM IIOJIEH, KOTOpBIE
CYIIECTBYIOT JJIl KOHKPETHON CYITHOCTH.
[0061] Monyne (136) Takke COOepKUT KOHCTPYKTOP AJisi paboThl ¢ rpad)oM, B HaCTHOCTH,
MO3BOJISIET BU3YaJIM3UPOBATh OOBEKTHI CHCTEMBI M CBS3M MEXIY HUMH, IO3BOJISIET HAWTH
HEOYEBUIHBIE CBSI3M Ha pa3sHOW TINyOMHE MeXIy HCCIeqyeMbIMH OOBeKTaMUu. Moayib
aHamuTUKH (136) MO3BONSIET B aBTOMATU3UPOBAHHOM PEKUME OCYIIECTBIISATh AHAIN3 TUHAMHKH
3ampocoB MO Temartuke kudepbesomacHocTn (Hampumep, ucnoib3oBanue Google Trends).
Monyne ananmutuku (136) obecneumBaer Takke IOCTPOEHHE CTATHCTUYECKUX CPE30B II0
3aJaHHOMY BPEMEHHOMY IEPUOLY, 33]aBAEMOMY I10 3a1poCy MOJIb30BaTENsA, HATIPUMEp, HENes,
MecsLl, TO U T.II.
[0062] Cucrema (130) moxer comepkaTb TakXke MOAYJIb anMuHUcTpupoBanus (137),
KOTOpBIH OOecreynBaeT KOHTPOJIb MPAB AOCTYIA MOJNb30BaTeNel U )KypHAIUPOBAHHE MpoLecca
pabotel cuctemsl (130). PasrpanuueHue mpas n0CTyma MOKET ObITh PEATU30BAHO C TOMOLIBEO
U3BECTHBIX MOAXOAOB, B YACTHOCTH, TAKWUX KaK. Y4YETHbIC 3allMCH, allapaTHble CPEACTBA
unenTudukauun (cmapr-kapra, USB-TokeH u ap.), aJekTpoHHas moAamuch u T.m. Kaxkmomy
MIOJIb30BATENI0 MOXKET OBITh MPUCBOEH JOCTYI K COOTBETCTBYIOLIEH uactu cuctemsl (130) ms
paboThI C 3a1aHHON (PYHKITHOHATBHOCTBIO.
[0063] Jlanee pacCMOTPUM Ha NpuMepe mporecc padotsl cucremsl (130) ¢ maHHBIMU TTpH
oboramennn nHGOpPMALUU O KHOEPYTrpo3ax ¢ MOMOIIBIO aHATH3a BHEITHUX UCTOYHHUKOB (110), B
4aCTHOCTH HOBOCTHBIX HCTOYHHUKOB B ceTH MHTEpHET.
[0064] Jlanable w3 BHEHUX HCTOYHHKOB (110) coOuparoTcsi ¢ MOMOIIBID HX OMpoca
MOAyJeM mojy4deHus AaHHbIX (133), Hampumep, COTJIaCHO 3aJaHHOMY pACIHCaHHI0 cOopa
uHpopmanmu. Jlanee mocrynuBmas wuHpopmanus ot ucrounnko (110) mpeobpasyercs B
enuHBI (OopMaT MpEenCTaBIEHHs W BBINOJHAETCS WX AEAYIUIEKALUs, YTO B COBOKYIHOCTH

(dbopMuUpyeT BXOAHOW MOTOK JAHHBIX JUIsI MOAYJISI aHATUTHKH (136).
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[0065] Monyne ananutuku (136) Ha OCHOBAaHMM MTOCTYNHBILIETO MTOTOKA TAHHBIX OT MOIYJIS
(133) ocymecTBisieT 0a30BYI0 MPHUOPHUTE3ALUIO TIOTYUYEHHBIX JAHHBIX HA OCHOBAHUH 33/1aHHBIX
KJIFOUEBBIX CJIOB, UTO 00€CIeunBaeT MapKUPOBAHHIE PEIEBAHTHON IPYIIbI JAHHBIX U3 OOJBIIOTO
NIOTOKA MOCTYMAKUIUX JaHHBIX, KOTOPble HEOOXOAMMO NMPOAHAIU3UPOBATH B MEPBYIO OUEPEb.
ITocne aHanu3a akTyaqbHOCTHU IOJIYYEHHOTO IMOTOKA 33aeHCTBYETCS (PYHKLUS BEACHUS U y4eTa
cymHocreii. [TepoHauanbHO GpopmupyeTcs «aHamuTHYeckuit otuer» B cymuoctd CASE. Otuer
COZIEPIKUT OINUCATENBHYIO YacTh MOIYyYEHHOTO IIOTOKA JAHHBIX, C BO3MOKHOCTBIO 33/1€HCTBOBATh
WHbIE CYIIHOCTH B paMKax aHaiu3a, Hanpumep, n1odaBuTh k CASE ussnedennbie UK.

[0066] ITocne nobasnenust UK 3aaefCTBYIOTCS BO3MOKHOCTH MOAYJIsi OOOTAIeH s JAHHBIX
(134), xoTopelii moydaeT UHPOPMALUIO OT CPEACTB 3alUTHl MHPOPMALUU UHPPACTPYKTYPHI,
HanpuMmep, OaHka. B wacTHOCTH, TakKMMH TapamMeTpaMH MOTYT BBICTYNATh HAHHBIE O CTaTycCe
6nokuposok nanHoro MK Bo BHyTpeHHEN HHppacTpykrype. Moaynb odoramenus naHHbix (134)
BBITIOJIHSIET Takke OOpalleHne K KOHTEKCTHBIM TIOATHMCKAM Uil TIONYYEHHs BO3MOJKHBIX
B3aUMOCBSI3aHHBIX HMHAMKATOpOB. IIpm 3tom cymuocte CASE nmHKyeTCst (CBSI3BIBA€TCS) C
HOBOCTBIO (M MHBIMH CYIIHOCTSIMH, B 3aBUCHMOCTH OT COIEP’KMMOT0 HOBOCTH), KOTOpast Oblia
oOpaborana monynem ananutuka (136) B cucreme (130) mo copMupOBaHHOMY TMOTOKY JaHHBIX
OT BHEIIHUX UCTOUYHUKOB (110).

[0067] ITocne Toro, kak cymHocth CASE w3 cocrosuusi «Drafty (mpoekr) Oymer
nepeseneHa B cocrosiHue «Published» (myGmukanms), moaynp unterpauuu (135) BbimonHseT
ornpaBky BHeceHHbIx MK (B Tekymem KOHTeKCTe uHH(popmauus O Kubepyrposax, s
OTpENIENIEHHBIX CHCTEM, NPEACTaBJISIETCS CYLUHOCTBIO — WHAMKATOP KOMIIPOMETAlMH) B
CHCTEMy MOHHUTOpPUHIA COObITHI MH(pOpMAIMOHHON Oe3onacHocTH. Moayne unTerpanyu (135)
TAKXKe TIO3BOJISIET AHAIWTUKY OTIPABUTh 3alpoC B CHUCTEMY MOHHUTOPUHTA COOBITHIH
uH(pOpMaLMOHHONW 0€30MacHOCTH, C IIEJbI0 MOJNyYeHHe UCTOPUYECKHX CBEACHUH O HAJIHYUH
nobasiennbix UK B undppactpykrype 3a N-nepuon. ITpu monydenun nanubix o Hajgwauu MK B
uHppacTpykrype 3a mpomenmuii N-nepuon, monayib odoramenus: naHubix (134) mpousBogut
cbop wuHpopmaumu 00 wucToyHwke. Hampumep, ompenensiercss ceTeBass 30HAa MCTOYHHUKA
WHIWUICHTA, TPUHAIJICXKHOCTh K YI€THON 3aIHCH TOJIb30BATENS, a TAK)KE MOJTHAst HHGOpMAIHS O
NOJIb30BATENE U3 MHBIX CHCTEM BECHHS yUeTa MOJIb30BATENEH.

[0068] ITo pesynpraram nyOnukanuu cymHoctu CASE, ecnu tpebyercst 6mokuposka UK,
a0 3aBefeHHE KaKOH-THMOO WMHOW 3asBKM B CHUCTEME y4eTa 3asBOK (TUKETHHT), MOIYJb
uHTerpanyu (135) 3anonHseT omnpeneneHHbII HAOOP MOJEH 3asBKM JAHHBIMH M3 CYI[HOCTH
CASE u ocymecTBIsieT ee perucTpaluio B CHCTEME yUeTa 3asBOK (TUKETHHT).

[0069] Hanee paccMoTpuMm mpouecc 00padoTku MHPOPMAINH, CBI3aHHON C YSI3BUMOCTSIMHL.

IIpu pabGore ¢ maHHBIM TUIIOM HMHGOPMAIMM MOAYJbL Moyy4deHHs AaHHbIX (133), cormacHo
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3aJaHHOMY pAaCIIMCAHMIO, OCYINECTBIISIET COOpP MAaHHBIX W3 BHEIIHUX HCTOYHUKOB (110) m
BBIMIOJIHSET HMX MpeoOpa3oBaHME B E€AMHBIM (OpPMAT TNPENCTaBIEHUS, U OCYIIECTBISET
AENYTUINKALMIO TAHHBIX, YTO B COBOKYITHOCTH (POPMHUPYET BXOAHOM IMOTOK JAHHBIX JJIST MOAYJIS
aHamutuku (136), mpu 3TOM YUUTBIBAIOTCS BO3MOXKHBIE arperupoBaHMs CXOXKHX ITOTOKOB
AaHHbIX. JleAymiMKauus AaHHBIX BBIMOJHSETCS, ecau WHpopMmauus coOupaercs M3 pasHbIX
UCTOYHHUKOB, IIPU OTCYTCTBUH €JUHOTO 3TAJOHHOTO UCTOYHHUKA TAHHBIX.

[0070] Monynb ananutuku (136) Ha OCHOBAHUM MOCTYMUBILIETO MOTOKA TaHHBIX OT MOJIYJIs
(133) ocymecTBisieT 6a30BYI0 MPUOPHUTE3ALMIO TOJYUYCHHBIX JAHHBIX HA OCHOBAHWH 3aJaHHBIX
KJIFOUEBBIX CJIOB, UTO 00€CMEeUnBaeT MAPKUPOBAHHIE PEJIEBAHTHOM IPYIIIbI JAHHBIX U3 OOJBIIOTO
MOTOKA MOCTYMAKLINX JAHHBIX, KOTOPbIE HEOOXOIUMO MPOAHATU3UPOBATH B IEPBYIO OUEPEb.
[0071] Monynb oboramenus gaHHbix (134) COBMECTHO ¢ MOAyJIEM MOJYyYEHHs TaHHBIX
(133) ocymectBisier cOoOp IOOMONHUTENbHOH HWHpOpManmu u3 ceTh HHTepHEeT, C y4eTroMm
uneHtudukaropa yszsumoctu (CVE) crenyromero Buaa: Hamuuue MPOrPpaMMHOTO KO LIS
SKCIUTyaTaluy OOO3HAYEHHOW YSA3BUMOCTH (IKCIUIONT), HHPOpMAUUO 00 OOHOBJIEHHSIX
0e30macHOCTH, B TOM YHCIIE 3aMelarIux/nepekpectuoix (Microsoft), napopmanmro o makerax
OesonmacHoctn (cormacHo MeHemxkepy mnakeroB Unix/Linux cucrem), uHpOpMaLUo o0
BEPCHOHHOCTH YSI3BUMOT0 00BeKTa, HHpopManmo 00 O0IIeli OLEHKH YSI3BUMOCTH C YUETOM €€
BepcuoHHOCTH (CVSS 2.0 myim CVSS 3.0) u uHble aTpuOyThI, WUCIMOJb3yEMbIe B CYLIHOCTU
“Vulnerability” (ysi3BUMOCTB).

[0072] IIpu sTom monynb oboramenust (134), corlacHO 3aaHHOMY PACHUCAHUIO, IS
cymHocTeld  Thma  “Vulnerability”, oOCyIIeCTBIsIET  HENpepbIBHBIA  MPOLECC  MOUCKA
JOMOJIHUTEIbHOW MHpopMaruu B cetn MHTepHET Ha onpeneneHHbBIX pecypcax. B mpomecce
o0OpaboTku WHPOpPMALMK TO TOW WM WHOH ys3BUMOCTH, cuctemor (130) 3anmelicTByeTcs
¢byHKUUMS BeneHus U yueta cymHocTel. [lepBoHauanbho cucrema (130) B aBTOMAaTU3MPOBAHHOM
pexxume Qopmupyer cymHocTh “Vulnerability”, koTopas arperupyer pesyJbTaThl paboThl
BBILICONMCAHHBIX ~MOAYJEH. ArpernpoBaHHass HHQOpPMALUsl C Y4YETOM MNPHOPHUTE3ALUN
nepefaeTcst Ui JATbHEHIIIero aHaJIn3a B MOAYJIb aHATUTHKH (136).

[0073] Bo Bpemsi oOpabotku cymuoctn «Vulnerability» ¢ moMOIIBIO MOAYJIS aHAJTUTHKH
(136) Tak ke 3ameiictByercs wmoaynb wuHTerpauuu (135) 11 BBIMONHEHHWS OLEHKH
NPUMEHNMOCTH HalIeHHOH YsA3BUMOCTH K HH(ppacTpykrype. Monynbs wunTerpaunu (135)
MO3BOJISIET OTIPABUTH 3aIMPOC B IIEHTPATN30BaHHbIe cucTeMbl BeneHns M T-akTuBoB, Hanpumep,
IUISL ONpeAeNIeHnsT HaTMUnsl OOHOBJIEHUH O€30MaCHOCTH MIJIM MHBIX aTPUOYTOB, MCIIOIB3YEMbIX B
cyurHoctH “Vulnerability”.

[0074] Monyne anamutuku (136) BBIMONHSAET aHANM3 TOJNYYEHHBIX JAHHBIX OT MOAYJISA

unterpaunu (135) corynacHo 3anoxeHHBIM anroputMam obpadorku mHpopmauuu. [Ipu stom,
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€CIIM TUN YA3BUMOCTH SIBJISIETCS CETEBBIM, MOXYJb aHAIUTUKU (136) MOXET OCyIIecTBUTH
NOBTOPHBIA BBI3OB MoAyist uHTerpauuu (135) ana mnomydenus uHPOpPMALUU O CETEBOM
JIOCTIKUMOCTH KOHEUHBIX BBIMHMCIHUTEIBHBIX Y3JI0B. B mocienyromem sta nHGOpMAaIHsi MOKET
BJIUATH HA OLIEHKY NPUMEHUMOCTH 00padaThIBaeMON YA3BUMOCTH.

[0075] [Tocne BbIMONHEHUs aHanu3a (ONpeAeseHHe aKTyaJlbHOCTH) TMOJYYEHHOTO MOTOKA
JOaHHBIX OO0 VYSI3BUMOCTM W IpPUMEHEHHUs €€ B HMH(PACTPYKType, IHOBTOPHO 3aNEHCTBYETCS
(byHKUMS BemeHHs W ydera CyurHocTei. I1o pesynbraraM aHanmmM3a CO30AaeTCsl «aHATMTUYECKHH
otryet» B cymHoctu CASE. Tlo pesynbratam nyOnukaruu cymnroctd CASE, ecnu tpeOyrores
ATy 10 YCTPAHEHUIO YSI3BUMOCTH, JIMOO 3aBeIeHHe KaKOW-TM00 MHOH 3asBKH B CUCTEME y4eTa
3asiBOK (THKETHHT), MOAYJib uHTerpauun (135) 3anonHsieT onpeneneHHbli HAOOp Mmosied 3asBKU
naHHbIMH U3 CymHOCTH CASE U OCylIeCTBIsieT €€ PerucTpaluio B CHUCTEME y4eTa 3asBOK
(TUKETHHT).

[0076] Ha ®ur. 2 npencrasieH npumMep oOIIero BUAa BRIYUCIUTENBHOTO yeTpoiicTa (200),
C TOMOUIBI0 KOTOPOrO MOXKET OBITh peanu3oBaHa (PyHKUHMOHANBHOCTH cucteMbl (130).
YerpotictBo (200) MOXET SIBISIETCS YacThIO KOMITBIOTEPHOM CHUCTEMBI, HAIPUMED, CEPBEPOM,
KOMITBIOTEPOM, 00JIaYHOHN T1aTGOPMOH U T.11.

[0077] B obmewm cnydae, BbamcauTenbHoe ycTpoiicTBo (200) comepkuT OOBEAMHEHHBIE
o0miedt muHON MHPOPMAIMOHHOTO 0OMEHa OJUH HJIM HECKOJIbKO mpoueccopoB (201), cpencrra
namaty, Takue kak O3Y (202) u II3Y (203), unrepdeticel BBOna/BbiBoaa (204), ycrpoiicTsa
BBOZa/BBIBOAA (205), M1 yCTPONCTBO IS CETEBOT0 B3aumoaeunctaus (206).

[0078] ITpoueccop (201) (mnm HECKOJIBKO MPOLECCOPOB, MHOTOSIAEPHBIN MPOLECCOP) MOTYT
BBIOMPATHCSI U3 ACCOPTUMEHTA YCTPOICTB, ITMPOKO MPUMEHSEMbIX B TEKyIIee BpeMs, HalpuMep,
kommanuii  Intel™, AMD™, Apple™, Samsung Exynos™, MediaTEK™, Qualcomm
Snapdragon™ wu T.m. Ilom mnpoueccopoM Takke HEOOXOAMMO YYUTBHIBATH TpadUyuecKuii
npoueccop, Hanpumep, GPU NVIDIA unn AT, kOTOpBI Takke MOXKET SIBJISITbCS MPUTOIHBIM
IUIS1 BBITIOJIHEHHs TpeOyeMol (PYHKIMOHAIBHOCTH IO BBIYUCIUTENBbHONH 00pabotke. I1pu sTOM,
CPEACTBOM MaMSTHU TAK)KE MOJKET BBICTYNATh JOCTYMHBIH O0BbEM MaMATH IpadUyuecKOil KapThl
WK TpadmuecKoro mpoueccopa.

[0079] O3Y (202) mpencraBnsier cOOOH OMEPATHBHYK MaMATh W TPEIHA3HAYEHO JIJIst
XPaHEHHsI UCTIONHAEMBIX MporeccopoM (201) MamMHOUNTAEMbIX HHCTPYKIUH AJIS1 BBITOJHEHNE
HEOOXOIUMBIX OIepanuii mo Jjormdeckorl odOpadorke manHbX. O3Y (202), kak mpaBwIIo,
COIEPIKUT HCIIONHSEMblE HHCTPYKLHH ONEPAlOHHOH CHCTEMbl U COOTBETCTBYIOIIUX
IPOTrPAMMHBIX KOMITOHEHT (ITPHUJIOKEHUS, TPOrPaMMHbBIE MOAYJIH U T.11.).

[0080] I13V (203) npencrasisier codoit oHO wiK OoJiee YCTPONCTB MOCTOSTHHOTO XPaHEHUS

TaHHBIX, HarpuMep, skectkuit nuck (HDD), TBepaoTenbHelil HakonuTenb aHHbIX (SSD), duam-
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namsite (EEPROM, NAND u 1.11.), ontudyeckue Hocurenn uHpopmauuu (CD-R/RW, DVD-
R/RW, BlueRay Disc, MD) u np.

[0081] Jlns opranu3anyuy paboThl KOMIIOHEHTOB ycTpoiicTBa (200) n opraHuzayu paboThI
BHEIIHUX MOAKJIIOYAEMbIX YCTPONUCTB MPUMEHSIOTCS pa3indHble BUAbI uHTEepdeiico B/B (204).
BbiObop  cOOTBETCTByHOIIMX  HHTEP(EHCOB  3aBHCHUT OT  KOHKPETHOTO  HMCHOJHEHHS
BBIYHMCIIUTENIBHOTO YCTPOMCTBA, KOTOPbIE MOTYT MpPEACTaBiIsATh coO0M, He orpaHmumnBasck. PCI
AGP, PS/2, IrDa, FireWire, LPT, COM, SATA, IDE, Lightning, USB (2.0, 3.0, 3.1, micro, mini,
type C), TRS/Audio jack (2.5, 3.5, 6.35), HDMI, DVI, VGA, Display Port, RJ45, RS232 u 1.1
[0082] JLis obecriedeHust B3AUMOIEHCTBUS MOJIb30BATENIS C BBIYUCIUTEIBHBIM YCTPOMCTBOM
(200) npumensiroTcst pasnuunble cpeactsa (205) B/B unrpopmanuy, HampuMmep, KIaBHATYPA,
OHCIIIel (MOHHUTOp), CEHCOPHBIA AUCIUICH, Tad-Taj, JKOWCTHK, MAHHITYJIATOP MbIIIb, CBETOBOE
nepo, CTUIIYC, CEHCOpHAas MaHeNb, TPEeKOOJ, MTUHAMUKH, MHKPO(OH, CpeacTBa AOMOJHEHHOW
peaNbHOCTH, ONTHYECKHE CEHCOpBl, IUIAHIIET, CBETOBble HHAMKATOPBI, MPOEKTOp, Kamepa,
cpeacTBa OHMOMETPHUECKOW HIeHTH(UKAUWUK (CKaHEp CETYAaTKHU TIJ1a3a, CKaHep OTIEYaTKOB
NaJIbLIEB, MOAYJIb PACTIO3HABAHMSI IOJIOCA) U T.11.

[0083] CpencrtBo cereBoro B3ammopeicTeusi (206) obecneunBaer mnepenady JaHHBIX
ycrpoiictBoM (200) mocpeacTBoM BHYTPEHHEH MM BHEIIHEH BBIYUCIUTENBHOW CETH, HAIIPUMED,
Wnrtpaner, Unrepuer, JIBC u 1. B kauectBe omHoro wmu Gonee cpeacts (206) mosker
UCTIOJIb30BaThCs, HO He orpanmuuBaTthes: Ethernet xapra, GSM mozem, GPRS wmonem, LTE
mozneM, SG monem, monyib cryTHukoBol cBsizu, NFC moayis, Bluetooth n/umn BLE monys,
Wi-Fi monyas u zip.

[0084] JIOTIONHUTENBHO MOTYT HNPUMEHATHCS TAK)XKE CPEACTBA CIYTHUKOBON HABUTALUU B
coctase ycrporictsa (200), nanpumep, GPS, 'TTOHACC, BeiDou, Galileo.

[0085] IIpencraBneHHbple MaTepuasibl 3asBKH PACKPBIBAIOT IPENNOYTUTENbHbIE MPUMEPHI
peann3alyy TEXHUYECKOro pPelleHusl U He AOJKHBI TPAKTOBAThCS KaK OrPaHUYUBAIOLIUE WHBIE,
YaCcTHbIE MPUMEPHI €ro BOIUIOLICHUs], HE BBIXOJAIINME 3a IMpelesbl HCIpallinBaeMoi MpaBOBOM
OXpaHBbl, KOTOpbIE SIBJISTIOTCSI OYEBHIHBIMU JJIsl CIIELUAINCTOB COOTBETCTBYIOINEH OONacTH

TEXHHUKU.
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1.

DPOPMYVYIJIA

Cucrema MHTEJUIEKTYAIbHOTO yIIPaBJIEHUs] KHOEPYyTpO3aMH, COAepIKarIias

O MEHblLIeW Mepe OOUH IMpoueccop, obecneunBaromuil  00pabOTKy
MH(POPMALIMOHHBIX TIOTOKOB MEXAY MOIYJISIMH CHCTEMBI,

IO MEHbIIEH Mepe OAHO CPeACTBO XPAHEHWs IaHHBIX, COAeprKalee
MalIMHOYUTAEMbIe HHCTPYKLIUH, UCTIONHSEMbIE TIPOLIECCOPOM,;

MOJIYJIb MTOJYYEeHHUs TAaHHBIX, 00eCTIeYNBAIOIIHT

o cOop uH(MOpMALMH M3 BHELMIHUX M BHYTPEHHUX HCTOYHHUKOB JaHHBIX,
conepskamx HHHOPMALIUD O KHOepyrpo3ax;

O (UIbTPALMIO MOJYYEHHBIX IaHHBIX M MpeoOpasoBaHHE MOJY4YEHHON
uHpOpPMALMHU B €AUHBIH (OpMAT MpenCTaBIeHNS,

MOAYJIb O0OTralieH st AAHHBIX, 00eCIeYNBAIOLIHI

O JIOTOJIHEHHE JaHHBIX 00 WHIMKATOpaX KOMIIPOMETALUH KHOepyrpo3 us3
BHELITHUX UCTOYHUKOB AaHHbIX;

O BBIMIOJIHEHHE TOMCKa M cOopa wH(pOpMAIMKH O BPEIOHOCHOM KOJE,
CBSI3AHHOM C M3BECTHBIMU KHOEPYTpO3aMy;

o obOHonenue wuHpOpMAIMKH O KUOEPOE30MACHOCTH, BKIIIOYANOMEH IO
MEHbIIEe Mepe CBeeHHs: 00 YA3BUMOCTH UCIIOIB3yEeMOro MPOrPaMMHOTO
obecrieueHns, 0 HATMYUHM BPEIOHOCHOTO KOJA, CBSI3AHHOM C IO MEHbLIEH
Mepe OIHOH ys3BUMOCTBIO M MH(popMaryo 00 0OHOBJIEHUH MO MEHbLISH
Mepe OIHOTO MPOrpaMMHOrO odecredeHus], 00eCIeYHBAaOLIeM 3aIHUTY OT
TI0 MEHbILEH Mepe OHOrO THIIA YSI3BUMOCTH,

O BBbIIBJIEHHE VYETHBIX 3alucedl  TMONb30BaTeNieil, KOTopble  ObLTH
3a[eiiCTBOBaHbl TIPU B3aUMOIEHCTBUH C pPECYpPCaMH, CBS3aHHBIMH C
UHIUKATOPAMU KOMIIPOMETALIUH, HH(POPMALIKS MO KOTOPHIM XPAHUTCS B
0a3e MaHHBIX;

0a3y naHHBIX, O00ECNEeYMBAIOIIYI0 XPAHEHHWE AaKTyaJIbHOW WH(POPMALUU O
kubepyrposax, MepeaaBaeMyrd OT MOAYJIEH TMOJYyYeHUs] NaHHBIX W MOIYJIsI
oboralieHus TaHHbIX;
MOAYJIb HMHTErpaluy, O0eCneynBalolINi Tmepenadyy B YHUPHULIHUPOBAHHOM
(opmate naHHBIX O KHOEPYTrpo3ax BO BHYTPEHHHE HCTOYHUKY,
MOJyJIb aHAJTUTUKH, 00ECTIeYHBAIO NI

O  BBINOJIHEHUE aHamu3a  ysa3eumocredt  UT-uHdpacTpykrypsl B

MOAKJIKOYCHHBIX K MOAYJIIO UHTCIpalli CUCTEMAX,



O BBIIBIIEHHE U OTOOpPaKEHUE HESIBHBIX CBSA3EH MeXay HMH(POPMALMOHHBIMU
CYLIHOCTAMH, OTHOCALIUMHCA K TII0 MeEHBIIEN MEpE OAHOMY THUITY
KUOepyrpo3pl, € TIOMOLIBKO aHajHM3a LENo4YeK CBs3eH  Mexny
YOOMSAHYTBIMU CYIIHOCTAMU W TIOHUCKOM O6H_II/IX Y3JIOB YINOMSHYTBIX
CYILIHOCTEH.

Cucrema 1o m.l, XapakTepusymoUasicss TeM, YTO MOAYJIb TOJY4YEHHUs] JaHHBIX
JOTOJHHUTEIBHO OCYLIECTBISIET NEAYIUIMKALMIO TaHHBIX, MOJYYaeMbIX W3 BHELIHHX
UCTOYHUKOB.

Cucrema no 1. 1, XapakTepu3yromascs T€M, 4YTO BHCINHUE UCTOUYHUKU NEPEAAOT JaHHBIC
B CTPYKTYPHUPOBaHHOM U HECTPYKTYPUPOBAHHOM BHIE.

2

Cucrema mo 1.3, XapakTepuU3yIOIIAsCs TEM, 4YTO JaHHbIE TONY4YarOTCsS U3
BBIYUCIUTENbHON ceTh MHTepHeT.

Cucrema mo m.1, XapakTepu3yIOMAsCs TEM, YTO IOMOJHHUTEIBbHO COAEPKUT MOAYJb
aIMAHHUCTPUPOBAHUS], OOECTeUMBAIOIIUN KOHTPOJIb MPaB JOCTyMa MOJb30BaTENIed U
JKYPHAIUPOBAHHUE MPOLIECCa PAOOTHI CHCTEMBI.

Cucrema mo m.l, XapakTepusyrOIIasiCsi TEM, YTO 3alpoC JAaHHBIX U3 BHEIITHUX
UCTOYHHKOB OCYIIECTBIISIETCSI aBTOMATHYECKH I10 PACIMHUCAHUI0 WJIH Ha OCHOBAaHUU
BHEIITHETO 3a11poca IMOJIb30BATENs.

Cucrema mo 1.1, XapakTepu3yooImascs TeM, 4YTO HHAUKATOP KOMIIPOMETALUU KUOepyTrpo3
BbIOMpaercs u3 rpymmsl: [P-agpec, JTOMeHHOE UM, KOHTPOJIbHASI CYMMa, UIeHTU(UKATOP
pecypca WM UX COYETaHHUs.

Cucrema mo m.1, xapakrepusyroascs TeM, YTO MOIYJb AHAIUTUKHU OIMOJHUTEIBHO
OCYIIECTBJSIET MPUOPUTEIALINIO MHPOPMALIUU IO KUOEPyTrpo3am.

Cucrema mo 1.8, XapaKTepU3YIOIIASICS TEM, YTO TMPUOPUTE3ALMS BBIMOJHIETCS Ha

OCHOBaHUH KJIFOUEBBIX CJIOB WK ckopuHTa uaeHtudukaropa yrpo3 (CVE).
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OTYET O IATEHTHOM Homep eBpasmiickoit 3as1BKu:

NOUCKE

(cratbsa 15(3) EAIIK u npaBuno 42
IlatentHol uHCcTpyKituu k EATIK)
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HasBanue nsoGperenns: CHCTEMa MHTEJUIEKTYabHOTO YIpaBieHus KHGepyrpo3amMu

3assurens:  [TYBJIMUHOE AKLIMOHEPHOE OBLIECTBO "CBEPBAHK POCCHH" (ITAO CBEPBAHK)

D HexkoTtopble NyHKTBI GOPpMYabl HE MOAJTEKAT NOUCKY (cM. pas3aen I J0NOAHUTENBHOrO JIHCTA)
EnuncrBo uzobperenun He cobaroaeno (cM. pasgea Il nononnurenbHoro aucra)

MIIK: GO6F 21/50 (2013.01)
GOG6F 16/22 (2019.01)
GOGF 7/24 (2006.01)

A. KTACCHOHUKAILIMA IMTPEAMETA U30OBPETEHUA:

CIIK: GOG6F 21/50 (2013-01)
GOG6F 16/22 (2019-01)
GOG6F 7/24 (2013-01)

CornacHo MexyHapoaiHo#i nateHTHOH knaccudukaunu (MITK) unn HaunoHanbHOM knaccuuxaunu u MITK

b. OBJIACTD ITOUCKA:

MuHMMYM NIPOCMOTPEHHOH HoKyMeHTaUMHu (cucTeMa kinaccupukauum u nuaekcel MITK)

GO6F 7/00, 7/22, 7/24, 16/00, 16/20, 16/22, 21/00, 21/50

Jpyras nposepeHHas TOKYMEHTALMA B TOM Mepe, B KaKoif OHa BKJIIOYEHA B 00J1aCTh MOKCKA:

B. JOKYMEHTBI, CYHTAIOIIUECS PEJIEBAHTHBIMU

Kareropus* CchblIKM Ha JOKYMEHTBI C YKa3aHHeM, Flie 3TO BO3MOXKHO, PENEBAHTHBIX yacTel OtHocuTCs K nyHKTY No
A US 2011/0039237 A1 (PAUL M. SKARE) 17.02.2011 1-9
A US 2017/0230391 A1 (DARKTRACE LIMITED) 10.08.2017 1-9
A EP 2882159 A1 (CYBERLYTIC LIMITED) 10.06.2015 1-9
A US 9118702 B2 (BCE, INC.) 25.08.2018 1-9
A KR 101039717 B1 (KOREA ELECTRONICS TELECOMM) 13.01.2011 1-9
A RU 2675900 C1 ((DI“K]%V BO;’AKAIIEMI/I}I ®EJIEPAJIbHOM CJTYXXBBI 1-9
OXPAHBI POCCUHUCKOHU ®EAEPALIMHN") 25.12.2018

DHOCIICII)'IOU.[HC AOKYMEHTbI YKa3aHbl B NPOAODKEHUH I‘pa(bbl B

D AaHHLIC O NATCHTAX-aHAJI0rax yKasaHbl B MPUIOMKEHUHU

[F OCOBbIC KaTCrOPHH CCBIIOUHEIX OKYMEHTOB:

"A" NOKYMEHT, onpeaensiomuii o0l YpOBEHb TEXHHKH

"E" 6onee paHHMH AOKYMEHT, HO ONYONMKOBaHHBKIN HA naty
rojaa4M eBPa3suiicKoH 3a9BKH WM MOCIE HEe

"O" MOKYMEHT, OTHOCAIMICS K YCTHOMY PAcKpbITHIO, 9KCIIOHU-
POBAHHIO H T.A.

"P" HMOKYMERT, orry6IMKOBaHHBIA O AaTH NOAa4YH eBpa3uiickoi
3afBKH, HO MOCJE AaThl HCTIPALIMBAEMOr0 MPUOPUTETA

"D" IOKYMEHT, NPUBEIACHHbIH B €BPa3HiiCKON 3asBKe

"T" Bosee NO3AHKHA AOKYMEHT, OMyOMKOBAHHbIH MOCHE AAThbi
MPHOPHTETA U NMPHBEAEHHEIN IS MTOHUMAHHS H306PeTeH A

"X" NOKYMEHT, uMetouuii HanGonee BIIM3KOE OTHOUIEHHE K NPeaMETY
NOMCKa, Nopovaluii HOBU3HY WIH U300pETaTENbCKUN YPOBEHD,
B3AThIH B OTAENBHOCTH

"Y" HOKYMEHT, uMeloimuii Hanbonee GIA3KOe OTHOLIEHHE K NMpeaMeTy
MOKCKA, nopoyatuii n306peTaTenbCKuif YPOBEHD B COUETAHHH C
APYTUMU AOKYMEHTAMH TOH K€ KaTeropuu

"&" NOKYMEHT. IBASIOWMIACH NaTEHTOM-aHaNOroM

"L" JOKYMEHT, PUBEAEHHbIA B ADYTHX LEJIAX

I(aTa JACHCTBUTEIBHOTO 3aBCPLUCHHUA MMATEHTHOTO NMOUCKaA!
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