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U(POBBIMH aKTUBAMH, U MOXET HAWTH NMPUMEHEHHE MPU CO3JAaHHM, SKCIUTyaTalllH, YIPABICHUU H
MOHHUTOPHHI€ CHCTEM PA3JIMYHOTO HA3HAYCHUsSI, BKJIOYAS CJIOKHBIE YKOHOMHUYECKHUE W COLUAIbHBIC
CHCTEMBI, B KOTOPBIX HHTETPUPOBAHBI CPEIICTBA HAKOIUICHHSI M 0OMEHa pa3InyHOro pojaa NHpopMaruen,
MHPOPMAITMOHHBIMH  pecypcaMd W 1UpoBeIMH akTuBamMu. OCHOBHOM 3ajgadeil HM300peTeHHus
SIBISIETCSL CO3/IaHKME TAKOro crocoba ympasieHHus HU(POBBIME aKTHBAMH, KOTOPBIH oOecriedrBan Obl
BBITIOJIHEHHE 3aJ1a4 110 TPOBE/ICHHUIO ayTeHTU(HUKAIMH YYaCTHUKA, POBEACHHUIO CHIEJIOK TONBKO MEXIY
JIOBEPEHHBIMU ayTEHTH(OUIIMPOBAHHBIMU yYaCTHHKAMH CHCTEMbl (3aMKHYTOCTb, HW30JIMPOBAHHOCTD
CHCTeMBbI yrpaBienus: 1 oomena 1A), perucrpaiuio onepanuii ¢ HOPOBHIME AKTUBAMH, BO3ZMOXKHOCTb
JETUTUMHOW OTMEHBI ONEpaluii ¢ LUUPPOBHIMU aKTHBaMH. TeXHWYECKUI pe3yJbTaT, Ha pelicHUE
KOTOPOTO HANpaBIICHO JJaHHOE N300peTeHUE, 3aKITI04aeTCsl B CO3J[aHUH HA/IC)KHON CHCTEMbI yIIPaBICHUSI
UU(PPOBBIMU  aKTHBAMH, KOTOpasi Obl I03BOJMJIA COBEPIICHCTBOBATH CYIIECTBYIOUIME CUCTEMbI
yIpaBJeHus IM(PPOBBIMU aKTUBAMH 3a CYET TOTO, YTO MPOIecC NPON3BOACTBa, obopora LIA cTraHoBHTCS
MIpO3paveH 1 KOHTPOIupyeM, a cucrema oomeHa L{A Opia 051 3aMKHYyTa U IIpeooieBaita Obl HEAOCTaTKU
WM3BECTHBIX PEIICHMIA, B IIepBYyIo ouepens Bitcoin u Etherium.
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CNOCOB YNPABJIEHNA LWOPOBLIMA AKTUBAMW

N300peTeHne oTHOCHTCH K 06NAacTH HHPOPMATHKH, & HIMEHHO K CHCTeMaM 00paboTku
JaHHBIX MM  crnocobaMm, CHENUAIbHO NPENHA3HAYECHHBIM UL  aJIMHHHCTPATHBHBIX,
KOMMEDUECKHX, (PMHAHCOBBIX, YINPABIEHYECKUX, HAJ30PHBIX WM HNPOTHOCTHYECKMX LeNeif; a
Gosnee KOHKPETHO — K COCO0Y yHpaBieHUs HU(PPOBBIMY aKTHBAMH (101 HHA(GPOBEIME aKTHBAMK
OyzleM IOHMMATh HaHHEIE, HAXOMILIMNECS B EKTPOHHBIX YCTPOMCTBAX M MpefHa3HAYEHHBIE IS
BEINIOJIHEHUS ENEBbIX (QyHKIHMHA CHCTEMBI, B TOM YHCIE, IUIATEXHBIE CHCTEMBI/3IEKTPOHHBIE
JI€HBTU/KPUIITOBAJIFOTY).

Hactosmee u3obpereHne MoxeT HalTH IPHMEHEHHE IPH CO3JaHUHM, SKCILTyaTaIlWH,
YOpaBJICHHH M MOHHMTOPDHHIC CHCTEM pPa3JIMYHOTO HA3HAYEHHS, BKIIOYAs CJIOKHEBIE
SKOHOMHYECKHE W COLHAIBHBIE .CHCTEMBbI (BKIIOYas OOJbLUME pacHpeAe]eHHBIE CHCTEMBI
COLMATIBHOTO W 3KOHOMHYECKOTO yNPABJICHHS, CHCTEMBI OOJBIINX JaHHBIX H Ap.), B KOTOPEIX
MHTETPHPOBAHbl CPEICTBA HAKOIUIEHHSs M OOMEHa pasiM4yHOro poaa HH(OpPMAIHEH,
HMHGOPMAaIMOHHBIMU PECypcaMy U LU POBEIMH aKTHBAMH.

B 0CHOBy Hacrosmiero wu3o0peTeHHs MOJOXEHA 3aJadya CO3AaHHMS TaKOro crocoba
ynpaBiieHuss UMPOBEIMH aKTHBaMH, KOTODBIA obecneunBan Obl BBINONHEHHE CIEAYIOLIUAX
3axay:

- IpoBeJieHHE ayTeHTnd)ﬁKannn y4YaCTHHKa,

- TIpOBEIEHHE CHEJIOK TONBKO MEXIYy [IOBEPEHHBLIMH ayTeHTH()UIMPOBAHHBLIMH
YJaCTHUKaMH CHCTEMBI (3aMKHYTOCTh, H30JMPOBAaHHOCTh CHCTEMBI YIPABICHHA H
obmena I1A),

- PErMcTpanHIo onepanuii ¢ HHGPOBEIMH aKTUBAMH,

- BO3MOXHOCTbH JIETHTUMHOH (TO €CThb NOCTYMHOH OTIPABUTEIO H COITACOBAHHOM C
HEHTPOM YIPaBJICHHS CHCTEMOH) OTMEHBI Onepanuii ¢ {H(PPOBEIMYM aKTHBAMH.

M3BsecTHa cucTemMa Al YHNpaBieHUS COBEPIIEHHEM cHeNoK (mateHtT Ne2158956,
ony6irkoBano 10.11.2000), BKmoYaoIas MHOXECTBO YCTPOKHCTB YIIPABJICHHS YYaCTHHKOB
CHCTEMBI, BKIIOYaOlee B cebd, N0 KpaiiHell Mepe, OJJHO YCTpOWCTBO ympaBieHHs GaHKa,
0 KpaifHeH Mepe, OMHO yCTPOWCTBO YNpaBlICHHs IOKyNarteis, MO KpaiHe#l Mepe, oxHO
YCTPOHCTBO YNpaBlIeHHS NPOAABLA, OTIMYAIOMIASCS TEM, YTO YIOMSHYTHIE YCTpONCTBa
YNPaBJICHHSA YIaCTHHKOB CHCTEMBI COCIMHEHBI IIOCPEACTBOM KaHala CBA3H C YCTPOWCTBOM
LECHTPANTH30BaHHOTO YIPABJICHHS M YCTPOHCTBOM XDAHEHHS W IMPOBEPKH CEPTHPHKATOB,
COCTMHEHHOM, TI0 KpaiiHel Mepe, C OJIHAM YIOMSHYTHIM YCTPOHCTBOM LIEHTPAIH30BAHHOTO
YIPaBJCHHUSA, B COCTaB KOTOPOTO BXOIAT YCTPOHCTBO PETHCTPaldH YYACTHHKOB CHCTEMEI,

YCTPOHCTBO (OPMHUPOBAHHA M XpaHEHHs 0a3sl NAHHBIX DO OIEPALASM, COBEPIIAEMBIM




MEX/y YYaCTHHKaMH CHCTEMBbI, YCTPOHCTBO (OpPMHpPOBaHUsA W XpaHeHHs 0a3bl JaHHBIX 110
3aKJIIOYEHHBIM MEXIy YYacTHHKAaMH CHCTEMBI JOrOBOpaM, YCTPOHCTBO yIpaBJIEHHS
JaHHBIMH, KacCalOIMMMHUCS IPOBEACHUS (HHAHCOBBIX ONEPALHi, YCTPOHCTBO KOHTPOJS H
aHajlM3a IMpoLecca COBEPINECHHMS CJECNKH MEXIY Yy4YaCTHUKAMH CHCTEMBI, YCTPOHCTBO
YNpaBJIeHUs] NPOLECCOM COBEPIUCHHSI CIEJIKH, YCTPOHCTBO (GOPMHUPOBAaHHS H XPaHCHHS
0a3bl JaHHBIX MO yYaCTHMKAM CHCTEMBI, YCTPOHCTBO (OPMHUPOBAHHS M XpaHEHHs 6a3bl
JMaHHBIX TOBAapOB M YCJIYr, YCTPOMCTBO YyNpaBJl€HHS IOKYMEHTOOOOPOTOM, NpH 3TOM
YHOMSIHYTO€ YCTPOMCTBO PErHMCTPalUH yYaCTHHKOB CHCTEMBI COCIMHEHO C YINOMSHYTHIM
YyCTPOHCTBOM (OPMHPOBAHHSA M XpaHeHHs 0a3bl JaHHBIX 110 YYaCTHMKAM CHCTEMBI H C
BXOJIOM H BBIXOJOM YNOMSHYTOIO YCTpPOHCTBA ILIEHTPAJIH30BAHHOTO YIPABJIECHMS, C
KOTOPBIMH  TakXe COCIHHEHO YIOMAHYTOE€ YCTPOHCTBO YIPaBICHHS MPOLECCOM
COBEPIICHHS CHEIKH, KOTOPOE, B CBOIO O4Yepesb, COEAUHEHO C YIOMSHYTHIM YCTPOWCTBOM
yHpaBleHHs AOKYMEHTOOOOPOTOM, € YHOMSHYTHIM YCTPONCTBOM yIpaBi€HHS HaHHBIMH,
KacalOUIMMHUCS MpPOBeleHHd (HHAHCOBBIX OIEpaldif, ¢ YHOMSAHYTHIM YCTPOHCTBOM
¢GopmupoBanus U XpaHeHHs 6a3bl JaHHBIX TOBAPOB H YCIYT, C YIHOMSHYTHIM YCTPOHCTBOM
KOHTPOJII W aHajlu3a NpoLecca COBEPIIEHHUS CHECNKH MEX]Jy yYaCTHUKAMH CHCTEMBI,
COCITUHEHHBIM C BBIXOJIOM YIOMSHYTOTO yCTPOHCTBA LIEHTPAJIH30BAHHOIO YIPAaBICHHS, C
YIOMSHYTBIM YCTPOHCTBOM (GOPMHUPOBAHHS H XpaHeHHs 0a3bl JAHHBIX IO Yy4aCTHHKAM
CHCTEMBbl U C YNOMAHYTBIM YCTPOMCTBOM (GOPMHUPOBAHUS W XpaHEHHs 0a3bl AAHHBIX IO
ONEpanusM, COBEPLIAEMBIM MEXIY YYaCTHMKaMH CHCTEMBI, KOTOPOE€, B CBOK OYEpEb,
COCIMHEHO C YNOMSHYTHIM YCTPOHCTBOM (OPMHPOBAaHHS W XpaHEHHsS 0a3bpl JAHHBIX IIO
3aKJIFOYE€HHBIM MEXIY y4aCTHUKaMHU CHCTEMBI JOTOBOPAM.

CyluecTBEHHBIMM HENOCTATKAMH JaHHOM CHCTEMBI ABIAETCS OPUEHTHPOBAHHOCTh Ha
yJacTHe OaHKa, a Talke y3kas OONacTh IPHMEHEHHs, OPHEHTHPOBAHHAS HA COBEPIICHHE
HECHTPATH30BAHHOM CHENKH, a TaKkKe HEe3aMKHYTOCTh CHCTEMBI, 4YTO B COBPEMEHHBIX
3KOHOMHYECKHUX YCIIOBHAX B 60J‘II>HII/IHCTB6 CIIy4aeB HELENeCO00Pa3HO, IOCKOJIBKY OaHKH
AOCTaTOYHO PEIOKO OOCTYXHBalOT IM(pPOBBIE akTHBEL. KpomMe Toro, B JaHHOH CHCTEMEI
CepTH(HUKATH PEMIAIOT TOJBKO 3a]ady 3al[dThl HEH3MEHHOCTH CHENIKM, TOraa Kak B
COBPEMEHHBIX YCIIOBHSAX 3TOr0 HEJOCTATOYHO, HEOOXOIMMa AayTeHTH(QHKAIUS YYACTHHKOB H
NPOBEICHUE ONEpalMi TOJBKO MEXAY BXOASIIMMH B CHCTEMY ayTeHTH(HIHUPOBAHHBIMH
YYaCTHHKaMH (3aMKHYTOCTh, H30JIHPOBAHHOCTS).

Hpyrum Gnuskum Goniee COBPEMEHHBIM aHAIIOTOM K JaHHOMY H300DETEHHIO SBISETCA
MPOEKT butkoitn (anrn. Bitcoin, oT bit — «OuT» U coin — «MOHETa») —
MUPHHTOBAs NJIATEXHAS CHCTEMa, WCIOJbB3YIOImas OJHOMMEHHYIO DAacYéTHYIO €IMHHIY H

OTHOMMEHHBI! [IPOTOKOJI TepeNady JaHHbIX. [l obecreyenns QYHKIIMOHHPOBAHUS H 3aIHUTHI
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CHCTEMBbI HCHONL3YIOTCH KpunTorpaduyeckue Metonbl. Bces wuHbopManms o TpaH3akumsx
MEXIY apecaMH CHCTEMBI JOCTYIIHA B OTKPEITOM BHJE.

IlpoBomuMBle chenkun HEOOPAaTHUMBI, JMEKTPOHHBIM MIATEX MEXIY ABYMS CTOPOHAMHM
IPOHUCXOAUT Oe3 mocpeHHKoB. Ho ecTh BO3MOXKHOCTE IPUBIICYEHHS TPETHEH CTOPOHBI-TapaHTa
IpH TOMOINY MyJbTHIOANKCH. CpelcTBa HUKTO HE MOXET 3aMOpPO3HUTh, HaXK€ BPEMEHHO, 3a
HCKJIIOYEHUEM CaMOT0 BIIAJICTIbIIA.

BUTKOWHBI MOTYT HCTOJIB30BaThCA UIi OOMEHA Ha TOBapbl MM YCIYTH Y MPOJIABIOB,
KOTOpBIE COTJIaCHBI MX NpHHMMAaTh. OOMEH Ha OOBIYHBIE BAIOTHI MPOUCXOAUT Yepe3 OHJIAMH-
cepBHC 0OMeHa H(POBBIX BAOT, IPYTHE MIATEXHBIE CHCTEMBI HITH OOMEHHBIE ITYHKTBL.

Komuccnst 3a nmposenenne onepanuii HasHagaeTcs OTIPABHTENEM JOGPOBOILHO, pa3Mep
KOMHCCHH BJIMSIET HAa NPHOPHTET MpH o0paboTke TpaH3akuud. OOBMHO mHporpaMma-KiIHEHT
MIO/ICKA3bIBaCT PEKOMEHAYEMBIA pa3sMep KOMHCCUM. TpaH3aknuu 6e3 KOMHCCHH BO3MOXHBI M
TaKke 00pabaThIBalOTCA, OJHAKO HE DPEKOMEHIYIOTCH, IIOCKOJIBKY BpeMs HX o06paboTku
HEH3BECTHO M MOXET OBITh TOBOJILHO BETHKO.

Onna u3 rnaBHBIX OCOGEHHOCTEH CHCTeMBI DBHTKOMH, KOTOpas sBISeTci M
CYHMIECTBEHHbIM HEIOCTAaTKOM — IOJIHas NCHECHTPANH3alHs U HE3aMKHYTOCTh CHCTEMBI: HET
LEHTPATTbHOTO aIMHHHUCTPATOpa MJIH KaKoro-iubo ero anaiora. 9TO MOPOXKIAET BO3MOXKHOCTh
HEeperyJaupyeMbIX onepauuii ¢ nUPpOBEIMH akTHBaMH. HeoOXOMHUMBIM H  JOCTATOYHBIM
ONIEMEHTOM 3TOH IUIATEXHON CHCTEMBI SBIAETCA 0a3oBas IporpaMMa-KIMEHT, KOTopas
HMEET OTKPBITHIA HCXOIHBIH KOJ. 3allylleHHBIE Ha MHOXECTBE KOMIIBIOTEPOB IPOrPaMMBbI-
KIMEHTBl COCIMHSIOTCA MEXAy CO0OH B OJHOPAHTOBYIO CETh, KaXABIH y3el KOTOpoH
paBHOTIPaBEH M caMmojJ0cTaTtoueH. HeBO3MOXKHO rocyJapCcTBEHHOE WIIM YACTHOE YIPaBIICHHE
CHCTEMOH, B TOM YHCJIE€ H3MCHECHHE CYMMAapHOTO KOJIMYECTBa OMTKOMHOB. 3apaHee H3BECTHBI
00BEM M BpeMs BRIYCKa HOBBIX GHTKOMHOB, HO PaclpeeNsioTcss OHH OTHOCHTENBHO CIIyYaifHo
Cpea TeX, KTO MCHOJB3yeT CBOE OOOpYHOBAaHHE UL BBIYACICHHH, PE3yNbTAaThl KOTOPHIX
ABJLIIOTCS MEXAaHH3MOM DETYJIHMPOBAaHHMS M IIOATBEPXKICHHS IPABOMOYHOCTH ONEpaldi B
cucreMe «buTKoiH».

Kak BuiHO U3 OnHCaHNs, NaHHELH IPOTOTUII MMEET CIEAYIONINE HEJOCTATKH:

- (opmupoBanue (IIPOM3BOACTBO, MaifHMHI) mupposoro aktmBa (IJA) HONHOCTHIO
OECKOHTPOJIBHBI,

- mporecc npou3BozcTsa L{A u ero o6opora Henpo3padeH U HEKOHTPOIUPYEM;

- CHCTEMa He3aMKHYTa OT HeJJOOPOCOBECTHBIX YIaCTHHKOB;

- TPOBOAMMBIE CHCJIKM HEOOpaTHMBI, HET MEXaHH3Ma OTMEHbI MHOATBEPKAESHHOM

omepaiMi (BKIIOYas CilydaH, Korga IUiaTéx ObUl OTOpaBIeH HA OMHOGOYHBIA WM

;
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HECYIIECTBYIOIIAI aJapec, MM KOIja TpaH3aKius ObLla JIOANMMCAHA 3aKPHITBIM KIIIOUOM,
KOTOPBIH CTaJl H3BECTEH APYTHM JIHIIaM).

3anaun ¥300pETEHNS PEIIEHBl M HEJOCTATKA MPOTOTUIIOB YCTPAHEHEI B PEATH30BAHHOM
COTJIaCHO HAacTosAlEMY H300pETEHMIO CrHocobe ympaBiieHHs HU(PPOBLIMM aKTHBAMH B
KOMIIBIOTEPHON CHCTEME, COCTOAINEH M3, IO MEHbIIEH Mepe OJHOTO OTIPABHUTEINSA TPAaH3aKIHIA,
IO MEHBIIIE MEPE OJTHOTO TIOJyYaTelis TPAH3AKIHMH, y KaXKI0I0 UX KOTOPBIX HMEETCS XPaHUITHIIE
HUQPOBBIX AKTHBOB, 1O MEHBIIE Mepe OJHOTO ONEpaTopa XPaHHIHII LH(POBBIX AKTHBOB,
OTJIMYAIOIIMHCSA TeM, YTO BCE YyYaCTHHKH CHCTEMBI OOJIafaloT cepTH(HKATaMH JJIeKTPOHHOM
TIOANMCH, TEHEPHPYIOT 3alpOChl HAa MPOBEJCHHE TpaH3AKUHH, KOTOphle 3amM(poBaHbl H
HOANMCAHBI 3JICKTPOHHOW TOMNMCBIO, a IS JOCTYNa K XPaHWIMINY H OCYIIECTBICHHS
TPaH3aKUHH OTHPABUTENsS HCHONB3YIOT CEKPETHBIH KIIOY, a JUIL JOCTYNa K XPAHHIMILY M
OCYIICCTBJCHHUS TpaH3aKUUM MOJy4Yareas — OTKPBITBIA KIIOY M IpeayCMaTpUBAIOLIMA
CJICAYIOLIHE [IIary:

1) ormpaBuTens TpaH3aknmM (GOPMHpYET 3alpoc Ha INIPOBEJEHHE TPAH3AKIHH,
comepxamuii B 3amM(ppPOBAHHOM BHIE CEKPETHBIM KIIOY TPAH3aKIMM, KOTOPHIH MOXET
paciugpoBaTh TONLKO OMEPATOP XPAHHIHII IH(POBBIX aKTMBOB, NONHCHIBAET 3TOT 3alpoc
CBOEH 3IEKTPOHHOM MOINMKCHIO ¥ OTIIPABIAET €r0 ONEPATOPY XPaHUIMII (P POBBIX AKTHBOB;

2) omneparop XpaHHAIL ' HMQPOBEIX aKTHBOB [PH HEOOXOOWMOCTH IpOBEPSET
IIPaBHIBHOCTh  3JIEKTPOHHOM rié;.mncn 3alpoca  OTHPABHTEN TpPaH3aKUMH W IIpH
TIOJIOKHTEIBHOM PE3yIIbTaTe IPOBEPKH SNEKTPOHHOM MOIHCH TIEPEXOJUT K mary 3;

3) omeparop XpaHWIMII NE(POBHIX AKTHBOB PACIIM(POBEIBAET 3aIpOC OTIPABHTEINS
TPaH3aKLHH U TIOTy4aeT CeKPETHBIN KIII0Y XPAHWITAIIA TH(POBEIX aKTHBOB OTIIPABHTEIS,

4) omeparop XpaHWIHII HH(GPOBBIX aKTHBOB pacliM(pOBHIBAET (MPH HEOGXOXUMOCTH)
OTKPBITBIA KIIIOY NTOJIydaTeist TPaH3aKIHUH;

5) omeparop XpaHWTMII IH(POBBIX aKTHBOB IPOBEPSET MPaBUIBLHOCTH 3IEKTPOHHOM
TOJNHCH TIOJ OTKPBITHIM KJIFOYOM NOJIy4aTelNs TPaH3aKIHUH H IIPH MOJOXKUTENLHOM Pe3yJIbTaTe
TIPOBEPKH IEKTPOHHOM MOANUCH NIEPEXOMMT K IMary 6;

6) omeparop XpaHWTHI HH(POBBIX aKTHBOB HOPMHUPYET 3alPallHBAEMYIO TPAH3AKIHIO
Ha CCKPETHOM KIIIOYe XPaHWIAIIA NHPPOBEIX aKTHBOB OTIPABHTENs M  OTIPABISET
C)OPMHPOBAHHYIO TPAaH3AKIMIO IOJYYaTeIO, [PH JTOM TPAH3aKIMA (DUKCHPYETCS B CETH
COOTBETCTBYIOIIETO €ff IU(PPOBOTro aKTHBA;

7) omeparop XpaHWIHMII . MH(POBBIX aKTHBOB OTHpPABIAET OTIPABHATENIO W/HIH
HOJTy4aTell0 TPAH3aKIMH MOJIIMCAHHOE JJEKTPOHHON TONIMMCHIO MOATBEPIKIECHHUE MIPOBEACHHS

TpaH3aKIHH.




TexHuveckuil pesynsTar, Ha peNIEHHE KOTOPOTO HAIPABIEHO aHHOE H300peTeHHe
3aKJIIOYaeTCA B CO3JJaHMM HAJICKHOHN CHCTEMBI YIIPABICHHS [HDPOBBIMHE aKTHBAMH, KOTOPas GBI
II03BOJIMJIa COBEPIICHCTBOBATE CYIIECTBYIOUIME CHCTEMBI YIIPaBIeHHS IIMQPOBLIMH aKTHBAMH 32
CYET TOTO, YTO IPOIIECC MIPOM3BOACTBA, 060poTa LIA CTaHOBUTCS MPO3paveH U KOHTPOIHPYEM, a
cucrema oOMeHa LA Opina GBI 3aMKHYTa W KOTOpas IIPeoosieBana Obl HENOCTATKH M3BECTHBIX
pelIeHui, B IepByIo ouepensb Bitcoin u Etherium.

OTH 3aja4u JOCTHTAlOTCA TEM, YTO MpH Bblfade ceprudukara KIHEHTy Oyner
IPOBOJUTECS €ro o0s3aTenbHas ayTEHTHQHUKALHMS, OHEpalid C XPAaHWIHIIEM LH(POBHIX
aKTHBOB ~ DCTHCTPHPYIOTCS H  YIpPAaBIAIOTCA IYTEM YOPABICHHS COOTBETCTBYIOIIHMH
cepruuKaTaMu 3NEKTPOHHOM IOMIKCH, KPOME TOTO, BO3MOXKHA JIETHTHMHAS OTMEHA
TpaH3aKuui Oe3 yuacTus 6aHKa H HEOOXO0JUMOCTH OGpAIIEHHS K HEMY.

Hacrosimee wu3o0perenme Gymer packpeITo B HHXKECHEAYIOMEM  ONMCAHUH
KOMIBIOTEPHOH CHCTEMBI, NpPEJHA3HAYECHHOH IUIS ynpasieHHs UH(PPOBBIMH AKTHBAMH CO
cchuTKaMu Ha @ur.1, cocrosmedt U3, Mo MeHbLIeH Mepe OZHOTO OTIPABUTENA TPAH3aKLHH, 110
MCHBILIE MEPE ONHOIO MONIyYaTeNs TPaH3aKIMM, Y KaXHIOro MX KOTOPHIX HMEETCS XPaHMIIHINE
IM(POBBIX aKTHBOB, 10 MEHBILE MEPe OJHOTO ONEPAaTOPa XPAaHHIIHIN IU(POBBIX aKTHBOB, MPU
9TOM BCE y4aCTHHKM CHCTEMBI 00JIaJaloT CepTHHUKATAMH JIEKTPOHHOMN MO/HCH, TeHEPUPYIOT
3arpochl Ha NPOBENICHHE TPAH3aKUMHA, KOTOpHIE 3alM(POBAHBI M TOIIKCAHBI 3JIEKTPOHHON
IOMNHKCEIO, TPH 3TOM WETBIO ABIAETCS MNEPEMEINCHHE NUPPOBOTO aKTHBA M3 XPaHHIHINA
1 (POBBIX AKTHBOB OTIPABHTENIS B XPAHHIIHIIE HHUMPOBHIX aKTHBOB IIOJIyYaTeNs, a s Jocrymna
K XpaHHJIMIY ¥ OCYILECTBIICHUS TPAH3AKIIMA OTIPABUTEIIS UCTIONB3YIOT CEKPETHBIH KITIOY, a TS
AOCTYNa K XPaHWIMILY H OCYIIECTBICHWS TPAH3AKIMH TONYYaTeNnsi — OTKPBHITBIH KIKOY H
IpenyCMaTpUBAIOIMH CTaaHH, OAPOOHO ONHMCAHHBIC HIKE.

Beenem crenyromme kparkne 06o3HaueHws (MOA cepTHOHKATOM nojxpa3yMeBaeTcs
CepPTH(HUKAT 3JIEKTPOHHOM MOMNKCH, IOJYy4aeMbIif ITOAMMCAHHEM 9JIEKTPOHHOH MOJMUCHIO
YAOCTOBEPSIOIIETO LEHTPA OTKPHITOrO (IyOJNMYHOro) KIIFOYa y4acTHUKA (KJIHEHTA) CHCTEMBI —

OTIIPABUTEJICH U IONy4daTeNel TpaH3aKIHiA):

iccn_head_ca_cert Cepruduxar I'onoHOro ¥ nocrosepsromero nentpa (VII)

ccw_op_head_ca_cert Cepruduxar I'onosroro V1] oneparopa xparumm LA

ccw_op_hsm_private_key Cekperusiii kmoa HSM oneparopa Xxpanuwmin LA

ccw_op_hsm_cert Ceprudnxar HSM oneparopa xpanumum 1A

iccn_op_head_ca_cert Cepruduxar I'onosroro V1 oneparopa xpasmmumg LIA




iccn_op_end_user_ca_cer Ceprudukar V1| Yipasnenus Kinenramu oneparopa XpaHHITHIL
t oA

iccn_op_ccew_ca_cert Ceptudukar VI xpanummm [TA

end_user_iccn_cert Ceprudukar kimeHra

end_user_iccn_perms Pa3zpemienns kiueHTa

end_user_ccw_cert Cepruduxar xpanunumia L{A xirenTa

end_user_ccw_perms Paspemenus xpaaunuima [{A xiuenrta

ccw_private_key Cexpernpiii kmou xpanunuma [[A kiuenTa, Xxpaasmuiics B HSM
ccw_public_key OTkpeITHIH KiTFOY XpaHuuina [1A kiuenTa

ccw_private_key_token 3anpoc cexpeTHOro kimoya xpaauauma I[A knuenra

ccw_public_key_token 3anpoc OTKpBITOro Kiroda xpanmwmina LA kiuenTa

B mpencrapnenHOM cxeme ayTeHTH(HUKALMS ¥ aBTOPU3ALMS KOHEUHBIX MOJIb30BATENIECH
Gasupyercs Ha cepTH(HKATaX U PasPELICHUX, KOTOPBIE COOTBETCTBYIONIHH Y1 BKIIOUYHT B HHX.
JanHas Mozens SBIAETCA CTATHMECKOM B TOM CMBICIE, YTO HE IO3BONAET AHHAMHYECKH
YIPaBJIATE Pa3speIlCHHSIMH KOHEUHBIX MOJIL30BaTeNeH M MOITOMY Ha NMPAKTHKE MOXKET OBITH HE
JIOCTAaTO4YHOM M TOrAa He06xonnMd peanu3oBaTh Gosee ruOKye MOJEIH YIIPaBJICHHUS.

B mponecce omucanus cxemsl paGoThl ynpasienus uudpossmM aktaBoM (YI[A) GyayT
PacCMOTPEHB! Pa3IMYHBIE OAXOABI K TOMY (aKTy, H3BECTEH JIH KOHEYHOMY I10JIb30BATEIIO €r0
pealbHBIN aapec B cpene (CeTH) und)pOBoro aKTHBA.

IlepBeiii 3aKmOYaeTCs B TOM, 9YTO HECMOTPS Ha TO, YTO OTHPABHTENb HE MOXKET
BOCIIOJIb30BAThCSl  CAMOCTOSITENIFHO CEKPETHBIX KIIOYoM xpasuwimina LIA, peansHbli ampec
xpauuianma I{A KxoHedHOMY MNONB30BaTeNIO HM3BECTEH (ITO O3HAYAET, YTO €My H3BECTEH
OTKPBITHIH KiIr04 Xxpanunuma 11A).

Bropoii noaxon, 3aKkiio4yaeTcss B TOM, YTO KOHEYHOMY HOJB30BATENI0 HE H3BECTEH H
OTKPBITEIN K04 XpaHUuina 1{A, To ecTh OH He 3HaeT W ajpeca XpaHwinma I[A, KOTOPBIM OH
ynpasiser. BeiGop Toro uim HHOro noixosia OnpeeseTcs HCKIOIUTENBHO XapaKTePUCTAKAME
ACATENILHOCTH, KOTOPYIO Xo4eT opranusoBarh Llentp ympasnenus (IIVII) IIA. Ognaxo
OYEBHIHO, YTO 3HAHHE IIOJIB30BATENEM €0 PEANbHOTO afpeca OKa3hIBAeT NpAMOE BIHMSHHE Ha
XapaKTePHCTUKH aHOHUMHOCTH B cpenie YI[A.

O6was cxema VIIA mnpusenena Ha @wur. 1. PaccMOTPHM OCHOBHBIE 3TaIlBI
HHHAIHATH3anud 1 pabotel YIA.

Oman 1. Hnuyuanusayus I'VI] VIIA.




Nunmmanuzauus ronosroro YII VIIA.

lonosHo#t VII MoxeT OBITH CBS3aH C OpraHaMM TrOCYAapCTBEHHOTO pEryJIHPOBAHHS,
160 APYTHM OPraHOM, PETYJIHPYIOIHM JesSTeIbHOCTD OIIEPATOPOB H(POBEIX aKTHBOB.

Oman 2. Huuyuanusayus Onepamop xpanunuwy L[A.

WHunuanu3anys oneparopa XpaHunumia [[A HaumHaeTcs ¢ MOJNYyYEHHs €r0 IOJOBHBEIM
VI ceprudpuxara (ccw_op_head_ca_cert) y I'VI[ LIYII LA (war 2.1). Illar 2.1 sBasercs
perucrpanyeii Hoporo xpanmwmia 1{A B cucreme.

Oneparop xparuuin A, cOCTONT M3 OBYX OCHOBHEIX 3JIEMEHTOB: rojosHoro Y1I u
HSM. Jlns 3aBepmenns MHHNManu3auuy xpanuwmia [JA HSM reHepupyeT CeKpeTHBIH K04
(ccw_op_hsm_private_key) u momydaer cepruduxar (ccw_op_hsm_cert) OTKpeITOro Kmouda y
csoero I'VIl (mar 2.2). Takxe cepTUdUKAaT OTKPHITOrO KIOYa IIOMEINAeTCS B KaTalor
xpaauiang LA (mar 2.3).

Oman 3. Hnuyuanuzayus L[VII IJA.

Wuunmanmuzamus I{YTI 1A, kak u oneparopa xpanmmia 1A, HaduHaeTCs ¢ MOMyYeHHS
ero rojosHeM Y11 cepruduxara (dapc_op_head_ca_cert) y I'VI[ IIVII LA (mar 3.1). Illar 3.1
sBiisteTcs perucrpanueii Hosoro I{YIT IIA B cucreme.

Oneparop xpanumuma LIA, COCTOUT U3 YeThIpeX OCHOBHBIX 3JIEMEHTOB: TrOJIOBHOTO Y1,
VI VK, VI xpanuiammua I{A u BL[ AB xpanmmma [{A. [{ns 3aBepineHus nHUNHaIA3anay Y1
YK w VI xpamwmuma I[A 3anpammBaror  cepTHdHKAaThI  OTKPBITHIX  KIHOHUeH
(dapc_op_end_user_ca_cert u dapc_op_ccw_ca_cert), HeOGXOMMMBIX ISl MX AKTHBALHH (IIAr
3.2 u mar 3.3 COOTBETCTBEHHO).

llocne akruBanmu Beex Y1 unuumamusupyercs BJ| oneparopos BoccraHoBieHus. s
3TOTO Oneparop (Oneparopsl) BOCCTAHOBICHHS T€HEPUPYIOT CEKPETHBIE KIIOYH H 3alpallHBaiOT
CepTH(HUKATEI OTKPHITHIX KIIOUel y cBoero rojossoro Y1 (mar 3.4).

Oman 4. Pecucmpayus omnpasumens mpanzaxyuu 6 L{VII I]A.

OTanm perucTpanmuM, KaKk H OCTalbHBIX CJydYasX, NPEICTaBiIseT coboM 3ampoc H
nony4eHue ceprudukara (end_user_dapc_cert) y LIVII IJA. O6pa6oTKy 3THX 3alpOCOB B
pamkax IIVII ITA Bemer VII VK. TakuMm o6pa3oM, KIHEHT NOJNydYaeT CEPTH(GHKAT OTKPHITOTO
KIoYa ¢ BKIIOYCHHBIMH B Hero paspemeHussmu (end_user_dapc_perms), KOTOpHIH B
NabHEHIIeM OH GyET HCTIONIb30BATh Ul ayTeHTHUKALMK IPH oGpaimenuH K cepsrucaM YI[A.

Kakue naHHble KIMEHT JOMKEH NPEXbABHTH i MONyYeHHs CepTH(HKATa, a TaKKe
KaKpe JaHHbIC OyZAyT BHECEHBI B €T0 CEPTH(HUKAT 3aBHCHT OT NOJMTHKH COOTBETCTBYIOLIETO
LIVIT HA. KpoMme 3TOro, BaXXHBEIM MOMEHTOM, KOTOpBIH noipkeH onpeaenuth I[YII 1A, sto
IapaMeTphl IOCTyNa K Katajiory cepTudHukaToB. Byaer i oH nyGIMYHbIM, JOCTYIHBIM TOJIHKO

a}’TeHTI/I(bI/II_II/IPOBaHHBIM KJIMCHTaM HJIH 3aKPBIT - TAKXKE OIIpEACIsAeTCS TCKYIIICﬁ HOJIUTHKOM.




Oman 5. Ilonyyenue cepmugpuxama xpanunuwga IJA.

K HacrosmeMy MOMEHTYy KIHEHT, 3apeructpupoBaBumck B LIYII IIA u mnonyums
COOTBETCTBYIOIIHH cepTH(HKAT, HMEET BO3MOXXHOCTh 0Opamarscs K ceppucaM YIA.

[Tockonbky B pamxax VYIIA xmueHt paGoraer ¢ xpammwmma I[A nocpeacTBoM
xpanunuuia 1A u He Bianeer cexkpeTHbIM KimodoM xpaHwmmma LA, To mis uaeHTHQHKANMH
xpaHuuma LA npeasaraeTca HCIoIb30BaTh CIENHANBHEIN cepTHOHKAT, K KOTOPOMY OIIEpaTop
xpanmuma IIA wu Oyner mpuBsspiBaTh peansHble XpaHuiaMima L[A u Ha KotopoMm Gyzer
NPOU3BOAUTECS K poBanue U DI mHGopMaImy, cBA3aHHOM ¢ 3TuM xpanmmmimeM LA, Kpome
TOr'0, HCIIOJIb30BaHKE /Ul Kaxaoro xpanunuma LA otaensHoro ceprudukara mossonut L[YII
L[A npoBOAHTE B CiTydac HEOOXOAMMOCTH LiENEeBYIO GIOKHPOBKY XpaHuiHina LIA mpocTto myTem
OT3bIBa COOTBETCTBYIOIIETO CepTU(HUKATA.

Takum obpasom, Ha 3TOM 3Tane KaueHT obpamaercs k Y1 xpanwmumma LA, npoxomur
ayTCHTHQMKANMIO M 3ampaluMBaeT ceprudukar xpanmmmma IIA (end_user_ccw_cert).
AyTreHTH(HUKAIUS MOXET OBITH NpPOBEAeHa MO NpoTokody TLS ¢ HMCIONB30BaHHEM MITATHOM
BO3MOXKHOCTH KJIHEHTCKOH ayTeHTHdHKamun. IIpa obpaimiennn 3a cepTUUKATOM XpaHHIAIIA
IIA KIMeHT MOKeT ykasaTh paspemeHus (end_user_ccw_perms), KOTOpBIE OH XOTed OB
noixy4urs. Hanpumep, Tunm 1mudpoBoro axtuBa, MaKCUMaIbHBIH 0GbEM XpaHHIIHIIA,
BO3MOXHOCTB O6palIenye K BHemENM nuto3aMm VI[A u ap. KoHkpeTHBIt nepeyens pazpelneHnii
ceprudukara u TpeOGOBaHUS K €0 MOJYYEHHIO onpeaenaoTes nomuTuxoit L{VII LIA.

Iocne ycnemnoro nomydenus cepriudukara xpanumma [[A KIHeHT MoxeT obpamarbcest
C 3aIIpocaMU K omieparopy Xpauunuma [{A.

Oman 6. Ilodxniouenue peanvrozo xpanunuwa LA x cepmuguxamy Kiuesma.

Ha sToM srane kimeHT 0o6pamaercs K COOTBETCTBYIOMEMY ONepaTopy XpaHwmdma [[A
AUIs CO3MaHus A7 Hero xpanwiuma [{A. 3anpoc noanuceIBaeTes Ha cepTUHKATE, TOTYICHHOM
or IIVII HA na stanme 6. Takum oGpasom, omeparop xpaHmmuma L[A mMeeT BO3MOXHOCTB
IIPOBEPHUTH MIOJTHOMOYHS KIMEHTA s co31anus Xpanuiauma [{A.

Hocne nposepkn BanuaHOCTH 3ampoca HSM oneparopa cos3maer (MM HCHOJB3YET yxe
CO3/IaHHYIO0) KJIIOYEBYIO mapy XpaHHITHINA IIA (ccw_private_key m ccw_public_key). U3
OTKPBITOro Kioya (opMupyercs 3alpoc OTKpHITOro Kmoda (ccw_public_key token), a u3
CEKPETHOTO KJII0Ya 3alpoC CEKPETHOro Kimroda (ccw_private_key_token).

3anpoc ccw_private_key_token monydaercs TmyTeM [IHQPOBAaHHS W  IOMIKCH
ccw_private_key Ha ceprudukate oneparopa xpanwamma LIA ccw_op_hsm_cert, MIOJy4YECHHOM
Ha dTane 2 (mar 2.2). B cocraB 3ampoca TakKe BXOAMT MACHTHDUKATOp cepTHdUKATA
KoHEYHOro noyb3oBarens end_user_ccw_cert_id. BxmoueHne uneHTHdHKaTOpa HEOOXOXHMO,

4roObl omeparop XxpaHmwiHma IJA Mor mpH OOpalleHHH TIPOBEPUTH COOTBETCTBHE
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uieHTH(HKaTOpa cepTHdHKAaTa KOHEYHOro IONB30BaTeNs, KOTOPHIEI K HeMy o6paTwics ©
uaeHTudukaropa ceprudukaTa U3 3ampoca.

3anpoc ccw_public_key_token Takke MOXeT OBITH HOJMy4eH IyTeM MH(MPOBAHHUA W
NoqmucH Ha ceprudukare omeparopa xpaHwmma I[A ccw_op_hsm_cert, ecim ecth
HEOOXOIUMOCTh B CKDBITHH OT KJIMEHTa PEaIbHOTO ajpeca xpaHuiuma LIA. B mporuBHOM
crydae JOCTaTOYHO TOJIBKO moamucu. B cocraB ccw_public_key_token taxxke BXOZHT
uneHTuduKarop cepruduxara end_user_ccw_cert_id.

locne oaroro o6a 3ampoca (ccw_private key token u ccw_public_key_token)
HaMpaBJIAIOTC KJIMEHTY B OTBET Ha €ro 3aIpoc.

Taxum obpasoM mocne 3Toro mara KIHEHT BaneeT Beell HeoGxoauMol HH(opMalueit
JUTSL OCYLIECTBJIEHHS TpaH3akimii B YIIA.

Oman 7. IIpoeedenue mpanzaxyuu ons xpanunuwa IJA.

Teneps s npoBeneHus TpaH3aKIHH KIHEHTY HEOOXOXMMO COPMHPOBATH MAapaMeTphI
TPaH3aKUMH U NIOAIKCATH 3ampoc cepTudukaroM end_user_ccw_cert, OJTy4eHHBIM Ha JTare 5.

Mg GopMHUpoBaHMS ~ TpaH3aKIWM  KOHEYHBI  IIOJB30BATENb  JO/DKEH 110
COOTBCTCTBYIOLIMM KaHaJl MOJIYYUTh LICIEBBIE afpeca B BHIE 3anpocoB ccw_public_key_token.
Homyynts OH MX MOXET KaK B pe3yNbTaTe HENOCPEICTBEHHO B3aUMONEHCTBHS C APYTHMH
TNONL30BATEIAMH (HalpUMeEp, 110 3IeKTpoHHOH modre) uin LIYIT IJA MOXeT mpeaycMOTpeTh
Kako# o060 o0ImenoCcTymHbIH Ka%ra.nor AUl pasMEIcHUA TakoH HHGopMaluu (Hanpumep,
HETIOCPEICTBEHHO B CBOMCTBaX cepTH(ukaros B kaTanore Y1 xpaumnnma [{A) (mar 7.1).

Homnyuus 3anpoc, oneparop xpasmmiima L{A nposoaurt cieayromue geficTeus (mar 7.2):

1. ITpoBepser BannnnddTL [IOJIIMCH 3ampoca.

2. Pacundpossiaer (ecnmm  HeoOGxomumo) cecw_public key token ormpaBuTens
TPaH3aKIHH. |

3. IIpoBepsieT moanuck ccw_public_key_token oTnpaBuTeNs TpaH3aKIHH.

4, Pacmungpossisaet ccw_private_key_token oTnpasmTens TpaH3aKIMH H IIOIyHaeT

CEKpETHBIN Kilro4 Xpanunuma [{A ccw_private_key.

5. IIpoBepsier noamuce ccw_private_key token oTIpaBHTENs TpaH3aKIUH.

6. Pacmdposbiaer (ecnu  HeoGxoaumo) ccw_public key token momyuarteneit
TPaH3aKIMH.

7. IIpoBepsier noamuck ccw_public_key token momyuateneit Tpan3akuuu.

8. llposepsier  BamuanocTh  ceprudmkaroB end_user_ccw_cert momydatenei
TPaH3aKIIMH.

9. IlpoBepser BamumHocTs  ceprudmkaroB end_user_dapc_cert monyuatenei
TpaH3aKIHH.




10.  ®opmEpyer M NOANKCHIBACT 3aNpPAIIMBAEMYI0 TPAH3AKIHIO HA  KIIOYE
ccw_private_key oThpaBHTelNs TpaH3aKIMK.

11.  OtnpasnseT TpaH3aKIHMIO C CETh COOTBETCTBYIOMIETO IUPPOBOTO aKTHBA.

12. Ornpasiser  KOHEYHOMY — MONB30BATENI0  MOANMCAHHOE  MHOATBEPHICHHE
IIPOBENICHUS TPaH3aKIIKH.

Takum o6Gpa3oM mNpencTaBleHHAs CXeMa TapaHTHPYET, YTO KOHEYHBIE MOJIb30BaTeNH
YA HMEIOT BO3MOXHOCTh MHepeNaBaTh TPAH3AKLMH TONBKO APYTHM 3apErMCTPHPOBAHHBIM
nosis3oBaressiM Y1IA.

IMocne npuBenenust ommcanus pa6otel YI[A Gonee MOHATHBIM CTAHOBHTCA
IPEAJIOKCHHOE TEXHMYECKOE DEIeHHe IO AEeNEeHHUIO «noNHo(pyHKuHoHansHOoro» L[VII I[A Ha
JBa HE3aBUCHMBIX KoMIIOHeHTa: cobcTBeHHO L{YII 1A u oneparopa xpanunuma I{A. B o6nactu
orneparopa xpamwmma I[IA cobpanel KOMIOHEHTHI, paGoTaloMe HENOCPEICTBEHHO C
TPaH3aKIMAMHM KOHCYHBIX MOJb30BaTeledl M cpeqaMH  (ceTsMH) IM(APOBEIX aKTHBOB.
Opranusauus, 3anHTEpECOBAaHHAsA B CO3NAHWM VIS Kakux-nu6o meneit LIYIT LA Moxer u He
MMETh TaKHMX CrHelupUYeCKHX KommeTeHImmi. 3amada «mainoro» IIVIT IIA s10 ympaBneHue
ITOKIIIOYCHUEM KOHEYHBIX Tojb3oBarene Kk YIIA. Kpome Toro, BBeleHHE IONOTHHUTEIHLHOTO
HE3aBHCHMOTO Oneparopa 0e3yCcIoBHO MOBHIMIAET U YPOBEHD JOBEPHS KOHEUHBIX MOJb30BaTEIeH
K CUCTEME B LIETIOM.

Crenaem enle oHO 3aMeyaHHe B OTHOLIEHHH omeparopa xpanmmima 1[A. Kak moxHO
3aMETHTh U3 IPUBEIEHHOTO OMHCAHMS, oneparop xpanuumma [{A He XpaHUT pe3yIbTaTOB CBOMX
omepauuid. Pe3ynbTaTel BceM NPOBEIEHHBIX WM ONEpalMii OTIPABISIOTCH WIH KOHEYHBIM
TIOJIb30BATENIAM HIH B CeTh NA(DPOBOro akTHBA. DTO OYECHB BEHI'OJHOE CBOHCTBO C TOYKH 3PECHUSA
npoctotsl peanusanuu HSM u onmepartopa B nenom. OnHako, KOHEUHBIE BO3MOXXHOCTH TaKoi
peanu3aiuy MOTyT HE YIOBJICTBOPUTSH 3alpocsl opranu3aropa LIVII IIA.

B crnepyrommx pasnenax - paccMaTpHBAaOTCS JIOTIONHHTENBHBIE KOMIOHEHTHl YIIA,
KOTOpPBIC NO3BOJISIOT THHAMMYECKH YIPaBJIATh pa3spelIcHUIMH KOHEYHBIX I10JIb30BaTEEH.

JlononanrenbHble KOMIOHEHTHI YA,

Ilpn omucanuu 6a30BbIX MNPUHUMNOB (YHKIHOHHpoBaHHS YIIA, H3NOXEHHBIX B
OpeapInymeM pasiene, ObUIH UL YIPOIUEHHS OIYIIEHHl HECKOJIBKO BAXKHBIX KOMIIOHGHTOB.
JTHMH KOMIIOHEHTaMH SIBISIOTCA Karanor xpammmuma L[A, a Taxxke OIepaTopsl ayAuTa |
YIPaBJICHHs, ONIMCAHHBIEC Ha CXeMe ImaramMu 8 u 9.

Kak yxe oTmeyarnoch, «cTaTHueckas» MozeNb YNpaBICHHS Pa3pelICHUSMH B KOTOpOii
paspeIleHHst KOHEYHBIX II0JIb30BATENICH XPAHATCSA B CepTHHHKATE H COOTBETCTBEHHO MOTYT OBITH
H3MEHCHBI TOJIBKO IIEPEBBITYCKOM COOTBETCTBYIOIIETO CEPTH(HKATA HE BCETAa MOXKET

ymosnetBoputh 3anpocsl L[VII IJA. Takum o6Gpasom mis XpaHEHHS KaTauora KOHEYHBIX
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I0JIb30BATENEH, CBA3AHHBIX ¢ HEMH XpaHumm LIA u COOTBETCTBYIOIIMX Pa3peIIeHHH BBOIUTCS
KOMIOHEHT KaTanor xpaHunuma. Co croporsl I[YIT IJA TekymuMu paspemieHHSIMH,
XpaHAIIUMHUCS B KaTajlore, yIpaBiseT ONepaTop yIpaBieHus xpanumama [[A.

B cBA3M ¢ BBEICHMEM HOBBIX KOMIIOHEHT 3Tall 6 MOXET ObITh JONOJHEH miaroM 9 Ha
KOTOPOM OyIyT NPOBEPEHBl TEKYIIHE Pa3pelleHHs] KOHEYHOTO MOJB30BaTeNs HAa NPOBEACHHE
3aNpOLIECHHON TPaH3aKIHH.

ITomumo  ympapnenus paspemenusmu, [[VII [IA 6e3yclnoBHO MOXeT ObITh
3aHHTEPECOBAH B TCKYIIEM ayAUTe TPAH3aKLKK KOHEYHBIX Monb3oBateneii. Jns atoro oneparop
aynuta XpaHuiuMia I[A Moxer Takxe oGpaTuThCs B Kartajaor xpanwimma L[A u, momyums
COOTBETCTBYIOLIYIO HH(OPMAIIHIO, IPOBOIUTH AyJUT LENEBOH ceTH MU(POBOro aKTHBA.

LIVII LA MoxeT GBITh 3aMHTEPECOBaH B TOM, YTOObI IIPH HEOGXOIMMOCTH IIPOBOIUTH
omepanuy ¢ XpaHunuina [[A KOHEYHBIX NOJB30BaTeNel. DTO MOXeT OBITH NpPEXJIe BCErO
CBS3aHO C HEOOXOIHUMOCTBIO obecriedernus BO3MOXXHOCTH BO3BPAILICHUE CPEACTB TPAH3AKI[HH,
MPU3HAHHOM 1O KakMM-TM0O TIpHYMHAM HEJACHCTBHTENbHOH. Jlas 3Toro omeparop
aIMHHUCTPUPOBaHHS XpaHuIAa [{A 10KeH HMETh JOCTYI K CEKPETHBIM K/II0YaM XpaHHIAIA
[IA. HauGonee oueBniHas cxema pealu3alMy JaHHOTO TPeGOBAHHS JTO LOMOJHEHHE 3Tama 6
LIaroM CO3JaHMs 3alpoca CEKPETHOro KI04Ya, 3amm(poBaHHOro Ha cepTUdHKaTe omeparopa
aIMUHUCTPHPOBaHMs XpaHunuma I[A, noxyyesHoM Ha mare 3. JTOT 3ampoc MOXKeT OBITh, B
3aBHCMMOCTH OT TPeOOBAaHH OIEpaTOpa, COXpaHeH B KaTalor XpaHwiuma [[A uim HanpsMy:o
nepenad LIYII ITA nns xpaHeHHs 1 HCIIOIB30BaHHUS.

Takum o6pa3oMm, HONMOJHEHHas KOMIOHEHTAMH Karajaora xpanwmima I[A u
ONepartopamMH  ayqMTa W  aJAMUHHCTpHpoBaHHs, YI[A mnpuoOpeTaeT BO3MOXXHOCTH
AHHAMUYECKOrO yNpaBICHUS paspelieHHsMM npu pabore ¢ xpanwmma I1[A, aymuta
TNOB30BATENBCKUX TPAH3aKIAN B BOSMOXHOCTHIO BO3BPALIATH TOJHOCTBIO HMITH YACTHYHO YK
[IPOBEICHHEIE TPaH3aKI[HH.

' [To cpaBHEHHIO ¢ M3BECTHBIMH CIOCOGAMH, 3asBIISIEMBIH CIOCOG MO3BOJSET B IMOTHOM
MEpe Y4eCTh MHTEPEChl TIOCYNapcTBa U PETYJHPYIOMIMX OpPraHOB B HH(pPacTpyKType
obcnyxnBanus MGPOBEIX akTHBOB. IIpy BELIade cepTHOHKATA KIHEHTY OyIer npoBOIMTHCS
ero obs3aTenbHas ayTeHTHOHKALWs, ONEpalMH C XPaHHIHIIEM OAGPOBBIX aKTHBOB
PCTHCTPUPYIOTC M YNPABIAIOTCA HYTEM YINPABIEHHS COOTBETCTBYIOUIMMH CEPTH(HKATAMH,

KpOME€ TOI'0, BO3MOXHA JISTUTUMHAs OTMEHa Tpaﬂzaxunﬁ.
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POPMYJIA H30BPETEHUA

Cnoco6 ynpasneHus nuppoBBIMEM aKTHBAMH B KOMIIBIOTEDHOM CHCTEMeE, COCTOSIIEH H3, MO
MEHBIIEH MEpEe OAHOIO OTHPABHUTENS TPAaH3aKIMi, MO MEHbIIE Mepe OIHOTO IMOJTydaTelsd
TPaH3aKILHUH, y KaXI0ro uX KOTOPHIX HMEETCS XPaHWIHILE HH(PPOBBIX aKTHBOB, 110 MEHBIIIE MEPE
OJHOIO ONEPaTOpa XPaHWIHI HHUQPPOBBIX aKTHBOB, OTIMYAIOUIMHCSH TE€M, YTO BCE YYaCTHHKH
CHCTEMBI 00NafaloT cepTH(UKATAMH D3JIEKTPOHHON IOAIMCH, TEHEPHPYIOT 3ampochl Ha
IIPOBEJICHHUE TPAH3aKIMK, KOTOPBIE 3alU(POBAHbI U TOANKCAHBI JIEKTPOHHOM MOANHUCHIO, A IS
AOCTyNa K XPaHWIMINY M OCYLIECTBICHHS TPAH3aKIMH OTIPABHTENS HUCHOJIb3YIOT CEKPETHBIM
KJIFOY, a Ul JOCTYNa K XPaHW/IMINY M OCYIIECTBJICHHS TPaH3aKIHHU IOJy4areiss — OTKPHITHIM
KJIIOY M IIPelyCMaTPUBAIOIIKUI CIIEAYIOINUE [Iaru:

1) ormpasuTens TpaH3akuuMH (OpPMHpYET 3ampoc Ha TPOBEJACHHE TPAH3AKIIUH,
copepxalii B 3amM(POBAHHOM BHIE CEKPETHBIM KIIOY TPAH3aKIHMH, KOTOPBIA MOXET
paciuppoBaTh TOJIBKO ONEPATOP XPAHWIALI LA(GPOBBIX AKTHBOB, IOINMCHIBAET 3TOT 3aIIPOC
CBOEH 3JICKTPOHHOMH IOJIIUCHIO M OTIPABIISET €r0 ONEPATOPY XPaHMWIHUIL H(PPOBLIX AKTHBOB;

2) omeparop XpaHWHI HHGPOBBIX aKTHBOB MPH HEOOXOMMMOCTH IIPOBEPSET
HPaBUIBHOCTE  OJNIEKTPOHHOHW MOANMCH  3ampoca  OTOpPAaBUTENsl TPaH3akKUMM ¥ TpH
IIOJIOXKHTEIBHOM PE3YJIbTaTe IPOBEPKH JIEKTPOHHOH MOMIICH NEPEXOIUT K Iary 3;

3) omepaTop XpaHHIIHII ﬁﬁq)pOBbxx aKTHBOB pPacIIM(pPOBHIBAET 3alpPOC OTIPABHTENSA
TPaH3aKIUH U I0Jy4aeT CEKPETHBIH KIF0Y XPaHHIHIINA NU(GPOBLIX AKTHBOB OTIIPABUTEIIS;

4) omeparop XpaHWIMI UE(POBHIX aKTHBOB PacHIH(POBEIBAET (IIPH HEOGXOLMMOCTH)
OTKPBITHIH KIIIOY ITOJTydaTeIsl TPAH3aAKIHH;

5) omepaTtop XpaHHJIMIN HHU(POBBIX AKTHBOB MPOBEPSET IPABUILHOCTH 3IEKTPOHHOR
HOANMCH HOJ OTKPBITHIM KIIFOYOM IOJydaTeNs TPAaH3aKLHH U IIPH MOJIOKUTEIEHOM PE3YJIbTaTe
IPOBEPKH 3JIEKTPOHHOH NOAIKCH TIEPEXOIUT K LIAry 6;

6) omepaTop XpaHHJIUII Im(bpom,rx aKTHBOB (YOPMHPYET 3alpallliBACMYIO TPAH3aAKIHUIO
Ha CCEKPETHOM KIIOYe XpaHWIMINA LIMOPOBBIX AaKTHBOB OTHIPABHTENS M  OTIPABIISAET
COOPMHPOBaHHYIO TPaH3aKLHIO MOJIYYaTeNio, MPH 3TOM TPAH3aKIHs (HUKCHPYETCS B CETH
COOTBETCTBYIOHIETO €if UPPOBOro aKTHUBA;

7) oneparop xpaHuHmHMIl OHGPOBBIX aKTHBOB OTHPABIAET OTIPABHTENIO H/HIH
OJTYy4aTen0 TPAH3aKUHH HOAMMCAHHOE 3JIEKTPOHHOMN MOIMHKCHIO MOATBEPKIEHHE TIPOBEACHHUS

TPpaH3aKIHH.
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EBPA3ZHMHUCKOE IATEHTHOE BEIOMCTBO

OTYET O NATEHTHOM Homep eBpazsuiicko#t 3asBKku:
NMOUCKE 201800623
(cratba 15(3) EAMNK n npasuno 42
MNareHTHON NHCTPYKUMKM K EANMK)
Jlata nonaun: 19 nexaGps 2018 (19.12.2018) [/ara ucnpawmsaemoro npuopurera:
Haspauue uzo6perenns: CIIOCOB YITPABJIEHUA LHUOPOBBIMU AKTUBAMHU
3assurens:  AKIIMOHEPHOE OBIIECTBO "MH®OBOTY"
D HekoTopbie nyHKTBI hopmyJibl He moaexkaT noucky (cm. pasaea I rononHuTeALHOrO JHCTa)
D EanucTBo H3obpereHus He cobmoneno (cm. pasaest 11 10noJHHTEIBHOrO JIHCTA)
A. KTACCUDPHKALIMA TTPEIMETA U30OBPETEHUA:
MIIK: G06Q 20/40 (2012.01) CIIK: G06Q 20/40 (2013-01)
GO6F 21/33 (2013.01) GOG6F 21/33 (2015-01)
HO4L 9/14 (2006.01) HO4L 9/14 (2013-01)

Cornacno MexaynapoaHo# nareHtHol knaccudukaunu (MIK) nnv naumonanshoit knaccudmkaunu u MITK

b. OBJIACTD I[TOUCKA:

HO4L 9/00, 9/14, 9/28, 9/30, 9/32, 29/00, 29/02, 29/06

MunuMyM npocMoTpeHHON JokyMeHTaluK (chcTeMa knaccubukaimu u Maaekcs MIIK)

G06Q 20/00, 20/04, 20/06, 20/38, 20/40, 30/00, GO6F 1/00, 17/00, 21/00, 21/30, 21/31, 21/33, GO6K 21/00, H04K 1/00,

Jlpyras npoBepeHHas JOKYMEHTAlMs B TOW MEpe, B Kakoil OHa BK/IKOYEHAa B 061aCTh NIOMCKA:

B. JOKYMEHTbBI, CHUTAIOUUECS PEJJEBAHTHLIMU

Kareropus* CcChbUIkH Ha JIOKYMEHTBI C YKa3aHHUEM, T 3TO BO3MOXKHO, PEICBAHTHBIX YacTel OTHOCHTCS K 1yHKTY Ne
Y WO 2017/139112 A1 (VISA INTERNATIONAL SERVICE ASSOCIATION) 1
17.08.2017, a63auw1 [0046], [0047], [0050]-[0055], [0076], [0088],
[0100]-[0102], [0107], [0119]
Y US 8566247 B1 (ROBERT H. NAGEL et al) 22.10.2013, xonoHka 12, crpoku 3-5 1
Y WO 98/43152 A1 (CERTO, LLC) 01.10.1998, c. 5, cTpoka 15-c. 6, ctpoka 10 1
A US 2018/0034642 A1 (MAGIC LEAP, INC) 01.02.2018 1

Dl’lOCﬂCﬂleuLHe JAOKYMCHTBI YKa3atbl B MPOAOJLRKEHUH I"Pa(t]bl B

D JAHHBIC O NMATEHTAX-AHAN0rax yKa3aHbl B IpUJIOKCHUK

* Oco0ble KATErOPHH CChIIOYHBIX JOKYMEHTOB:

"A" IOKYMEHT, onpeae/siomui o6l YpOBEHb TEXHUKH

"E" Gonee paHHHI1 AOKYMEHT, HO OnyOIMKOBaHHbII Ha paTy
NoAa4M eBpazHNCKON 3aABKH UK NOCNE HEE

"Q" IOKYMEHT, OTHOCAUIMACA K YCTHOMY PACKPBLITHIO, SKCNOHU-
POBAHHKIO U T.A.

"P" NOKYMEHT, OnyGJIMKOBAHHBIN /10 AaThl NOAAYU €BPa3HACKOIM
3as1BKH, HO NOCNE JAThl MCNIPAUIMBACMOrO NPUOPHTETA

"D" NOKYMEHT, NpuBEACHHbII B €Bpa3HitCKOii 3aaBKE

"T" Gonee NO3AHUA TOKYMEHT, OMYOIMKOBAHHBIN NOC/E AATHI
MPUOPHUTETA U HDHBCDCHHBIﬁ AN NOHUMAaHHus H306DCT€HH}I

"X" JOKYMEHT, HMEIOIUHI Hanbonee 6IM3KOE OTHOIIEHHE K NPEAMETY
MOMCKA, NOpoYaLIMii HOBU3HY WM W300peTaTENbCKUN YPOBEHD,
B3AThli B OTACNBHOCTH

"Y" JOKYMEHT, UMeKIuuit Hanbonee 61M3K0E OTHOLWICHUE K NPEAMETY
MOKCKA, NOpoYalnii N300peTaTeNnbCKHii YPOBEHb B COYETAHHH C
JIPYTUMH JOKYMEHTAMM TOM 3Ke KaTeropuu

"&" IIOKYMEHT, ABJAIOIMIACA MATCHTOM-aHaJIOroM

"L" [OKYMEHT. NPUBEACHHDIA B APYIUX UEASX

Jlata nelCTBUTENBHOTO 3ABCPUICHWSA NMATCHTHOI'O IOMCKa!
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