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TIporeccopa crocod KOHTPOJIS U OTPAHUUCHHUS JIOCTY-
T1a K TIOJIKJTFOYEHHIO K JTAHHBIM SJIEKTPOHHBIM yCTPOH-
CTBOM, KOTOPOE COAEP>KUT CPEJICTBO ISl H30MpaTelhb-
HOTO pa3peIleHNs/IPEKPaIeHHs OIKIIOYESHHS K JJaH-
HBIM, IIPUYEM YKa3aHHBIH croco0 IpeaycMarpHBa-
eT cIeyIollue CTaauu: a) OOHapyXXeHHe HadalbHO-
TO ¥ KOHEYHOTO MOMEHTOB BPEMEHH Ka)KIOTO JIOCTY-
T1a K ITOJKIIIOYEHHIO K JaHHBIM B TEUEHHE Tpeorpe-
JISTICHHOTO TIPOMEXYTKa BpeMeHH; b) rmojcyer ¢ Ha-
pacTaroIM UTOTOM OOIIEeH MPOAOHKUTEIBHOCTH J10-
CTYTIOB K TOJKJIIOYCHHIO K JaHHBIM B TEYEHHE yKa-
3aHHOTO TPEIOMNPEIEICHHOTO MMPOMEXYTKa BPEMEHH
1 C) eclii o0mas NpOAODKUTEIBHOCTh JOCTYIIOB K
TIOAKITIOYEHUIO K JIAHHBIM JIOCTUTAeT 3Ha4YCHUs, PaB-
HOTO TIPEIBAPHUTEIHHO 3aJaHHOMY 3Ha4€HUIO MaKCH-
MaJIBHOH ITPOJOJDKUTENBHOCTH, /IO KOHIA YKa3aHHOTO
TIPEIOTIPEETICHHOTO TPOMEXYTKa BpEMEHH, cpadaThl-
BaHME BBILICYIOMSIHYTOTO CPEJICTBA Pa3pelIeH s/ Ipe-

KpamieHus Uil MPEKPaIlCHNs TOIKIIOYeHUS K JaH-
HBIM JI0 KOHIIa YKa3aHHOTO MPEAONPENEICHHOTO MPO-
MEXyTKa BpeMeHH. boiee Toro, crocod cornacHo Ha-
CTOSIIIEMY N300PETEHUIO MOXET ITO3BOJIATH IOYYaTh
moApoOHEIH OTYET U 00ECIICINBATE TPOBEPKY B Peallb-
HOM BPEMEHH - Yepe3 yAaIeHHbIH JOCTYII - TOCTYIOB
1 UX MPOIOJDKUTENBHOCTEH B KaXKIBI BeO-CailT, Bpe-
MCHH HCIOJIb30BAaHUS OTJCIBHBIX MPUIOKCHUH, WH-
CTaJUTMPOBAHHBIX HA YCTPONCTBE, CIIMCKA BHITTOIHEH-
HBIX, TIOJ[yYEHHBIX WJIN TOTEPSHHBIX BBI30BOB, TEK-
CTOB ITOCJIAHHBIX U TONYYEHHBIX coodmeHnit SMS, a
TaK)Ke CTAaTUIECKOTO N300pakeHH (Tak Ha3pIBAEMOTO
"CKpHHIIOTA'") KOHTPOIHPYEMBIX YCTPOHCTB.
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CHHOCOB PEI'YJINPOBAHUA JOCTYHA K HOAKJIIOYEHWIO K TAHHbBIM
JIEKTPOHHBIM YCTPONCTBOM

OIIMCAHHUE

00J1aCTHL TEXHHKH, K KOTOPOH OTHOCHUTCS HACTOAIEE H300peTeHne

Hactosiinee n3o0pereHne OTHOCUTCS K pPEaTH3yeMOMY IOCPENCTBOM 3JIEKTPOHHOTO
npoueccopa crnocody peryiupoBaHUs JOCTyNa K MOAKIIOYEHHIO K JAHHBIM 3JIEKTPOHHBIM
YCTpOfICTBOM, npu4ieM IMOAKJIKOYECHUE K MOAaHHBIM MNPEAYCMATPUBACT IIOAKJIHOYCHUE K CETU
Hurepner.

IIpennaraembrit crocod MOJKET obecrieunBaTh peryJupoBaHue oOweit
MPOAOC/DKUTEIPHOCTH  JOCTYIIOB B OMNpPENEIeHHOM MPOMEXYTKE BPEMEHH W MOXKET
o0ecneunBaTh AOCTYI K MOAKIFOYEHHIO UCKJIFOUUTENIBHO B TEUEHUE OIMpPEIEICHHBIX BPEMEHHBIX
CJIOTOB.

IIpennaraemblii  cmoco0 MOXKET IOMOJHUTENBHO 00ecrneunBaTh AMCTAHLIMOHHBIM
KOHTPOJIb TeNe(OHHON KHUTH, MEPEeYHs] BXOMSIIUX U HCXOMASALIMX BBI3OBOB, COAEPIKaAHUS
NEepPeaHHbIX W TMPHHATBIX COOOLIEHHI, TeOJOKaIM3alMd M XPOHOJOTHH TOCEIIEHHBIX BeO-
CaiTOB MyTeM MPENOCTABICHUsI MOAPOOHBIX JaHHBIX OTHOCHUTENIbHO BPEMEHH, 3aTPAYeHHOTO Ha

KAKIBIA OTHEJIbHBII CaNT.

TpeamecTBYIONIMI VPOBEHb TEXHUKH HACTOSINIEr0 H300peTeHus

B HacTositee Bpems ucnosnb3oBanue cMaptdona u [TK s HaBuranum B peskume OHJAH
CTaJI0 KOMIIOHEHTOM TOBCEIHEBHOM JKU3HU JIeTell U MOIPOCTKOB. 3a4acTyI0 3TH MOJIObIE JIFOIU
(baKkTUUECKH HWMEIOT AOCTYN K OHJIAHHOBBIM MPWIOXKEHUSIM 0€3 KOHTPOJS CO CTOPOHBI
ponuTeneil B YacTH MNPONOJDKUTENBHOCTH MOAKIKOYEHUs M IPEAJIaraeMoro xapakrtepa
uaopmanuu. OHIAHH-UTPBI U COLUAIBHBIE CETH HAXONATCS CPEO Yalle BCEro MOCEHIaeMbIX
BEO-CTpaHMIL, T MMOJIb30BATEN MIOMOJIOXKE MPOBOISAT OOJBIIYIO YaCTh CBOETO BPEMEHHU.

CeronHs1 €IMHCTBEHHBIH CIIOCOO, KOTOPBI MOTYT MPUHSTH POAUTENU IJII KOHTPOJS U
yIpaBJIEHUs] UCMONb30BaHNEeM MHTepHETa UX COOCTBEHHBIMH IETbMH, — 3TO AEPIKATh HX IOX

NMOCTOAHHBIM KOHTPOJIEM, HO 3TOT'O TPYAHO I[O6I/ITI:>C$I.

Kpatkoe packpbITHEe HACTOSIEr0 H300peTeHus!

TexHudyeckoi 3amadell, IOCTABJICHHON M PEIIEHHOW HACTOSIIIUM U300peTeHHeM,
SIBJIIETCS  CO3JaHUe Croco0a, TMO3BOJISIIOIIETO YCTPAHUTh BBIMIEYTIOMSHYThIE HEAOCTATKU

HU3BCCTHOI'O YPOBHA TCXHUKH.
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Hacrosimee wu300pereHre OTHOCHTCST K @porpaMMe Ui mpoueccopa U K
COOTBETCTBYIOIIEMY peau3yeMOMYy MM CIIOCO0y peryJupOBaHUsi U KOHTPOJISI JOCTyNa K CETH
HHTEepHET 3JEKTPOHHBIM YCTPOHCTBOM, HAIPHMEpP, HACTOJIBHBIM KOMIBIOTEPOM, CMapT(POHOM
WJIHN IJIAHIITETOM.

BrrmeynomsiHyTast 3aada pemraercss crnocodoM Mo He3aBHCUMOMY NYHKTY 1 (opmyssl
u300peTeHrst M MporpaMMoi aisi mporeccopa MO He3aBUCUMOMY NyHKTY 11 ¢opmyss
H300peTEHMsI.

HpeI[HOLITI/ITeJ'IbeIe MPU3HAKHW HACTOALIECTO I/I306pe’TeHI/I$I HU3JIOKEHbI B 3aBHCHMBIX
nyHKTax (OpMyJibl H300pETEHUs.

Croco® cormacHO  HacToslleMy  H300peTeHHIO  00eCneuMBaeT  peryJupoBaHUe
NPOJIOJKUTENBHOCTH JIOCTYIIA K CETH Iepefadd JaHHBIX (B TOM uucie k cetu MHrepHer) B
TEUeHHe MPENONpPENESICHHOrO IPOMEXYTKAa BpPEMEHH, HalpuMep, Ha  €XEeJHEBHOM,
€KEHENIeTbHON UITH €KEMECSTYHOM OCHOBE.

B cooTBeTcTBUM C MPEATIOYTUTEIBHBIMI BaPUAHTAMH OCYLIECTBIIEHUS CIIOCOO COTIACHO
HacTosimeMy H300peTeHHI0 oOecneunBaeT paboTy B (DOHOBOM pEXHME B OIEpPAllMOHHOW
cucteme I1K, maHmera i cMapTdoHa, MPUHYIUTEIBHBIM 00pa3oM B OTHOLIEHHWH HACTPOEK
NOAKJIFOYEHHsT K JaHHBIM, HE3aBHCHUMO OT TOTO, MEPENAIOTCs JIM JaHHBIE C HCIOJIb30BAHUEM
moaynst uaenTudukanun adonenra (SIM-kapTbl), MM UCTIONB3YETCs MOAKIIOUEHHE K BHEIIHEeH
cetu (JIBC nnu Wi-Fi).

Cnocob coriacHo HacTosAeMy H300pPETEHHIO PEATN3YETCsl IIOCPEICTBOM IPOrPAMMHOIO
obecrieueHnsi, KOTOPOE JOJKHO OBITh MHCTAJUIMPOBAHO B DJIEKTPOHHOM  YCTPOMHCTBE
IIOJIb30BATEJIA, KOTOprfI XO4YE€T KOHTPOJHPOBATH JOCTYII K CETU, WX IMPOCTO BLIMMOJIHACTCA 5TUM
YCTPONUCTBOM.

Kondurypanust HMCHosp3yeMbIX  MPOrPaMMHBIM — OO€CHEeueHHeM  HACTPOeK Ul
OIrpaHUYCHUS HAaBUTalIMOHHBIX JAHHBIX BO3MOKHA JIUIIb AAMUHUCTPATOPOM, OCYIICCTBIIAOIINM
perucTpaluo Ha CTaAUKM WHCTAJULALUHN WM MEPBOTO 3alyCKa MPOrPaMMHOIO O0eCreYeHHs.
AnMuHuCTpaTop B JHOOOM MOMEHT BPEMEHH MOXKET OCYLIECTBHTb IOCTYIl K CErMEeHTY
IIPOrPaMMBl, BBIICJICHHOMY Ul PEryJMpOBaHUs  OrPAaHMYEHHUM  IyTeM  BBOAA
I/II[eHTI/I(bI/IKaL[I/IOHHbIX AAHHBIX [OJid MPOBEPKU MOAJIUHHOCTH, KOTOPbBIC 3allOMUHAKOTCA Ha
YKa3aHHOH CTaJuM PErUCTPaLvU.

3anpoc I/II[eHTI/I(bI/IKaL[I/IOHHbIX AAHHBIX MJId MPOBEPKU MNMOMJIMHHOCTU OJII U3MEHCHUA
OTEPAIMOHHBIX MapaMeTPOB MPOrpPaMMbl HEOOXOANM BO M30E€KaHHE CAMOBOJBHOTO M3MEHEHHUSI
HACTPOEK YIIPABJIEHHs], 3aJaHHBIX aJMHUHHUCTPATOPOM (HAmpUMep, pPOOUTENEM), KOHEUHBIM
NoJib30BaTesieM (HarnpuMep, HECOBEPLISHHOJIETHUM ChIHOM) 3TOTO YCTPOMCTBA.

HpeI/IMYH.IeCTBeHHO, HaCTOALICE 1/1306pereHI/Ie MNO3BOJIIET POAUTECIIAIM OCYIIECTBIIATDH
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KOHTPOJIb W OrpaHWYCHUEC HaBHUIallUu IO CECTU HHTepHeT HUX JO€TbMHU MPCAONPEACTICHHBIM
00pazom, KOTOPBII HE MOXKET OBITh H3MEHEH TOCIIEAHUMU.

B coorBercTBUM C OOHUM MNPCANOYTHUTCIIBHBIM ACIEKTOM HACTOALIECTO 1/1306per CHUA
yKa3aHHOE  OrpaHWYeHHe  MOXHO  OCYIIECTBIATH  HM30MpaTenpbHO Ui KaXIOH
IPOTPaMMBbI/TIPOTPAMMHOIO TIPUIIOKEHHS (J1ajiee MPOCTO MPHIIOKEHHE), HHCTAUNTUPOBAHHOTO Ha
KOHTPOJIUPYEMOM YCTPONCTBE.

Kpome TOro, Moryr npeaycMaTpuBaTbCsl MEXAaHHU3MBbI MOOIUPEHUS B CIy4ae 4YE€CTHOIO
NOBEACHUS, KOrga MNpeAcj BPEMCHU MAJid HaBUrallMM MJAHHBIX B TCUYCHHUE MNPCABAPUTCIIBHO
YCTAHOBJICHHOI'O NI€puroJaa BPpEMCHHU HE JOCTUTHYT, U MEXAHHU3MbI HaKa3aHHUs B CJIyHdac IMOIBITOK
HapyLIEHUs] HACTPOEK MPOrPaAaMMHOI0 00ecreueH!s] KOHEYHBIM I10JIb30BATEIIEM.

VYKazaHHbIE MeXaHU3MBbl MOOYKAAIOT KOHEUHBIX IOJb30BaTeNeld Oojee TIATENbHO
CaMOCTOSITEJIbHO YIIPABJISATh BPEMEHEM, BBIIEIEHHBIM UM JIs1 OAKITIOUEHHS.

Eme opHO BaxkHOE MpeMMyINECTBO, AOCTHraemMoe Omaromapsi crnocol0y COIIaCHO
HACTOSIIIEMY HM300pETeHHIO, 3aKiIouaercss B OS(PQPEKTUBHOM CIOCOOCTBOBAHMU —PEIIECHHIO
npo0JieM, CBSA3aHHBIX C Ype3MEPHBIM UCIONb30BaHNEeM VHTepHeTa, B YaCTHOCTH, NPUJIOKEHHH B
COLIMAJIBHBIX CETSIX, HECOBEPIICHHOJIETHUMH, a TAKXKe C KOHTPOJIEM JJOCTYIA K COAEPKAHUIO, HE
NOAXONALIEMY Ul UX BO3pacTa.

Bonee Toro, Hacrosiiee u300peTeHHE MOXKET Pear30BaTh INEHCTBEHHBIH WHCTPYMEHT
HpOTHBOI[GfICTBPISI NaToJIOrUMYCCKUM  CKJIOHHOCTSAM K a3apTHBIM UI'paM HIIH HOI[O6HbIM
NMaToJOTUICCKHUM CKJIIOHHOCTAM IMOMUMO MPEAOTBPpAllCHUSA ABJICHUA KI/I6ep6YJIJII/IHFa.

Jlpyrue npeuMyIiecTBa, MPU3HAKK U CIIOCOOBI UCTIOb30BAHMUST HACTOSIIETO H300pETEHUS
6YI[YT OYE€BUAHBIMU M3 NOCICAYIOIIETO HOHp06HOFO OIMMHUCAaHHsA HEKOTOPbLIX BapUAHTOB
OCYLIECCTBJICHHA, NPHUBCACHHBIX B Ka4Y€CTBE IPHUMEPA, a HE B LECIAX OIpaHUYCHUA oObema

HACTOSIILETO U300PETeHMSI.

Kpatkoe onucanue ¢uryp

B MPUBCACHHOM HUXKE pa3acii€ ONMUCaHUsS MPUBCACHDBI CCBUIIKU Ha MpUjlaracMbI€ (1)I/Il"ypbl,
rae:

Ha ¢ur. 1 mpencrtaBieHa cxema, WUTOCTPHPYIOIAs B Ka4deCTBE MpPUMeEpPa HEKOTOphIE
CTaJMH TIEPBOTO MPEANOYTUTEIHHOTO BapUaHTa OCYIIECTBICHHUS COco0a COrJIaCHO HACTOSLIEMY
HU300pETEHHIO; U

Ha ur. 2 mpencTaBieHa cXema, WUTOCTPHPYIOLIAs B Ka4yeCcTBE MpUMepa HEKOTOphIe
CTaJMU BTOPOTO MPEANOYTHTENILHOIO BAPHAHTA OCYIIECTBIICHHUS COco0a COrTAaCHO HACTOSLIEMY
U300PETEHHIO.

BrrmeynomsinyTeie GUryphl MpUBEEHBI UCKIIFOUYUTENBHO B KAUeCTBE NMPHMEPA, a HE B
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LEJISIX OrPaHUYEHUsT 00bEMa HACTOSIIETO H300pETeHMS.

HOHDOﬁHOC PACKPLITHE NPEANOUYTUTEC/IbHbBIX BADHAHTOB OCYIIICCTBJICHUSA

IIpennaraemblii criocod, peann3yeMblil 3JIEKTPOHHBIM MPOLIECCOPOM, MPEIHA3HAYECH JIJIs
KOHTpOJISI M OTPaHUYEHMsI JOCTYNa K MOAKJIIOYEHHIO K JaHHBIM 3JIEKTPOHHBIM YCTPOHCTBOM,
OCHAILIEHHBIM CPEACTBAMHU Ui M30HMPATENbHOTO pa3pelIeHuUs/TIPeKpaIeH s MOAKIIOYEeHUs K
CeTH Mepefayy AJaHHBIX B COOTBETCTBHH C OMMCAHHBIMU HUXKE PEXKUMAMH.

B HacrosiieM OMNHMCaHMM BBIPAKEHHUE «IOAKIIOYEHHE K MaHHBIM»® O3HAYaeT WM
BKJIIOUAeT B ce0sl MOAKIOYeHue K ceTu MHTepHer.

Crioco0 corimacHO HacTosALeMy HW300pETEeHHIO TMpeIHa3HaueH /il KOOUPOBAHUS B
KauecTBe NMPOrPaMMHOI0 oOecreueH s Ul MHCTAJUILNN WK MTPOCTO 3aMyCKa Ha 3JIEKTPOHHOM
YCTPOMCTBE, OAJIEKAIEM KOHTPOJIO, IPEANOYTUTENIbHO B BUuaie [IprioxeHus.

IIporpammuOe obecriedyeHne MOXET BbIIYCKAThCSI HETTOCPEACTBEHHO B PEXXMME OHJIANH
WIN MTOJAEP KUBATHCS alapaTHbIM YCTPOUCTBOM, TakuM kak USB-Hakomurens B popme Kiroua,
st noakrouenus k 11K

B mnocnennem ciyuae crnoco® NpeMMyIIECTBEHHO MOXET OOECNeunTh NPHMEHEHHEe
MEXaHHU3Ma Il aBToMaTudeckoro onokuposanus [1IK, k KOTOpOMy MOAKITIOUEH KIIOY, B Clydae
HECAHKLIMOHUPOBAHHOTO yAaleHust ero. JIyis Toro 4ToObl BBINOJHHUTH O€30MacHOe ynajeHue
KJII04a, Croco0 MpeArovTUTEIbHO TpeOyeT BBECTH HAECHTU(UKALIMOHHBIE JaAHHBIE IS TOCTYIIA,
noJjIeskane ayreHTudukanuu, 4to Oyaer noapodHee 0ObICHEHO HUKE.

Ha cramuy WHCTaNISILUKI/TIEPBOTO 3allyCKa MPOrPaMMHOIO OOECTIEYeHHS] MOKET
NpenyCMaTPUBATHCS BBOJ MJIM MOJIyueHHE JaHHBIX JOCTYIA aAMUHUCTpaTopa. JlaHHbIe JocTyna
BKJIIOYAIOT B ce0si uaeHTH(UKALMOHHbIE JaHHbIe (TaKWe Kak HMs TOJb30BaTeIsl U MapoJib,
NPEATIOYTUTENIbHO ABOWHOW OYKBEHHO-LIU(POBOW MAapOJsib) W/WIH OHOMETPUYECKHE JTaHHBIE
(HanpuMep, OTIEYAaTOK Majblld) AaAMUHUCTPATOpa. IJTH IaHHBIE IOCTyMa XpaHsATCS B 0Oase
IaHHBIX WM CepBEpe, KOTOPBI MOXKeT ObITb YAaJeHHBIM OTHOCHTENIBHO KOHTPOJIHPYEMOrO
YCTPOMCTBA.

AIMUHHUCTpPATOp SIBJSIETCSI €OUHCTBEHHBIM, KTO HMEET YpOBEHb aBTOPHU3ALUH,
HEOOXOAMMBIN 11 U3MEHEHHsI JAHHBIX ISl OrPaHHYEeHHs JOCTYNa K CETU Mepefavyu JaHHBIX,
KOTOpbIE MOTYT 33/1aBaThCsl C TOMOINBI NPEAIaraeMoro crocoda, TakuX Kak BPEMEHHBIE
OrpaHMYEHHs, MaKCHMaJbHas  MNPOJOJUKUTEIbHOCTh  (IMPOJOJUKUTENBHOCTH) — AOCTYIIOB,
KOHTpOJIpyeMoe KOHKpeTHoe [lpuioskeHue u T. 1., a TaK)Ke €IMHCTBEHHBIM, KOMY pa3pelieH
IOCTYN K JaHHBIM, CBSI3aHHBIM C HABUTralMeld, BbI30OBAMH M COOOIICHUSMH, XPAHSLIHMUCS B
BBILIEYTIOMSIHYTON 0a3e NaHHbIX.

IIpeanouturenbHO, Ha 3TOM NPENBAPUTENBHON CTaAud MNPEAYCMAaTPUBAETCS TaKXKe
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XpaHEHHEe TEIeMaTHUECKUX apecoB aIMUHUCTPATOPA B CIIy4ae, €CIIH MPeIyCMOTPEHa OTIIPaBKa
TPEBOKHOT'O COOOIIEHUS] STOMY aIMHHHUCTPATOPY, €CJIU KTO-TO IMBITAETCS] H3MEHUTh HACTPOHKH
OrpaHMYEHUs], TMPENOCTABJsisl JaHHbIE OCTYMA, OTJIMYAKOLIMECS OT XPAHSIIMXCS IaHHBIX
JOCTYTIa, TO €CTh, B CIIyuae HEMPOXOXKISHHS ay TeHTU(DHUKALIUH.

Ilpy MHCTASIUMK MPOrPAMMHOTO OOECHEeYeHUs WM €ro 3amycka B MepBbIH pas
HEOOXOIMMO 3a7aTh ONIMHU AJIs1 OJIOKMPOBAHMUS IOCTYIA B CE€Th, YTO MOKET MPENCTABIATh COOOH
NPOCTOE BKJIOYCHHE/BBIKJIIOUEHHE MOKIIOYSHUs, WM 33JaTh 4YEeTKO CPOPMYJIHPOBAHHOE H
WUHIVBHIYAJU3UPOBAHHOE  YCJOBHE  MPOJOJDKHTENBHOCTEH  JOCTYNOB Ui KaKIOW
nporpaMmbl/mporpammioro Ilpunoxenuss (manee mpocto umeHyemoro «lIpunoskeHnem»),
MHCTAJTUPOBAHHON/ HHCTAJUIMPOBAHHOTO B 3JIEKTPOHHOM YCTPONCTBE.

Crioco0, peann30BaHHBIM IPOTPAMMHBIM OOECIIEUeHHEM, IO CYLIECTBY peajn3yeT
OrpaHMYEHUE BPEMEHU NOCTYyNa K IMOAKIIOYEHHIO K JaHHBIM JJIEKTPOHHBIM YCTPOWCTBOM, B
KOTOPOM 3aIyILIEHO 3TO MPOrpaMMHOE obecreueHue.

Vka3aHHOE OrpaHHYEHHE MOJXKET INPHUMEHSTHCS B LEJIOM KO BCEMY 3JIEKTPOHHOMY
YCTPOMCTBY WM HM30MpaTeIbHO M HE3aBUCHMMO K OFHOMY WJIM HECKONBKUM IlpunoskeHusm,
MHCTAJUINPOBAHHBIM B CAMOM yCTpPOHCTBE.

B coorBercTBMM C OOHMM NPEANIOYTHTENBHBIM BAPHAHTOM OCYIIECTBIIEHHS CIOco0a
OTpAaHUYEHUE MOJKET PEaTM30BBIBATHCS MOCPEICTBOM IOPOTOBOM CHUCTEMbI, TaK 4YTO TpH
IOCTUKEHUH MaKCUMAJIbHOW MPOOUKUTEIHHOCTH TOAKIIFOUEHHS, 3alaHHON aIMUHUCTPATOPOM,
B MPENONpENEIeHHOM MPOMEXYTKE BpEeMEHH TOAKIIYeHHe TpepbiBaercs. OrpaHuveHHe
3a7aeTCsl B TMPEIONpPENeSICHHOM MPOMEXYTKE BpPEMEHH, KOTOPbIM MOTYT ObITh OAWH HIH
HECKOJIbKO 4acoB, [HEH WM MecsieB. AJMHHHCTPATOPOM MOJKET 3aJaBaThCsl Jaxe
NPOOJIKUTENBHOCTD MPEONPENETeHHOrO MPOMEKYTKA BPEMEHH.

IMpennaraemsblii crioco0 Mo cymiecTBy odecrneyrBaeT OOHAPYKEHUE B MPENONPEIETIEHHOM
NPOMEKYTKE BPEMEHH HA4YaJbHOIO MU KOHEYHOTO MOMEHTOB BPEMEHH KaXIOro JOCTyIa K CETH
nepenaud AaHHbIX. OOLIas MPOIOKUTENBHOCTh JOCTYNOB K CETH B IMPEAONPENETICHHOM
NPOMEKYTKE BPEMEHH IMOJCUUTHIBAETCS C HAPACTAKOLIMM HMTOrOM. MHBIMM ClIOBaMH, OTCYET
BPEMEHU [OCTyNa BKJIOYAETCS B HA4YaJbHbIi MOMEHT BPEMEHH Ka)KIOrO IOCTyNma B CeTh
nepenayd JAaHHBIX U OTKJIIOYAETCS B KOHEYHbII MOMEHT BPEMEHH KaXKIOro IOCTyMa, YTOOBI
CHOBA HA4YaThCs TIPU CIEAYIOIIEM OCTYIIE.

Ecnmu  oTcuntaHHOe BpeMsi [OCTyma MAOCTUraeT 3HAYEeHHUs, PABHOTO BEJIUYHHE
MaKCUMAJIbHOH  MPOAOJIKUTENbHOCTH,  3aJaHHOH  aJMHHHCTPATOPOM, 1O  HCTEYEHHs
NPEONPECICHHOTO POMEXKYTKA BPEMEHH, cpabaThIBae€T CPEICTBO Pa3peLICHHUs/ TIPEKPAIIECHUS
MOAKJIFOYEHHsI, YTOObI MPEeKPAaTUTh MOIKIIOYCHHE K JaHHBIM A0 KOHIA MPEIONpeesICeHHOrO

NPOMEXKYTKa BpeMeHH. TakuM 00pa3oM, 3JIEKTPOHHOMY YCTPOHCTBY 3alpelieH AOCTYI B CETh
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nepefadd AAaHHBIX [0 KOHLA IPENONPENENICHHOTO IPOMEXKYTKAa BPEMEHH, KOIrJa HA4YHEeTCs
HOBBI TIPEAONpPENENIEHHbII MPOMEXKYTOK BpeMEHH (KOTOPBIH MOXKET OBITh paBHBIM
NpeAbIyIEMY WA OTJIWYHBIM OT HEro), 1 CHOBA MOXXHO OYyIeT BBINOJHUTH IMOIKIIOYEHHE K
JaHHBIM B TE€YEHHE 3aJaHHONW MaKCHMAJIBbHOH MPOMOJDKUTEIBHOCTH BPEMEHH (KOTOpask MOXKET
OBITH PaBHOI MpenbINyLIeH NN OTIUYHON OT Hee).

B cootBercTBHMM C OIHUM MPEANOYTUTENBHBIM AaCMEKTOM MPEAaraeMoro crocoba
OTCUUTBHIBATbL  MPOAOJDKUTENBHOCTh  JOCTYNIOB K MOAKIIOYEHUK) K JAaHHBIM  MOKHO
OIHOBPEMEHHO JIs1 OAHOIO WIN HECKOJIbKUX IIpniokeHnii, NHCTaJUIMPOBAHHBIX B YCTPOUCTBE, B
T€YeHHEe OAHOIO0 MU TOrO K€ MPEeNONpPENEeTIeHHOIO MPOMEXYTKa BPEMEHU. AJbTEpHATHBHO,
MOKHO TPUHATb WHAWUBUIAYAJIU3UPOBAHHBIE HACTPOWKHU IJIs1 KAKIOrO INPUIIOKEHHsI Kak JUJIs
NPEIONPENEIEHHOIO TMPOMEXKYTKAa BPEMEHH, YYMTBIBAEMOIO JJIsi KOHTPOJA HAOCTYIOB K
MNOAKIIOYEHUIO K JaHHbIM, TaK U Ul Pa3pelIEHHOH MAaKCHUMAaJbHON MPOAOLKUTEIBHOCTH
HOAKJIFOYEHHsI, YTOOBI 00eCeunTh MAaKCHMAJIbHYI KaCTOMM3ALHUIO MPEIENIOB, HAKJIAIbIBAEMbBIX
Ha MCMONb30BaHNe KOHKPEeTHBIX [Ipunoxenuil.

B sToM ciyuyae croco0 mpenycMaTpuBaeT OXHOBPEMEHHOE OOHApY:KEeHHe AJISI KaXJOro
IIpunoxenust B TeUeHNUE KOHKPETHOIO MPEAONPEAEIEHHOTO NIPOMEKYTKAa BPEMEHH HA4aJIbHOTIO
U KOHEYHOTO MOMEHTOB BPEMEHM KaKAOTr0 JOCTyNa K CeTH nepemadd AaHHbIX. OOmas
NPOAOLKUTEIBHOCTh AOCTYIOB K CETU B TEUEHHUE MPEAONPENEIECHHOIO MPOMEXYTKAa BPEMEHU
MOJCUMTBHIBAETCS €  HApacTalOLIMM UTOroM i Kaxzaoro IlpunoskeHuss  corsiacHo
BBIIIECYIOMSIHYTBIM PEKHUMAM.

Ecnu Bpemss poctyna, OTCUMTAHHOE Myl HekoTtoporo Ilpunoxkenus, [0 KOHLA
MPENONPEACICHHOIO TPOMEXKYTKA BPEMEHU JOCTUraeT 3HA4€HWs, pPABHOIO 3HAYEHHUIO
MaKCUMaJIbHOW IMPOJAOJIKUTENBHOCTH, 33JJaHHOMY aAMUHUCTPATOPOM [JIsl 3TOrO KOHKPETHOTO
[Mpunoxenus, cpadaTbIBa€T CPEACTBO  Pa3pELICHHUS/TIPEKPALICHUS]  MONKJIFOYESHUS IS
NPEeKpalleHns] MOAKIIOYEHUs] K JaHHBIM B OTHOLIEHUH paccmarpusBaeMoro Ilpumnoskenus no
KOHLIA IPEAOIPEAETICHHOrO NPOMEXKYTKA BPEMEHH.

Takum oOpazom, 3TOMy €IUHCTBEHHOMY I[IpHIIOKEHHMIO 3ampelieH JOCTYyNl K CETH
nepefadd AAaHHBIX [0 KOHLA IPENONPENENICHHOIO IPOMEKYTKAa BPEMEHH, KOrJa HayHeTCs
HOBBI TPEAONpPEAENIEHHbII MPOMEXKYTOK BpeMEHH (KOTOPBIH MOXKET OBITh PaBHBIM
NpeAbIIYIEMY WIH OTJIWYHBIM OT HEro), 1 CHOBa MOXXKHO OYZIET BBINOJHUTH IMOIKIIOYEHHE K
JaHHBIM B TE€YEHHE 3aJJaHHOW MaKCHMAJBbHOH MPOMOJDKHTEIBHOCTH BPEMEHH (KOTOpPask MOXKET
OBITH PaBHOI MpenbINyLIeH UITH OTIUYHON OT Hee).

B 0onHOM KOHKPETHOM cilydae peann3aluy crocoda MpenyCMaTpHBaeTCs, YTO 3aJaHHAs
MaKCUMaJbHasi MPOAO/KUTENBHOCTh AOCTYyNAa K MNOAKIIOYEHUK) K JAaHHBIM  PaBHA

MPENONPEAEICHHOMY MPOMEXKYTKY BPEMEHH, KOTOPBIM, HAPUMEP, MOKET PABHATBCS OJHOMY



yacy B AeHb, ckaxewm, ¢ 19.00 no 20.00.

IIpome roBopsi, Takas KOH(UTypauus B IEHCTBUTEIBHOCTH peajH3yeT Ha3HadYeHUE
BPEMEHHOTO CJIOTa AOCTYMNA B CETh MEPEavn TaHHbBIX.

Jlaske B 5TOM cliydae croco0 peryJupoBaHUs AOCTYIA K CETH Mepelayd NaHHBIX MOXKET
MIPUMEHSITHCS UHANBUAYAIBHO K OJTHOMY WJIM HECKOJIbKUM [IpuiiokeHusIM, HHCTAJUTMPOBAHHBIM
B 3JIEKTPOHHOM YyCTpOWCTBe. MHBIMM ClOBamu, AJis KaXAOrO KOHTpoiupyemoro llpunokenus
MOXET 3a/1aBaTbCsl Pa3HOE 3HAYEHUE MAKCUMAJIbHON NPONOJDKUTEIBHOCTU MOAKIIOYEHUS U
Pa3HbBII  OPOMEXKYTOK BpPEMEHH, B TEYEHHE KOTOPOro JOJDKHA  MOACUUTHIBATHCS
MPOAOKUTEIHPHOCTD JOCTYIIOB K MOAKIIOUEHHUIO, YTOOBI BBITIOJNHSTH KOHTPOJIb U OTPaHHUYEHUE
JOCTyNa K CETU HE3aBUCHUMO ISl KQXKAOTO U3 HUX.

B coorBercTBHM ¢ OXHHM TPEUMYLIECTBEHHBIM aCMEKTOM CIOCO0a COIJIACHO
HACTOSIIIEMY H300PETEHHI0, KOrJa MpPOrpaMMHOE OOecredyeHHe 3amyCKaercs B SJEKTPOHHOM
YCTPOWCTBE, HACTPOMKH, OTHOCAIIMECS K Jare U BPEMEHU 3TOr0 YCTPOWCTBA, WU3MEHHUTH
HEBO3MOJKHO, €CJIH HE BBECTH 3apaHee NaHHbIe NOCTyNa aagMUHHCTparopa. Takum obOpaszom,
UCKJIIOYAETCS. BO3MOXKHOCTh 00XO0Jja KOHEYHBIMH MOJIb30BATESIMH yYCTPOWCTBA OTPaHUYESHUI
BPEMEHH, YCTAHOBJICHHBIX ISl JOCTYIA K CETH nepenadyu naHHbix. Hanbonee oOmum ciyuaem
UCTIOJIb30BAHMsI HACTOSIIIErO M300peTeHus MOT Obl OBITh CiIydaii, B KOTOPOM aAMUHUCTPATOPOM
SIBJISIETCSL POAMTENb, & KOHEYHBIM TIOJIb30BATENIEM SIBJIIETCSI PEOSHOK WIJIM, BO BCSIKOM CJyvae,
HECOBEPLIECHHOJIETHUH.

B cooTrBercTBMM € OOHMM  TPEANOYTUTEIbHBIM  BapUAHTOM  OCYLIECTBJICHUS
npeayaraeMoro crnocoda MOXKeT MPeayCMaTpPUBAThCs UM H30UpPATEIbHO aAKTHBHPOBATHCS
MEXaHU3M TOOILIPEHUs] [JII aBTOMATHYECKOrO MPOAJICHUSI BPEMEHH, MPENOCTaBISEMOro JJis
JIOCTyNa K CETH MepeAayu AAHHbBIX, €CJIM A0 KOHLA MPEAONPENeICHHOrO MIPOMEKYTKA BPEMEHU
MaKCHUMaJIbHOE 3HaYE€HHUE MPEAOCTABJIEHHON MPOAOJIKUTEIBHOCTH HE JOCTUTHYTO.

B wacTHOCTH, €ClM 1O KOHLIA YKa3aHHOTO MPEIONPEAEICHHOTO MPOMEXYTKAa BPEMEHU
o01ast MpOAOJKUTETFHOCTD TOCTYNIOB B UHTEpHET HEe AOCTUTaeT 3HAUEHUS, PABHOTO 3HAYSHHIO
MaKCUMAJIbHOM MOPOAOJDKUTENBHOCTH, JJIsl CIEAYIOIIEr0 MPEeNoNpeeIeHHOTO IPOMEXKYTKA
BPEMEHHU 3a7a€TCA HOBOE 3HAUYCHHE MAKCHUMAJbHOW NPOIOJLKUTEIBHOCTU JOCTyNa K CETH
HaTepHer, mnpuyueM 5TO HOBOE 3HAYEHHE MAKCUMAJbHOW MPOJOKUTEIBHOCTH BBILIE
npeasinyuiero. IlpeanodyruTenbHoO, HOBOE 3HAYEHUE YBEIUYUBAETCS MPOMOPLUOHAIBHO Pa3HULE
MEKIy OTCYHUTAHHOW OOMIEelH MPOAOJIKUTEIFHOCTBIO JTOCTYIIOB K CETH M 33JaHHBIM 3HAYEHUEM
MaKCHUMAJIbHON NPOAOKUTEIBHOCTH.

COOTBETCTBEHHO, MOXKET NPENyCMAaTPUBATBCA U aBTOMATHUYECKH AaKTUBHUPOBATHCA U
MEXaHU3M CAaHKLUN i1 YMEHBLICHHs] MaKCUMAJIbHOM 3aJaHHON MNPOAOJLKUTENBHOCTH, €CIU

NPEeINPUHUMAIOTCSL MOMNBITKM HApYyLIEHHWs MAAaHHBIX AOCTyNa AAMUHUCTPATOpa. Y Ka3aHHBIN
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MEXaHU3M CAHKIMI MOXET aKTHBHPOBATHCS ABTOMATHUECKH Hake€ B ciydae OOHApy>KEHHs
HECKOJIBKUX YCIEIIHBIX ayTeHTU(PUKALNI (KJIOHUPOBAHHUE YIETHOM 3aUCH aIMUHHICTPATOPA).

B wacTHOCTH, €CNM KTO-TO MBITAETCS 3alTH B HACTPOHKH MPOTPAMMHOT0 0OeCIIeueHus, 1
JaHHbIE TOCTYIIAa HE ayTeHTH(PUIUPOBAHBI, MAKCUMAJIbHASI TIPOIOJKUTEIBHOCTD JOCTYIIA K CETH
HWHTepHer B cruenylolleM NPENONPEAENIEHHOM IPOMEXYTKE BpPEMEHU YMEHbBIIAeTCs.
IIpennoururensHo, HOBast MaKCHUMaJbHasl IPOAOJKUTEIBHOCTD YMEHbILAETCs
NPOTIOPLIMOHATIBHO YNCIY HEYJAUYHbIX ayTeHTU(UKALIUI.

PeanuzoBaHHBI CIOCOO MOXKET AOMOJHHUTENIbHO TPUMEHSTHCS ISl TPOBENEHHS
NPOBEPKH, Aake AMCTAHLIMOHHO, HABUTAL[MOHHBIX JaHHBIX PAaCCMAaTPUBAEMOIO 3JEKTPOHHOIO
YCTPOMCTBA.

B wacTtHOCTH, MOXET NHpeayCcMaTpUBaThCA NOJy4YeHHE HH(POPMALMH, OTHOCSLIEHCS K
IAaHHBIM, IOJYYE€HHBIM IPH HABUTAllMM YCTPOHCTBOM, TaKHUM KakK aJpec IOCEIIEHHbIX BeO-
CTPaHUI], JaTa COOTBETCTBYIOINErO NOCEINeHHUs W/WIM BpeMs MHCIOJIb30BAHUS KaXIOro
IIpunoxenus.

Kpome TOro, mMoker mpenycMaTpuBaThCs MOJNydeHHe WH(OpManuu, OTHOCSIIEHCS K
NPUCYTCTBHIO KOHKPETHBIX CJIOB W/WJIM COZIEPKaHUS B TeKCTe coolmeHuit SMS, mociaaHHbIX
MOCPEACTBOM PAaCCMaTPUBAEMOTO 3JI€KTPOHHOIO YCTPONCTBA, WK B MOJIAX MOUCKA MOCPEICTBOM
Opay3epa paccMaTprBaeMOro 3JEKTPOHHOTO YCTPOHCTBA.

VYkazaHHble MHpOpPMALMSA M TONTyYEHHbIE TAHHbIE XPAHATCS B Oa3e MaHHBIX, KOTOpas
MO>KET HaXOJIUTbCS CHAPY KU UM BHYTPU PaCCMaTPHUBAEMOTO 3JIEKTPOHHOTO YCTPOMCTBA.

JocTyn K yKa3aHHOW 0a3e NaHHBIX MOJKET OCYILIECTBISITBCS MOCPEICTBOM JIFOOOTO
AJIEKTPOHHOTO YCTPOWCTBA, B KOTOPOM BBIMOJHSAETCS MPOTPAMMHOE O0ECIedeHHe COTJIACHO
HACTOSIIEMY U300PETEHHIO, MOCIe ayTeHTU(UKALINH JAHHBIX TOCTYIa aIMUHUCTPATOPA.

B dacTHOCTH, CHHMCOK CJIOB W/WJIHM COAEpIKaHUE, TPUCYTCTBHE KOTOPBIX JOJDKHO
KOHTPOJIMPOBATHCS, MOTYT XPAHUTHCS B CIIELUAIbHON 0a3€ JaHHBIX I «CTOM-JIUCTEY.

VYKa3aHHBINA CITUCOK MOXKET KAaCTOMH3HPOBATHCS aIMHUHHCTPATOPOM MyTeM J0OABIEHHUS
HOBBIX CJIOB/COAEPIKAHUS HITH YIAJICHUS CIIOB/COAEPIKaHUS, V)K€ CYLIECTBYIOIIHX B CITUCKE.

B coorBercTBUM € MpenNOUYTUTENbHBIMU BapUaHTAMU OCYIIECTBJIEHUS BO3MOXKHO
MOJIyUEHUE €KETHEBHOIO OT4YeTa O JEHCTBUSIX, BBINOJHEHHBIX IOCPEACTBOM YyCTpONCTBa, B
KOTOPOM HHCTAJUTUPOBAHO IPOrPaMMHOE O0ecleueHHe COTJIACHO HACTOSINEMY H300pETEeHHIO,
MyTEM BbIICJICHUS CJIOB/COAEPIKAHUS, X PAHSLINXCSI B BBILIEYTOMSIHYTOM CTOII-JIFICTE.

B cooTBeTcTBUU C OHUM JIOMOJHUTENBHBIM aCIIEKTOM, KOI/la B YCTPONCTBE, B KOTOPOM
UCTIOJIHSIETCSI TIPOrpaMMHOE O0ecTIieueHre, NHCTAJUTUPOBAaHO HoBoe [IpuioskeHne, i MOBTOPHO
MHCTAJUIMPOBAHO paHee yaaneHHoe [Ipunoskenue, noctyn 3Toro IlpunokeHus K NOAKIOUEHHIO

K JAaHHBIM 3alpClICH U MOXKET OBITb Pa3pelicH TOJIbKO TOCPEACTBOM aYTeHTI/I(I)I/IKaLII/II/I JAaHHBIX



JOCTYTa aAMHHHUCTPATOPA.

Kpome TOro, MoXeT mnpenycMaTpHUBATbCS CHUCTEMa JJII aBTOMATUYECKOH ITOCBHLIKH
YBEIOMIIEHHSI O TIONBITKAX HECAHKIIMOHHPOBAHHOIO AOCTYMAa K HACTPOMKAM MPOTPAMMHOIO
o0ecriedeHHsT Ha TEJNEMAaTHYEeCKUH aApec aAMHHHUCTPATOpPa, HANpUMep, IOCPEICTBOM
SMS/moutel/WA/Telegram.

B coorBercTBMM ¢ OAHOH [OMOJHUTENBPHOW BEpPCHENW peaTM30BAaHHOIO CIocoba
BBILIEYIOMSIHYThI€ OIPaHIUYEHHsI BpEMEHH MOJKHO TIPUMEHATD Jake B OOIIEM K HCIIOJIb30BAHHUIO
oHJaiiH mnu o ¢aaiin IpunoxeHnit Urp Wi COUMANBHBIX CETEH.

IIporpamMMHOEe  NPHIIOKEHHE  COMJIACHO ~ HACTOSIIIEMY  H300pPETEHHI0  MOJXKET
paspabateiBatbesi  comectumbiM ¢ [0S, Android, mnmar¢popmamum Windows Phone wu
onepaimoHHbiMi cuctreMaMu Windows. Ecnu pa3paboraHo ¢ UCHONIb30BaHUEM alMapaTHOM
NOAIEPKKU, OHO MOXKET BKJIFOUAThCsl B HeMoauuiupyembiii USB-Hakonurens B popme Kiroua,
KOTOpBIH MOkeT u3Biekatbcst u3 IIK Tompko mocne ayTeHTH(UKAIMU aJIMUHHACTPATOpA.
IIpennoururensHo, ecnu OH wu3Biekaercs u3 [IK  HeCaHKIMOHHMPOBAHHO, IOJHOCTBIO
OJIOKHUPYETCs €r0 UCIOIb30BAHHE.

B coorBercTBUM € JIONOJHUTENBHBIMH  INPEANOYTHUTENIbHBIMH  BapHAHTaAMHU
OCYILIECTBJIEHHS] CIIOCO0a COTIACHO HACTOSALIEMY M300PETEHHIO MOXKET MPEeayCMaTPUBAThCS, UTO
JaHHblE, OTHOCSIIMECS K JOCTyIlaM B CeTh Iepedadd AaHHBIX OJHOTO WM HECKOJbKHX
YCTPOMCTB, XPAHSITCS B pPEAJbHOM BpeMEeHHM B 0a3e NaHHbBIX, JOCTYMHOH aIMHHHCTPATOPY
MOCPECTBOM  JIONIOJHHUTEIBHOTO JTUCTAHLIMOHHOTO YCTPOWCTBA, B KOTOPOM IIPOTOHSETCS
UCTIOJIHSIETCSI MPOrpaMMHOe obecreueHue.

B 3aBucMMOCTHM OT KOHKPETHOW KOH(UIypaluH MPOTrPaMMHOIO oOecreueHus,
HACTPaWBa€MOrO0 HA CTAJWU MEPBOrO 3alyCKa WM WHCTAJUIALUK, BO3MOXKHA peajn3aLus
CIIEAVIOIINX PEKUMOB CITOCO0a: PEIKIM «OOHAPYIKEHHE» UITH PEKUM «OTOOPAKEHHE.

Hcnonp3oBaHue B peskuMe «OOHAPYKEHHE» MPOUCXOINT, MIaBHBIM 00pa3oM, B (HOHOBOM
peXUME MyTeM aBTOMATUYECKOIrO TMOJYYEeHHS U COXpaHeHUs B 0a3e NaHHBIX HMH(OOpMALUH O
MOAKJTIOUEHNH K JAHHBIM KOHKPETHOTO 3JIEKTPOHHOT'O YCTPOHMCTBA.

Hcnonp3oBaHne B pekuMe «OTOOpakeHHe» obecrednBaeT NOCTyN K uH(popmanuu (u
NPUHATHE €€ BO BHUMAHHE) O MOAKIIOYEHHSX K JAHHBIM OJHOTO HMJIM HECKOJBKUX CBS3aHHBIX
SJNIEKTPOHHBIX YCTPOHCTB, B KOTOPBIX HCHOJHAETCS MPOrpaMMHOE OOecreueHue COrJIAaCHO
HACTOSIIEMY  HM300PETeHHMIO, a TaKke M3MEHEHHE HACTPOeK JJisl  OTPaHUYCHUS
NPOIOJKUTENBHOCTH TOAKIIOYEHUH IS JIFOOOTO CBS3aHHOTO YCTPOMCTBA, U 3TO MPEpOraTusa
BJIaJIENIbLIa YPOBHS aBTOPU3ALINN aIMHHHCTPATOPA.

IIpy mepBoM 3amycke MPOrPaMMHOIO OOECIeYeHHsT B 3JIEKTPOHHOM YCTPOHCTBE

HEOOXOIMMO BBIOPATh PEKUM HCIIOJIb30BAHUS «OOHAPYKEHUE» WIIH «OTOOPaKEHHE», KOTOPBIH
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BIIOCJIEACTBHH MOKET OBITh H3MEHEH aIMUHUCTPATOPOM.

IIpennoyrnrenbHble peaan3aluy Al BBIOOPA U HACTPONKH PEKUMOB «OOHAPYKEHHE)
WIN  «OTOOpakeHWe» Uil 3alycka IPOrPaMMHOIO OOECTIEYeHHsT COTJIACHO HACTOSIIEMY
H300pETEHNIO MPOMLIFOCTPUPOBAHBI Ha MpuiaraeMbix Gur. 1 u 2, COOTBETCTBEHHO.

B cnyuae BeiOopa pexxnma «oOHapyskeHuUs» 3anpammnsaercs BBox PIN-kona, TpeGyemoro
I BBINOJIHEHUS JAOMOJHUTENbHBIX MOCHEAYIOIUX MpPOLenyp s TapaHTUU €ro 3aluThl.
bnaronapst 5ToMy KOAy BIIOCJIEACTBUM MOKHO M3MEHHUTHh BBIOPAHHBIN PEXUM, M3MEHHTH CaM
PIN (mepcoHanbHbIi HMAEHTU(UKALMOHHBIH HOMEP) WJIHM YBS3aTh YCTPOWCTBO, B KOTOPOM
UCTIOJIHSETCST TPOrpaMMHOe oOecreueHue, Uil OCYLIECTBIEHHUsS €ro KOHTPOJIA —Jake
JAUCTaHLIMOHHO.

Uro xacaercss pexXuMma «OTOOpakeHHe», [IJsl CBOeH akTUBalMM OH Tpedyer
ayTeHTH(UKauu. AIMUHUCTPATOP MOXKET PErHCTPUPOBATHCS B COOTBETCTBUU C TEM, YTO ObUIO
CKa3aHO paHee, HalpuMmep, MyTeM BBOAA ajpeca 3JEKTPOHHOM MOYThI M MApoJs, W AOCTYI
paspelaercst TOJbKO MOCJe MOATBEPKACHHs MPABUJIBHOCTH BBEIEHHBIX AAHHBIX MOCPEACTBOM
CCBUIKU MOATBEPKIACHUS.

ITocne noruHa MOKHO YBSI3aTh OAHO UJIM HECKOJIBKO MOAJIEKALUX KOHTPOJIK) YCTPOMCTB
U oTOOpakaTh JaHHbIE, OTHOCSINNECS K ACWCTBUSM, BBINOJIHSAEMbIM UMH. [IpennodTutenvHo,
MOKHO TaKke 00eCHeynTh NOKa3 YAAJIEHHOro pabouero CTosa SKpaHa CBSI3aHHBIX YCTPOICTB.

B wyacrtHOCTH, AN KaXIOro CBS3aHHOTO YCTPOWCTBA, B KOTOPOM HCIOJIHSETCS
NPOrpaMMHOE OOECTeUeHHe COTJIACHO HACTOSIIIEeMYy H300pPETeHHI0, MOXHO H3BJICKATb,
otoOpaxath W/ uiu Bepu(ULHUPOBATH OIHO WK OOJIee U3 CIENYIOIIEro:

— JlaHHBIC O TPONOJIKHTEIBHOCTH (HAMPHUMEp, BCETO, €KEHENEJbHO, €XKEIHEBHO) U
nata/BpeMsi TOCTyNa K CeTH Nepelavyd JaHHBIX Kaxaoro [IpuinoskeHusi, MHCTAJJIMPOBAHHOTO B
CBSI3aHHOM YCTPOWCTBE;

—  CHHUMOK 3KpaHa (CKPUHILIOT) WJIH MOKa3 yIaJeHHOro padbodero CTojia 3KpaHa;

— CIHCOK aJpecoB CaWTOB, K KOTOpBIM oOpamaicsi Opay3ep, W CBs3aHHAs JaTa
oOpalieHns Jaxe B CIydae HaBUTallH B CKPBITOM PEXKHME,

— CHHCOK (BBIMOJHEHHBIX, TMOTEPSHHBIX, IOJYYEHHBIX) BBI3OBOB M (TIOCJIAHHBIX,
NOJIYYEeHHBIX ) cooOmmeHnit SMS;

—  OJIOKMpOBaHME NAHHBIX HABUTALUU, H

—  HAacTpOMKa BPEMEHU UCIOJIb30BAHUS.

B uacTHOCTH, MOXHO TNOJy4YaThb BpPEMEHHblE CKPHUHILOTHI 3KpaHa YCTpOICTBa, Ha
KOTOPOM HHCTAJJIMPOBAHO IpeJjIaraéMoe MporpaMMHOe oOecTieueHre, 4ToObl B JaHHBII MOMEHT
BpeMeHHU (HampuMep, B OINPENENIeHHOE BpeMs, KOrhaa YCTPOICTBO HCMONB30BAIOCH HE

KOHTPOJIMPYEMbIM HECOBEPIIEHHOJIETHUM) 3HATh COZlepKaHUe YKPaHa YCTPOICTBA.
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Kpome Ttoro, moxker oOecmeumBaTbCcsi BO3MOXKHOCTH IOCTYNA K MYJbTHMEIUIHBIM
KaHajaM pacCMaTPUBAEMOIO YCTPOWMCTBA, B HYACTHOCTH, K Oasze naHHBIX (oTorpaduii/Buneo
(ranepess m30o0pakeHWil) W/WIM K KamMepaMm Ui TMPOBEPKH COAEPKAHHUS XPAHUMBIX B HUX
¢otorpaduii u/vnm BUIEO.

B gacTHOCTH, CIOCOO COTTACHO HACTOSAILIEMY M300PETEHHUIO MOXKET TO3BOJISATH MOJIyYaTh
noAPOOHBIH OTUET U 00eCTIeYNBAaTh MMPOBEPKY B PEATHHOM BPEMEHH — Uepe3 YAaJIEeHHbIH JOCTYI
— JOCTYIIOB W WX MPONOJDKUTENBHOCTEH B KaXIblii BeO-CalT, BPEMEHU HCIOJIb30BAHMUS
OTAENbHBIX NPWIOXKEHUH, WHCTAJUIMPOBAHHBIX B YCTPOHCTBE, CIHCKA BBIOJHEHHBIX,
NOJTYYEHHBIX WM MOTEPSIHHBIX BBI30BOB, TEKCTOB IOCJIAHHBIX M MOJIYYEHHBIX coobuennii SMS,
a TaKkKe CTaTUYeCKOro n300pakeHUs (Tak HA3bIBAEMOIO «CKPHHIIOTA») KOHTPOJIHPYEMBIX
YCTPOWCTB.

Hactosiinee m3oOpereHne OMHUCAHO CO CCHUIKAMU Ha IPENNIOYTUTENIbHbIE BapUAHTBHI
ocymecteienus. Crnenyer mNOHMMAaTh, 4YTO MOIYT CYIIECTBOBAaTb M JIpyrHe BapUaHTbI
OCYLUECTBJICHHS B Ipeesiax CYIIHOCTH M O0BbeMa HACTOSLIero M300peTeHMs, ONpeAeIeHHBIX

00bEMOM NPABOBOH 3aLUThI MpUIaraeMoil (opMyJibl H300peTeHHUS.
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POPMYJIA U3OBPETEHUA

1. Peanu3oBaHHBI MOCPEACTBOM 3JIEKTPOHHOIO MpOLECCOpa Crocod KOHTPONS H
OrpaHMYEHHUs] NOCTyMa K TMOAKJIOYEHHIO K JaHHBIM 3JIEKTPOHHBIM YCTPOWCTBOM, IMPU 3TOM
YKa3aHHOE  JJIGKTPOHHOE  YCTPOWCTBO  COAEPKUT  CPEACTBO  JJsi  U30MPaTeNbHOro
paspelneHus/npeKpalieHusi NOAKIIOYEeHUs K  JaHHBIM, T[pPHYeM YKa3aHHbIH  Crocod
NpenyCMaTpPUBAET CICAYIOIINE CTaIUU:

a) OoOHapy»KeHHe HAYaJbHOTO W KOHEYHOTO MOMEHTOB BPEMEHH KaKIOro IOCTyIMma K
MOZKJIFOYEHHIO K JJAHHBIM B T€UEHHE MPEIOIPEaeICHHOrO IPOMEXKYTKa BPEMEHH,

b) moxcuer ¢ HapacTalOLUIMM HTOrOM OOIIEH NPOJOJDKUTENBHOCTH JOCTYIOB K
NOAKJIIOYEHUIO K JTAHHBIM B TEUEHHE YKa3aHHOTO IMPEIOIpPEeAeIeHHOr0 MPOMEXyTKa BPEeMEHH
COTJIACHO CIIEAYIOIIEMY PEXKUMY:

1) TMOxCYeT aKTUBUPYIOT B HAYaJIbHBIH MOMEHT BPEMEHM Ka)KIOro JIOCTyIMa K

NOAKJIIOYEHHIO K JTAHHBIM, U

il) moxCYeT MPEeKpaIarT B KOHEYHBIH MOMEHT BPEMEHHM Ka)KIOro JOCTyHa K

HNOAKJIIOYEHUIO K TAHHBIM,

c) ecnu o0wast MPOAOILKUTEIBHOCTD TOCTYIIOB K MOAKIIOYEHUIO K JTAHHBIM JOCTUTAeT
3HAYEHUS], paBHOTO IpeIBAPUTENILHO 3aaHHOMY 3HAYCHHUIO MaKCHMaJbHOM
NPOIO/UKUTEIBHOCTH, O KOHIA YKA3aHHOTO MPEIONpPeNeeHHOrO IMPOMEXYTKa BpPEMEHH,
cpabaThiBaHUE BBIMIEYIOMSIHYTOIO CPEACTBA pa3pelIeHus/ IPeKpaIleHust IJIsi TPEeKpaIleHHsI
MOAKJIFOYEHHsI K JAHHBIM 10 KOHLIA YKa3aHHOTO MPENONPEIeIEHHOTO MPOMEKYTKA BPEMEHH.

2. Cnocob mo m. 1, B KOTOpOoM, eciu oO0IIas MPOAOJKHUTEBHOCTh JOCTYIOB K
NOAKJIIOYEHHUIO K JaHHBIM HE JOCTUTaeT 3HA4YeHHs, PaBHOTO YKa3aHHOMY 3HAYEHHIO
MaKCHMAaJIbHON MPOJOJUKUTEIBHOCTH, O KOHLIA YKA3aHHOTO MPENONpPEaeSICHHOTO MPOMEKYTKa
BpPEMEHHU, Ha CJEAYIOIIUN MpeIOnpeae/ieHHbIH MPOMEKYTOK BPEMEHU 33a7al0T HOBOE 3HAYCHUE
MaKCHMaJIbHON MPOJOIKUTENIbHOCTH JOCTYNA K MOAKIIOUSHUIO K JaHHBIM, MPUYEM YKa3aHHOE
HOBOE 3HAU€HHE MAKCUMAJIbHOH MPOJOJKUTENPHOCTA BBIIE TMPEIbIAYINEro 3HAYEHUsI
MPOMOPLHOHAIBHO PA3HUIIE MEXKAY OTCYUTAHHOW OOLIel MPOAOIKUTEBHOCTBIO JOCTYIOB K
NOAKIIOYEHUIO K JaHHBIM M [PEABAPUTENbHO 3aJaHHBIM 3HAUYE€HHEM MaKCHMAaIbHOM
NPOIOKUTEIBHOCTH.

3. Cnocod mo OmHOMY M3 TPENUIECTBYIOIIUX MYHKTOB, MPEIyCMaTPUBAOLIHIA
CJIEYIOLIHEe AONOJHUTEbHbIE CTAINN!

d) mnonydeHue wHpOpPMAINH, KACAIOIIEHCS TaHHBIX, TOJYUYEHHBIX MPU MOIKIFOYSHUH K
CeTU mepefayd JaHHBIX YCTPOWCTBOM, KOTOpAasi COAEPKHUT. aJpec MOCELICHHBIX BeO-CTpPaHUL,

I[aTY/BpeMﬂ COOTBETCTBYHOIIIUX HOCGH_IGHI/II\/'I u/unu BpEMA HUCIOJIBb30BaHUA KaxxKaoro
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[TpunosxeHnst, THCTAJNTNPOBAHHOTO HA BBIOPAHHOM 3JIEKTPOHHOM YCTPONCTBE; U

€) XpaHeHHe yKa3zaHHOU mH(popMauu B 0a3e TaHHBIX.

4. Cnoco® 1O OmHOMY U3 TMPEOIIECTBYIOLUINX IYHKTOB, B KOTOPOM YKa3aHHBIH
NpeaonpeaAeIEeHHbIH MPOMEXKYTOK BPEMEHH XapaKTepPU3yeTCsl MPOJOJIKUTENBHOCTBIO OIUH UJIH
HECKOJIBKO 4acOB, AHEH, HeZleJIb UIIU MECSLIEB.

5. Cnoco0 mo OgHOMY M3 MPEIIECTBYIOIIUX IYHKTOB, B KOTOPOM IPENYCMOTPEHBI
ClIelyIOIINe MTpeBaApUTENbHbIE CTAIUU:

f) mnpumeHeHme HaHHBIX IOCTyHa AAMUHHUCTPATOpa, MPUYEM YKa3aHHbIC JIaHHbBIE
JOCTyTIa COAepKAT UASHTH(PUKALMOHHbBIE TaHHBIE U/UITH OMOMETPUYECKUE TaHHbIC, U

g) XpaHEeHHE YKa3aHHBIX JaHHBIX JOCTyIa B Oa3e TaHHBIX,

IIPUYEM YKa3aHHOE MPENONpEeAesIEHHOEe 3HAUE€HNEe MAKCHUMAaJbHON MPONOJIKUTENbHOCTH
MOKET OBITh 3a1aHO W/WJIM U3MEHEHO I10CJIe ayTeHTU(HUKALIUH YKa3aHHBIX JAHHBIX HOCTYIIA.

6. Cnoco®0 mo mnpenbinylieMy TMyHKTY, B KOTOPOM Ha yKa3aHHOW cramuu f)
JOTOJHUTEIPHO TMPEAYCMAaTPUBAIOT MPENOCTABICHUE TEIEeMAaTHYECKUX agpecoB YKa3aHHOIO
aAMHHHCTPATOpA,

IpUYeM, eCJIM YKa3aHHbIE JaHHbIE TOCTYIA He ayTeHTU(UIUPYIOTCS, MPEAYyCMaTPUBAIOT
OTHPAaBKy TPEBOXKHOTO COOOIIEHNS Ha TEIEMAaTHUECKUe aipeca YKa3aHHOTO aAMUHHICTPATOPA.

7. Cnocod mo m. 5 wiu m. 6, B KOTOPOM, €CIH YKa3aHHbIC JaHHBIE IOCTYyNa He
ayTeHTHOULUPYIOTCS, MAKCUMAJIbHYIO MPOAODKUTENIBHOCTh JOCTyNa K MONKIIYEHHIO K
JAaHHBIM B CIEAYIOLIEM MPEeAOIpeNeIeHHOM NPOMEXYTKE BPEMEHM  YMEHbLIAIOT
MPOMOPLIMOHANIBHO YHCITy HEYAauHbIX ayTeHTU(UKALIHA.

8. Cnoco0 mo OmHOMYy W3 TMPENUIECTBYIOIIUX IYHKTOB, KOTOPBIH BBIMOJHSIOT
OIHOBPEMEHHO [JIs1 OIHOTO WM HeCKONbkuX IlpunoskeHuii, HWHCTAJUIMPOBAHHBIX HA
3JIEKTPOHHOM yCTPOMCTBE, MPUYEM ISl KaXKJIOr0 U3 yKa3aHHbIX [IpunoskeHuil npeasapuTenbHO
3a7al0T COOTBETCTBYIOLIUN MpenoIpeNeseHHbIi MPOMEXYTOK BPEMEHU U COOTBETCTBYIOILEE
3HauY€HHEe MaKCHMaJbHOW MPOAOKUTEBHOCTH MOAKIFOYEHHS K TaHHBIM.

9. Cmnocob mo oJHOMY W3 MPEAIIECTBYIOIINX MyHKTOB, B KOTOPOM, ecii [IpuokeHne
MHCTAJIJIMPOBAHO Ha YCTPOWUCTBE, JOCTYN yKa3aHHOro [IpuioskeHus: K NOAKIIOYEHUIO K JaHHBIM
3amlpeIneH U MOXeT OBITh pa3pelleH TOJbKO IMOCNie ayTeHTU(UKALUH JaHHBIX JIOCTYIIA
aAMHHHCTpaTOpA.

10. Cnocob mo onHOMY 13 M. 5-9, B KOTOPOM MpPenyCMOTPEeHa CTaausl JUCTAHIIMOHHOTO
OoTOOpa’keHUsI CKPUHINOTA OJKPaHa 3JIEKTPOHHOTO YCTPOMCTBA AaJIMHUHHUCTPATOPOM TIOCIHE
ayTeHTU(UKAINH YKa3aHHBIX JaHHBIX JOCTYTIA.

11. TIporpamma naJisi mporeccopa, MPUTOAHAsS JUIsl peaiu3aly crocoda Mo OJHOMY W3

MPEALIECTBYIOIINUX TyHKTOB MIPU UCIIOJIHEHUH HA 3JIEKTPOHHOM MPOLIECCOPE.
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