Al

201891081

(19) EBpa3unckoe @) 201891081 3 A1l
naTeHTHoOe
Be4gOMCTBO
(120 OMUCAHUE U30BPETEHUS K EBPASUICKOM 3ASIBKE
(43) Aara ny6nukauum sasiskm (51) Int. Cl. GO6F 21/62 (2013.01)
2019.12.30 GO6F 12/14 (2006.01)
HO4L 9/08 (2006.01)
(22) [ata nonaum 3aaBku
2018.05.31
(54) CIIOCOBb U CUCTEMA BAINMUIIEHHOTI'O XPAHEHUSI UTHOOPMALIMU B DANJIOBBIX
XPAHUWINIIAX JAHHBIX
(31) 2018120197 (57) lanHoe TeXHUYECKOE pEIIEHHE, B OOIIEM, OTHO-
(32) 2018.05.31 CHUTCS K 00JIaCTH BBIYMCIUTEILHOW TEXHUKH, & B 4aCT-
(33) RU HOCTH K CII0c00aM M CHCTeMaM 6e30TIacHOM Iepeiaum
(71) 3assurens: KPUTUYHBIX JaHHBIX B 00IIenocTynHyio cpeay. Cro-
NYBJINYHOE AKIITMOHEPHOE €00 3aIIUIIEHHOTO XpaHeHusI HHpopMaIun B aiiio-
OBHIECTBO "CBEPBAHK BBIX XPaHWIHIIAX JaHHBIX, B KOTOPOM IIOIyYaroT IO
POCCHH" (ITAO CBEPBAHK) (RU) MeHbIIIEH Mepe OMUH OTKPBITHIN KITIOY 10 MEHBIIEH
(72) Wisotperarens: Mepe OIHOTO MOJB30BATENIS; MOTYyYaoT MO MEHBIIEH
K P L Mepe omuH (aifa Mo MeHbIIeH Mepe Ha OJXHOM KITH-
apJaoB Anapeii BiagumupoBuy, i .
®poso Muxan Jeonmtosuy (RU) eHTe; POPMHUPYIOT IO MEHBILIEH MEpe OHH KIIOT I
mmQpoBaHUs 10 MEHBIIIEH Mepe OXHOTO Qaiiia, KOTo-
(74) nNpeacrasuTens: pBIil coxpaHsieTcst B (hailfloBOe XPaHWIHIIE TaHHBIX;

I'epacun Bb.B. (RU)

OCYIIECTBIAIOT MH(POBaHNE 1O MEHBIIEH Mepe o1l
HOTO (paiiyla MOJTYYEeHHBIM paHee IO MEHBIIeH Mepe
OIHHUM KJIFOYOM IS r(poBaHus (aiiia; 0CymecTB-
JSFOT MM(POBAaHUE IO MEHBINEH Mepe OfHOTO KITO-
9a, KOTOPHIM 3aIIM(pOBaH MO MEHBIIEH Mepe ONUH
(aiin, OTKPHITBIMHU KITFOUAMH TE€X TOJIH30BaTENeH, KO-
My IPEOCTaBIAETCS JOCTYI 110 MEHBIIEH Mepe K Ofl-
HOMY (paliiTy; COXpaHSIOT IO MEHBIIEH Mepe OInH 3a-
mm(poBaHHBIN Ha MPEBIAYIIEM IIare Kiod B 0ase
KiToueii mmdpoBaHus, a IO MEHBIIEH Mepe OIWH 3a-
mmdpoBaHHBIH (aiin B (aiimoBoM XpaHWIHIIE IaH-
HBIX. TeXHUYECKUIA pe3yibTar - MOBBIIIeHNE Oe301ac-
HOCTH 3aIUIIEHHOTO XpaHeHUsI HHpOopMaIin B daii-
JIOBBIX XPAHWINIAX TaHHBIX.

I18016810¢

v



MMK GO6F 12/00

CNnocob " CUCTEMA 3ALLNLLEHHOIO XPAHEHUA NHPOPMAL N B
DANNOBbLIX XPAHUNULIAX JAHHbIX

OBJIACTb TEXHUKWA

[001] daHHoe TexHudeckoe peleHne, B oOwem, oTHocuTcs K obnactm
BbIYMCIINTENBHON TEXHWKM, & B 4YaCTHOCTU K cnocobam m cuctemam 6He3onacHomn

nepefayn KpUTUYHbIX faHHbIX B OOLLEeAO0CTYMHYIO Cpesy.
YPOBEHb TEXHUKN

[002] B HacToswee Bpems 3alumta faHHbIX SBMSETCA O4HOW M3 OCHOBHbLIX Npobnem,
KOTOpYO HeobxoamMmo peluartb npu paspaboTke CUCTEMbI KOPOpaTUBHOIO XpaHeHWUs
AaHHbIX, ANa mManoro GusHeca unmM KpyrnHoOW kopnopauuu. 3a4actyto AaHHbIe MOryT
nepegaBaTbCs Ha pPas3nuyHble HOCUTENW AaHHbIX, HaNpuUMep, Takux Kak obnayHble
XpaHunuiia aaHHbIX unu nokaneHsle. Npu nepepade aaHHbIx Npobnema 6e3onacHoCTH
3aKnYyaeTca B TOM, YTO KTO-TO MOXET MOMy4UTb AOCTYN BUPTYanbHO UK OU3UYECKN K
XpaHUnuly 1 3atem obpatuTbCs K AaHHbIM. 3MOYMbILNEHHUK MOXET «B3NOMaTtby
CUCTEMY, CMOHTUPOBATbL HOCUTENb AaHHbIX, & 3aTEM MONyYUTb AOCTYN K AaHHbLIM.

[003] Ws3BecTHble N3 YPOBHA TEXHUKN HEKOTOPbIE TEXHUYECKME pPEeLLEHMS 3aTparmBaroT
3TM Npobnemsl, LWKdPys BCe UK BOMNBLUIMHCTBO AaHHbLIX HA HOCUTENAX AaHHbIX, O4HAKO
3TM NOAXOAbl CTpajarT OT psja HeaoCTaTKoB C TOYKM 3peHuMs cnabor CTOPOHbI
BesonacHocTn, npobnem C peanusaunen U/unu CnoXHoOCTW. Hanpumep, B NpOCTbIX
TEXHUYECKMX PELLUEHUSX, B KOTOPbIX XPaHAT 3alumMdpOBaHHblE AaHHble Ha HocuTene
BMECTE C KIMKOYOM JaHHbIX, WCNOMb3yeMbiM Ans WndpoBaHUs AaHHbIX, Nobon,
UMEROLLNIN PUBNYECKMIA [OCTYMN K HOCUTENHD, MOXET U3BMEYb KMHOY AaHHbIX U3 HOCUTENS
N UCnonb3oBaTtb €ro Ang gewndpoBaHua aaHHbiX. Kpome TOro, npepllecrsyrolme
pelleHns 0Obl4HO obecneumBaroT 4OCTYN K 3amMppOBaHHbIM AaHHbLIM AN1A BCEX, Y KOro
€CTb KN4 AaHHbIX LWMEPOBaHMNS, HO HE MO3BONAKT PasfNYHbIM CTOPOHaM OTAENbHO
nonyyartb 4OCTYN K 3awmMdpOBaHHbIM aHHBIM C MOMOLLBI CBOUX COBCTBEHHbIX KIMHOYEN
pocrtyna. lNpuHMMas BO BHMMaHWE BbllLECKasaHHOe, CyllecTByeT noTpebHOCTE B
YyCOBEpPLLEHCTBOBaAHHbLIX crnocobax 3awmTbl AaHHbIX B CUCTEMax KopnopaTMBHOMO
XpaHeHnsa fAaHHblX. KpuTuuHble faHHble  [AOMKHbl  ObiTb  AOCTYMHbI  TOMBKO
YNONTHOMOYEHHbBIM NLAM, TONbKO TEM CNocoBoM, KOTOPbLIA paspeLlleH MNONUTUKON
©esonacHOCTM, W TOMbKO C TMOMOLUBD CPeAcTB, OnpefeneHHbIX MNONUTUKOU

Be3onacHocTun.



CYWHOCTb N3OBPETEHNA

[004] TexHuyeckoe pelleHMe HanpaefieHO Ha YCTPaHeHWe HeLOCTaTKOoB, MPUCYLLMX
CYLLIECTBYHOLNM PELLEHNSAM U3 M3BECTHOIO YPOBHSA TEXHUKM.

[005] TexHuueckonm 3apgadven, NOCTABMEHHOM B LAHHOM TEXHUYECKOM pPELLEHUN,
anaetca obecnevyeHve 3allUMLLEHHOrO XpaHeHWa uHpopMaumm B dannosblX
XpaHUnuLax gaHHbIX.

[006] TexHWYeckMm pes3ynbTaToM, MPOSBASHOLWMMCS MNPU PELUEHUM BblLLEYKa3aHHON
3agayn, SBnseTcs nosbleHre 6e30nacHOCTM 3allMLLEHHOrO XpaHeHUs nHpopmayun B
dannosbIx XpaHUNULAX AaHHbIX.

[007] YkasaHHbIM TEeXHUYECKUA pesynbTaT JocTuraeTcs bnarogaps OCyLLeCTBEHWUHO
crnocoba 3almLLEHHOro XpaHeHUs nHgopmauumn B pamnoBbiX XpaHUnuwax aaHHbIX, B
KOTOPOM MOMy4aroT NO MEHbLUEN MEPE OANH OTKPLITBIN KIHOY MO MEHbLUEN Mepe O4HOro
NoNb3oBaTenNs; NoMy4aroT NO MEHbLUEN MePE OAMH hann Ha NO MEHbLUEN Mepe O4HOM
KnMeHTe; (hOPMUPYIOT MO MEHbLUEN Mepe OAUH KIoY ANS LWMEPOBaHMUS MO MEHbLLEN
Mepe OfHOro anna, KOTOPbIA COXpaHsAeTcs B (pannoBoe XpaHunuwie AaHHbIX;
OCYLLECTBNAOT LUNPOBaHME NO MEHbLLEN Mepe O4HOro gawnna nonyyYeHHsIM paHee rno
MEHbLUEM Mepe OAHMM KIHYOM Ans  wudpoBaHus  danna;  OCyLecTBNAT
LWMdpOBaHME MO MEHbLUEN MEpPe OAHOrO Krtoda, KOTOPbIM 3alumdpoBaH No MeHbLUEN
Mepe OAWH dharn, OTKPbITbIMA KIFoYaMn TEX NONb3oBaTenen, KoMy NpeaoCcTaBnseTcs
AOCTYN K MO MEHbLUEN Mepe OAHOMY hanny; COXPaHSAT MO MEHbLUEW Mepe OAMH
3awundpoBaHHbLIM Ha npeabigywemM ware knod B 6ase knoyen wmdpoBaHusa, a no
MEHbLUEN MEpe OAMH 3aluMdpPOBaHHbIM harn B annoBoOM XpaHUIMLLE AaHHbIX.

[008] B HekoTOpbIX BapwaHTax OCYLLECTBMNEHUA (PaNNoBOE XpaHUIULLE SBMSETCA
obnayHbIM W/Knnu NoKanbHbIM.

[009] B HekoTOpbIX BapwaHTax OCYLLECTBMNEHUA (PaUNOBOE XPaHUIULLE SBMSETCA
nyBnnYHBIM W/NNK YaCTHBIM, W/WNK TMBPUAHBIM.

[0010]B HekoTOpbIX BapuaHTax OCYLUECTBMNeHUa ANs npefocTaBneHns AocTyna K
3awmppoBaHHOMY dhanny BHYTPM dhannoBoro XpaHunuia cospaéTcsa
nepcoHnduumpoBaHHas nnm nybnmyHasa ceeinka gna danna, Kotopasa CoxpaHseTcs B
peecTpe CCbINOoK Ha hannbl.

[0011]B HeKkoTOpbIX BapuaHTax OCYLUECTBMEHUS MNPU UCMONb30BaHUM HECKOSbKMX
harnoBbIx XpaHunuwy, dawnbl M CTPYKTypa nanok M3 BCex (annoBbIX XpaHULL,

oToBpaxatoTca B €AMHOM MHTEPKENCE KaK eauHOM (PannoBOM XPaHUIULLE.



[0012]B HeKkoTOpbIX BapuaHTax OCYLLECTBMEHUS MPU MCMONb30BaHUM HECKOSbKMX
hannoBbIX XpaHUNUW, B eaMHOM uHTepdence otobpaxarotTca dannbl n3 annoBbix

XpaHUNMLL, APYrvX Norb3oBaTenen Ha OCHOBE peecTpa CChINoK Ha hanrbi.
KPATKOE OMNMUCAHUE YEPTEXEN

[0013]MpunaHakm wn npevmyLlecTBa HACTOALWEro TEXHUYECKOro peLUueHUs CTaHyT
OYEBMAHBIMA U3 MPUBOAMMOrO HWXe nogpobHOro onucaHua wn3obpeTeHns W
npunaraemblx YepTeEXen, Ha KOTOPbIX:

[0014]Ha dur. 1 npuBegeHa ©Onok-cxema cnocoba 3alMLLEHHOrO XpaHeHWUN
NHgopMaLny B annoBbIX XpaHUMLLAX AaHHbIX.

[0015]Ha dur. 2 nokasaH npumep OCYLLUECTBMEHUS CUCTEMbI 3aLUULLEHHOMO XpaHeHUA
MHopMaLuM B hannoBbIX XpaHUMLLAX AaHHbIX.

[0016]Ha dwur. 3 nokasaH npuUMep OCYyLLEeCTBMEHUA LUMMPOBaHUA Krkova, KOTOPbIM
3awmdpoBaH darn, OTKPbITbIMK KIKYaMM TEX NONb3oBaTenen, KoMy nNpeaocTaBnaeTca
LOCTYIM K MO MEHbLUEN MEpPe ogHOMY hanny.

[0017]Ha ®wur. 4 nokasaH npuvMep OCYLWECTBMEHNS perncTpaumm nonb3oBartens B
CUCTEME 3aLLULLIEHHOrO XpaHeHUs MHpopmaLmm B annoBbiX XpaHUmLLax AaHHbIX.
[0018]Ha ®ur. 5 nokasaH npumep OCyLLECTBMEHUS 3arpy3kn danna nonb3oBaTtens B

CUCTEME 3aLUMLLEHHOrO XpaHEHUS MHAOPMaLMK B (haioBbIX XpaHWUMLLAX AaHHbIX.

noaPOBHOE OMNMUCAHUE M3OBPETEHUA

[0019]Hmxke OyayT onmcaHbl MOHATUA U TEPMUHbI, HEODXOAMMbIE ANS MOHMMaHWUSA
AAHHOrO TEXHUYECKOTO PELLEHUS.

[0020]B paHHOM TEXHWYECKOM PELLUEHMM NOL4 CUCTEMOM NOAPa3yMEBAETCHA, B TOM
yucne KomnekoTepHas cuctema, OBM (8nekTpOHHO-BblMUCTIMTENBHAA MawmnHa), YUY
(umcnosoe nporpammHoe ynpaenenue), [JIK (nporpammupyembii  NOrMYECKUm
KOHTPONNEpP), KOMMbIOTEPUIMPOBAHHBIE CUCTEMBI yrnpasBneHnsa u nwbble  apyrve
yCTPOWCTBA, cnocobHbIe BbINOMHATE  3a4aHHYHo, 4YeTKO onpeneneHHyro
nocnenoBaTensHOCTL Onepaunin (AENCTBUIA, MHCTPYKLNA).

[0021]Mog ycTponctBOM 00paboTkM kKOMaHA noapasyMeEBAETCA SMEKTPOHHbIA 6ok
nmbo mHTerpaneHaa cxema (MUMKPONPOLLECCOpP), UCMONHALAA MalUWHHbIE UHCTPYKLMM
(Nporpammbl).

[0022]YcTponctBO 00paboTkm KOMaHZ CYATbIBAET W BbINOMHSAET  MalUMHHBbIE
WHCTPYKUMM (Nporpammbl) ¢ O4HOro unm bonee yCTPOWCTB XpaHeHUA AaHHbIX. B ponn

yCTpOIZCTBa XpaHeHna AaHHbIX MOryT BbICTyNaTb, HO HE OrpaHn4YmMBanACh, XXeCTKUe ANCKAN



(HDD),  dnew-namathb, M3y  (noctosHHOEe  3anomuHawowee  YCTPOWUCTBO),
TBEPAOTENbHbIE HakonuTenn (SSD), onTnyeckne NpuBOAbI.

[0023]Mporpamma - nNOCNEAOBATENBHOCTE  MHCTPYKUMA, NPeAHasHa4YeHHbIX Ans
WCNONMHEHUS YCTPOUCTBOM YMNpPaBrEHUS BbIMUCIUTENBHOW MalUMHbI UMW YCTPOUCTBOM
0BpaboTkmn KOMaHA,.

[0024] AccuMeTpUUHbIEe KITIOYM — KIHOYW, UCMNOMb3yeMble B aCCUMETPUYHbLIX
anroputmMax (wndpposaHue, SLUIM), kKoTopble ABNSKOTCA KMHOYEBOW Napou.

[0025] OTKpbITLIN KNtOY (aHrn. public key) — KoY, KOTOPbIM MOXET BbITb onybnnkoBaH
N UCMOMb3yeTca ANA NPOBEPKU MOANMHHOCTU NOAMMCAHHOIO AOKYMEHTa, a Takke AnS
npeaynpexaeHus MoLLEeHHUYeCTBa CO CTOPOHbI 3aBepsAoLLEro nvua B Buae otkasa ero
OT noanucu pokymeHta. OTKPbITbIA KMHOY MOAMUCU  BbIYMCNAETCA Kak 3HadeHue
HEeKOTOPOM (PYHKLMM OT 3aKpbITOrO Krrova, HO 3HaHWE OTKPbITOrO Kr4va He aaet
BO3MOXHOCTUW ONpeaennuTb 3aKpbITbIA KITHOY.

[0026] 3akpbITbin Knto4 (aHrn. public key) — knto4y, W3BECTHbIA TOMLKO CBOEMY
Bnagenely. TONbKO COXpaHeHWe nosnb3oBaTenemM B TaWHEe CBOEro 3aKpbITOro Krkoya
rapaHTUpyeT HEBO3MOXHOCTb MOAAENKN 3MOYMbILLNEHHUKAM AOKYMEHTa U LMdPOBOU
noANMCY OT UMEHU 3aBEPSOLLETO.

[0027] WUndpoBaHme — obpatnmoe npeobpasoBaHne MHpopMaUnn B LENAX CKPbITUSA
OT HEaBTOPW30BaHHbIX NAL, C NPEAOCTaBMEHNEM, B 3TO XE BPEMS, aBTOPU3OBAHHLIM
nonb3oBaTensaMm AocTyna K Hew. [naBHbiM 00pasom LWMpoBaHNE CRNYXUT 3ajadqen
cobnrogeHns KOHPUAEHUMaNLHOCTU NepeaaBaemMon MHpopmaum.

[0028] TokeH aBTOpPM3aLMM - NPOrPaMMHBbIA TOKEH, KOTOPbLIA BbIAAETCA MOMbL30BaTENH
nocrne ero ycrnewHoW aBTopu3auum M SBMSETCA KHYOM ANA JOCTyna K pecypcy
(Hanpumep, Ans ocTyna k obnayHoMy XpaHunuLly).

[0029]UnchbpoBon ceptucpmkatr - BbINYLWEHHbIN  Y4OCTOBEPSOLWMM  LIEHTPOM
SNEKTPOHHbIN UMM MeYaTHbIM  AOKYMEHT, MOATBEPXKAALWMA  NPUHAANEXHOCTD
BnagenbLy OTKPbITOro Knoya unm kakmx-nmbo atpmbyTos.

[0030]Advanced Encryption Standard (AES) — cummeTpuyHbIN anroputm 61104HOro
WwmndpoBaHna, npuHATBIM  npaBuTensctBom CLUA Ha ocHOBe pesynbTaTtoB
NpPOBEAEHHOrO KOHKypCa B KayecTBe CTaHgapTa WMpoBaHUA N 3aMEHMBLUMIA COBOoM
MeHee HagexHen anroputm Data Encryption Standard (DES). YTBepXaeHHbI
anropuTM B Ka4yecTBe e€AWHOro cTaHgapTa LWwudpoBaHMs CcTan  MoOBCEMECTHO

NPUMEHATBCA ANA 3alUnUTbl SNTIEKTPOHHBLIX AaHHbIX.



[0031]BekTOop MHMUManNU3auuMM — BEKTOP, KOTOPbIM npeacraBnsaeTr cobown
NPOM3BOSIbHOE YUCIO, KOTOPOE MOXeT ObITb WCMOMb30BaHO BMECTE C CEKPETHbIM
KNHOYOM ANS WMPOBaHNSA AaHHbIX.

[0032] Cipher block chaining (CBC) — pexum cuenneHmsa Bnokos WngpoTekcTa —
OOVH W3 pPEeXMMOB WWUEMPOBaAHNA ANS CUMMETPUYHOro 6noyHoro wwudpa c
NCNONb30BaHNEM MexaHM3ma obpatHom cBa3n. Kaxabiv 650K OTKPLITOro TekcTa (Kpome
nepBoro) nNobuToBO CkNagbiBaeTca Mo MoAymno 2 ¢ npeablaywmnm pesynstatoMm. OgHa
ownbka B OmTe Bnoka WndpoTeKkcTa BAMSET Ha pacLIM@POBKY BCEX MOCMEAYHLLNX
onokoB. [lepecTtponka nopsgka ©ONOKOB 3alWM@PPOBaAHHONO TEKCTa Bbl3biBaeT
noBpexaeHna pesynetara geumngpoBaHus.

[0033]B HekoTOpbIX BapuaHTax OCyLUeCTBneHUs cnocod, nokasaHHbln Ha Gwur. 1,
BKIMOYAET crneayroLpne waru.

[0034]MpenBapuTenbHO  OCYLLECTBASKOT rEeHepauuio Mo MEHbLUEW Mepe OfHOro
LumdpoBoro ceptudmkarta 6GesonacHocTm ana nonb3oartens 200, kak nokasaHo Ha Pur.
2. MNonb3oBaTene 200 3apaét naponb Ana umMdpoBoro ceptudumkata. Mapons MoxeT
ObITb CUMBOMbHBIM, YMCMOBBIM UMW KOMBWHMPOBaHHBLIM. B HEKOTOpbLIX BapwaHtax
OCYLLIECTBNEHNSA B KA4eCTBE NMapons MOryT UCMNONb30BaTbCa BUOMETPUYECKNE AaHHbIE
none3oBatens 200. Cuctema 202, Bknrovaroas yao0CTOBEPSOLMM LIEHTP ANSA Bbinycka
LMdpOoBOro ceptudmkara, HanpumMmep, NOCPeaCcTBOM CEPBEPA, reHEPUPYET LMGPOBON
cepTudukat n otobpaxaet Ha cTpaHuue Beb-mHTepdenca 201 nonb3osatens QR-koa
(kOTOpbIN coaepPKUT B cebe CCbINKy Ha CKayMBaHWE CreHepUpPOBaHHOMO LMGPOBOro
ceptudukata) Ans CKaHMpOBaHUSA, Hanpumep, MobunbHbIM ycTponcTBoM 230 cBA3M
nonb3oBaTens WNn APYrMM CKaHWPYHLMM YCTPOMCTBOM. B kadectBe UMdpOBOro
ceptTudumKata MOXET MCMNONb30BaTbCA CEPTUMUKAT OTKPLITOrO KIkoya, MMELLMA
dopmaTt X.509 v3, koTopbin onmucaH B RFC 5280

[0035]3aTtem nonb3oeatens 200 ckaHMPyeT NOCPELCTBOM MOOUNBHOrO MPUNOXEHUS,
yCTaHOBMNEHHOro Ha MobunbHOM ycTpouncTtee 203 ceasm QR-koa, kak nokasaHo Ha dwur.
4, koTtopblh Obin paHee creHepupoBaH, nonydaetr URL-ccbinky Ha yudposow
ceptudumkar ©OesonacHOCTM, CKauvMBaeT €ero, 3anpawmBaeT paHee 3ajaHHbIn
nonb3oBaTeneM Naposb Ha CEPTUPUKAT U YyCTaHaBNMBAET €ro.

[0036]Mocne ycTtaHoBKkM UudpoBoro ceptudukata nonb3oBatens, MobunbHoe
NPUNOXEHNE, YCTaAHOBNEHHOE Ha MOOuUnbHOM ycTpoucTtBe 203 cBA3W, nepepaért B
cuctemy 202, Hanpumep criegyrolmMe aaHHble U3 undgposoro ceptudukara: PUNO, e-
mail. B HeKoTopbIX BapwaHTax OCYLECTBNEHUS MOXET ucnonb3oBatbca SSL

cepTudmkar.



[0037]B umdpoBomM cepTudmKaTe MOXET XPaHUTLCA Criegyrowas nHpopmauums:

[0038] nonHoe (yHUKanbHOE) UMA Bragenesla ceptudukara,

[0039] oTKpPbITLIN KNHOY BNagenbLa;

[0040] paTa Bblgauun ceptmudukaTa,

[0041] naTa okoH4YaHUsa cepTudukaTa;

[0042] nonHoe (yHMKanbHOEe) UMSA YA O0CTOBEPSHIOLLEro LieHTpa cepTudukaymm,

[0043] yndppoBas nognmnce nsgartens.

[0044]Cuctema 202 nony4yaeT STM fJaHHble, co3gaeT nonb3oBatens y cebs B
XpaHunuile AaHHbIX, reHepupyeT ANA Hero yHukanbHbii naeHTudukatop (User ID),
Hanpumep, Ha OCHOBaHWM CryYarHbIX Yn1cern, NMbo NOCPEeACTBOM UCMONb30BaHNA X3LLU-
pyHKUMM OT ero AaHHblX, U gobaBnseT 3anMcb O HOBOM MoONb3oBaTene B CrMCOK
nonb3oBaTenen, KOTopbIM MOXET XpaHUTbCA B XpaHunuwe 204 faHHbIX. 3anucb O
nonb3oBaTene MOXET COAepXaTb Crneayrolme AaHHble: YHUKanbHbIM UaeHTUduKaTop
User ID, ®N0, e-mail, Homep MoBunbHOro TenedoHa n T.4., He OrPaHNYMBasCh.
[0045]3aTem nonb3oBaTens 200 OTKpbIBAET MOOUMBHOE MPUMNOXEHNE Ha MOBUNBHOM
ycTponctee 203 cBsA3M:

e €eCnu 3TO nepBbI BXO4 nonb3osartensa 200, To nonb3osartens 200 3agaer
naponb n/vnm BeoguT obpasel, CBOEro oTneyartka nanbua;

e ecnn nonb3oBartens 200 OCyWeCTBNSET BXO4 B MPUNOXEHME YXe He
nepebin pas, To nonb3osarens 200 BBOAUT Naponb W/WnM NpuKnagbiBaeT
paHee BBEAEHHbIN OTNeYaToK nanbua.

[0046]B mMOBMNBHOM  MPUNOXeHMM Ha MobunbHOM  ycTpouctBe 203  CBA3K
nonb3oBaTtens oTobpaxaeTca Qopma ANnNa BBOAa nNapons/otnedarka nanbua.
Monb3oBatens 200 BBOAWT naponb/oTnedarok nansbua. MobunbHoe npunoxeHue,
yCTaHOBMNEHHOe Ha MobunbHOM ycTpouctBe 203 CBSA3M, MPOBEPSIET KOPPEKTHOCTb
BBEAEHHOrO napons/oTnevyarka:

e eCnv NpoBEpKa NpoLuna yCrnewHo, TO OCYLLECTBMAST 3anpoC Ha NpoBEPKY
LmdpoBoro ceptudukaTa B cuctemy 202,

e eCnM NpoBEpPKa He MpoLunia yCrneLwwHo, NpoLece 3akaH4YMBaeTCs C OLLUMBKON, U
NoNb30oBaTeENO HanpaenseTca CoobLUeHne (B Mecceraxepe, nocpeacTtsoM
cMmc u/vnn PUSH) Hanpumep, cnegyrowero cogepxanma «HenpasunbHO
BBEAEHHbIM Naponb» nnn «OTneyaTok nanbua HE NOAXOLUT.

[0047]MoBunbHOE nNPUNOXEHWE, YCTaHOBMEHHOE Ha MobunbHOM ycTpoucTee 203
CBA3W, OTNPaBndaeT 3anpoc Ha NPOBEpPKy cepTudumkaTa nonb3oBartens B cucremy 202,

KOTOpas NpoBepsieT cepTUdMKaT Norb3oBaTens:



e ecnn cepTudumkar npowen npoBEpKy, TO MpPOLUECC 3aKkaH4MBaeTCA
(nonb3oBarenb NPOLWEN ayTeHTUdUKaumio).

e ecnn cepTuduKaT He npowen npoBepKy, TO MNpouecc 3aBepluiaeTcs C
owmnbkon. Ha akpaHe MOBUNBHOro NpunoxeHusa nonb3oBatena 200 mMoxeT
nosBuTbCA coobLueHne «CepTudumkaT He NPOLLESN NPOBEPKY».

[0048] MobBunbHOE NPUNOXEHNE aBTOMaTUYECKM TEHEPUPYET napy KYen Ans
kaxxgoro nonb3oBatensa 200 cuctembl 202, KOTOPbIE COXPaHATCA B MOOMIBHOM
MNPUNOXEHUN B €r0 XpaHUNuLLE AaHHbIX:

e OTKPbITbIW KMHOY (NyONNYHBIN KHOY);

e 3aKPbITbIW KoY (CEKPETHBIN KITHOY).
[0049]B kauyecTtBe anroputmMa ANA reHepaumm napbl KKYeW MOryT MCMNOoNb30oBaTbCA
0B0LLEen3BECTHbIE N3 YPOBHSA TEXHUKM anropuTMbl reHepauumy Krnover B acCCUMETPUYHOM
wmndgpoBaHuK, Hanpumep, Taknme kak RSA (Rivest-Shamir-Adleman), DSA (Digital
Signature Algorithm), Elgamal (wwudpocuctema Onb-lMamang), Diffie-Hellman (obmeH
kntovamm Audpdpun-XenmarHa), He orpaHn4YnMBasCh.
[0050] War 101: nony4aroT N0 MEHbLUEN Mepe OAWH OTKPbITbIM koY (PubUserKey) no
MEHbLLEN MEPE O4HOro Nonb3oBaTens.
[0051]MobBunbHOe NpunoXeHne, yCTaHoBNEHHOE Ha MOBUNbHOM ycTponcTee 203 CBA3K
nonb3oBaTens, nepegaer B cuctemy 202 konwmio OTKpbIToro knoda (PubUserKey)
NoNb30oBaTenNs No TENEKOMMYHUKALMOHHOMY KaHany Ans wapuHra (o1 aHrn. «to share»
- OEenUTbCA), UNN ApPYrMMn crnoBamm obmeHa C ApYyrMMuU Monb30BaTensiMm, a Tak Xe
nepenaét User ID ganHoro nonb3osatens 200.
[0052] JononHUTENBHO HA AAaHHOM LUare nosny4aroT CreHEPUPOBAaHHbBIN PaHEE 3aKPbITbIN
kntoy nonb3oatens (UserKey).
[0053]B ogHOM M3 BapwaHTOB OCYLLUECTBIEHUS TENEKOMMYHUKALUMOHHLIWM KaHan Ans
obmeHa gaHHbIMM MOBUNBHOrO YCTPOWCTBA CBSA3M UM aBTOMaTU3UPOBAHHOW CUCTEMBI
NCNONb3yeT TENEKOMMYHUKALMOHHBLIA NPOTOKON, BbIOpaHHbIW U3 rPpynnbl, COCTOALLEN N3
cnepyrowmx npOTOKONOB nepegadn padHblx SS/7  (Signaling System #7, owm,
Hanpumep, ITU-T Recommendation Q.700) u ISDN (Integrated Services Digital
Network), WiFi (cm., Hanpumep, |IEEE Standard 802.11).
[0054]B ogHOM K3 BapuMaHTOB OCYLUECTBIEHUA TENEKOMMYHUKALMOHHBLIM KaHarn,
PYHKLUMOHMPYET COrnacHo CTaHAapTy, BbIOpaHHOMY W3 rpynnbl, COCTOAWEN W3
Ethernet, WiFi (cm., Hanpumep, IEEE Standard 802.11) un Bluetooth (cm., Hanpumep,
IEEE Standard 802.15), ATM (Asynchronous Transfer Mode), SS/7 (Signaling System
#7, cm., Hanpumep, ITU-T Recommendation Q.700), X.25 (cm., Hanpumep, ITU-T



Recommendation X.25), WIMAX (Worldwide Interoperability for Microwave Access, cm.,
Hanpumep, IEEE Standards 802.16-802.16e), SCCP (Signalling Connection Control
Part), DUP (Data User Part), B-ISUP (B-ISDN User Part), ISUP (ISDN User Part), TUP
(Telephone User Part), TCAP (Transaction Capabilities Application Part), SSCOP
(Service-Specific Connection Oriented Protocol), H.323, SIP (Session Initial Protocol),
BICC (Bearer Independent Call Control protocol), 1S-41, 1S-634, CAS, CS1, CS2, R2,
CAMEL (Customized Applications for Mobile network Enhanced Logic), INAP
(Intelligent Network Application Part), MAP (Mobile Application Part).

[0055]B opHOM w©n3 BapwaHTOB OCYLLECTBMNEHUA TENEKOMMYHUKALUMOHHBIA KaHarn
ncnonbayet ctek npotokonos TCP/IP (Transmission Control Protocol/Internet Protocol,
cMm. IETF RFC 1122).

[0056]0na nepepaun B cuctemy 202 wmepgmadannoB  MOryT  WUCMOMb30OBaTb
TPaHCMNOPTHLIM NPOTOKON peanbHoro BpemeHn (Real-time Transport Protocol, RTP),
KOTOPbIA LUMPOKO MPUMEHSIOT ANS nepefaydn CUHXPOHU3MPOBAHHBLIX MYSbTUMEANNHBIX
AaHHbIX B peanbHOM BPEMEHW, Hanpumep, ANA nepegadn ayamo- U BUAEOAAHHbIX.
Mpotokon RTP moxeT pabortatb Ha Gase npoTokona nonb3oBaTenbCKUX AaTarpamm
(User Datagram Protocol, UDP), koTopbIn, B CBOKO OYepenb, MOXET PYHKLMOHNPOBATL
Ha ocHoBe npoTtokona MHTepHeTa (Internet Protocol, IP). B TpaHcnopTHOM npoTokone
RTP MynbTuMeaunHbie aaHHble MHKancynumpytoT B RTP-nakeTbl. Kak npasmno, kaxabin
TMN MYNbTUMEAUNHBIX LaHHbIX UM POpMaT KOAUPOBAHUSA MYNbTUMEANNHBIX LaHHbIX
NMEET OTAEMNbHbLIM ddopmaT nonesHom Harpy3km RTP.

[0057]CeaHc npotokona RTP npeacraBnser cobon coeguHEeHWEe Mexay rpynnow
Yy4aCTHMKOB, OCYLLECTBNAOLWMX CBA3b npy nomowm npotokona RTP. OH aBnsetca
KaHanom rpynnoBON CBA3M, MO KOTOPOMY, MOTEHUMAanNbHO, MOXET nepenaBaTbCs
Heckonbko RTP-notokoB. RTP-notok npeacraenser cobon notok RTP-nakeTtos,
coAepXalimx MynbTUMELUNHBIE AaHHbIE.

[0058]Cuctema 202 nonyyaeT M3 MOOUNBHOrO MNPUIOXKEHWS, YCTAHOBIEHHOrO Ha
MobunbHOM ycTpouctee 203 cBasm nonb3oBatens 200, KONMKO OTKPLITOrO Knkya
(PubUserKey) n User ID none3oBatena. 3arem cuctema 202 uvweTr B CNUCKe
nonb3oBaTenen nonb3oBatens B XpaHunuwe padHbix no User ID  (yHWkanbHbI
naeHTuduKaTop none3osatens) n 4odaBnseT B 3anMcb O Nonb3oBartesne AaHHble O ero
oTKpbITOM Kntode (PubUserKey) B xpaHunuuie gaHHbIX.

[0059] 3aTtem nonb3oaTtens 200 hopmmpyeT naponbHyto dopasy Ana gocrtyna K bekany

KNKOYEN M 3aNOMUMHAET €€ B XPaHUNULWE AaHHbIX Ha CBOEM MODMNBHOM YCTPOUCTBE



cBa3n. MobunbHOe npunoXeHne nepenaér KonMuK napbl KN4Yerw B dannosoe
xpaHunue 204 gaHHbIX, KOTOpoe BbIno BbIOpaHO ANs XpaHEeHUs MHgopMaLnn.
[0060]B HekoTOpbIX BapuaHTax ocyllecTeneHus dannosoe xpaHunuwe 204 paHHbIX
MOXeT BbITb 0bnayvHbiM (Ha nnatgopme Dropbox, AHgekc Ouck, Google Drive n T. n.)
WU yaaneHHbIM (NoKanbHbIM).

[0061] War 102: nony4yaroT N0 MEHbLLEN MEPE OANH dhann Ha NO MEHbLLEW MEpPE O4HOM
KNneHTe.

[0062]Monb3oBaTens 200 BbIOMpaeT OAWMH WM HECKONbKO hannoB, KOTOpPblE
HeobXoaMMO 3arpys3mTb B XpaHunuwie pAaHHbix 204, kak nokasaHo Ha dur. 5 un
noaTBepX4aeT WX 3arpysky B amnoBoe xpaHunuuwe 204 [faHHbIX NOCPEACTBOM
MCNOMb30BaHUSA  MOBUMBLHOTO  MPUNOXEHWH, YCTaHOBMEHHOr0 Ha  MOBOUMBbHOM
yCTPOUCTBE CBA3WM nonb3oBartensd. B HeKoTopbiX BapuaHTax OCyLeCTBEeHUA
MODOUIBbHOE NPUMOXEHWE OCYLLIECTBMASET NPOBEPKY Ha3BaHUM 3arpyaembix annos, ¢
Ha3BaHWAMM PaNNoB, KOTOPbIE YXKE HaxXOAATCA B CMUCKE XpaHWNuLia ANS BbISBNEHUS
BO3MOXHbIX KOMMMU3UN.

[0063]Ecnn B XxpaHunuuie nonb3oBaTens yxe CywecTByeT dann C UAEHTUYHbIM
HasBaHMEM, TO Ha 3KpaH MOOWIBHOTO MPUNOXEHUSA BbIBOAUTCA AMANoOroBOE OKHO,
Hanpumep, cnegytowero suaa «damn ¢ AEHTUYHLIM Ha3BaHNEM YXXe €CTb B CMIUCKEY.
[0064]Monb3oBaTento npeanaraetca nmbo 3ameHuTb dann, nmbdo  BbINOMHUTL
NnepemMeHoBaHME 3arpyxaemoro awnna ans OTCYyTCTBMA Konnmamnh. B HekoTopbIx
BapuaHTax OCyLLECTBINEHNA N30BPETEHMS HOBBIN 3arpyxaemMbiv dhann, KOTOpPbIN UMEET
WOEHTUYHOE Ha3BaHWe danny, KOTOPbIA HaxOAUTCA B CMUCKE, NepenMMeHOBbIBaETCA
aBTOMaTU4eCckn ¢ aobaBneHneM, Hanpumep, BEPCUMM B KOHUE danna: «4OKYMEHT Ha
cornacosaHue (1)», Npuyem KaxabiM NOCNeAyHLWMA dann ¢ TakuM HasBaHueM byaer
nonyyartb YBENMYEHHbBIN MHAEKC.

[00B65]B KOHTEKCTE [aHHOro W30OpEeTeEHMs WUCMOMb30OBAHNE TEPMUHA  KKITMEHT»
noapasyMeBaeT apXUTEKTYPY <«KIMEHT - cepBep». ATO LUMPOKO U3BECTHAs B YpPOBHE
TEXHUKE BbIMNCIUTENBHAA NN CETEBAS apXUTEKTYypa, B KOTOPOW 3afaHns N ceTeBas
Harpyska pacnpegeneHbl Mexay nocTaBLMKaMn yCryr, HasbiBaeMbiMU CepBepamMu, U
3aKas4ymkamMmum ycnyr, HasbiBaeMbIiMU KnMeHTaMn. DaKkTUYeCKn KIMEHT U cepBep — 3TO
nporpammHoe obecneyeHne. OObIMHO 3TM NPOrpaMMbl PaCMONOXEHbl Ha pPasHbIX
BbIYMCIIUTENBHBIX ~ MallMHax W B3aMMOAEWCTBYKOT  Mexay cobon  4depes
BbIMUCIUTENBHYIO CEeTb MOCPEACTBOM CETEBbIX MPOTOKOMNOB, HO OHW MOryT ObITb
pacnonoXeHbl TakKe WM Ha OAHOW MalwuHe. [lporpammbi-CcepBepbl OXMAAT OT

KIMEHTCKMX Nporpamm 3anpockl U NPeaoCTaBnsOT MM CBOM Pecypchl B BUAE AaHHbIX



(Hanpumep, 3arpys3ka dannoe nocpeactsom HTTP, FTP, BitTorrent, notokosoe
MynbTUMegmMa mnn paborta ¢ 6asamn AaHHbIX) MNWU B BUAE CEPBUCHBLIX (PYHKLMM
(Hanpumep, paboTa C SNEKTPOHHOW noyToW, OOLWEHne noCpeacTBOM CUCTEM
MrHOBEHHOro obmeHa CcOoOBLEHNAMM UM NPOCMOTP Web-CTpaHuy BO BCEMMPHOU
naytuHe). [Mockonbky oOAHa nporpamMmma-cepBep MOXET BbINOMHATL 3anpocbl OT
MHOXECTBa MPOrpaMM-KIMEHTOB, €€ pasMeLllarT Ha cneynanbHO  BblgeneHHOW
BbIYMCITUTENBHON MaLUMHE, HAacTPOEHHOM 0CcOObIM 0Opa3oMm, Kak NpaBuIio, COBMECTHO C
APYrMMU  nporpaMmmammn-cepeepamu, MnosSTOMY MNPOU3BOAUTENBHOCTL 3TOM  MalUMHbI
AOmKHa ObITb BbICOKOW. M3-3a 0cobON ponn Takou MallnHbl B CETWU, cneundunkn eé
obopynoBaHusa 1 nporpammMHOro obecrneyeHus, €€ Takke HasblBalT CepBepoM, a
MaLUWHbI, BbINONHAOLLME KITUEHTCKME NPOrpaMMbl, COOTBETCTBEHHO, KITMEHTaAMM.
[0066]B pnaHHOM TeXHWYeCKOM peLUeHUM MOryT nosiydaTb ANF 3arpy3ky B XpaHunuuie
AaHHbIX, Hanpumep, mepuadavn. lNpuyem B KavecTBe CTaHZapToB mMegnadannos
MOTYT WCMONb30BaTbCA BCE CYLLUECTBYHOLUME U3 YPOBHA TEXHUMKM ©e3 orpaHuyeHus,
KOTOpble BKNtovaroT 6asoBbin popmat meguadanna craHgapta ISO (ISO/IEC 14496-
12, koTopbin umeet abbpesuatypy ISOBMFF), dopmaTr cdannos MPEG-4 (ISO/IEC
14496-14, Takke HasbiBaemblin dopmatom MP4), dopmat cdavnos ans Bmaeo Cco
ctpyktypon n3 NAL-6nokos (ISO/IEC 14496-15) n dpopmat cdavnos 3 GPP (3 GPP TS
26.244, Takke M3BECTHbIN Nog HasbiBaHnem copmata 3GP). dopmat davnos I1ISO
aBnaeTca 6asoBbIM ANA MOMy4YEHUs BCEX YNOMSAHYTbIX Bbille dopmartoB davna (3a
ncknroveHnem cobetseHHo popmata dannos 1ISO). 3tn bopmatel hannos (Bkrovas
cobctBeHHO popmat dannos ISO) HaseiBaroT cemencTsom opmarton dannos I1SO.
[0067]War 103: dopmupytoT no mMeHblwen mepe oauH kntod  (FileKey) ans
LWMppoBaHNA NO MEHbLUEW MEPE OAHOro dhamna, KOTOpbIM COXpaHseTcs B dhannoBoe
XPaHUNULLE AaHHbIX.

[0068]Ha paHHOM ware mMoBunbHOE NPUNOXEHWE, YCTAHOBIMEHHOE Ha MODOUMBLHOM
yctponctee 203 cBsa3u nonb3oBaTtensa 200, reHepupyeT yHukanbHbli knod (FileKey)
Ans wnudpoBaHNA NO MEHbLUEN Mepe OAHoro davna, Kotopbim OyaeTt 3awmdpoBaH
dhavn.

[0069]0na wwndpoBaHus (annoB, KOTOpPbIE MOMb3OBaTENb MNNAHUMPYET 3arpysnTb B
dannosoe XpaHvnuie AaHHbIX, MCNONb3yeTCH Hanpumep anroputm
AES/CBC/PKCS5Padding vnn AES/CBC/PKCS7Padding. nuHa Takoro damnnosoro
kntova (FileKey) coctaBnsaeTt 128 6ut (umdpbl o 3HadeHnamm ot 0 unm 1).

[0070]B HekoTOpbIX BapuaHTax peanusauum M30OpeTeHns MOXET UCMOSNb30BaTbCS

KntoY pasamepom 192 nnm 256 our.



[0071]B KOHKPETHOM BapuaHTe OCYLWECTBNEHNA WCMNONb3YETCA CUMMETPUYHbLIN
anroput™™ gnsa wudposanma dauna. OAna kaxgoro dawnna reHepupyeTcs CBOM
YyHUKaneHbI ¢annosein kntod (FileKey). 3a cuyeT mcnonb3oBaHua kntova B 128 6ut
(AES anropntm) BO3MOXHOE KONMMYECTBO KOMBUHaLMW MO NoaBopy YHUKaNbHOro Knrova
3MnoyMblIWNEHHNKamMm coctaensaeT 3.4*10738, C KOTOPbIM HE CNpaBUTCH AaXe CaMbli
ObICTPbIA  CyNEPKOMMLIOTEP Ha HaCTOAWMW MOMEHT, YTO MOBbLIWAET HAAEXHOCTb
AAHHOrO TEXHUYECKOTO PELLEHUS.

[0072]Ana Toro uTobbl cosgath kmod (FileKey) ana kaxgoro payHga, anroputm AES
ncnonb3yeT npouecc KnyeBoro pacwupenna. OT pasmepa Knroda 3aBUCUT YUCIIO
payHaoB wudgpoBaHus davna: gnnHa 128 6ut — 10 payngos; gnmHa 192 uta — 12
payHaoB; agnuHa 256 out — 14 payHa0B.

[0073]Pannosbin kntod (FileKey) coctout 13 128 Butos, nogeneHHblx Ha 16 6antos, u
3anuceiBaeTcs B ctonbubl matpuubl. Kaxabii ctonbel, matpuubl obpasyeT CnoBso, T.€.
dhakTnyeckn KoY ana wmngpoBaHna — 3To YeTblipe crosa. M3 aTux cnoB ¢ NOMOLLbHO
cneumaneHoOro anropytma obpasyetcs nocnefoBaTenbHOCTb M3 44 cnoB (kaxaoe
cnoso no 32 6uta). Ha kaxxabi payHa, WmdpoBaHUA NogaroTCs MO YEThIpe CrnoBa 3TOn
nocneaoBaTenbHOCTH.

[0074] Tak HasbiBaeMble payHAOBble KMouM BblpabaTbiBaOTCs M3 CHOPMUPOBAHHOMO
annoBoro knrova C NOMOLLBI NPOLEeAypbl pacLUMPEHNs Kitova, B pesynbTaTe 4ero
dopMUpyeTCA MacCuB payHAOBbLIX KIHOYEW, M3 KOTOPOro 3aTeM HEenoCpeaCTBEHHO
BbIBupaeTca HeobxoaMMbIn payHAOBLIM KNtod. Kaxkabii payHAOBbLIN KNHOY UMEET ANUHY
128 6uT (Mnun 4 yeTblpexbanToBbIX CNoBa), a AnvHa B BuUtax BCEX payHAOBbLIX KIHOYEN
paeHa 128 6ut (10 payHgos+1) = 1408 6ut (Unn 44 yeTbipexbanToBbix cnoea). lNepBbie
YeTblpe CfnoBa B KHOYEBOM MAacCUBE 3anofiHEHbl KIHOYOM Lumdpa, M3 OocCTanbHbIX
BbipaboTaHHbix 40 cnos BbIBUparoTca nNo 4 cnosa Ans knoda payHaa. Beibop cnos
NCNONb3yeTCs U3BECTHBIM N3 YPOBHSA TEXHWUKW: NMEPBbIE YEThIpe CrioBa (OHW coBnagaroT
C KMHOYOM Lwmnppa) aBnaroTca Knodom ¢ Homepom 0, crnegyrowme 4eTbipe crnosa —
payHAOBbIM KIMFOYOM AN5 NEPBOro NOMHOro payHaa U T.4.

[0075]B kadecTBE nNpuMeEpa OCYLLUECTBNEHMA (PaMnNoBbIA KW Ans wudpoBaHns
opHoro anna moxet nmeTb cnegyrowmn eua: OF 1571 C9 47 D9 E8 59 0C B7 AD DF
AF 7F 67 98.

[0076]War 104: ocywlecTBnAOT WMEPPOBAHME MO MEHbLUEM Mepe ogHoro anna
ChOPMUPOBAHHLIM PaHEE Mo MEHBLLEN MEPE OAHMM KITFOYOM ANS WwWndpoBaHnsa danna.
[0077]MobunbHOe npunoxeHne Ha MOBUNBHOM YCTPOMCTBE CBA3M MNONb30BaTeENs

lwndbpyeT dann, BblIOpaHHbIN NoNb3oBaTenemM ANs 3arpy3kuy, KNo4YoM ANs LMGPOoBaHMS



davna. Takum obpasom, B cnydYae wucnonb3oBaHus 128-6uToBOro  Knkoua,
ocywlectenaroT 10 payHAoB wWnpoBaHMa (Npoueayp TpaHchopMaunm 4aHHbIX, Kak 3TO
HasbiBaeTcs B AES). lMNepen nepBbiM payHAOM LLINPPOBaHNA BbINOMHAETCA onepaums
CYMMUPOBaHWSA NO MOAYIIO 2 C HavanbHbIM OannoBbIM KIFOHOM.,
[0078]NMpeobpasoBaHns, BLIMOMHEHHbIE B O4HOM payHae, obosHadarT kak Round
(State, RoundKey), roe nepemeHHaa State — martpuuya, onucbiBarowaa AaHHble Ha
BXOA4e payHha U Ha ero BbIxoge nocne wudpoBaHug, nepemeHHas RoundKey —
mMaTpuua, cogepxawlaa payHhoBbi  knrod. PayHg coctouT M3 4 pasnuuHbIX
npeobpasoBaHum:

[0079]— nobanToBasa noacTaHoBKa B S-ODoKce C PuKcMpoBaHHOW Tabnvuen 3ameH;
[0080]— nobaunToBbIM CABUM CTPOK MaTpuLbl State Ha pasnuyHoe kKonm4yecTBo BauT;
[0081]— nepemelumBaHmne 6anT B cTtonbuax;

[0082]— cnoxeHwe ¢ payHAoBbIM Kitovom (onepaums XOR).

[0083]MNocnegHnn payHA HECKONbKO OTNMYAEeTCA OT NPeAblaylmx TEM, 4YTO He
3apencTByeT PyHKUMIO nepemeluvBanHma 6ant B ctonbuax.

[0084]Ana AES anuHa 6noka BXOAHbIX AaHHbBIX M COCTOSAHUSI MNOCTOsSIHHA W paBHa 128
ouT, a anvHa knroYa ana wudposaHma coctaenseT 128, 192, unm 256 6ur.

[0085] Ecnn B dharnoBom xpaHunuwe 204 aaHHbIX Nonb3oBaTens OTCyTCTBYET dhann ¢
NOEHTUYHLIM Ha3BaHMEM, TO BbIMOMHAT WKdpoBaHne davna. lNocne 3aBeplueHus
wmnppoBaHna danna, OH 3arpyxaetca B annoBoe XpaHunuuwie JAaHHbIX B
3awmdppoBaHHOM BMae.

[0086]B HeKkOTOpbIX BapuaHTax OCYLLUECTBMNEHUA M300pEeTEHNss B Cryvyae CMEHbI
umdgposoro ceptudukara, cuctema 202 BbINOMHAKT NEPELLUMEPPOBAHNE BCEX KIHOYEN
harnoB HOBbIM CEPTUDUKATOM.

[0087]Mocne wundpoBaHna pokymeHTa dannosbii kod (FileKey) ypanaetca ua
MOBUMBHOIO NPUNOXEHNA NONb30BaTENS.

[0088]War 105: ocywecTBnAT WKMEPPOBAHME MO MEHBLLUEN MEpPEe OAHOro Knroua
(FileKey), koTopbIM 3awumMpoBaH NO MEHbLLEN MeEPE OaMH hann, OTKPbITLIMM KITKoYaMm
(PubUserKey) Tex nonb3oBarenen, KOMy MNpeaoCTaBnsaeTca AOCTYN K MO MEeHbLUEn
Mepe ogHoMy dawny.

[0089] Ana wwundpoBaHma dannosbix knoven (FileKey) MOXeT ncnonb3oBaTbCs Takom
anroputm kak RSA/ECB/PKCS1Padding. [InnHa Takoro kntoya MoxeT coctaBnaTtb 2048
BuUT. BTO aCCUMETPUYHBIN anroOpUTM: €CTb 3aKPbITbIM U OTKPLITBIA KNOYK. [1ns Kaxgoro
nonb3oBatens 200 reHepupyeTcs K4eBasi napa, 3akpbITbi K4 OCTaeTcs y

none3oBatens. OTKPbITbIA KNHOYM nNepefaeTca Ha cepBep W AOCTyneH nodomy



noTeHynansHOMy nonb3oBaTtento cuctembl 202. C NOMOLLBHO HEro 3almdpoBLIBAETCA
dhavnosein kntou (FileKey), korga nponcxoanT wepuHr ganna.
[0090] Taknm obBpasom, obecneunBaetrca BesonacHas nepegada AaHHbIX B CUCTEMY
202 Ha cepBep n xpaHeHune dannosbix kntoven (FileKey) B 3awmdposaHHOM Buae, T.K.
B Cryyae, ecnu 3rOyMbIWSEHHUK MONy4YuT JocTyn K cucteme 202, OH HEe CMOXEeT
pacwudgposate ann, notomy 4to davnosbin  knod  (FileKey) xpaHutca B
3awmpoBaHHOM Buae
[0091] Ona wndpoBaHus dannosoro (FileKey) ncnonesyerca onepaumsa BO3BeAEHUS B
creneHb no mogyno N. [Ana pacwumdppoBaHma xe HeOOXOAMMO BbIMUCINTE GOYHKLNIO
ounepa ot ymucna N, Ana sToro HeoBXxoA4MMO 3HaTb PasfnoOXeHWe Ymcna N Ha NpocTble
MHOXUTENMW.
[0092] NeHepauma kNOYEBOW Napbl OCYLLECTBNAETCA Crneayowmm obpasom:
[0093]1. BbibupatoT gBa npocTbiX YMcna p U q criydarHbiM 0BpasoMm (Takue, 4YTo p He
paBHO q);
[0094]2. OnpepenstoT moaynb BbipaxeHns N=pxq;
[0095]3. OnpeaenstoT 3HayeHne PyHkUMM Sunepa ot mogynsa N:

O(N)=(p=1)(a-1).
[0096]4. BbibupatoT 4Mcno e, HasbiBaeMOe OTKPbITOM 3KCMOHEHTOW, MPUYEM YUCIIO €
AOMKHO nexaTb B uHTepBane 1 < e < ¢(N), a Tak xe ObiTb B3aMMHO MNPOCTbIM CO
3HadeHnem yHkumm ¢(N). B kauecTtBe OTKPLITOM 3KCMOHEHTbI MOTYT MCMNOMb30BaTLCA
npocTble yncna depma, Hanpumep: 17 unu 257, nnn 65537 n 1.4.
[0097]. 5. OnpepensaoT ymcno d, HasbIBAEMOE CEKPETHOM 3SKCMOHEHTOW, Takoe, YTO
d«e=1(mod¢p(N)), TO ecTb aABnNAETCA MyNbTUNIMKATMBHO 0BpaTtHOE K 4ucrny € no
moaynto ¢(N). Utak, Mbl nony4Yaem napy Ko4en:
[0098]Mapa (e, N
[0099]MNapa (d, N

[00100] B HekoTOpbIX BapunaHTax OCYLLUECTBNEHUA TEXHUYECKOro peLUueHus ansg

( ) - OTKPbITbIN KIHOM.

( ) - 3aKPbITbIN KIHOM.

dhopmurpoBaHna napbl knover ncnonedyT OpenSSL — kpunTorpaduyeckuii nakeT ¢
OTKPbITbIM UCXOA4HBIM KOAOM Ans pabotel ¢ SSL/TLS.

[00101] 3arem nocne opMMpPOBaHUA Napbl KIMYEN, Kak nokasaHo Ha dur 3, ans
LWMPPOBaHNA MO MEHBLLEN Mepe OAHOro hannoBOoro Krova m, KOTopbIM 3alumndpoBaH
No MEHbLUEN Mepe oauH dann, UCNONb3YHT CreHEPUPOBAHHBIA OTKPLITLIN Ktod (e, N):
C=E(M)=M"e mod(N).



[00102] War 106: coxpaHsarT N0 MEHbLUEW Mepe OMH 3ampoBaHHbIA Ha
npegbigywemM ware knod B 6ase knoven wnudpoBaHMa, a no MeHbLUEN MEpe OfMH
3awundpoBaHHbIM hann B hannoBoM XpaHUIMLLE AaHHbIX.

[00103] B HekoTOpbIX BapuaHTax OCYLWECTBMNEHMSA  3alM@PPOBaHHbIA  Ha
npegbigywemM ware knod B Base koven WwndpoBaHUa COXpaHaT B oopmaTe hex.
HEX — dopmat hanna, npegHasHa4yeHHOro Ans nNpeacrtaBfieHUs MNPOU3BOSIbHbIX
ABOVYHbBIX AaHHbIX B TEKCTOBOM BuAe. Hanpumep, 3awmgpoBaHHbIA KoY UMEKLLMA
3Ha4veHue 6131, ByneT xpaHuTbCA kak cTpoka Buaa "0x6 Oxd 0x1".

[00104] MobunbHOe npunoXxeHve Nepenaér B CUCTEMY AaHHbIE: 3allnMdpOBaHHbIN
knod wndpposaHna danna (FileKey) n nagentudukatop nonb3osartensa UserlD. lMpu
3TOM B MOBUMBHOM MPUNOXKEHNN HE COXPaHAETCA KOMUS KNrova WwmndposaHna danna.
[00105] Cuctema 202 Ha OCHOBe MOMyYEHHOro Knrova LwudpoBaHua danna
reHepupyeT YHuKanbHbin uaeHtudukatop damna File ID. MobunbHoe npunoxeHwe
nony4aeT yHuKanbHbIi naeHtudukatop davna File ID n coxpaHseT ero B cnuvcke
dannos. 3atem mobuneHoe NpunoxeHne nepenaét sawmdpoaHHbii dann u File ID,
Hanpumep, B oBnayHoe xpaHunuuwie padHbix. Ob6navHoe XxpaHunuwie nonyvaeT
3awmpoBaHHbIn hamn n CoxpaHsaeT ero.

[00106] Mpn nonyyeHun 3awM@POBaHHOIO KrK4a C OCYLWECTBNAKT  ero
pacwndpoBKy, UCMonb3ya 3akpbiTbin  kntod  (d,N), ”n pacwmdpoBbIBAKOT KoY
cnegyrowmm obpasom M=D(C)=C*d mod(N).

[00107] Mpn atom dannosbin knrod (FileKey), 3awmndpoBaHHbIM  OTKPbLITHIM
kntoyom none3oBatena (PubUserKey), pacwumdppoBaTte MOXHO TOSMBKO C MOMOLLBHO
3aKkpbITOoro knoya none3oBatena UserKey (Bcerga xpaHutCa Ha  MOBUNBHOM
yCTPOWCTBE CBA3M NOfb3oBaTens).

[00108] AcnekTbl HacToswero n3obpereHma MoryT ObiTb Takke peanu3oBaHbl C
NOMOLLbHO yCTponcTBa 06paboTkn faHHbIX, ABNAKOLWMMCS BbIMUCITUTENBHOM MaLUWHbI U3
CUCTEMbI (MNN TakKUX CPEACTB, Kak LUeHTpanbHbIW/rpaduyeckMn npoLeccop wnm
MUKPOMPOLECCOp), KOTOpasa CYATbIBAET W MCMOMHAET MNporpammy, 3anuvcaHHyr Ha
3anomuHarowee npucnocobneHre, 4YToObl BbIMNOMHATE (OYHKUMM  BbILLEONNCAHHOMO
BapuaHTa(oB) ocyLlecTBneHus, n crnocoba, nokaszaHHOro Ha dur. 1, sTanbl KOTOPOro
BbIMOMHSAKTCHA BbIMUCIUTENBHOW MAaLMHOW W3 CUCTEMbI WM YCTPOMUCTBOM MyTEM,
HanpuUmep, CYUTbIBAHUA WU UCMOMHEHWA NPOrpaMmebl, 3anMCaHHOM Ha 3anoMUHaroLLEM
npucnocobnermn, 4Ytobbl UCNONHATE  (PYHKUMW  BbILLEOMNUCAHHOTO  BapwaHTa(oB)
ocyuwiectBneHna. C aTon Uenbio nporpaMma npefocTaBnsaeTcs Ha BblYUCIUTENbHYHO

MalUnHy, Hanpumep, 4Yepe3 ceTb WNN CO cpefbl ANS 3anucu PasnnyHbIX TUMOB,



cnyxatiemn B KayecTBe  3anoMuHaroWwero  npucnocobneHus (Hanpumep,
MaLUMHOYNTAEMOWN Cpeabl).

[00109] YctponctBo 06paboTkMm  faHHbIX MOXET WMETb  AOMOMHUTENbHbIE
0COBEHHOCTUN NN PYHKLUMOHAaNbHbIE BO3MOXHOCTWU. Hanpumep, ycTponcTeo obpaboTtkm
AaHHbIX MOXET TaKke BKnoyaTb B cebs AONONMHUTENbHbIE YCTPOUCTBA XpaHEeHUS
AaHHbIX (CbEMHbIE U HECbEMHbIE), Takume Kak, Hanpumep, MarHUTHble LUCKW,
ONTUYECKME AUCKU UNN NeHTa. KOMNboTEPHbIE HOCUTENW AaHHbIX MOTYT BKMHOYaTb B
ceba 3Hepros3aBUCUMMbIE W SHEPrOHE3aBUCKMMbIE, CbEMHbIE U HECBEMHbIE HOCUTENMW,
peanum3oBaHHble noObIM  cnocobom mnm npu nomowm nobon  TexHonormm Ans
XpaHeHnsa MHPOPMaLMK, TaKOW Kak MalLMHOYMTaEMble NHCTPYKLUMU, CTPYKTYPbl AaHHbBIX,
nporpaMmmHble MOAYNN WUNU APYrne AaHHble. YCTPOUCTBO XPaHEHWA AaHHbIX, CbEMHOE
XpaHUnuwie 1 HEeCbEMHOE XpaHunuLe SABNATCA MNpUMepamMu  KOMMbHOTEPHbIX
HocuTenen AaHHbIX. KOMMbIOTEpHbIE HOCUTENW AaHHbIX BKMAOYatOT B cebs, HO He B
OrpaHVYUTENBHOM  CMbICNE, OnepatuBHOE 3anoMuHarowee ycrponctso  (O3Y),
MOCTOSIHHOEe  3anomuHarowee  yctpoucteo  (M3Y), snekTpuyeckn  cTtupaemoe
nporpammupyemoe [3Y (EEPROM), cdnsw-namate vnv namatb, BbINOMHEHHYKD MO
apyron texHonormn, MN3Y Ha komnakT-gucke (CD-ROM), yHmBepcanbHble LndpoBbie
anckn (DVD) wnn  ppyrve ONTUYECKME 3anoMUHalroWme YCTPOWCTBA, MarHuUTHble
KacCeTbl, MarHWTHbIE NEHTbI, XpaHUMLa Ha MarHUTHbIX AUCKaX UK ApYyrve MarHUTHbIE
3anoMuHarowme ycTpoucTsa, wnu nobyro Apyryro cpepy, Kotopas MoxeT ObiTb
ncnonb3oBaHa Ans XPaHEeHUSA Xenaemon MHPOpMaLMM U K KOTOPOM MOXET MONyYnTb
AOCTYN YyCTponcTBO 00paboTkM AaHHbix. JIoOOM TakonW KOMMBbIOTEPHbLIM HOCUTENb
AaHHbIX MOXET OblTb 4acTb0) CUCTEMbI BbISBMEHUS W Knaccudukaumm npuynH
BO3HMKHOBEHUS MNPETEH3WMW nonb3oBaTenen B kaHane ©OaHkomarta. YCTpOWCTBO
00paboTKkn AaHHbIX MOXET Takke BKMo4YaTbh B ceba yCcTpomncTBo(a) BBOAA, TakMe Kak
Knaemartypa, Mbillb, NEPO, YCTPOMUCTBO C peYeBbIM BBOAOM, YCTPOWCTBO CEHCOPHOro
BBOAA, W Tak ganee. YCTPOUCTBO (a) BbIBOAA, TAKME KaK ANCMNEN, ANHAMUKA, NMPUHTEP
n ToMy nNopobHoe, Takke MOryT ObITb BKMHOYEHBI B COCTaB CUCTEMbI.

[00110] YctponctBo  00paboTkM  faHHbIX  COAEPXKUT  KOMMYHUKaLMOHHbIE
COEAMHEHNS,  KOTOpble  MO3BOMAKT  YCTPOMUCTBY  CBA3bIBATLCA C  APYrMMM
BblMUCIUTENBHBIMM  yCTpONCTBaMK, Hanpumep no cetu. CeTn BkMo4arT B ceb4a
nokanbHble cetm W mobanbHble CceTu  Hapsgy C  apyrumm  BonbLuvMm
mMacwTabupyembiMn  CETAMW, BKMOYas, HO HE B OrpaHUYUTENBHOM  CMbICTE,
KopnopaTtuBHble CeTUM W SKcTpaceTn. KOMMYHWKaUMOHHOE COeAWHEHWEe SBMSETCS

NPUMEPOM KOMMYHWKaLMOHHOW cpefbl. Kak npaBuno, KOMMyHMKaUMOHHas cpega



MOXET ObITb peanuaoBaHa nNpW MOMOLLUM MaLUMHOYUTAEMbIX WMHCTPYKLUWUWA, CTPYKTYP
AAHHbIX, MPOrpaMMHbIX MOAyneh Wnu  APYyrMxX AaHHbIX B MOAYNMPOBaHHOM
WH(POPMaLMOHHOM CUrHane, TakoM Kak Hecyllas BOSHa, UM B APYromM TPaHCNOPTHOM
MexaHu3Me, U BkovaeT B ceba nobyro cpegy poctaeBku MHGopmauun. TepmuH
«KMOAYMPOBAHHBLIA MHPOPMALMOHHBIA CUrHany O3HadaeT curHan, ogHa wunm onee m3
ero xapakTepucTuK N3MEHEHbI UNN YCTaHOBIEHbI Taknm obpasom, 4Tobbl 3akoampoBaTh
WHpopMmauuto B 3ToM  curHane. [Ona npumepa, HO ©e3  orpaHuyeHus,
KOMMYHUKaLMOHHbIE Cpedbl BKMYawT B ceba npoBOAHbIE Cpefbl, Takue Kak
NpoOBOAHAadA CETb UMK NPSAMOE NPOBOAHOE coeauHeHWe, 1 BecnpoBoAHbIE Cpeabl, Takmue
Kak akyCTuyeckue, pagnoyacTtoTHble, MHpakpacHble U gpyrme 6ecnpoBogHble cpefbl.
TepMUH «MaLWMHOYUTAEMbIM HOCUTEMbY», Kak ynoTpebnsaeTcs B OTOM [OKYMEHTE,
BKMOYaeT B ceba Kak HOCUTENM [JaHHbIX, Tak W KOMMYHWKAUWOHHbIE Cpeabl.
lMocnepoBaTenbHOCTU NPOLECCOB, OMMUCAHHBIX B 3TOM AOKYMEHTE, MOTyT BbIMOMHATLCA
C MUCNONb30BaHMEM annapaTtHbIX CPeACTB, NPOrpaMMHbIX CPEACTB UM NX KOMBUHaLMK.
Korga npouecchl BbIMOMHATCA C MOMOLLBK MPOrpamMMHbIX CPeAcTB, nporpamma, B
KOTOPOW 3anucaHa nocrnefoBaTenbHOCTb MPOLECCOB, MOXET ObiTb yCTaHOBMNEHa W
MOXET BbINONHATECSH B NaMsiTM KOMMbIOTEPA, BCTPOEHHOrO B Cneuvanv3vpoBaHHOEe
annapaTtHoe CpeacTBO, WM nporpaMma  MOXeT OblTb YyCTaHOBNEHa WM MOXET
BbIMOMHATLECA Ha KOMMbIOTEp OOLLEro HasHadeHusl, KOTOPbIA MOXET BbINOMHATb
pasnnyHbIE NPOLECChHI.

[00111] Hanpumep, nporpamma mMoxeT ObiTb 3apaHee 3anucaHa Ha HOCUTENb
3anncum, Takom Kak XXeCTkm guck, unum MNM3Y (nocTossHHOE 3anoMmHaroLee yCTPOMUCTBO).
B kauyectBe anbTepHartvBbl, nporpamMma MOXeT ObITb BPEMEHHO WM MOCTOSAHHO
COXpaHeHa (3anucaHa) Ha CbEMHOM HOCUTENE 3anucu, TakoM kak rmbkun guck, CD-
ROM (koMnakT-gucK, nNpeAHasHayYeHHbIn TONbKO Ans  BocnpoussegeHuns), MO
(marHuToonTmyeckmn) anck, DVD (yndpoBon yHMBEpCanbHbIM ANUCK), MAarHUTHBIA OUCK
unn  nonynpoBogHukoBas  namMatb. CbeMHbIM  HOCUTENb  3anMcu  MOXET
pacnpoCcTpaHATLECA B BUAE Tak Ha3bIBAEMOro, NpoAaBaeMoro 4epes PO3HUYHYH CETb
NpOorpamMmmHOro CpeacTaa.

[00112] Mporpamma moxeT ObITb yCTaAHOBMEHA CO CLEMHOrO HOCUTENS 3anucy,
OMNMCaHHOro BbIE, Ha KOMMLKOTEP, UM MOXeT ObiTb nepefaHa no kabenw c cavta
3arpy3Kku B KOMMbHOTEP UM MOXET ObITb NepefaHa B KOMMbIOTEP MO CETEBLIM KaHanam
nepegayv gaHHblx, Takum kak JIBC (nokanbHaga BblMucAMTENbHAA ceTb) Unn UHTEpHeT.
KomnbroTep MOXeT npuHMMaTh NepefaHHyro, Takmm obpasom, nporpammy M MOXeT

yCTaHaBnmMBaTtb €€ Ha HOCUTEb 3arnucK, TaKOW Kak BCTPOEHHbIN XXECTKUA OUCK.



[00113] [Mpouecchl, oOnuCaHHble B 3TOM AOKYMEHTEe, MOryT BbINOSIHATLCA
nocnegoBaTenbHO MO BPEMEHW, B COOTBETCTBUM C ONUCAHNEM, UMM MOTYT BbINOMHATLCA
napannenbHo WM OTAENbHO, B 3a@BUCMMOCTM OT  XapakTepUCTUK 0BpaboTku
YCTPOWCTBA, BbINOMHAOLWEr0 MPOLECChbl, UM B COOTBETCTBUM C HeoOXOAUMOCTLIO.
Cucrtema, onucaHHas B 3TOM [OKYMEHTe, npeacraBnaet cobon noruyeckun Habop
MHOXECTBa YCTPOWUCTB U HE OrpaHU4YMBaETCs CTPYKTYPOU, B KOTOPOW 3TU YCTPOUCTBA

yCTaHOBEHbI B OAHOM KOpryce.



1.

®OPMYJIA

Cnocob 3alwmLeHHOro XxpaHeHus nHpopmaummn B oannoBbIX XpaHUnuwax gaHHbIX,
BKMOYAOLWNIA cnegyrowpne waru:

e [ONy4arT MO MEHbLIEW MEPE OAWH OTKPbITbIM KIKOY MO MEHLLUEN Mepe
O[HOro nonb3oBaTens;

e ONy4arT MO MEHbLUEW Mepe OauH bann Ha NO MEeHbLIEW Mepe OAHOM
KNNeHTe;

e  (POPMUPYIOT NO MEHbLUEN MEepPe OAWH KNHOY ANS LWMdPOBaHUA N0 MEHbLUEN
MEpPe OfHOro dawvna, KOTopbIM COXpaHsaeTca B PannoBoe XpaHunuiie
AaHHbIX;

e OCYLLECTBNAT WMEPPOBAHMNE MO MEHBbLLIEN Mepe 0A4HOro amna nonyyYeHHbIM
paHee No MEeHbLUEN MepPE OA4HMM KITKOYOM ANS WndpoBaHms danna;

e OCYyLLECTBNSAKT LUMPpPOBaHME MO MEHbLUE Mepe OAHOro Krtouda, KOTOpbIM
3aWmdppoBaH Mo MeHbLUEW Mepe OAWH dann, OTKPbITbIMWA KoYaMu Tex
nonb3oBarenen, KoMy NPeaoCcTaBNAETCA AOCTYN K NO MEHbLUEN Mepe O4HOMY
danny;

e COXPaHSIOT MO MEHbLUEN MepPe OANH 3aluMdpPOBaHHbIA Ha NPeabIAYLLEM Lare
kntodw B Oase knwoyerm wudpoBaHMs, a Mno MEeHbLIEW Mepe OAUH
3awmndpoBaHHbIM dann B hannoBoM XpaHUIMLLE AaHHbIX.

Cnoco6 no n.1, xapakTepusyroLMNCa TEM, YTO PpannoBoe XpaHUnULLE ABNSETCA
obnayHbIM W/Knnu NoKanbHbIM.

Cnoco6 no n.1, xapakTepusyroLMNCa TEM, YTO PannoBoe XpaHUNULLE ABNSETCA
nNyBnnYHBIM W/WUNK YacTHbIM, WK TMBPUAHBIM.

Cnoco6 no n.1, XapakTepusyroMACA TeM, 4YTO MNONyYaroT OTKPbITbIM KoY
nonb3oBaTens, CPoOPMMPOBaAHHBLIA Ha €ro MOBUNBEHOM YCTPOWUCTBE CBSA3N.

Cnocof no n.1, xapakTepusylLwmMnca TeM, YTO ANA NpeaocTaBneHna [oCTyna K
3awundpoBaHHOMY  hanny  BHyTPM  annoBOro  xpaHunuwa  cosgaércs
nepcoHndUUMpoBaHHas nnm nydnuyHasa ccoinka ans ganna, Kotopas coxpaHseTcs
B PEECTPE CCbINOK Ha hannbl.

Cnoco6 no n.1, xapakTepusyroLmnncs Tem, YTO MPU MUCMNONb3OBAHUN HECKOMBbKNX
hannoBbIX XxpaHunuw, dannsl U CTPyKTypa narnok M3 BCeX (PannoBbIX XPaHWUIULL

oTobpaxaroTca B €ANHOM MHTEpPdENCe Kak eguHOM hannoBOM XPaHUITULLE.



7. Cnocob no n.5, xapakTepusyrLwumuca TEM, YTO MPW WUCMOSMb30BaHUM HECKONbKMUX

hannoBbIX XpaHUNUL, B €ANHOM MHTEpdence oTobpaxaroTca dannbl n3 pannoBbIX

XpaHWUNMLL, ApYyrvX Nnorb3oBaTenen Ha OCHOBE peecTpa CChINoK Ha hannbi.

8. Cuctema 3alMLEHHOro XpaHeHua WHdopMaumm B (QaunoBbIX XpaHUnULax

AaHHbIX, cogepxallas:

NO MEHbLUEW MEPE O4HO YCTPOUCTBO 0BpaboTKM AaHHbIX,;

NO MEHbLUEW MEpPe 04HO (hannoBoe XpaHUNULLE AaHHbIX;

MO MEHbLLEN Mepe OfHY Nporpammy,

I. rae ogHa wunn Bonee nporpamma XpaHATCAa Ha ogHOM unn Bonee
YCTPOMCTBE XPaHEHWSA AaHHbIX WU MUCMOMHATCA Ha ogHOM u Bornee
ycTponcTBe 06paboTkM AaHHbIX, NpuyYemMm ogHa unu bonee nporpamm

BKNKOYaeT MHCTPYKUNKU ANA BbINOJTIHEHWUA MO 1. 1.
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Hassasnue usoGperenns:  Criocob u cHcTeMa 3allMIIEHHOr0 XpaHeHUus nHpopMauny B paltnoBbix XpaHWIHILAX AaHHBIX

3assurens:  [TYBJIMUHOE AKIIMOHEPHOE OBLIECTBO "CBEPBAHK POCCHH" (TTAO CBEPBAHK)

L] Hexotopsie nynkrsi gopmyani He noanexat noucky (cM. pazaen I xononnuTensHoro ancra)
D EauHcTso niobperenns He cobnioneno (cm. pasaen I nonosuuTeNLHOrO JAHCTA)

A. KITACCUPHUKALIMA TTPEIMETA U30OBPETEHUA:

MIIK: GO6F 21/62 (2013.01) CIIK: GO6F 21/6209 (2013.01)
GOGF 12/14 (2006.01) GOG6F 12/408 (2013.01)
HO4L 9/08 (2006.01)

CornacHo MexayHapoaHo# nareHtHol knaccudukauny (MITK) win HaupoHansHol kiaaccuukauuu u MITK

B. OBJIACTD ITOUCKA:

MHHUMYM NPOCMOTPEHHON JOKYMEHTaLHHU (CHCTeMa KkiaccHdukalu 1 nuaexcel MITK)
GO6F 9/00-9/54, 12/00-12/16, 15/00-15/82, 21/00-21/88, HO4L 9/00-9/38, 29/00-29/14

Jlpyras npoBepeHHas JOKYMEHTaL1s B TOH Mepe, B KaKO¥H OHa BKIIOYEHA B 06/1aCTh MOUCKA:

B. JOKYMEHTbI, CYHUTAIOLIUECA PEJIEBAHTHBIMH

Kateropus* CChIIKH Ha JOKYMEHTBI C YKa3aHHEM, FIe 3TO BO3MOXKHO, PEIEBAHTHBIX YacTeH OTHOCHTCSA K MYHKTY Ne
US 6947556 B1 (INTERNATIONAL BUSINNES MACHINES CORPORATION) 1-3,5,8
X 20.09.2005, pedepar, koin. 1, ctpoxu 5-31, 53-67, xon. 2, crpoxu 1-58, kon. 3,

crpoku 11-67, kon. 4, crpoku 1-26, 55-67, koun. S, ctpoku 1-2, 45-67, ko 6,
cTpoku 1-14, 23-25, kon. 7, crpoku 32-59, kon. 8, ctpoku 16-67, koin. 9, cTpoku
1-67, xon. 10, crpoku 1-30, 41-67, xon. 11, ctpokn 1-56, kon. 12, crpoku 5-35,
Koi. 13, ctpoxn 9-15, xon. 14, crpoku 12-58, xon. 15, cTpoku 36-56, xomn. 16,
cTpokH 7-16, xon. 17, ctpoka 61 - kon. 18, ctpoka 7, koi. 28, ctpoku 12-28,
Koi. 28, ctpoka 50 - kon. 29, ctpoka 3, nn. 1, 3, 11-12 gopmynsi, pur. 1-2

Y 4, 6-7

Y US 2015/0113279 A1 (INVENIA AS) 23.04.2015, pedepar, naparpacs [0020] - 4, 6-7
[0023], [0086]-[0091], [0121]-[0124], [0141], [0155], [0162]-[0166], [0184]-
[0185], [0208], [0216], nm. 1-2, 14 dopmyunsr, pur. 10-11

NIOCIICAYIOUIAE IOKYMEHTSI yKa3aHbi B NDOJO/UKEHIN rpadsl B || naHHBIC 0 NATCHTAX-aHANOraX YKa3aHbi B PHIIOKCHHH

* Ocobble KATEropHH CCbIIOUHBIX A0OKYMEHTOB: "T" DONCE NO3AHAN JOKYMEHT, ONYORHKOBAHHDIN TOCHE AATH!
"A" [OKYMEHT, onpeAenaomui obIuit ypoBEHb TEXHHKH NPHOPKUTETA ¥ NPUBEACHHBIA UTA MOHHMAHHUA W300PETCHUA
"E" 6onee paHHHI QOKYMEHT, HO ONYO/IMKOBAHHBIA HA AaTY "X" IOKYMEHT, HMEIOILHH Haubonee 611M3K0E OTHOLIEHHE K FIPEAMETY
NI0Ja4y €BPa3UiCKOi 3aABKH MM NOCHE Hee MOKCKA, Nopovalui HOBU3HY WK U300pETaTeNbCKHI VPOBEHB,
"O" NOKYMEHT, OTHOCRIIMHACA K YCTHOMY PECKPBITHIO, SKCIIOHK- B34THI B OTACNLHOCTH
POBAHHUIO ¥ T.1. "Y" HOKYMEHT, UMEIOLIMH Haubonee 611M3K0e OTHOLICHHE K MPEAMETY
"P" nOKYMEHT, OyONUKOBAHHBIN A0 AaThl NOAAYHM €BpasHIiCKOMK NOKCKa, nopovamuit H306peTaTeNbCKHit YDOBEHE B COMETAHHH C
3aABKH, HO HOCAE AAThi HCIIPALUKMBAEMOrO NPUOPHTETA APYIAMY IOKYMEHTAMH TOM XKe KaTeropuu
"D" BOKYMEHT, NPUBEACHHbIN B €Bpa3suicKoll 3aaBKe "&" JIOKYMEHT, ABNKIOIHICA NaTCHTOM-8HAJIOrOM
-L." _/OKYMCHT, NDUBCICHHRIA B IDYTUX NEAX
Jlata 1elCTBUTEILHOrO 3aBCPUICHNS NTATCHTHOTO MOKCKA: 12 Hos6ps 2018 (12.11.2018)

HaumenoBanHe n aapec MexayHapoaHoro NoHCKOBOTO 0prana: | YNOJIHOMOUYEHHOE JIMLO :
DepepanbHbIil HHCTHTYT '
NPOMBILILIEHHOMU COGCTBEHHOCTH B.B. EscTurHees
P®, 125993, Mockna, I'-59, I'CI1-3, BepexkoBckas Hab., .
1. 30-1.Pakc: (499) 243-3337, reneraiin: 114818 IOJAYA | Tenedon Ne (499) 240-25-91
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JOKYMEHTEGI, CYHUTAIOIHWMECSA PEJIEBAHTHBIMMU ( nponosmkenne rpadsi B )
Kareropus* CChUIKH Ha JOKYMEHTHI C YKazaHHEM, Ii¢ 3T0 BO3MOXHO, PEJICBAHTHBIX YacTel OTHOCHTCA K MyHKTY Ne

A US 2009/0144557 A1 (HYBLUE, INC.) 04.06.2009 1-8
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