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(57) PackpeIThl crcTeMa obecriedeHust 6e30MacHOCTH
U CTI0co0 1 ayTeHTH(UKAIIH JOCTYTIA TTOJIb30BaTe-
ns B cucreMy. Cructema obecriedeHns: 0€30MaCHOCTH
NPUHAMAET OT IOJIB30BATeNs 3ampoc ayTeHTH(UKa-
UM ¥ OTBEYAET, CO3/1aBasi MaTPHUILy oOecriedeHus Oe3-
OIIaCHOCTH Ha OCHOBE COXPaHEHHBIX paHee I0JIb30Ba-
TENBCKOTO KIIIOYEBOTO CJIOBA M JAHHBIX O MOJIB30Ba-
TENbCKUX MPEAIIOYTSHUSX, IPUYEM MaTpula obecre-
Y4eHHs 0e3011aCHOCTH OTIINYACTCS IS KaXKI0TO 3aIpo-
ca ayrerTru¢ukanmn. Crcrema odecriedeHus oe3omac-
HOCTH OTIIPABIISET HOJIB30BATENI0 MaTPHIly obecrede-
HUS 0€30MaCHOCTH U 0XKUAAET OJJHOPA30BBIN KOJI B OT-
BET Ha MaTpUIly obecrieueHns Oe3omacHocTH. [Tomb30-
Barelb (POPMHUPYET OJHOPA30BbIN KOJ] Ha OCHOBE ITOJIb-
30BaTENILCKOTO KIIIOYEBOTO CJIOBA, HOJIB30BATEIBCKIX
MPEIIIOYTeHUI ¥ MaTPHUIIBI obecrieueHust 6e30macHo-
ctu. Cucrema obecriedeHns 6€30IacHOCTH IIPOBEPSIET
OZHOPA30BBIi KOJI C UCIIONB30BaHUEM MaTpHUIIbI o0ec-
nevyeHns: 0e30MacHOCTH, KIFOYEBOTO CJIOBA M ITOJb-
30BaTENILCKUX IPEANIOYTEHUH W OTBEYAET, OTIIPABIISA
TIOJIB30BATENIO PE3yNbTaT Ay TeHTH()UKAIIN, KOTOPBIit
b0 paspemraet, OO 3ampemaeT AOCTYI B CHCTe-
My. JlonoHATENRHO, crcTeMa obectieueHust Oe3omac-
HOCTH OTIIPABISiCT COOOIICHHWE O BBINOJIHEHUH I
HEBBITIOJIHEHUHU B CHCTEMY, JOCTYH K KOTOPOH TOIDKEH
OBITH OCYIIIECTBIICH.
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CIIOCOE M CHUCTEMA IJis1 ABCTPAKTHBIX M PAHIOMM3MPOBAHHEIX

OIIHOPABOBEIX MAPOJIEM IIJII TPAHSBAKLIMOHHOW AYTEHTUSUKALIANA

OBJIACTb TEXHVKM, K KOTOPOM OTHOCUTCA M30BPETEHUE

HacTosamee wm300peTeHMe OTHOCUTCHA B LEJOM K CHUCTeMaM WU
criocobaM ayTeHTUOMKauUUM U, B YaCTHOCTH, KacaeTcda CHUCTeM
ayTeHTUOMKALUM, OTJIMUANMUXCSA BHCOKOV HaOeXHOCTBLIO.

OIIMCAHVE CBA3AHHOI'O YPOBHSA TEXHMKU

ObecrnieueHue 0e30IaCHOCTU IIePCOHAJBHHX MIeHTUOMKALVOHHEIX
IDaHHEIX CTaJIo KpaeyToJIbLHHM KaMHeM BCexX TpaH3aKUuM B COBPEMEeHHOM
BJIEKTPOHHOM MUpe, XapaKTepU3ynleMC g BHCOKMMM YPOBHAMU
VMHBECTULIUN, BKJIAOEIBAEMEX B pas3paboTky MeTOHNOB oO0eclieueHUs
0e30MlaCHOCTY M ayTeHTUOMKaAUWM, TEeXHOJIOTMM KX IIOOOEPXKM, a TaKxe
B XaKepCTBO B 2ToM cohepe. IlouTHM BCe B MUpe OaHKOBCKMX Ollepalun
3aBUCUT oT npelBapnUTeJIEHO pa3sMelleHHOT'O [IepPCOHAJIEHOTO
UIOeHTUOMKALIMOHHOTO HoMepa (PIN), KOTOPHM IIpeacTaBJgeT cobon
CEKpeTHHM UYMCJIOBOM IIapoJlb, COBMECTHO MCIIOJIb3YEMH I10JIbE30BaTeJIeM
M CHUCTeMOM IJig ayTeHTHUOMKalMM IIOJIb30ORaTeJii B CHUCTeMe, B TO
BpeMda KaK OOJIBIIMHCTBO DJIEKTPOHHHX CHUCTEM C I[IOJIHOTEKCTOBEMU
nHTepbercaMn 3aBUCAT OT IapoJiel.

B HacTodmee BpeMA OOMENPMHATO IIOJHOCTBI IIoJjlaraThbCad Ha
KpulnrTorpadpuueckre xs3M-oyHKUMM (CHF). B 2TUX »OeTepMMHMPOBAaHHHX
npoluelypax 0OepyTCcsa I[OIPOM3BOJILHEE HOaHHEE, Ha OCHOBE KOTOPHX
[I0JIy4YalnT BHUMCJIEHHOE MaTeMaTUUYeCKMM IIYyTeM 3HaueHMe X3I-QyHKLUN,

YHUMKaJIbHOe IIJIA 3STHX ITaHHBX. XOpOMO JOKYMEHTVPOBAHHEIM IIPVMMEPOM

OYHKLIUU CHF aBJIgeTCd aJTropUTM MDb5. Xom—-OyYHKIUA u
MHTeJIJIeKTyaJlbHEEe CIIOCOOBEH oBeclrieueHNd fe30IacHOCTH Mexny
KJIMEHTOM u CEPBEPOM 3aTPYOHAT oBpaTHOE Cco3IaHue

VMHIOIVBMIOYaJIBHOT'O IIapOoJid WJIN PIN-kOIa Ha OCHOBE KOIMM YIIOMSIHYTHX
IOAaHHBEIX . OmHakKo Ipn MCIIOJIE 30BaAHUM BU3YaAJIBHOT'O OTCJIEXVMBaAaHMA

BMeCTe C TeXHOJIOTMAMMA @MMMHPa OOJIBIIMHC TBO HapOHeﬁ i PIN-KOIOB

MOXHO pacceKpeTnuThs, dTOo IIO3BOJIAET BEITIOJIHATE O@paGOTKy IJIA
MOMeHHNMYe CKMX TpaHBaKHMﬁ. TaxkmMmm O@paSOM, KeJlaTeJIBEHO METE
Takry cxXeMy obecrieueHuAa fes30racHoOCTH, KOoTOpad CHMXaeT

BEPOATHOCTE BO3SMOXHOI'O paCCeKpeUlMBaHMA ayTeHTM@MKaHMM.

CYIHOCTL M3OEPETEHNA



OnuH BapMaHT OCYWeCTBJIEHNA HacToAmeIro n300peTeHnd
npeIcTaBJfgeT coboM crnocod® miua abcTparMpOoBaHMSA B3aMMOLOEMCTBUA C
KJIIMEeHTCKMM MHTepdelcoM, 3BaKjpdanleroca B TOM, UYTO KaxIbll pas,
KoT'ma [IOJIb30BaTeJIb 3axouer BHIIIOJIHUTE ayYTEHTUOMKALIMIO B
3alMIEeHHON CUCTeMe, 5STa CHUCTeMa I[IPeloCTaBiigeT II0JIb30BaTeJIo
OIHOPAa30BLM PaHIOMMU3UPOBAHHHY Ha®op CUMBOJIOB WM UYMCeJI B TakKoM
BUIOEe, KOTOPHM IIO3BOJISET €My MCIOJL30BAThL 3apaHee oOlIpeneJieHHoOe
KJIIOUeBOe CJIOBO IJiA olpelejeHusa PIN-kona, COOTBETCTRYKIETO
YIIOMSAHYTOMY PaHIOMU3MPOBAHHOMY KJIOUEBOMY CJIOBY .

B YacTHOCTH, OOVIH BapUaHT OCyWeCTBJIEHUA HacToAmeIro
n300peTeHNs OTHOCUTCH K Criocooty [IPOBEPKU ayTEHTUUYHOCTHU
[IOJIB30BAaTEJIA IJIA OOCTylla B 3BallMleHHYI CUCTeMy. CIOoCOo0 BRJKUAET
B cebsa cllengypmye  STalle: opueM OT IIOJIb30BaTEJIA  3allpoca
ayTeHTUOMKaUuUM, CcOo3O0aHre MaTpHUe oOecliedeHUs ©Oe30IaCHOCTM Ha
OCHOBe ID [IOJIE30BaTeJId u OAaHHEX o) [10JIb30BaTEJIbE CKUX
OPpeAlOoUTeHUAX U OTIPaBKy YIOMAHYTOM MaTpPHMIE II0JB30BaTEI0, IPUEM
oT [I0JIb30BaTEJIA OOHOPAa30BOTO KOIa B OTBET Ha  MaTpuly
obecrieueHusa 0e30IaCcHOCTHM, [IPOBEPKY [IPaBUIIBHOCTM OIHOPa30BOTO
KOoIoa Ha OCHOBE MaTPULEL obecrieueHmsa Bes30IIaCHOCTH, ID
[10JIb30BaTeJId, 1o MeHBbIIEN Mepe OOHOTO [I0JIb30BAaTEJIECKOT'O
KJIOUeBOTO CJIOBa M IOAHHEX O IIOJIb30BATEJIECKUX [IPENIOUTeHUAX IIOCTe
IPOBEPKM NPaBUIIBHOCTM ONHOPA30BOI'O KOIOa, OTIPaBKYy IIOJIE30BATEJIO
pesyabTaTa ayTeHTUOUKALUM, YIOMAHYTHM pesyJbTaT ayTeHTUdUKaluu
OCHOBaH Ha OIOHOpPa30BOM KOOe, MaTpulle obecrieueHmsa ©Oe30IIaCHOCTH,
ID mnoJgb30BaTesidg, I[IOJIb30BATEJILCKOM KJIOUEBOM CJIOBE; W OTIIPAaBKY
COoOBmeHMsa O BHIIOJIHEHVM WJIM HEBHIIOJHEHVM Ha OCHOBe pe3yJbTaTa
ayTeEHTUOUKALIVNA .

Fme oIMH BapMaHT OCYWEeCTBJIEHMSA HaCTOAWle'o M300peTeHUs
OTHOCHUTCSH K CHUCTeMe obecneueHus ©0e30IaCHOCTHM, OIpeldHa3HaUeHHOM
0JIs [IPOBEPKU ayTEHTUUYHOCTHU [IOJIE30BAaTENIA 0JIs nocrTylla B
3allMIIeHHYK CUCTeMy. CucTeMa obeclledeHMda 0e30MIaCHOCTM BKJIOUAET B
cebs koMIbTep InOJga obecrnedueHrs 0e30M0acHOCTM U KJIMEeHTCKUM
nHTepbeMcC. KomnisoTep o4 oBeclieueHNd 0e30IIaCHOCTHA
3anporpaMMMpoBaH OJid COXpPaHeHMA IIOJIB30BaTelIbCKOI'O  KJIUeBOI'O
CJIOBa M IOaHHHEX O I[IOJIb30BATEJIbCKMX I[IPEellIOUTeHMAX C LeJiblo IpueMa

OT TIOJIb3OBaATEJISA 3alpoca ayTeHTubuKalumy, BKJmOUawomero B cebg ID



oJib30BaTesisg, MJd IOCTyla B 3allMlleHHYD CUCTeMy W CO3IaHusd
MaTpPULUE ofecredveHrs O0e30MNacHOCTM B OTBeT Ha YIOMSIHYTHM 3alpoc
AYTEeHTUOMKALMM Ha OCHOBE COXPAaHEHHHX MOaHHHX O II0JIb30BaTeJIbCKUX
NpenIouTeHmusax U ID IoJiL30BaTeIAd, nJisa OTIPAaBKM  MaTPMUIIE
oBecrneueHusa 0Oe30IaCHOCTHM IIOJIBE30BATEJO M IIpMeMa OT IIOJIb30BaTEeNd
OIHOPAa30BOTO KOHa, IJA IIPOBEepKM IIpaBMJIBHOCTM OIOHOPAa30BOIO KOoIa
C MCIOJIL30BAaHMEM CO3IAaHHOW MaTprLE ofecrneueHmusa O0e30IacHOCTH,
[IOJIb30BATEJIECKOTO KJIOUEBOTO CJIOBA UM HAHHHX O I10JIb30BAaTEJIbCKUX
NpenIouTeHuIx, n nJis OTIIPAaBKU IIOJIb 30BaTEJII0 pesyJbLTaTa
AYTEHTHUOMKALMM Ha OCHOBE IIPOBEPKM IMIOIJIMHHOCTM, M IOJIS OTIPaBKM B
SAMUIMEHHYID CHCTEeMYy COOOMEeHMS O BHIIOJIHEHUM WJIM HEBHIIOJHEHUNM B
3aBUCHMOCTM OT pes3yJibTaTa ayTeHTHuoMkaumum. KIMeHTCKMM MHTepderc
I03BOJIAET TI0JIb 30BATEJI0 nmepenaThb B crucTemMy obecrieueHns
6es30MacHOCTM 3alpoC ayTeHTUuOMKalLMy IJIS »JOCTylla B 3allMIeHHYI
CHUCTeMY, a TakKxe I[IPMHMMATE M OoToOpaxXaTk MaTpuly OOeClleUueHUs
Bes30MMacHOCTM, ¥ OaeT BO3MOXHOCTL IIOJIL30BaATEJNIl0 OTIPaBJIATL B
cucTeMy ofecleueHrs Ge30MNaCHOCTU ONHOPASOBHEM KOI.

CoTJlacHO HacTofAmeMy CIocofy OTCYTCTBYeT KOppesialus Mexmay
KJII0U e BEIM CJIOBOM II0JIL30BaTEeJId u MaTpulen obecrieueHns
6es30MacHOCTH, IpenocTaBJIaeMoOM IIOJIbL 30BATEJI0 nJis IPOBEPKU
IIONJIMHHOCTH . CucreMa oBecreueHuns BezonacHOCTU bopMupyeT
CJIyYalHEM obpas3oM MaTpPULLY oBecrieueHUs 6es30IacHOCTH, a
[IOJIb30BATEJIb MCIOJL3YEeT BTy MaTpully obeclneueHMs ©0e30MIaCHOCTU
OJIg olpeleJleHus OIHOPa30BOTO KOoIa, ABJAKIETOCS OelCTBUTEJILHBM
I IaHHOTO [I0JIL30BaTeJId un OAaHHOM  MaTpHuIE  oOecleueHuUsd
BesomacHoCcTr. KaxOel 3anpoc ayTeHTUOMKALMKM [IPUBOOMUT K CO3IAHUIO
HOBOM MaTpuLe ofOecrneueHusa 0e30IMaCHOCTM,  BHUMCIISAEMOM  TaKUM
oBpas3oM, UTOBH TapaHTUPOBATE MMHVMAJILHYIO BEPOSATHOCTE
onpenejleHMd KJIOUEBOTO CJIOBA.

Hacrosamee m300peTeHMe OTKPHBAET HOBHM IIOIOXOHO K oO0eCleueHMU
6e30MacHOCTM ayTeHTHUdUKalMM, TIO3BOJIAA II0JB30BATEI0 OIpenesuTh
onHo WM OoJlee KJOUEBHX CJIOB, KOTOpPHE 3aTeM WCHOJbL3YyeT B
KaueCcTBe I1ePCOHAaJILHOM CCHJIKM, UYTO HaeT BO3MOXHOCTEL I10JIb30BaTEJI0
Cco3IaTh OIIHOPAa30BHM Kono us PAHIOMM3UPOBAHHOM Ma TPV
oBecrneuenusa 06e30IIaCHOCTHM, CO3IaHHOM cucTeMoM. KioueBoe CJIOBO

HIMKOI'oIa HeIlIOCpeOCTBEHHO He BBOINMTCHA BO BpeMA Inpounecca



ayTeHTHOMKaALMM Ha JoOoM ero cTalIuMKu M, CJlefoBaTeJIbHO, HMKOTOa He
MOXeT OHTE PACKPHTO WJIM MCIOJL30BATLCS COBMECTHO C KaKUMM-JIMOO
OIPYyTHUM IIOJIL30BATEJIEM.

Braromapsa pa3meJieHMIO IIpollecca ayTeHTUOMKaumMu Ha Tpu GasH:

(1) =amnpoc ayTeHTUOMKAUUU, (ii) nDonTBepXOeHMe IIOJHOMOUMM U
(iid) nepemauva neTajyen aBTOPM3aALUMA, bopMmpyeTcsa crioco®
oBecrieueHnd fe30IacHoOCTH, KOTOPEIM MOXeT IpocMaTpMUBaTh,
3alMCHBaTH u aHaJIM3UPOBATEL BCe TpaH3aKLIMOHHEE 3aMlpOCH

ayTeHTHUOMKaALIUM MeXOy II0JIL30BaTeJIeM, KJIMEeHTCKUM UMHTepdelicoM U
cucTtemMor obecnedueHusda 6e30I0acCHOCTHM, C TapaHTHelM HeBO3MOXHOCTU
MOSHTUOUKALMNY KJIUeBOI'O CJIOBa IIOJIL30BATENA.

MomHOCTE MaTpUUH ofeclledeHMA 0Oe30laCHOCTM  MOXeT  OHTH
M3MeHeHa I[IoJib30oBaTeJleM C LeJiblo YIPOWEeHUS WM YCIOXHEeHUs ee
omnpemneJieHVs, HO He CUCTEMOMH, B KOTOpPOM ayTeHTUIULUPYETCS
[10JIE30BaTEJIE .

Crnoco® 1Mo HacTodAmeMy M300peTeHMI MOXHO IIPMMEHMTH kK JIoOomn
CUCTeMe, MNpeObABJIAKmMeN TpeboBaHMe, COCTOAMEee B TOM, UTOOH
ayTeHTUOMKaLMI [IOJIE30BaTEeN g BHIIIOJIHAJIACE C MUHVMAaJIb HEIMI
M3MEHeHMAMM B 3allMIIeHHOW CHUCTeMe MM C MMHUMAJIBEHBEIMY M3MeHEHUSIMU
HapaBOTaHHEX HaBHIKOB [I0JIb30BaTEJIA . [TockoJbKY MaTpMla
obecrieueHuda 0es30IaCHOCTH " OIIHOPAa30BHM KOL IIOJIHOCTBI
abcTparMpoBaHs OT KJIOYEBOTO CJIOBa, TpebOoBaHUA I[IO0 OOeClIeUueHMD
0e30aCHOCTM HMKOMM oO0pa30M He BJIMAKT Ha WKX KOOUPOBaHME NJIA
Nepenauu B JOOOM  HallpaBJIEHUN. TakuMm obpasoM, crioco® 1o
HacTodAmeMy M300peTeHMI XOPOoUlo IMOAXOOUT kK JodOoM cucTeMe, TIe
eCcTb BO3SMOXHOCTBb JIETKO KOHTPOJINPOBATE NI CJIeOIUTH 3a
coenMHEeHMEM MeXOy KIMeHTCKYM MHTepdelCOM M 3allMIeHHOW CUCTEMOMU.

YKaz3aHHEM CHOCOD MOXHO peaJIM30BaTh HJA OOHOM CUCTEMH,
MHOXeCTBa CUCTEM WMJIM B BUIe YHUOUIMPOBAHHOM 0OOmMeIOCTYIIHOM
CUCTEeMEl IIPOBEPKM [IPaBUJIIBHOCTM, [IpPUUEM DTOT CIocod OJIOKMPpYyeT
JOYK TpaH3akKLUMon, KoTopasa TpedyeT OT I[IOJIBE30BaTe]id [IPOBEPKY €TI0
MIOEHTUYHOCTH .

KPATKOE OIIMCAHUE UEPTEXEN

3TN ¥ OpyI'Me IIPM3HAaKM, AacCIeKTH U IIpeuMylleCTBa HaCTOAMLEeTO
n300peTeHNnA CTaHyT BoJiee [IOH A THEIMI npu ofOpalleH1M K

HIKeCJIeOymeMy OINMCaHuio, nOpuijlaraeMol QopMyJie M300peTeHusS U



COIIPOBOIMTEJIEHEIM dWepTeXaM, Ha KOTOPEX:

our. 1 - Bamnpoc ayTeHTHUOUKALNWM;
dur. 2 - BamnpocC MNPOBEPKMU MIONJIMHHOCTM;
dur. 3 - I[OepBHM OpUMEep OIJHOPas0BOTO KoIda, B KOTOPOM

MCIIOJIE30BaH CIOBUTL;

bur. 4 - BTOpOM IIpHMEep OOHOPAa30BOTO kKoIa, B KOTOPOM
VICIIOJIL30BAHE COBUI M 00X0n;

bur. 5 - TpeTuM OpuMep OIHOPaAsOBOTO Koma, B KOTOPOM
VCIIOJIE30BaH o00xon (MHIeKCHUpOBaHUE) ;

dbur. 6 - UeTBEePTHM IIPpMMep OIOHOPAa30BOIO KoIda, B KOTOPOM
MCIIOJIb30BaH CKaudoK;

bur. TA - TIIpMMepHas apxXUTeKTypa BHYTPEHHEeIO CcepBepa

obecrieueHmusa 0e30IaCHOCTHM OJA JIOKAJLHOW ayTeHTUQUKALIUM;

dur. 7B - uUacTM KJIMEHTCKOTO MHTepdelca BO BpeMsa IIpollecca
ayTeHTUOUKALIVNA ;
our. 8 - [IPYMED APXUTEKTYPH BHYTPEHHETO cepeepa

obecrneueHrs ©e30MNaCHOCTM OJIA yIaJleHHOM Web-ayTeHTUOMUKALIUM;

dur. 9 - I[OpuMep apxXMUTEeKTYpPH BHeEMHeTo cepBepa obecrnedeHud
fesonacHOCTM IOJI yIaJleHHOM Web-ayTeHTUOUKALNN;

our. 10 - [»OpuMepHas apxXuUTeKTypa BHYTPeHHero CcepBepa
oBecrneueHusa  0es30laCHOCTM  IJid  BHYTPeHHeM U BHemHen  Web-

ayTeHTUOUKaAUUM U BHYTpeHHeﬁ CUCTEeMHOM ayTeHTUOUKaLUA;

bur. 11 - ommcaHme CTPYKTYPH COOOMeHMUN;

dur. 12 - HOJB30BaATeJIECKUE IIPellIodYTEeHUS;

bur. 13 - HOpennouTeHMs BalUMEeHHOW CHUCTEMH;

bur. 14 - OJOK-CxXeMa BapMaHTa OCYIEeCTBJIEHMA HacTOo4mleIlo

n300peTeHusa; "

our. 15 - OJok-cxeMa BapuMaHTa IOJIA4 CO3OaHusa U OTIPpaBKU
OOHOPAa30BOIO KOIAa.

[TIOJPOEHOE OIIMCAHUE M3OEPETEHWA

B nociemywomeM ONMCAHUM MUCIIOJNB3YKRTCA Clelyllie OollpelelJIeHUd.

BamumeHHad cucremMa 20 - ©BTO  CUCTeMa, TpebyKmas OT
[IOJIL30BATEJIA ayTEeHTUOMKAIMKD KakK IIPEeNlnocCHJIKY IOJd o060paboTku
TpaH3aKUIUM MM MHQOPMAIIMOHHEIX 3allpOCOB.

Cucrema 30 obecneueHusa 0es30llaCHOCTM - BTO CUCTeMa, B

KOTOpOﬁ COXPaHAKTCA KJIIUeBOe CJIOBO UM TIPEeOIIOUTEeHMA IIOoJIBE30oBaTeJIA,



[IOJIL30BATEJIECKME [IPEONOUTEeHNA M IPEeNNOUTEHMS CUCTeEM OOeClIeueHUA
Be30IacHOCTM, M TIe BHIIOJHsAeTCsa oO0paboTka Jsa MHTepdelCcoB
cucTteM obecrieueHrs 0e30IIaCHOCTHU.

11 - Banpoc ayTeHTHUOUKALUU

31 - Marpuua ofecrieueHus 0e30lIaCHOCTU

12 - OODHOPaBOBEM KOI

32 - Pe3syjibTaT ayTeHTUOMKALIUMU

33 - CoofmeHMVe O BHIIOJIHEHUU

[lpepmouTenus 40 noJb30BaTeJa olpenejyieHsl B Tabiuie 3,
IpuyeM OHM COXPaHAnTCS BHYTpPeHHe cucTemolm 30 obecneueHud
0e30ImIacHOCTH.

KimoueBoe cjoBo 41 npemcTaBisgeT CcoBoM  JIMHEMHYID CTPOKY
aJlGaBUTHEIX CHMMBOJIOB, KOTOpad olpeneJjieHa IoJb30oBaTeyem 10. B
IpUBeIeHHHX nprMepax KJIOUEeBOE CJIOBO OTpPaHMUeHO TOJIBKO
aJlpaBUTHEIMM CHMMBOJIaMy (oT A 1Jo Z); OIHAaKO IaHHHBM CIOoco0 M
cucTeMa TOoOIepXMBaKRT aJipaBUTHBEE (B 3aBMCHMMOCTU WJIM He3aBUCHUMO
OT CcuUTyallMu), UMCIIOBEE, CIelMaJibHEE CHMMBOJIE WM JIOOYKD UX
KOMOMHALMD.

IIpennouTenusa 50 3amMIeHHOM CUCTEeMBl olpeleJieHE B Tabiuue 4,
opuyeMm OHU COXPaHAnTCHI BHYTPU CUCTEMEL 30 obecrieueHmd
0es30IIaCHOCTHA.

KnmeHTCcKUM MHTepderic 60 HOpencraBjsgeT coBoM  UeJIOBEKO-
MallMHHEI ~ UMHTepbelic (HMI), roe noJib3oBaTe o 10 Tpebyercd
MCIIOJIL30BATL KJaBUATYPY, CEHCOPHBM SKpaH, KJIaBUaTypy IJIS BBOIA
PIN-koma wiIM  Opyroe YCTPOMCTRO BBOIA njida npenocTaBJIEeHUSA
VHTepHeT-Ccayx0e IeTajle¥ ayTeHTHuOuKauum (Hanopumep, OaHKOBCKUU
aBTOMAT WMJM BKpaH BXoIa B CUCTEMY) .

Ha ¢mr. 1 noab3ocoBaTesib 10 BapaHee npenocTaBuil cucrteMe 30
oBecnieueHnsa 06e30I0aCHOCTM CBOUM IHpennoureHrsa 40 M CBOe KJKUEBOe
ciloBo. Kiwuepoe cyioBo 41 coxpaHsgeTcda B 2 3alMQPOBaHHOM BUIe B
cucrteMe 30 obecrnieueHus ©0€30I0aCHOCTM M HMKOTDJa He IepellaeTcsd
HUKaKOM OYyHKIMEN.

Ha o¢mur. 1 noJjb30BaTeJsib BHIIOJHAET 3alpoC ayTeHTUOUKaLUM Ha
KJIMEeHTCKOM UHTepderce 60, KOTOPHM, B CBOK ouepelb, OTIPAaBJIAET
3anpoc 11 ayTeHTUMOMKaALIMM B 3BalMleHHy© cucremy 20, koTopas

HamnpaiJjigeT 3amnpoc 11 ayTeHTHMdMKaumMM B cucTeMy 30 obeclieueHusd



0e30IacHOCTH.

Ha o¢mur. 2 maddele 50 0 OpeldllouTeHMAX SBallMeHHOW CUCTEMH
VCIOJIbL3YITCA IJIA olpenesieHMa TpebyeMoro dopMaTa UM OTPaHUUEeHUM
KJIMEHTCKOTO uHTepderca 60. IaHHEIE 40 o) [10JIB30BAaTEJIb CKUX
OPEennouYTEeHNAX MCIOJb3YITCA IJIA OIpelelJieHMS MOMHOCTM MaTpuUe 11
obecrneueHua ©0e30IaCHOCTH, npennounTaeMoy  InoJjib3oBaTeJseM  10.
Cucrema 30 obecrieueHmsa 0e30IaCHOCTHU cozmaeT MaTpuuy 31
oBecnieueHusa 0e30INaCHOCTM M OTIpaBJIgeT ee 00paTHO B 3alMIEeHHYIO
cucremy 20 obecneueHrsa 0e30IaCHOCTM, KOTOpad 3aTeM HalpaBJISeT
MaTpHULly 31 oBecrieueHnd 0e30IacHOCTH HEIOCPeOCTBEHHO Ha
KJIMEeHTCKUM uHTepderc 60 WIM MCIOJb3YeT MHbOoOpMalLM B HeM OJId
[IOCTPOEHUSA IIOJIL30BATEJILCKOTO opencTaBJIeHUs MaTPUIIE 31
oBecrnieueHnd fes30macHOCTH, KOTOpoe 3aTeM IpenoCTaBJIgAEeTCH
noJp3oBaTe o 10. QopMaT wuIeHTHMOMKaToOpa (ID) HOoJbL30BaTeNIS He
3aBUCUT OT CUCTEMEl M MOXeT OpelcTaBJIATL coboM JodoM yHUKAJLHLBM
ID @mjugd BCexX CHUCTeM, IoIonepXrBaeMHx  CcepBepoM obecrieueHUsd
OeszonacHocTU. llpuMepamMm ID noJb30BaATeNd ABJIATCA 1D KIMeHTa WU
agpec BJEeKTPOHHOM IIOUTH.

Ha o¢wur. 2 noJab3oBaTenab 10 BHOOJHAET ayTeHTUOMKALUO,
MCIIOJIE3Y A TPeloCTaBJIeHHYI MaTpully 31 obeclieueHus 060e30I0acHOCTH,
OJIS OoIpenejleHMs OIHOPAa30BOTO KOIOBOTO uMcJa 12 OyTeM OPpMMeHEHUHA
IOJIL30BaTEJILCKUX IIpenrnouTenut 40 B coueTaHuM C KJouoM 41. 35TO
OIHOPAa30BOEe KOIOOBOE UMCJIO 12 BBOIOIUTCSA B KIMEHTCKUM UHTepdelc
60, KOTOPHM 3aTeM IIOCHJIaeT eTro B 3aluleHHyl cucremy 20
obecrieueHrusa ©0es30IIaCcHOCTHM, a 3areM B cucTteMy 30 obeclieueHusda
BezonacHocTM, Tme cucrteMa 30 obecneueHusa O6e30IIaCHOCTHU IMIPOBepPSEeT
IOIJIMHHOCTE, VCIIOJNIbBY I IOaHHbE MaTPULE 31 obecrneueHud
0e30llaCHOCTM  BMeCcTe C OOHOpa3O0OBEM kOoOooM 12, COXpPaHEeHHEM
KJoueBeM  cJioBoM 41 noJgwe3oeatTesis 10 wm npepnodreHuavm 40
I0JIL30BATEJIA. B oTBeT Ha YIOMAHYTHM  3alpoc CcuUcCTeMa 30
oBecrnieueHrd 0e30IIaCHOCTM OTIIPAaBJIAET pPes3yJbTaT 32 ayTeHTUOUKALUU
oBpaTHO B 3alUIEeHHYK cuctemy 20, KoTOpas IIOCHJIAeT ero oO0paTHO
Ha KJMEeHTCKuM uHTepderc 60. OOHOBPEeMeHHO BO3HMKAeT BTOpoOe
B3aMMOINENCTBMEe, IIpU KOTOpoM cucTeMa 30 obecrniedueHus Oe30IaCHOCTH
[IOCJIe YCIIEeNHOM ayTeHTHUOMKALMM MVHULIUKPYEeT OTIPpaBKy coobmeHus 33

O BEIITIOJIHEHUMM B TOUKY YBEeIOMJIEHUA O BEIIIOJIHEHWMN CHICTEMEI 30



obecrneueHusa ©0e30IaCHOCTM, KakK IIOOPOOHO VYVKa3aHO B MOIpelllouTeHMAX
50 3zamumeHHOM CUCTEMH.

Kaxnwmi 3amnpoc 11 ayTeHTHOUKaAUUM U Kaxoas  IpoBepKa
IpPaBUJIILHOCTM OOHOPAas30BOTO KoOa 12 OPMBOOUT K CO3OAHMIO MaTpPUILE
31 obecneueHusa ©0e30I0acHOCTM Ha OCHOBe IIOBTOPHOM paHIOMM3alluK
O0JI1 TpPeOOoTBpPpalleHMa TIOBTOPHOTO MCIOJb30BaHMA koma 12. g
OTPaHMUEeHUSI MAaKCUMAJILHOTO KOJIMUeCTBAa IIOMNHTOK B ITAaHHOM BPEeMeHHOM
Kampe IMOOIepXMBaeTCd perucTpauusa 3anpocoB 11 ayTeHTUOMKALUU U
3alIpocoB OOHOPAa30BOTO Koja 12, dYTobH NOPemoTBRaTUTL aTaky
MeTOIOM IPAMOTO nepebopa KOIOOB u obecreunTsb 3BYKOBOE
COIPOBOXIEHME YKa3aHHEIX IIOIBITOK.

B nmnpumepe Ha oour. 3 TokaszsaHe MaTpula 31 obecrnieuyeHus
BesonacHoCcTM, IHaHHHe 40 O TI[OJBL30BATEJLCKMX I[IPEeOlNOoUTeHUAX WU
[IOJIL30BAaTEJNILCKOEe KJKUeBoe cyoBo 41. Ilonk3o0oBaTenk 10 MCIOOJB3YET
cBOe KJIOUEeBOE CJIOBO u IOaHHBIE 40 o) [I0JIb30BaTEJIb CKUX
NIPennouTeHnAaXx IJIS CO3IOaHMsa OINHOPas30BOTO Koma 12.

B @maHHOM IIpuMepe IMHoJib30BaTesikb 10 mpemnnoumMTaeT, UTOOH:

(a) wMaTpuua 31 oOeclieueHusa ©Oe30llaCHOCTM oToOpaxajlacbk B
anl®aBUTHOM IMOPAIKE; U

(b) x oTobGpaxeHHOM LMudpe, KOTOpas COOTBeTCTByeT OyKBe
KJIOUeBOTO CJIOBa, mnobarjsajlach 1.

BHaueHMd B MaTpulle IJIS KaXIoT'o CHMMBOJIa KJIKOUEeBOTO CJIOBa
[IOpOXIOaeT 17572. ODoBaBiieHUe coBura, PaBHOTO +1, K
pPesvyJIbTUPpYIRIeMy 3HAUeHMI MaTPMIHE ITaeT 33HaueHue 28683 B KauecCTBe
OIOHOPAa30BOTO koma 12.

B kauecTBe IpuMepa Ha  oOour. 4 mokas3aHE MaTpuila 31
oBecnieueHrsa ©0e30MI0acCHOCTM, I[OJb30BaTeJbCkUe npennoureHuda 40 wu
[IOJIL30BaTEJNILCKOEe KJWUeBoe cyoBo 41. Ilonk3o0oBaTenk 10 MCIOOJB3YET
CBOe KJIoUeBOe CJIOBO M CBOM IMOJIb30BaTellbCKMe HOpenmnouTenus 40 mid
Co3IaHMsa OIHOPa30BOTO KoIma 12.

[Iob30BaTeJIbCKMe IpennouTeHmda 10 B ITaHHOM OIpMMepe BHTUIAIAT
caenyomyM ofpasoM:

(a) MaTpulla 31 oBecrnieueHnd fes30MnacHOCTHA IOOJDKHA
oToBOpaxaThbCsa B CJy4YalHOM IIOpAIKe;

(b) moBargare 1 x uubppe, oToOpaxaeMoM IHOIPOTUB OYKBH

KJIKUEBOT'O CJIOBa, U



(c) mobBaBJIATHL CBepxX TOTO 3 K IepBoM OyKBe KINUEeBOT'O CJIOBA,
noBaBJIATE CBepx TOTO 6 KO BTOpoM OyKBe KJIOUEeBOTO CJIOBa M T.I.

OmnpenesiMB 3HaueHMe B MaTpulle OJIS KaXOoT'o CHMMBOJIA KJIIOUEBOTO
cJIoBa, HoJgyuuM 28672. IHoBaBuB cnBUr +1, noayumm 39783. IJoOaBUB
obxom +3, noayumMm 656008, mnpencraBJdgpmee co®o¥ OIHOPA3OBHM KOII.
3aMeTyM, UYTO CYMMMPOBAaHME B HOaAHHOM IIPMMEPE BHIIOJHAETCSA IIO
MOIOYJIO HOeCATb, XOTS MOXHO MCIIOJNBE30BAThH CYMMHMPOBaHME II10 JIoOOMY
MOIYJIO.

B kauecTeBe TIpMuMepa Ha  our. 5 nokazaHe MaTpuia 31
oBbecnieueHusa ©0e30I0aCHOCTM, I[OJb30BaTeJIbCkUe nOpennodreHuda 40 wu
[IOJIL30BaTEJNILCKOEe KJWUeBoe cJoBo 41. Ilonk3o0BaTenk 10 MCIOOJB3YET
CBOe KJIUeBOe CJOBO U TIOJbL30BaTeJbCKMe OpennouTenusa 40 14
Co3IaHMsag OIHOPa30BOTO Koma 12.

[lob30BaTeJIbCKMe npennouTeHma 40 B ITaHHOM IIpMMepe BHITUIAIAT
caenyomyM ofpasoM:

(a) MaTpulila 31 oBecrnieueHn s fes30MmacHOCTHA IOOJDKHA
oToBpaxkaThbCsa B CJy4YalHOM IIOpAIKe;

(b) moBaBiaTp 2 K IOepBoM OyKBe KJIOUeBOTO cCJoBa, 4 - Ko
BTOpOoM OyKBe KJIOUEBOTO CJIOBa M T.O.; U

(c) BTOpasg u UYeTBepTad UMOPE B STOM IpUMepe  IOJDKHH
OpenCcTaBJIATE LUUOPH, BHOpPAHHHE I[IOJB30BATEJIEM, a OTBET C UMCJaMA

OJIA OOHOPpasOoBOTI'O OeCTBUTEJILHOTO KoIa IIpencraBJideT cobom

a. 41215
b. 42225
c. 43235
d. 41235
e. 49285
f. m T.O. - IIpUYeM DpeJIeBAHTHEMM HABJIAOTCA TOJBKO II€PBOE,

TpeTke UM MATOEe UMuca.

OnpelleJIMB 3HaUeHME B MaTpMIeEe IJIA KaXIoT'o CHMMBOJIA KJIUEBOTO
cJIoBa, noJiyumuM 2#8#9. JobaBue oBdxonm +2, IoJiyumM  4#2#5,
IpencTaBJIAKIEES OOHOPAa30BHM KOl . On4aTh xe 3aMeTHUM, UToO
CYMMUPOBaHMe MIpelcTaBJifgeT coboM CcyMMMpOBaHMe o MomyJimo 10.

B kxauecTeBe IIpMMepa Ha @ our. 6 I[OoKaszsaHH MaTpuua 31
oBecrieueHrd ©0e30MIaCHOCTM, I[IOJb30BaTeJNbCKUe npennoureHuda 40 wu

[IOJIL30BaTeJIbCKOe KJoueBoe cJjioBo 41. IloakzoBaTesib 10 MCIOJB3YEeT
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CBOe KJIUeBOe CJOBO U TIOJbL30BaTelbCKMe OpennouteHusa 40 14
cCo3IaHMsg OIHOPa30BOI'O Koma 12.

[lob30BaTeJIbCKkMe HnpennoureHmusa 10 B ODaHHOM OpMMepe BHIUIAOAT
clenyomuM o0pasoM:

(a) MaTpula 31 oBecrieueHnd fes30MacHOCTHA OOJDKHA
oToBpaxaThbCsa B CJIyYalHOM IMOPAOKeE;

(b) nmobBaryssgTe 1 kK [epBOM OyKBe KJIOUEBOTO CJIOBA, BHUMTATL 1
13 BTOPOM OYKBHE KJIOUEBOI'O CJIOBa, »OOBABJATL 1 K TpeThel OyKBe
KJIIOUEeBOTO CJIOBa M T...

OmpeneJiMB 3HaUeHMe MaTpMUH IJS KaxOoT'o CHUMMBOJIA KJIOUEBOTO
cJIOBa, nojgyummMm  98428. IDoB6aBMB CkKauduok +1, nojgyumMm 07519,
npencTaBJIAKIEES OOHOPAa30BHM KOI. OmaTo xe, CJIOXeHre WU
BHUMTAaHME IIpelcTaBjigeT coOoM CJIOXeHMe WM BHUMTAaHMEe I[I0 MOIYJID
10.

Ha our. TA npelncTaBJIEHA cucTeMa 30 obecrieueHnsd
Bes30MIacHOCTM, MCIOJbL3yeMas 3allUMMeHHOW cucTemoM 20 OJIa IPOBEPKU
IpaBUJILHOCTM aBTOpM3alUuUM IIoJb30oBaTejye 60, KOTOpHEe BXOOAT B
yuepes JIOKaJIbHYy© ceTb 70, K KOTOPOM TIOOKJIUEeH I[I0JIbL30BaTellb
uepes BecnpoBOOHOM nprueMonepenaTumnk 72 C VCIIOJIE30BaHMEM
IIPOBOIHOTO MM OeCHpPOBOIHOTO COEeIVMHEHMUS.

Stan 1: IloJb30BaTeJIb OCYIECTBJIAEeT OOCTYII B I[IOpTaJl BXOoIa B
3alMMeHHYn CUCTEeMYy - TOJIBKO TIIO 3alpocy OJ4 IOpelocTaiBjeHMsa 1D
[10JIL30BAaTeJIL, KOTOPHIM MOXeT IpencTaBliaTh cobom ampec
SJIEKTPOHHOM IIOUTH, COIJIACHO CCHJIOUHHM MO3MUIMAM 82 u 84 Ha o¢ur.
TB.

Sran 2: IloJbp30BaTelib BBOIOMT ID HoJiIb30BaTeJIg, KakK IIoKa3aHOo
IO CCHUJIOUHOM mnosulmel 84 Ha o¢ur. 7B.

STan 3: BallMmeHHas CcHUCcTeMa oTHhpaiJjdeT 1D nojseszoBaTesiga M 1D
CUCTeMEl B cCUCTeMy ofecHedueHrsa ©0e30IaCHOCTM, KOTOpas BHIIOJHAET
IpOBEePKY IOIJIMHHOCTM ¥ BO3BpamlaeT MaTpuly 31 obecneueHud
BeszonacHoCTN (cMoTpM 86 Ha ¢ur. 7B), kKoTopas 3aTeM OoToOpaxaeTcHd
3amumeHHoOM cucTeMor 20 mnoJib3oBaTeso 60.

Stan 4: TloJb30BaTeNlb BBOAMUT ONHOPA3OBHM KOO 12 M BXOIUT B
cucTeMy Kak HOPMAaJILHEM IIOJIb30BaTe]Jb (86 Ha our. 7B). Cucrema 20
obecrieueHus 0e30I0aCHOCTM OTIpaBJAeT OOHOpaszoBEM koxm 12, ID

I1OJIE30BaATEJIA 12 ID CHCTEMEI B CHrcTreMy 30 obeclrieueHmnd
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Be30IacHOCTHM, KOTOopasd OpOBepseT YIOMAHYTHY KOO M OpeloCTaRJIAeT
3amumeHHoN cucTeMe 20 ID ceaHca, €CIM YIOMSAHYTHIM KON I[IpOMeJI
IIPOBEPKY MNOOJMHHOCTH.

Ha our. 8 npelcTaBJIeHa cucTeMa 30 obecrieueHmd
Be30IIacHOCTHM, MCIOJb3yeMas 3allMleHHOW cucTeMo¥ 20, IJd MIPOBEPKU
nojb3oBaTesier 60, KOTOpHeEe BXOIAT B CHUCTeMy udepes MHTepHeT 90,
HallpyMMep, MCIOJb3ysa MomeM 96.

Sran  1: VYIoajleHHHM IIOJIB30BAaTeNIb OCYMEeCcTBJISeT IOOCTyIl K
IopTally peruMcTpaluM 3aluleHHOM CUCTEeMB - TOJIBKO II0 3alpocy OJd
npenocTaBJeHVsa 1D [OJB30BaTeNd, KOTOPHM MOXeT MNPpeldCTaBJIaATh
coboM ampec DJEKTPOHHOM IIOUTH, COIJIACHO CCHJIOUHHM HO3ULKAM 32 U
84 Ha our. 7B.

Sran 2: IloJp30BaTelib BBOOMT 1D HOOJIb30BaATEJIA, KakK IIoKa3aHOo
IO CCHUIOUHOM mnosulimel 84 Ha o¢ur. 7TB.

STan 3: BallMleHHas CcHUCcTeMa oTHhpaBbJjideT 1D nojbszoBaTesid u 1D
CHUCTEMEL B cuUcTeMy 30 oBecrieueHusd He30I1acHOCTH, KoTOpada
BHIIOJIHAET IPOBEPKY  HNOOJMHHOCTM ¥  BO3BpamaeT MaTpuilly 31
obecrieueHrs 0e30NaCHOCTHM, KOTOopasd 3aTeM oTobpaxaeTCsd 3allMIeHHOM
cuctemom 20 obecrieueHuda 0es30IacCHOCTM MoJib30oBaTesmo 60.

Sran 4: IloJb30BaTellb BBOOUT ONHOPA3OBEM KOI ¥ BXOIUT B
cCucTeMy KaK HOPMAaJIbHHM II0JIb30BaTeNlb (86 Ha ¢our. 7B). BamumeHHas
cucTteMa 20 oTHpaBJISeT OOHOPAasOBHM kon 12, ID nojgbp30BaTesia M 1D
CHUCTEMEL B cucremy 30 obecrieueHn s fesornacHoOCTH, KoTOpad
npoBepsaeT YINOMAHYTHM KOO UM NPpeIOoCTaBJIAeT 3aluleHHoM cucteMe 20
ID ceaHcCa, eCJM YIOMSAHYTEM KOJI IIpOomeJl INPOBepKY MNOOJIMHHOCTHU.

Ha dur. 9 cucTeMa 30 obecrieueHmnsd fes0mnacHOCTH,
WCIOJIb3yeMasa 3BallMleHHOW cucTeMo¥ 20 OJsa TpOoBepKM II0JIb30BaTellel
60, KOTOpHE BXOIOAT B CHUCTeMy Uepe3 MHTepHeT 90. B »TOM!
KOHOUT'Yypaluuy oOnOHa cucTeMa 30 ofecliedeHMsa 0Oe30IaCHOCTM MOXET
OBCIYyXMBATH MHOXECTRBO 3aMUIeHHHEX cucTeM 20, yTo naer
BO3BMOXHOCTE IIOJIBE30BaTesiaM 60 MMeThb OIOHO KJIUeBOe CJIOBO IJIA BCeX
3apeTMCTPUPOBAHHEIX CUCTeM. Kak yKa3HBaJIOChk paHee, YIaJIeHHHeE
nojip3oBaTes 60 nomcoemuHARTCA K VHTepHeTy 90 uepes mMomeM 96.

Sran 1l: VY@maJjleHHHM IoOJIb30BaTeJlb 60 ocymecTBJISeT IOCTYII K
moprajly BXOoOa B 3alMIeHHYK CHUCTEeMBl — TOJIBKO IIO 3alpocy OJjd

InpenocCcTaBJIEHNMA ID I1oJib3oBaTeJIid, KOTOpBIﬁ MOXeT IIpedCTaBJIATE
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coboM ampec DJIEeKTPOHHOM IOUTH, COIJIACHO CCHJIOUHHM HO3ULKAM 32 U
84 Ha o¢ur. 7B.

Sran 2: Illoap3oBaTejbe 60 BBOOIMT 1D T1[oJb30BaATE]IH, Kak
IOKasaHO IIOI CCHUIOUHOM mnosulmen 84 Ha ¢ur. 7TB.

STtan 3: BamumeHHas cucteMa 20 oTnpaBJdeT ID HDOJIb30BaTeNd U
ID cucreMel B cucrteMmy 30 of6ecneueHusda ©es30I0acCHOCTM, KoTopasd
BHIIIOJIHAET IPOBEPKY MIOOJIMHHOCTU u BO3BpalaeT MaTpPUILY 31
obecrieueHusa 0e30MaCHOCTM, KOTOpas 3aTeM OoTodpaxaeTcs 3alMilleHHOMN
cucrTemor 20 noJsib30oBaTeso 60.

Sran 4: Tlogb3oBaTesb 60 BRBOOMT OIOHOPA30BHM kKom 12 wu
PeTUCTPUPYETCS KakK HOPMAaJILHEM [IOJIb30BaTellb. 3allMmeHHas cucTeMa
20 oTnpaBJgeT OIHOPAB3O0BEM Kom 12, ID moJab3oBaTesida M 1D CUCTEMEH
B cucremy 30 oOecneueHusa 0e30I0acHOCTH, KOTOopasd IpPOBEPHAET
VIIOMSAHYTHM KOO U MIPedoCTaBJIAeT sRamMmeHHOM cucTeme 20 ID ceaHca,
ecJM YIOMSAHYTHM KOJI IIpOoIeJl NPOBepKYy MNOOJIMHHOCTH.

Ha o¢mr. 10 npemcTaBJieHa BHYTPeHHAS cucTema 30 obecrnieueHus
©e30MIaCHOCTHM, CKOHOUI'YpMpPOBaHHasa IOJi4 OOCIyXMBaHMA OQUHAHCOBOTO
yuypexIeHrd II0 BCeM ero OMHAHCOBEIM OeJjlaM, M KoTopasd »0QeKTUBHO
3aMeHSIeT CTaHOapTHBIE CHUCTEMB ayTeHTUOMKaALUMM, TaKue KakK CUCTEMEH,
OCHOBaHHEEe Ha IapoJjigax M PIN-komax, nJjd »OeOUTHBIX U KpPeOUTHHX
CUCTeM, MCIOJBb3yEeMEX B paCueTHHX Y3JlaxX, ©OaHKOBCKMX abBToMaTax
(ATM), B OITOBOM MM JVHTepHeT-TOPTORBRJIe. B MOIpuBedeHHOM BHIIe
IprMepe IIOKa3aHH:

(a) VMHTepHeT-O0aHKMHI Uepe3s CeThb JHTepHeT

(b) IOpyrme MWHTepHeT-YCIyI'M, TakKMe Kak oOMeH aKUMAIMM WU
0OMeH MHOCTPaHHOM BaJIOTH

(c) BaHKOBCKME aBTOMAaTH

(d) Touxkm npomax

(e) TlepCOHAJNBLHEM KOMIOLITEP OJSA OOCIIYXMBAHUSA KIJIIMEHTOBR

(f) OducHHE NepCOHAJIbLHEE KOMIIBITEPEH.

Hmxe ONMCEHBaKwTCSA CUCTEMEH, I[IOKa3aHHHEE Ha o¢ur. 10.

VHTepHeT-OaHKUHT 4Uepe3 CeTb VHTepHeT

Ecim noJap30BaTe]Jlb BXOOMT B MHTepHeT-nopTas 90 0OGaHka
OOBIUHEIM TIOPAOKOM, TO B IIPOLIEeCCEe BXOXIEHMS 3alpallMBaeTCsa TOJBKO
ID noJsgb30BaTEJIA (CMOTPM CCHJIOUHBEE THo3uuum 82, 84 Ha our.’/B).

[locyie mnpuema ID mnoJgbszoBaTesid KoOMIbTep 20 OaHKa CBA3HBaeTCd C
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cuctemor 30 oBecnieueHus 06e30IacHOCTM, coobmas ID HoJb30BaTeNa U
ID B0aHKOBCKOU CUCTEMH. [Tocaie [IPOBEPKNU NOIOJIMHHOCTU ID
nnojipzoBaTesida U ID cucTeMmel cucTeMa 30 obecneueHuda O0e30IaCHOCTHU
coszmaeT MaTpuly Oe30lIacHOCTM M IlepenmaeT ee Oo0paTHO Ha KOMIIBITEP
20 ©OaHka, IOCJe Yero oTobpaxaeT 53Ty MaTpully IoJdb3o0oBaTeo 110
BMeCTe C 3alpoCOM Ha BBOJI OIOHOPA30BOT'O KoIa, Kak STO IIOoKa3aHOo
IO CCHBUIOUHOM mos3uumeydt 86 Ha our. 7B. MWcnoabsysa MaTpuUlly
obecrieueHns 0e30MNacHOCTM, I[IOJIB30BATEJIL CO3HaeT ONHOPAa30BEM KO
M BBOOMT €TI0 B CHCTeMy. OTOT OIHOPA30BHM KOO INOoCTyHaeT o0O0paTHO
B koMmbbTep 20 OaHka, KOTOPHM BaTeM HalpaBJsgeT 3TOT OIHOPAa30BHM
kom, ID noJsb30BaTesigs M ID OaHKOBCKOM CHCTeMH oBpaTHO B CUCTEMY
30 obecrieueHus  0Oe30IIaCHOCTH, Ioe IpoeBepfAeTCs  IIOOJIMHHOCTE
OODHOPAa30BOTO Koma. EciauM ero IODOIJIMHHOCTL IIOOTBEPXOAeTCd, TO
co3naeTca ID ceaHcCa, KOTOPHM IepemaeTcsa oOpaTHO Ha KoMmmbilTep 20
DaHKa, a 3aTeM BoO3BpallaeTcd oO0paTHO B MHTepHeT-IpuiioxeHre 110
ojga GopMMPOBAHMA UYacCTM BCeX IIOCJEeOYIIMX 3allpoCcoB, CO3OaBaeMBIX
0Jig KoMIlbloTepa 20 OaHka.

Ipyrue UHTepHeT-yCJIyIM, TaKMe Kak OOMeH aKUMAMKM WM OOMeH
MHOCTPAHHOM BaJIIOTH

[loslp30BaTEJIE BXOOUT Ha VHTepHeT-IIopTajle 0OaHKa B KauecCTBe
HOPMAaJIbHOT'O IIOJIb30BaTeJId, IIpUUeM B IIpollecce BXOoIa 3allpallMBaeTCHd
ToJIbKO 1D noJgb3oBaTesiga (corJjilacHo 82, 84 Ha o¢ur. 7B). Ilocie
npuemMa ID mnoJspszoBaTesid kKoMIobiTep 20 BaHka CBA3HBAETCHA C
cucTtemon 30 ofecnieueHus ©0e30NacCHOCTH, IepelaBas 1D MoOJb30BaTeJIA
1z ID ©GaHKOBCKOWM CHUCTEMH. [Tocsie  I[IPOBepPKM  IIOOJIMHHOCTU ID
noJjezsoBaTesida U ID cucTemel cucrteMa 30 obOecnedeHusda O0e30IaCHOCTHU
cozmaeT MaTpully ofecleueHMd Oe30I0acHOCTM WM HalpaBJIgeT ee
oBpaTHO Ha komnviTep 20 ©GaHKa, KOTOPHM OoToOpaXxaeT 5TY MaTPUILY
noJip30BaTe I® 112 BMecTe C 3alpoCOM Ha BBOI OOHOPa30BOI'O KOIAa.
Vcrnonb3ysa MaTpully obecrniedeHmus ©es30aCcCHOCTHM, IIoJIb30BaTeJb 112
co3maeT OOHOPABOBHM KOO M  BROOIUT €TI0 B CUCTEMY . 3TOoT
OIDHOPAa30BHM KOI IOCTyIaeT o00paTHO B koMIblTep 20 OaHKa, KOTOPHM
3aTeM HalpaBJIgeT 5STOT OOHOPAa30BHM koI, ID mnoJb3oBaTesida M ID
BaHKOBCKOM CUCTEMEL ofpaTHO B cucTeMy 30 obecrieueHuUAd
0e30IIaCHOCTH, TOe IIpOoBepdeTcd IIOIJIMHHOCTE OIOHOPAa3O0BOTO KoIa.

Ecim ero NDOIJMHHOCTE IIOOTBepXIDaeTcd, TO cozmaeTrca 1D ceaHca,
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KOTOPEM IepellaeTcsa oOpaTHO Ha koMobkTep 20 ©0aHka, a 3aTeMm
BO3BpamaeTcsa o0paTHO B VHTepHeT-npuJiokeHre 112 1nyd QopMMPOBaHMA
YacTy BCeXxX IIOCJIeOyKIMX 3alpoCOoB, CcO3OaBaeMeX IJIS KoMIsiTepa 20
OaHKa.

EAHKOBCKVE ABTOMATH (ATM)

[losep30BaTENL, Kak OOBUYHO, BBOIUT KapTy ATM MWIM KPeIUTHYIO
kKapTy B ATM 102a, 102b ©0aHka, nocje dYero ATM nepemaeT 1D
NoJIb30BaTeJIA U JIOOyKn OPpYI'YK COOTBETCTBYHIYIR MHOOPMALMI Ha
koMneTep 20 OaHka dYepe3 ceTb 116 OaHKOBCKMX aBTOMATOB. 3aTeM
KoMmnbioTep 20 ©OaHka CBA3HBaeTca C cucTemom 30 obecrnedeHusd
He30IacHOCTH, repenarad 1D [IoJIb'30BaATEJISg " 1D OaHKOBCKOM
cucTeMbel. Ilociie NOOTBEPXOEeHUA IIOOJMHHOCTM ID nojss3o0BaTesyda u 1D
cucTteMel cucTema 30 obecriedueHus 0e30MNacCHOCTM CO3OaeT MaTpUlly
oBecnieueHnd O0e30MINaCHOCTM M HalpaBJIsgeT ee o00paTHO Ha KOMIBIOTED
20 BDaHka, KOTOPHM BO3BpamaeT 2Ty MaTpully Ha ATM 102a, 102b o4
ee oTOoOpaxeHUs I[IOJIE30BATEN. MCHoOJb3YysS MaTpully o0eclieueHus
BesonacHOCTM, IoJb30BaTesib 102a, 102b co3maeT OOHOPABOBHM KOO U
BBOIUT ero C KJaBuaTypu ATM. 3TO0T OOHOPA30BHM KOI IIOCTYIIAaeT
Uepe3 ceTb 116 OaHKOBCKMX aBTOMaTOB o00paTHO B KoOMIbTep 20
BaHKa, KOTOPHM 3aTeM HalpaBJSgeT 5STOT OOHOPAas3OBHM KOOI, ID
nojgb3oBaTesia M ID 0OaHKOBCKOM cucTeMH oOpaTHO B cucTeMmy 30
obecrieueHuda 0es30IacHOCTH, roe IpoBepAaeTCA IIOOJIMHHOCTE
OOHOPAa30BOTO KOIHa. EcIM ero IOOIJMHHOCTE IIOOTBEpPXIaeTCcs, TO
cos3naeTca ID ceaHca, KOTOPHM IepemaeTcsa o00paTHO Ha KoMmmbkiTep 20
BaHka 0OJ49 (QOPMMPOBAHMA UYaCTM BCex I[OoCJeOyllMx  3alpoCcoRB,
cozmaBaeMEIX IJIs KoMIbTepa 20 DaHKa.

TOUKA TIPOIAX

[loJb30BaTeJlb BBOIUT/IPOKATHBAET KapTy ATM MM KPeIUTHYIO
KapTy dYepes3 ycTporcTBo 104 ToOUuKM Ipomax QMPMH-IIOCTAaBIMKA, IIOCJe
yero B OOBUYHOM IIOPAIKe BBOIOMTCSA IleHa, a 3aTeM uYepe3s ceTk 114
DaHKOBCKMX KapT B KoMneiTep 20 OaHKa IOCHJIAETCH COOTBETCTBYKIAS
vHbpopMalMa. 3aTeM KoMIbiloTep 20 6aHKa CBA3HBaeTCca C cucTemom 30
obecrieueHnd 6e30I1acHOCTH, coobmasda ID [1oJIb30BaTeJISd " 1D
BaHKOBCKOM CHCTeMH. Ilocjie MNPOBEepKM IMIONJMHHOCTM ID [OOJb30BaTeJIA
u ID cucreMel, cucrteMa 30 oOBecreueHus ©e30IacCHOCTM CcO3OaeT

MaTpully obecrnedeHnsa O0e30IaCcHOCTM M OTHIpaBJsgeT ee o00paTHO Ha
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xkoMInblTep 20 ©OaHkKa, KOTOPHIM BO3BpamaeT ee B ycTpoucTBo 104
TOUKM IIpolaxXx IJA OToOpaXeHMd Ha DKpaHe, eCJM STO BO3MOXHO, WM
0JIA pacledaTky OyMaXHOI'O UYeKa. JMCHoojab3yd MaTpully ofOecClledueHUd
0e30IIaCHOCTH, I[IOJIb30OBATEeJIb CO3OaeT OIHOPAa30BHM KOO M BBOOUT €TI0
C KJIaBMaTYPH 104 TOUKMU oponax. STOT OIIHOPAa30BHI KOZI
HalpaBJigeTcs Ha KoMnvlTep 20 ©OaHKa, KOTOPHM IIepelpaBiigdeT BSTOT
OOHOPA3O0BHM KO, ID mnoJabpszoBaTes s ¥ 1D OaHKOBCKOM CHUCTEME
obpaTHO B cucrTemMy 30 oOecnieueHusa 0e30IacHOCTM, T'IOe DTOT
OINHOPAa30BHM KO [IPOBEPSAETCSH. Ecim [IOOTBEPXIaeTCs ero
NpaBUJILHOCTL, co3laeTcsa 1D ceaHca, KOTOPHM HalpaBJgeTcsa oOpaTHO
B OaHKOBCKyK cucrteMy 20, Dne obOpabaTeBaeTCd oOCTaJlbHasd dYacTb
TpaH3aKUUM OOBUHEM OD0pa3soM.

MIEPCOHAJIBHEM KOMIIBIOTEP IJIA OBCJYXMBAHMA KJIMEHTOB

[lomaB B TOUKy OOCJHYXMBaHUSA KIMEHTOB B OTHejleHMM ©OaHKa,
[I0JIb30BaTEJb BHIIIOJIHAET CaMOMIOEeHTUOUKALIIO, VCIIOJIbE3Y 4 KapTH
BaHKMHTa WM JOoM IJIpyToM CHocof KOPpeKTHOWM MOeHTUOMKALUM,
KOTOPEM HOaeT BO3MOXHOCTE COTPYOHUKY IO paboTe C KJIMEeHTaMH
NOeHTMOUUMPpOBaTE 1D mnoJjbz30BaTe)id, M BBeCTM ero B noprain 108
OBCIIYXMUBaAHUA KJIMEHTOB. [lepcoHaJILHEIN KOMIILIOTEP 108 oid
OOCIIyXUBaAHMA KJIIMEHTOB OTIpabJyideT 1D NoJb30BaTesyda B KoOMIbTep 20
Banka. [Hajlee koMmnbioTep 20 ©OaHka CBA3HBaeTcsa ¢ cuctemom 30
obecrieueHusa esomnacHOCTH, MUCIIOJIE3Y 4 ID rnoJsib30BaTENIS U 1D
BaHKOBCKOM CMHCTeMH. Ilocjie MNPOBepKM IPaBUJILHOCTM ID MOJIb30BATEJIA
M ID cucreMel, cucrteMa 30 oBecreueHmus ©0e30INacHOCTM CcO3IaeT
MaTpuly obecrnedeHMs ©Oe30IaCHOCTM W OTIpabBJigeT ee o0o0paTHO Ha
koMIbioTep 20 ©GaHKa, KOTOPHM BO3BpamaeT ee Ha I[IepCOoHAaJIbHBM
koMneTep 108 1mJjsa OOCIHyXMBAHUA KJIMEHTOB IJis OTODpaXeHUsa ee
[I0JIE30BaATEJID. Vcnogsesysda IpenyCMOTPEHHOE YCTPOMCTRO BBOIA,
[I0JIb30BaTEJb cosznmaerT OINHOPAa30BEMU KOI n BBOIOUT ero B
IepCoOHaJBLHEM KoMMOblTep 108 Ojad oOCHyXMBaAHUA KIMEHTOB. OTOT
ODHOPAa30BHM KOI HalpaBJsgeTcd Ha KoMmnowiTep 20 ©0aHkKa, KOTOPHM
IepenpaBJgeT STOT OIOHOPA30BHM KOMO, ID nojgezoBaTesds wm 1D
BaHKOBCKOM CUCTEMEL oBpaTHO B cCUCTeMY 30 obecrieueHuUA
Bes30IlaCHOCTH, Toe STOT OOHOPABOBHIM KOJI IpoBepsAeTca. Eciu
IIOOTBEPXIOAaeTCsa €TI0 IMIPaBMUJIBHOCTL, cos3ZaeTcsa ID ceaHca, KOTOPHM

HampapJgeTcs ofOpaTHO B 0OaHKOBCKyl cucrtemy 20, a 3aTeM Ha
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IepCoOHaJIbHEM koMnblTep 108 1naa oOOCHyXMBaHMSA  KIMEHTOB  OJIA
bopMMpPOBaHMA YaCTM BCeX IIOCJEeOyIUX 3alpOCOB, BHIIOJHAEMEX IJI4
KOMIBIOTepa OaHKa.

OQVICHHE IIEPCOHAJIBHHE KOMIIBIOTEPH

[loslb30BaTEJIE  BXOOUT B KOPIOPaATHMBHYK CeThb IIOCPEeOCTBOM
perucTpaluM UYepes HOPMaJIbHHM IHopTaj 106; mnOpuueM B IIpollecce
BXOIa 3alpallMBaeTcd JSA TI[IPpeObiBRJIeHMs TOJBKO ID [oJb30BaTeJIA.

[Tocae IIpeIBABJICHUA ID noJsib3oBaTEJIA KOMIIBEIOTEP OaHka CBSA3HBHBaeTCHd

o} CUCTeMOM 30 obecrieueHuUs BeszoracHoCTH, VICIIOJIL 3Y S ID
[IoJIb30BaTes A u ID BaHKOBCKOM CHUCTEMEL. [Tocaie [IPOBEPKU
IIOOJIMHHOCTU ID II0JIL30BaTEJIA " 1D CUCTEMEH, cucrTreMa 30
obecrieueHusa 0e30IacHOCTHU coszmaeT MaTpUILY oBecrieueHuUd

0e30IlaCHOCTM W OTIpaBJjgeT e€e o00paTHO Ha koMIbTep 20 ©0aHKa,
KOTOPEM oOToOpaxaeT ee IMOJB30BaTEJl0 BeCTe C 3alpoCoM Ha BBOX
OOHOPAa30BOTO KoOIa. McHnojbaya MaTpHully ofecledeHua ©Oe30IIaCHOCTH,
[I0JIL30BATEJIbL CO3IaeT OOHOPA30BHM KOOI M BBOIOMT eI'0 B cucTeMy 106
OPUCHHIX epCOoHaJIbHHBX KOMIILIOTEPOB. STOT OOHOPAa30BHM Kono
HaOpaBJigeTCcsa Ha koMIbloTep 20 ©aHKa, KOTOPHM IIepelnpaBJISeT 2TOT
OOHOPA30BHM KO, ID mnoJgbz30oBaTesia M ID OaHKOBCKOM CHCTEMH
oBbpaTHO B cucrteMy 30 obecrneueHud ©0e30I0acHOCTH, roe  5BTOoT
OINHOPAa30BHM Kono npoBepgaeTcHd. Eciau [NOOTBEPXIAEeTCHA ero
NpaBUJILHOCTL, cos3maeTcs 1D ceaHca, KOTOPHM HalpaBJgeTcs o0paTHO
B koMIbioTep 20 ©OaHka, KOTOPHM IIepelpaBjigseT ero Ha O(QMCHHEM
nepcoHaJllb Hul KOMIILIOTEP 106 oJs bopMUpOBaHMA JacTu BCeX
[IOoCJIeOyIMX 3alpOCOB, alpeCOBaHHEX KoMObilTepy 20 O6aHKa.

[IOOOEPXKA IIOJIb3OBATEJA B HNAHMUECKON CUTYAIMU

B OIOHOM YCOBEPIEHCTBOBAHHOM BapMaHTe CHUCTeMa OOecClleueHUd
0e30IacCHOCTM KPOMe TOTO I[IO3BOJILAEeT NOOOepXaThk IIOJIb30BaTesid B
IaHMYEeCKOM CHUTyallMM. B 2ToM BapMaHTe I[I0JIL30BAaTeJbL WMJIM BJaleJell
CUCTEMEH MCIIOJNIbL3yeT KOHKpeTHOe npedmUrcHoe UMCJIIO VI
aJbTepHaTUBHOE KJIOUEBOEe CJIOBO BMEeCTO HOPMaJILHOTO KJIUEBOT'O
CJIOBa IJIA GOPMMPOBAHMSA OODHOPA3O0BOTO KODa M3 MaTPMUIE OOecCledueHUd
0e30IlaCHOCTH. Korma cucTeMa 30 obecrieueHuUsAa 0e30InIacHOCTHA
IpoBepsgeT OOHOPA30BHM KOOI U olpelejygeT, UTO OBJIO MCIOJBL30BAaHO
aJlbTepHaTHUBHOE KJIOUeBOe CJIOBO, OHa 3allyckaeT IIpenylpelnTelbHbBM

CUTHAaJI O IIaHMUYeCKOM CnTyaumm, KOTOpBIﬁ IIOCTYyIlaeT B 3IalllMIeHHYI
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cucremy 20. 9TO Jaer BO3MOXHOCTE SalIMIEHHOM  CHUCTeMe 20
oTpeaTrupoBaTh TaKUM obpaszoM, UTOOH 3alUTUTE KJMEeHTa,
HaxomgAmerocsa B COCTOSHMM CTpecca, HalpuMep, IIoOKa3hBad eMy
CYIIECTBEHHO 3aHMWXeHHBM ©OaJjlaHc nJa MWHTepHeT- wiau ATM-cucTeMm
102a, 102b W, YUUTHBA S HeoBXOoOMMOCTh 3allUThL KJIMEeHTa,
obecrnieunBas ©Oe30lacHHM OOCTYyIl B OU3Hec-cucTeMy (Ha OCHOBe
TexHoJioTuM “sandbox’” (mecouHwuua)) .

Ha o¢ur. 11 npencTaBJIeHH OIMCAHUSA CTPYKTYPH COOOMEHMUN.
STUMM COoOOmeH IMU ABJIAKTCSA coofbmeHMre 11 C 3alIpoCcoM
ayTeHTHOUKalMM, coobmeHre 12 C OOHOPAa30BEM KOIOOM, coobmeHme 31
C MaTpulel obeclieueHus 0e30IaCHOCTM, coobleHMe 32 C pes3yJLTaToM
ayTeHTUOUKaIUM M coobmeHre 33 0O BHIOJHeHuMM. CoobmeHne 11 cC
3arpocoM ayTeHTUOrKaumUM BRJIIOUAET B cebs YVHUKAJIbHEM ID
[IOJIL30BATEJII M B HEKOTOPHX BapMaHTax obechHedeHrsa O0e30MIacCHOCTU
UIeHTUOUKATOP (ID) CUCTEMEH, 3alpalmMBanimen ayTeHTUIMKALIMIO.
CoofmeHre C OOHOPA30BHM KOIOM BKJIOUaeT B cebd YyHMKAJbHEM 1D
[IOJIL30BATEJIA M B HEKOTOPHIX BapMaHTax ID CUCTeMB, 3allpaliMBaimen
ayTeHTUMKaLINKIO, a Takxe OOHOPAa30BHM Kom, BBEIIEeHHHMN
noJb3oBaTesieM. CoobmeHre 31 ¢ mMmMaTpuler obecrnedeHusa 6e30MIaCHOCTU
BKJIIOUaeT B ceba Habop Hap «KIOU-3HAUEHME», COCTABJIEHHHM B
COOTBETCTBUM C NOpennouTeHmsaMy 50 szamumeHHOV cucTeMbl. CoofmeHune
32 C pe3yJibTaTOM ayTeHTUOMKALMM BKJOUaeT B cebg B HEKOTOPHX
BapMaHTax OCYMeCTBJIeHUaS u300perTenus ID ceaHca, MHIMKALNMIO O
BHIIIOJIHEHUM WM MHIMKaLMi 00 ommbke. CoolmeHre 33 O BHIIOJHEHUU
BRJIIOUAeT B cebda yHUMKaJbHHM ID [oJb30BaTesII M B HEKOTOPHX
BapMaHTax OCYIEeCTBJIEHUS M300peTeHUsS - IIPOBepeHHBlM ID CUCTEeMB U
ID ceaHca.

Ha our. 12 IIoKas3aHu [I0JIL30BATeJILCKUe OpennouyTeHns.
[IoJIb30BaTeJILCKME TMPEeONouTeHudI BKIIDUADT B cebd IapaMeTp Hopanka,
napaMeTp CHOBMI'a, IapaMeTp o0xoHma, IapaMeTp CckadkKa, I[IapaMeTp
MackM ¥ paHIOMM3aTop. B COOTBeTCTBMM C IlapaMeTpoM IIopAanka
JuHeMVHas abcTpaklMsa o3HadvaeT, UTO MaTpHulla COIOepXuT OYKBH
KJIouey, OpedcTaBJIeHHHE B JIMHEMHOM Iopalke oT A mo Z m oT 0 1o
9. CrnyuarHas ab®cTpakKlMsa oO3HavaeT, UYTO MaTpHulla COIEepXUT OYKBEH
KJIoUey, TMpeIncTaBJIEHHEE B CJIydalHOM IOpAOKe.

[lapameTp coBuUTa 3amaeT NiZ{ele) [IOJIOXNT eJIb HEIM , JnBo
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OTPUIlATEJILHEM  COBUT. IIpy  OOJIOXKUTEJILHOM COBUITe K  KaXIoMy
3HaUeHHo, CBA3aHHOMY C  KJIOUOM, nofaBJgeTCcsa  [IOJIOXUTeJIbHad
BeJiMurHa. CyMMMPOBAaHME BHIIOJIHAETCHA IO MomyJo 10, a IJid CHUMMBOJIOB
- IO MOIOyJIo 26, Tak 4uTo Z+1=A. IlpM MCIOJBb30BaHMUM OTPULATEJIEHOTO
COBMI'a K KaXIOMy 3HAUEeHMIO, CBA3aHHOMY C KJIOUOM, HOOOABJIAETCH
oTpullaTeJlbHad BeJiMuMHa. CyMMMPOBAaHME BEHIIOJHAETCHA IO MomyJimo 10
OJIS UMceJl M [I0 MOOYJIo 26 IOJsS CUMMBOJIOB.

[TapamMeTp obxonma 3amaeT JIMBO [IOJIOXUTEJILHOE, JIMBO
oTpHullaTeJIbHOe IIpupaleHue. IOJOXUTEJIbHOe IIpupalleHMe o3HauaeT,
UyTO K 3HAUeHMO, CBSI3aHHOMY C KJIOUOM, »OOOaBJISeTCsa 3alaHHas
[IOJIOXUTEJIbHAS BeJiMuMHa, a 3aTeM oHa Bo3pacTaeT Ha 3alaHHYo
BeJIMUMHY TIIpKM cJenyiimeM pobaBleHuMr. OTpullaTesJibHOe IIpHpalleHue
03HavaeT, UTO K 3HaAUEeHMIO, CBA3aHHOMY C KJIOUOM, »OOOAaBJIAEeTCH
3amjaHHasa oTpullaTeJlbHas BeJIMuMHa, a 23aTeM OHa Bo3pacTaeT Ha
3adaHHYyIo BeJIMUKHY Ipu crenyomeM noaBJIeHUN . OnaTo xe
CYMMUPOBaHME BHIIOJHAETCS IO MoOyJo 10 Imjgg uMceJsl M IO MOOYJID 26
I0JIS CUMBOJIOB.

[lapaMeTp CKaukKa 3ajaeT Jubo ueTHoe, JMOO HeueTHOe 3HaueHUe
I0JIA CKauKa. ECOM @OJ4 STOro IIapaMeTpa 3alaHO HeueTHOe 3HaueHue
(0dd), ToO K KaXIoOMy S3HauUueHMIO, CBSI3aHHOMY C KJIIOUOM, »nobamBjigeTcsd
3aJaHHad BeJIMUMHAa CKadKa I[IPM HeUYeTHOM MHIOEeKCe KJIOUeBOTO CJIOBA,
M 32Ta BeJMUMHa BHUMUTAETCH M3 KaXIOoI'O 3HaAUeHUI B Cllydae UYeTHOTIO
MHIeKCa KJIoUeBOI'O CJIoBa. Ecamu nOJjsg IapaMeTpa cCcKaudka 3aldaHo
YeTHOEe  3HaueHUe (Even), TO  YIOMAHYTAasd 3alaHHas  BeJIMUMHAa
BHUMTAETCS M3 KaXIor'o BSHaueHMsa, CBA3aHHOTO C KJIUOM, IIpHU
HeueTHOM VHIeKCe KJIOUEeBOTO cJIoBa, u 3amaHHag BeJIMUMHA
nobaBJygeTcsa K KaxIoMy 3HaUeHMIO IIpM UYeTHOM MHIeKCe KJIIUeBOTO
cjoBa. CyMMMpOBaHMEe WM BHEHUMTAHME BHIIOJHAETCS DO MonoyJjwo 10 s
yrceJl UM IO MOIOYJIO 26 IOJIS CHUMBOJIOB.

[lapaMeTp MacKM OoIpeneyigeT, UYTO 3BalaHHHM CUMMBOJI B OIHOM WJIM
BoJjlee MHIOEKCaxX B KJIOUEBOM CJIOBE He OOJIKeH M3MeHATLCHA Ha IpyTron
napamMeTp. JJOINOJIHMTEJBHO, MeTKa (#) KD2IMPOBAHMS Ha TOM WMJIM MHOM
MecTe B KJIOUEBOM CJIOBe IIpelCcTaBJSgeT IIOONCTAaHOBOUHHM CHMMBOJ, Ha
MEeCTO KOTOPOTO IIOJIb30BaTeJIb MOXeT BRBeCcTM Jioboe UMCJIO WMIM Jiodon
CHUMBOJI.

PaHmoMM3aToOp MOXeT IMOIpelcTaBJIATE cobom OyKBYy WMIM CJIOBO,
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comepxallee Takoe Xe KOJMUYECTBO CHMMEOJIOB, UTO M KJIKUEBOEe CJIOBO.
Ecam paHODoMM3aTop IIpenOcTaBJieH oOgHoM OYKBOM, TO €TI0 UMCJIOBOE
3HAUEHMe M3 MaTPpULE CYyMMUPYETCH I[IO0 MoOyJx 10 C KaXIbM UYMCJIOBBEM
3HaAUEeHMeM  KJIUeBOTI'O cJjioBa. Ecimu  paHDoMM3aTOp  IIpelcTaBJIeH
CJIOBOM, TO TOTI'Ja 3HaueHMe KaxIoy OYyKBH B paHIOMM3aTOpe-CJIOBE
cyMMMpYyeTcsa 1o wMmonyJio 10 ¢ cooTBeTcTBYHHmEeM OYyKBOM B KJIOUEBOM
CJIOBE.

Ha ¢ur. 13 moxasaHH NPenlouTeHMs 3SalMlleHHOM CHUCTEeMbl. OTU
IpennouTeHnsa 3amalnT @opMaT BO3BpaTa, o00JacTb OIpelejleHMa KJmoda
u oBJjacTb ompenejyleHn a 3HAUEHNUAd. dopmaT BO3BpaTa MOXeET
IpencTaBJIATL cobor dopmaT XML, HTML, wmuszoBpaxeHue uIM TekcT CSV.
OBJjacThk oONpelelJIeHUMd KJoda OINpelelIseT, UTOo CcucTeMe oOecledeHUd
fe30MacHOCTM CcJelyeT (QOPMMPOBATH KJKUM MaTpPMIE oOeclieueHus
fe30MacCHOCTM C  MCIOJIE30BaAHMEM  3allaHHEX CHMBOJIOB . ObyacTb
onpenejieHMS BHAUEHMS OIpenesigdeT, UTO 3allMMeHHOM CUCTeMe CcJledyeT
bopMMpPOBATH 3HAUEHUSA MaTPWLEL oBecrnieueHn s fes30MmacHOCTHA C
VICIIOJIE30BaHMEM 3allaHHEX CHMMBOJIOB.

Ha o¢ur. 14 npencrarjeHa OJIOK-CXeMa BapMaHTa OCyIMeCTBJIEHUS
HaCTOAMETO M300peTeHMa. 3Ta OJIOK-CXeMa OIMCEBaeT STallbl, KOTOPHE
BHIIIOJIHAIT KJIMEHTCKUM MHTepdelc, 3BamuleHHasd CHUCTeMa M CUcTeMa
oBecrieueHnd 0e30IacHOCTH oJis ayTeHTUuOUKaumum [IOJIL30BaTEJA,
3alpallMBapmero OOCTYII B 3alMleHHY CcucTeMy. Ha osTane 150
[IOJIL30BATEJIE IMIpPedocTaBJIgseT cucTemMe obecrneueHusda 0e30I0acHOCTHU
KJIIOUeBOe CJIOBO M CBOM IpPenlouTeHMsa, a CcucremMa obOecleueHUs
fe30MIaCHOCTM Ha 52Tale 152 OpMHMMaeT 2TU IIO3ULMM M COXPaHsaeT Uux
B YCTPOMCTBE IIOCTOSHHOTO XPaHeHUS.

Ha o»sTane 154 noJjbp30oBaTeslb 3alpallMBaeT aBTopM3allMK Ha
KJIMEeHTCKOM MHTepdelce, KOTOPHEM Ha 5STale 156 oTopaBigeT 2TOT
3alpoc B 3allMIEeHHYK CHUCTeMy. Ha 3Tane 158 3zamumeHHasda CHUCTeMa
IPMHMMAET 3TOT 3alpoC ayTeHTUOMKALWM M HalpaBJISeT eI'0 BMeCcTe C
ID CUCTEME B cucrTemy oBecrnieueHn s fes30MacHOCTH, KOoTOopasd
IPMHMMAET D2TOT 3alpocC ayTeHTHudMKaumm Ha 2Tane 160. 3Barem
cucTeMa obecliedeHMsa 0e30MacHOCTM Ha »5STalle 162 co3maeT MaTpuUlly
oBecrieueHnd O0e30MIaCHOCTM M OTIIPABJLSET BTy MaATPULy B 3allMIEHHYI
cucTeMy Ha »Tane 164a wmam 1o6d4b. Ha o»sramne 164a 3zamumeHHas

CrucTeMa HallpaBJIideT 2Ty MaTpHrLy Ha KJIMEeHTCKUM MHTep@eﬁC, KOTOprﬁ
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ee I[IpMHMMaeT Ha »5HTalle 166. Ha »rane 164b szammmeHHas CcuUcTeMa
OCVYIIECTRBJISAET IIOCTPOEHME IIOJIE30BATEJNIECKOTO IpPencTaBJIEHUMS MaTpPUIIE
obecrieueHus 0es30NacHOCTM M  OTIPAaBJSEeT eT'0 Ha  KIMEeHTCKUM
MHTepdelc, KOTOPHM NPpMHMMaeT 2TY MaTpully Ha sTarne 166.

Ha oTane 166 MnoJb30BaTe]Jb TakKxe Co3OaeT OIHOPAaBOBHM KO,
MCIIOJIE3Y A MaTpully obecleueHud 0Oe30IIaCHOCTHM, CBOe KJIUeBOe CJIOBO
¥ CBOM IMNPenlouTeHMsS M BBOIOMT STOT ONHOPAS3OBHNM KOI B KJIMEHTCKUN
MHTepderc Ha 9STane 168. 3aTeM KIMEHTCKUM UHTepdelc IocChUIaeT
YKas3aHHBM OIOHOPA30BHM KOI B S3allMIeHHYID CHCcTeMy Ha bSTarne 170,
KoTopasa IIPMHMMAeT YKa3aHHHY OOHOPAal30BHM KOO Ha »sTane 172 u
HallpaBJideT er'o BMecTe ¢ 1D noJjb3zoBaTesnd M 1D CUCTEMEl B CUCTEMY
oBecnieueHnsa 0Oe30IaCHOCTM, KOTOpasd IIPMHMMaeT YyKas3aHHOE Ha BTale
174. Ha »ToM 3Tane cucrtema obecrieueHus ©Oe30MNaCHOCTHU IIPOBEPHAET
YKasaHHEM  OOHOPA30BEM  KOMH, VCIIOJIE3YSA  MaTpully  obOecliedeHusd
©e30MIacCHOCTHM, IIOCJIaHHYK paHee, IIOJIB30BaTEJIECKOE KJIUEeBOE CJIOBO
n [IOJIL30BAaTEJbL CKME NIpenlnouyTeHnd . Ha aTare 176 cucTeMa
oBecrnieueHrd Oe30MIaCHOCTM IIOCHJIAET Pe3yJIbTaTH ayTeHTHUOUKaALUM B
3alliIeHHY  CUCTeEMYy  BMeCTe C ID ceaHca, ecJM pes3yJbsTaT
ayTeHTHOUKalummM OvJI yclemeH. Ha »Tamne 178 3amumeHHas cCcUcTeMa
HalpaBJIAEeT 2TOT pPe3yJbTaT Ha KJIMEHTCKMM MHTepderc. OTOesIbHO, Ha
sTane 182 cucreMa obecrieueHus 0Oe30IaCHOCTM INOCHJIAET COOOmMeHMre O
BEIIIOJIHEHUU VI HEBEHIIOJIHEHUN ayTeHTUOUKaUUN B cucTeMy
obecrneueHus 0e30IaCHOCTM, KOTopad NPpMHMMaAeT yKa3aHHOe CcoofmeHMe
Ha »Tamne 184.

Ha o¢ur. 15 mnokazsaHa OJIOK-CXeMa BapMaHTa OCyMeCTBJIEHUS
n3o00peTeHUsa IOJIA CO3OaHMAa M OTIPaBKM OIOHOPAa30BOIO KoIJa. Ha »Tarne
190 maTpuia obecrneueHrsa 06e30IIaCHOCTM OoToOpaXaeTCHd Ha KIMEHTCKOM
MHTepdelce. 32Ta MaTpula MOXeT OHTL OIpedcTaBJieHa B aJlaBUTHOM
IopgaokKe MWJIXM B CJAYyYalHOM IIOpAIKe B 3aBUMCHMMOCTM OT TOTO, KakKou
[IOPANOK 3allaH B II0JIb30BATEJIbCKMX IMpenlnodTeHusax. Ha sTane 192
I0JIL30BATEJIL CO3OaeT OOHOPAa30BHM KOI, MCIOJIL3YA VYIIOMAHYTOE
KJIDUEBOE CJIOBO, MaTpPHUILY obecrieueHms fes30MacHOCTHA u
[IOJIL30BATEJILCKME I[IPEONOUTEeHMA, KOTOPHE OIPeNesIdainT, CleldyeT Ju
VCIIOJIE30BaATE CHOBUIM, OOXOIH, CKaykKM WM MackKuM Jmbo JoOyKn UX
KOoMOMHaUM©0 04 QOopMMPOBaHMA OIOHOPasoBOI'O koma. Ha »srane 194

I10JIE30BAaTEJIb BBOIOUT oTOT O,JIHOpaBOBBHZ Koo B KJIMEeHTCKUM
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UHTepdelrc, C TeM UTOOH ero MOXHO OBJIO IIepecijliaTh B 3alMIeHHY
crucTeMy .

XoTa HacTodmee M300peTeHMe - OBJIO HOOCTATOUHO  IIOOPOOHO
OMNMCAHO CO CCHUIKAMM Ha KOHKPETHHE INIPelloUTUTEJIbHEE BEepCUM eTo
OCyIeCTBJIEHUI, BO3MOXHE U IOpyIMe BEepPCUMN. TakuMm oBpas3oM,
CymecTBO ¥ 00BeM IpujlaraeMom QOopMYyJIE M300peTeHMd He CcJenyeT
OTPaHUUMBAaTDH onMcaHmeM IpPUBEOEeHHHX  3IeChb IPennouUTUTeJIbHEIX

BepCI/HZ OoCymeCTRBJICHMA MBO@peTeHMH.
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$OPMYJIA N3BOEPE TEHNA

1. Cnoco® @misa T[IpOBepKM ayTeHTHMUYHOCTM I[IOJIB30BAaTEeNIaA OJIsd
OOCTyIla B 3allMIIEHHYI CUCTEMY, IIpUUeM CIOCOD COIEpPXUT :

opMeM OT IIOJIb30BaTeJId 3allpoca ayTeHTUOUKaLUN;

cosmaHre MaTpMUE of0eclieueHMa O0e30IIaCHOCTM Ha OCHoBe ID
[IOJIL30BATEJNIA UM HOaHHEX O IIOJIB30BAaTEeJIbCKUX [IPelllouTeHUAX, U
OTIIPAaBKY VYIIOMAHYTOM MaTpPMLEB II0JIL30BATEJIO;

IpMeM OT IIOJIB30BATEJIA OOHOPAa30BOIO KOIJa B OTBET Ha MaTPULy
obecrieueHnsa 0es30IIaCHOCTH;

IIPOBEPKY OIOHOPas30BOTO KOIa Ha OCHOBe MaTpMIHE o0eclieueHusd
fesz0mIacHOCTH, ID [IOJIL30BAaTEJIA, 1o MeHbIIeMn Mepe OOHOTO
[IOJIL30BATEJNILECKOTO KJIOUEBOT'O CJIOBa M JaHHEX O I[I0JIb30BAaTEJIbCKUX
[IPenrnouTeHnaX ;

[IocJjie TIPOBEePKM OIOHOPas30BOTO KoIa, OTIPpaBKYy II0JIB30BaTEJO
pe3yJbTaTa ayTeHTuOMKaLUUMY, YIOMAHYTHM pe3yJjbTaT ayTeHTUOUKALIUU
OCHOBaH Ha OIHOPa30BOM KOIe, MaTpulle obecneueHrda ©Oe30IIaCHOCTH,
ID [IOJIL30BAaTEJIA, [IOJIE30BATEJECKOM KJIOUEBOM CJIOBE u
[IOJIE30BATEJILCKMX TIPENINOUTEHUAX,; U

OTIIPaBKy coobumeHns o BEIIIOJIHEHUUA W HEBHIIOJIHEHUN,
OTJIMUHOTO OT pe3ylibTaTa ayTeHTUOUKalLMM, B 3allMlleHHYID CUCTeMy Ha
OCHOBe pe3syJibTaTa ayTeHTUOUKaLUM.

2. Cnoco6 mo mn. 1, B KOTOPOM IOJIE30BATEJIECKOE KIIUeBOe
CJIOBO COXpPaHseTCs B 3alllMppOoBaHHOM BUIE.

3. Cnocod6 no m. 1, B KOTOPOM CO3IDaHMe MaTpMIE oOOecledueHUS
0e30InIacHOCTHU Ha OCHOBe D [IoJIb30BATEJIA nu IOTaHHBIX o)

IIOJIE30BAaTEeJIECKMX IIpenOIllouTeHMAX BRJIOUaAEeT B cebda CO3OaHNre

CIyYarHBM obBpas3oM YIIOPAOOUESHHOM Ma TPWLE oBecreueHmsd
BesonacHOCTH, Kak 3amaHo I aHHBEMA 0 [IOJIL 30BaTeJIbL CKUX
NPenIouTeHUIX .

4. Cnioco6 mo m. 1, B KOTOPOM CO3IOaHMe MaTpMIE OOecledeHUsd
He30I1acHOCTHA Ha OCHOBe 1D [IoJIL30BaATEJISg " IODaHHBIX o)

IIOJIE30BaATEeJIECKMX IIpenoliouTeHMAX BRJIOUAEeT B cebda CO3OaHNre

yHOpHHOquHOﬁ B aﬂ@aBMTHOM IIop4anKe MaTPMIIEL obecrieueHmnd
0e30IacHOCTH, KakK 3allaHo T aHHEMI @) IIOJIE30BaTEeJIbE CKMX
INpenliouTeHnMAX .

5. Cnoco®6 mo m. 1,
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B KOTOPOM 3alpoc ayTeHTUOMKaluMM BKJIOUaeT B cebs 1D
CUCTEME; U

B KOTOPOM  CO3IOaHMe MaTPHULEL OCHOBAaHO Ha IOaHHBIX o)
[IOJIE30BaTeJIbCKUX NpenrouTreHrax, 1D noJjbszoBaTesid M ID CHUCTEMH.

6. Crnoco6 mno n. 1, B KOTOPOM »Tall CO3OaHMSA MaTpULE
obecrnieueHua ©0e30IIaCHOCTM Ha OCHOBe ID moJjb30BaTesIfi M HOaHHEX O
[IOJIL30BATEJILCKMX [NPellNouTeHUMSAX BKJIOUaeT B cebsa T[IOCTpoeHMe
[I0JIE30BATEJIECKOT'O npencrarJIeHUs MaTPMULEL obecrieueHnsd
0e30IlaCHOCTH.

7. Cnoco® mo m. 1,

B KOTOPOM YIIOMSAHYTasd CHUCTeMa MMeeT IaHHEEe O IIPenllouTeHMSIX
CUCTEMEI; U

B KOTOPOM DTall CO3TaHua MaTpMUE ofeclledeHMHA Oe30I1aCHOCTHU
OCHOBAaH Ha ID [I0JIE30BaTeJI|, IOaHHBIX o) [IOJIE 30BAaTEJB CKUX
OPenrnouTeHNAX M OaHHBX O MNPpelloUuTeHMAX CUCTEME.

8. Cmooco6 mno mn. 1, B KOTOPOM 5STall CO3OaHUA MaTpPULE
obeclieueHusa 0e30llaCHOCTM BRJIKUaeT B cebsa cCco3OaHMe MaTpULH,
KOoTOopad OoTJIMYaeTcsa OT JiobOOoM paHee CO3OaHHOM MaTpPMILH.

9. Cnocot6 mo m. 1, B KOTOPOM pe3yJbTaT ayTeHTUOUKALUU
BKJIIOUaeT B ceba ID ceaHca, KOTOPHM HOJKeH OBTH MCIHOJILE30BaH
3alUMEHHON CUCTEeMOM.

10. Cnoco® mno m. 1, B KOTOPOM 3Tall IIpMeMa OIHOPa30BOIO
Kola BKJIOUaeT B cebdg npueMm 1D nojb30BaTesid M ID CUCTEMH.

11. Cnoco®6 mo m. 1,

B KOTOPOM IIOJIE30OBATEJIbCKOE KJIIUEBOE CJOBO COCTOUT U3
MHOXECTBa CUMMBOJIOB; WU

B KOTOPOM MaTpulla obecneueHrda 06e30IIacHOCTM oOToOpaxaeT
KaXOEM CHMBOJI KJIOUEBOTO CJIOBa Ha COOTBETCTBRYyKIEee UMKCIO.

12. Crnoco® mo mn. 11 B KOTOPOM IaHHEE O IIOJIBE30BaTeJlbCKUX
IpennouTeHnax BKJIOUAT B cebs  yKaszaHue Ha bopMmpoBaHMEe
OOHOPAa30BOI'O KOHa IIyTeM MOOMOMKALMM KaXOo'o UYMucCjla, Ha KOTopoe
oTofOpaxaeTCcsa  CHMMBOJI I[IOJIB30BaTEJIECKOTO KJIOUeBOI'O  CJIOBA, C
MCIIOJIb30BaHMeM CIOBUTA.

13. Cnoco® 1o m. 11 B KOTOPOM IaHHBEE O IIOJIbE30BaTeJibCKMUX
IpenrnouyTeHn IxX BKJIOU AT B cebsa  yKaszaHue Ha bopMmpoBaHME

OODHOPAa30BOT'O KOoIa IIyTeM MOIMOUKALMM KaXIoro UMcja, Ha KOoTopoe
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oToBpaxaeTcs  CHMMBOJ IIOJIB30BATEJILCKOTO  KJOUeBOTO  CJIOBAa, c
MCIIOJIb30BaHMeM obxona.

14. Cnioco6 mo n. 11 B KOTOPOM JIaHHEE O IIOJIb30BaTeJIbCKUX
OPEennouTEeHNAX  BKJIOUAT B cebs  yKa3aHUe Ha bopMmpoBaHME
OOHOPAa30BOTO KOOa MNyTeM MOOMOMKALMM KaXOoI'o uMcJa, Ha KOoTopoe
oToOpaxaeTCss  CHMMBOJI IIOJIb30BATEJILCKOTO  KJKUEeBOI'O  CJIOBAa, c
MCIIOJIb30BaHMEM CKauka.

15. Cnoco6 mo n. 11 B KOTOPOM IaHHEE O II0JIb30BaTeJIbCKUX
OpenrnouTeHrsaX  BKJIOUAT B cebs  vYyKa3zaHue Ha bopMupoBaHUE
OOHOPA30BOIO KoOa IIyTeM MOOMOMKALMM KaXIoI'o umMcja, Ha KOoTopoe
oToBpaxaeTcs  CHMMBOJI IIOJIB30BATEJILCKOTO  KJOUeBOI'O  CJIOBA, c
VCIIOJIL30BaHMEM MacCKM.

16. Crnioco6 mo n. 11 B KOTOpPOM JaHHEE O II0JIb30BaTeJIbCKUX
OpenrnouTeHraX  BKJIOUAT B cebs  vyKa3zaHue Ha bopMupoBaHUE
OOHOPA30BOTO KoOda MIyTeM MOOMOMKALMM KaXOoT'o umMcja, Ha KoTopoe
oToBpaxaeTcs  CHMMBOJI IIOJIB30BATEJILCKOTO  KJOUEeBOTO  CJIOBAa, c
MCIIOJIL30BaHMEM BEOPaHHOM IMoJIb30BaTejleM OYVKBEH.

17. Cnioco6 mo n. 11 B KOTOPOM JaHHEE O IIOJIb30BaTeJIbCKUX
OPennouTeHAX  BKJIOUAT B cebs  yKa3aHUe Ha bopMmpoBaHME
OOHOPAa30BOTO KoOoIa MNyTeM MOOMOMKALMM KaXOoI'o uMcJa, Ha KOoTopoe
oToBOpaxaeTcs  CHMMBOJI IIOJIB30BATEJILCKOTO  KJKOUEeBOT'O  CJIOBAa, c
MCIIOJIb30BaHMeEM BHOPaHHOTO IIOJIB30BATEJIEM CJIOBA, MMEKIEIO pas3Mep,
PABHEIM KJIOUEBOMY CJIOBY.

18. Cnoco®6 mo m. 1,

B KOTOPOM »5BTall INpMeMa OT II0JIb30BaTeligd OIHOPpasOBOT'O KoIa B
OTBEeT Ha MaTpHully o0eclieueHUs 0es30MacHOCTM BKIKOUaeT B cebd
cosIaHMe OIHOPasOBOTO KOoIDa Ha OCHOBEe aJlbTepHaTUMBHOI'O KJIOUEBOTO
CJIOBA;

B KOTOpPOM IIpOBepka OIHOPasOoBOTO KoIa BKJUYaeT B cebd
IPOBEPKY OIOHOPAa30BOTO KOIDa Ha OCHOBe aJIbTEePHATUMBHOTO KJIUEBOTO
cJoBa; u

B KOTOPOM OTIIPaBKa COOBMmMeHMS O BEHIIOJHEHUM WM HeBHIIOJIHEeHUU
BKJIIOUaeT B ceba yKa3zaHue 3amuimeHHOW  cHucTeMe O  HaJluuMu
IaHMYECKOM CHUTyalluM, C TeM UTOOH 3alMuimeHHas cUucTeMa obecreunsia
3alUTy II0JIL30BaATEJIA.

19. CucremMa obecreueHmsa Bes30IaCHOCTH 0JIA [IPOBEPKU
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aYTEeHTUUYHOCTHM IIOJIb30BaTeJId IJIA OOCTYyIla B 3allMIeHHYID CHUCTeMy,
npuueM cucTeMa obecrieueHrs 0e30MNaCcCHOCTM COOEPXUT:

KOMIILIOTEP OJId obecrieueHmnsa BesonacHOCTH, KOTOPHM
3anporpaMMMpoOBaH

I0JII COXpPaHeHMud IIOJIb30BRATEJIbCKOTO KJIUEBOT'O CJIOBa M IaHHBIX
O TIOJIL30BATEJIbCKUX IMPEONOoUTeHUIX,

nJIs npuema oT II0JIL30BATEJII 3amnpoca ayTeHTUOMKALINNA,
BRJIOUAKmero B cebs ID nojib30oBaTelis, IJS OOCTyla B SallMMeHHYI
cucTeMy M IOJIS CO3OaHusa MaTpulb obecrieueHMs 0e30MIacCHOCTM B OTBET
Ha VYIOMAHYTEM 3alpoc ayTeHTHudMKaluMM Ha OCHOBe COXPaHEeHHBX
OAHHHX O II0JIb30BATEJILCKUX MNpelllouTeHMsax M ID mojb30oBaTesd,

IJIS OTIPAaBKM MaTpHMUH ofecledeHUs ©Oe30INaCHOCTM II0JIL30BaTEI0
U IOpueMa OT IIOJIbL30BaTe]JId OOHOPa30BOTO KOIAa,

IJIS [OPOBEPKM OIOHOPA30BOTO KOIJa C MCIOJbL30BaHMEM CO3IaHHOM
MaTpulE obfecneueHuda 06e30MacHOCTH, IIOJBL30BATEJILCKOTO KJIOUEBOTO
CJIOBa ¥ @OaHHHEX O IIOJIL30BAaTeJbLCKMX IIPeOlNouTeHuIx, U OTIPaBKU
IOJIL30BATEJI0 pPe3yJbTaTa ayTeHTUIUKAIMM Ha OCHOBe YIIOMAHYTOMU
IPOBEPKU, U

OJI1 OTIPaBKM COOOmMEeHMSa O BHIIOJHEHUM WJIM HEBHIIOJHEeHUN,
OTJIMYHOTO OT pe3yJjibTaTa ayTeHTUOMKALMM, B 3allMIeHHYID CUCTeMy Ha
OCHOBE pe3yJibTaTa ayTeHTUOUKALUKU; U

KJIMEeHTCKUM nHTepdbemnc, KOTOPBIM naeT [10JIb30BaTEJI0
BOBMOXHOCTL IIlepelaBaThk B cucTeMy ofeclneueHusa 0e30IIacHOCTHU
3anpoc  ayTeHTUOMKauuM  OJIS OOCTyIla B SallMIeHHYID  CHUCTeMy,
IpUMHYMaeT U oTofOpaxaeT MaTpully obeclieueHMs 0Oe30IIacCHOCTHM, UM IaeT
[I0JIL30BATEJI0 BO3MOXHOCTL OTIPABUTL OIHOPASOBEM KOO B CHUCTEMY
oBecrieueHmsa 0Oe30MNaCHOCTH.

20. CucremMa oOecHeueHus 0e30IaCHOCTM IO II. 19, IIpu 5TOM
cucTeMma obecrieueHmsa Bes0IacHOCTH IpUHYMAET 3arnpoc
ayTeHTHUIMKALKMY Uepe3 SZalUlleHHYD CUCTEMY .

21. CucremMa ofOecneueHusda 0e30IaCHOCTM IO II. 19, Opu 5TOM
cucTeMa obecrieueHMsa 0es30MIaCHOCTM OTIPpaBJIgeT MaTpuUlly obecledueHUd
0e30IaCHOCTHM IIOJIL30BATEIID Uepes 3allMIeHHYK CUCTEMY .

22. Cucrema obecrnedveHusa 0e30I0acHOCTM IO II. 19,

opu 5SToOM cucTeMa obecrneueHus 0e30M0acHOCTM  OTIIPABJIAET

MaTpHMILy obecrieueHua 0e30IaCHOCTM B 3allMIIeHHYID CUCTEMY,; U
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IpM STOM 3allMleHHas CUcTeMa Cco3IOaeT I[IOoJIb30BaTelIbCKoe
IpencTaBJIeHMe MaTpMULH oOeclledeHMs O0e30NaCHOCTM M OTIPpaBJIAeT ero
[I0JIE30BATEJID.

23. CucremMa obecrneueHud 0e30IaCHOCTM IO II. 19, Opu 5TOM
cucrteMa ofOeclHedeHMsa Oe30INacCHOCTM IPMHMMaeT OOHOPA3O0BEM KO
yepes 3allMIeHHYID CUCTEMY .

24. CucremMa oOecnedueHusa 0e30IacHOCTM IO II. 19, OpM 5TOM
cucTeMa obecrieueHUsa Bez30MacHOCTU OTIIPaBJIAET pPes3yJabLTaT
ayTEeHTHUOMKALUM Uepe?3 BallUIeHHYID CUCTEMY .

25. Cucrema obecneueHusa ©Oe30IacHOCTM IO . 19, B KOTOpOu
KIIMEeHTCKUIM UHTepbelc dABjsgeTcsa Opays3epoM, KOTOPHEM OYHKIMOHUPYET
Ha KJIMEeHTCKOM KOMIBLITEPHOW CHUCTEeME.

26. Cucrema obecneueHusa 0e30IacCHOCTM IO I. 19, B KOTOpOU
KIIMeHTCKUY UHTepdelc dABIsgeTcd OaHKOBCKMM aBToMaToM (ATM) .

27. Cucrema obecneueHusa 0e30IacCHOCTM IO I. 19, B KOTOpOU
KJIIMeHTCKUY UHTepdelc HABJISeTCH TepMMHAJIOM TOUKM HNpOoHaxX.

28. Cucrema obecneueHus 0e30IaCHOCTM IO I. 19, B KOTOpOU
KJIIMEeHTCKUY MHTepdelc H[ABJseTCcd 0Opay3epOM KOMIBITEPHOM CHUCTEMH,
YIOPaBJIsgeMOM NOpelcTaBUTeJIeM KJMeHTa TOWM CHUCTEeME, B KOTOPY
3anpalmeaeTcad OOCTYII.

[To moBepeHHOCTH
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+ . Krioyesoe =8+ coBUr Ha 1 + obxop Ha 6 =
caBur Ha 3 + 1 10B0 ABCDE

obxon

D=7 +caBur Ha 1+ obxog Ha12=0
E=2+caBurHa 1+ obxon Ha 15=8

OnHopasoBhiil kog = 65608

PUT 4

oLy



10

31
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MaTpuua obecneyeHns 6e3onacHoCTy

P DINIWIL|A[H|G|P|J|UIOITI|Z |V Y|1BlQ M
216121714 3 4 01l7 21518(3 5
12
40 41 v [/
/ r | / A=2+o006xog Ha2 =4
# = nboe uncno - otépackLiBaeTcs
CryyaiiHblit nopsaaok Kntoyesoe B=8+06xog Had =2

+ obxop Ha 2, 4, ...

cnoBo A#B#HC

# = nboe uncno - oTépackLiBaeTcs
C=9+o0bxopHab=5

OpHopasoshlii kon = 4#2#5
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/

MaTpuua obecneverns 6e30nacHoCcTy

P U X|(TIBII'|INJY|Z|AIM|L D|O[H|Q]F|EIW|V|RI|S
1 6 3 2171912 |1 2{9(4|15|1181413|(0]9
12
40 41 Y /
/ I l / A = 9 + 1Ckauok Ha= (}
c U B =8 - 1Gkauokva= 7
nyJaliHbIi nopagokK C=4+1cC =5
+ CcKa4oK Ha 1 Km;figﬁ ABCDE o v

D = 2 - 1Ckavok Ha= 1
E =8 + 1ckauokva=9

OfHOpa3oBLIA KOg = 07519
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BHYTpeHHUIA cepBep obGecneyeHnss 6e3onacHoCTm
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3alluileHHan cucTema
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3anpoc 11 ayTeHTUbnkaumnm
YHukaneHbl ID nonk3oBartens
ID cucTemsbl, 3anpaLunBatoLlelt ayTeHTUd MKaLuio

OpfHopasoBbIi Kog 12
ID cucTemsbl, 3anpaluvBatoLlell NpoBepky
OpfHopasoBblIii koA, BBEAESHHbI KOHEYHBIM NONb3oBaTeNneM

MaTpuua 31 obecneveHnsa 6e3onacHOCTM
Habop nap knioy/3aHa4yeHne, COCTaBIEHHBIX B COOTBETCTBMM C NpeAnoy-TeHnammu 50 3almileHHOW cMcTeMbI

PesynbTaT 32 ayTeHTUdMKaLMK

ID ceaHca, OK nnu Owunbka
CoobljeHune 33 0 BbINOMHEHUN
YHukaneHblid ID nonk3oBaTtens

ID cucTembl, NOABEPrHYTON NPoOBEpKe

ID ceaHca

Tabnuua 1
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CermeHT

Oonuwna

OnucaHune

Mopsagok JlnHeitHag abcTpakuyms Byksbl KNntoya, NpefcTaBrneHHbIe B IMHEAHOM nopsaake oTA o Z, ot 0 [0 9
Mopsaok Cnyvaittas abeTpakums BykBbI KMtoua, NpefcTaBneHHbIe B CryYaidHoM nopaske
. BenunuuHa, foGaBnsemMas K KagoMy 3HavyeHuto, CBA3aHHOMY C KIo4oM. BeINOMHAETCS cBepTKa vucer,
CaBur MonoXuTenbHblA caBUr _ _
Hanpumep, 9+1=0, a Tawke cBepTKa OykB, Hanpumep, Z+1=A, 10 ecTb +1
o . BenunuuHa, BelMMTaeMas U3 KaKOOrO 3HaueHWss  CBA3AHHOrO € KMoYoM. BHINOMHAETCS cBepTKa Yucer,
Casur TPULaTENbHBIN CABUT Hanpumep, 0-1=9, a Takke cBepTka OykB, Hanpumep, A-1=Z, To ecTb -1
O6xon OTpuuaTtensHoe o
NpUpaLLeHite TpuUaTenbHOe nNpupalleHne
o BenundunHa, BolYMTaeMast U3 KaKLOrO 3HAYeHUS CBA3AHHOrO C KIOYOM, C MOCMeayoLUUM oTpuLaTeNbHLIM npupaLtleHuem.
06xon TpaLaTenLHOE BbinonHsAeTes cBepTka uucen, Hanpumep, 0-1=9, a Takke cBepTka 6yks, Hanpumep, A-1=Z, To ecTb -2
npupaiyenne (UHMLMNpPOBaHUMe nocrefoBaTenbHocTu 0,-2,-4,-6,-8, BbIUUTaeMOol ¢ npupaLleHuem)
Cravok HeueTHbIi OTa BennunHa [o06aBnAeTcs K KaMaoMy 3Ha4eHNI0, PacnonoXeHHOMY C HEYETHLIM MHAEKCOM
KIIOYEBOro CroBa, W BbIMUTAETCS U3 KaXKL0ro 3Ha4YeHUs!, PACMONOXEHHOrO € YETHLIM MHAEKCOM KIoYeBoro crosa
3 OTa BeNnuunHa BLIMUTAETCH U3 KaKAOro 3Ha4YeHWs!, PacnonoXeHHOro ¢ HEYETHBIM VHAEKCOM KITlo4YEBOro
Ckavok HeTHbii CrnoBa, 1 106aBNAETCA K Kaxk oMy 3HaUYEHUIO, PacroNOXeHHOMY C YETHLIM WHA EKCOM KITIoYEBOro Crosa
Cornacho Macka aBnseTca paclumpeHmem LWabnoHa Knio4eBoro Crnosa, Tak YTo CUMBOSI-3aMofHUTENb ONpeaenseTcs C
Macka HEKOTOPLIMM UHAEKCaMM KIoUYeBoro criosa. CYMBOINOM-3aroNHUTENeM MOXeT ObITb Nioboe Uncno/yksa/cMmeon,
OnpeneneHno KOTOPbIA HE MPUMEHAETCS ANS Kakoi-nu6o Apyroi onuuu. [JonorHUTENbHO, CUMBON # NPe/ cTaBMSET NOACTaHOBOYHbI
3HaK, No3BOMAA NOMb3oBaTeNo 3aAaTh KIYeBOoe CMOBO, KOTOPOEe BLIMMAANT AMNIMHHEE, YeM Ha caMOM Aene
PaHgoMu- E . MonbaoBarernb BLIGUPaET eAnHbIA KMoy 13 o6rnacTu onpeaereHns Knioda, Ybe 3HadeHe MCnonbayeTcs 3ateM A
aaTop ANHBIK MOLMdMKALMN KaX40ro OTAENbHOMO 3HAYEHNs B ktoueBoM crioBe. Hanpumep, FRED=6152 SBNSETCS KITIOYeBbIM
crnoBoM, P=3 aBnaeTcA eANHBIM KITIOYOM, BbIGPaHHbLIM paHaoMU3aTopoM, Tak YTo NoflyqaeTcs 04Hopa3oBblii ko 9485 B
npeanonoXeHnm, YTO HUKaKOW Apyroit MogndrKaTop He NpUMEHSArCcs
TTonb3oBaTernb BLIOWPaET BTOPOW NOMHbLIA KoY TakoW e AMUHbI, Kak KIto4eBoe CNoBO; KaXKablii MapKkep B 3TOM
Panaomu- Kritoy paHgOoMU3NPOBaAHHOM Ktode UCNONb3yeTCs ANS MOAMMUKALMKA K&XKL0ro COOTBETCTBYIOLLErO 3Ha4YEHUS B KITHOYEBOM
satop cnose. Hanpumep, FRED=6152 aBnaeTtca kniovesbiM crioBom, JOHN=1493 aBnaeTca Krnio4om paHaommuaatopa, Tak uTo

nosny4yaeTca 04HOPA3oBLIA Koa 7545 B NpeanonoXeHun, YTO HUKaKoR Apyroid MoandukaTop He NpUMeHancs

Tabnuuya 3
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CermeHT

Oonuwnga

OnucaHue

dopwmat BoaBparta XML MaTtpuua obecneyeHns 6esonacHOCTU Bo3BpallaeTcs B Buae cTpykTypbl XML
dopmat Bo3BpaTa HTML MaTtpuua obecneueHns 6e3onacHOCT BO3BpaLlaeTCcs B Buae nepedopmaTpoBaHHoro BnoxeHus HTML
dopmaT BosBpata | Waobpaxetune MaTtpurua obecneyeHns 6e3onacHOCTU BO3BpalLlaeTcs B BUAe U300paykeHns
dopmar Bo3BpaTa CSVv MaTpuua obecneveHuss 6e3onacHOCTN BO3BpallaeTcs B BUAe YNTAEMOro TEKCTa, pPasAefieHHoro 3anaTeiMu

ObnacTb
onpefeneHns Knoya

Habop cumeonos

oTApoZ oTagoz

ot 0809 unu
n306paxKeHuni

CucTtema obecneveHns GesonacHocT hoPMUPYET KoY MaTpuLbl oBecnedeHns 6e3onacHocTy,
( MCNoNb3ys yKasaHHble BO3MOXHOCTU 0TOOpa MHhopMaLmMu. 3Ta MHopMaLWs Takke onpeenseT cocTas

KIto4eBOro cnoBa

O6nacTb
onpeneneHns
3Ha4yeHus

Habop cumeonos

oTApoZ oTapoz,

ot 0 a0 9 unmn
n3obpaxKeHnin

CucTema obecneveHus GezonacHocT! HOPMUPYET 3HaYEHUA MaTpuLbl oGecneveHns GesonacHocTy,

UCMNonb3ys ykasaHHble BOSMOXHOCTW 0TGOpa MHGopMaLMn

Tabnuua 4
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Hauano

152

N ¥
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TTonbaoBarenb npefocraBnAer
cucteme obecnedyeHnsa dbesonac-
HOCTU KNIOYEBOE CMOBO U CBOM
nonb3oBaTenbckue NpeanoYTeHns

154
N\

Monb3oBaTesb BLINOMHAET
3anpoc ayTeHTUdUKaU1n ¢

KIMEHTCKOro nHtepdeiica

v

CucTtema obecneveHuns besonac-
HOCTU NONYYaET W COXPaHAET
Krnio4eBoe CMOBO U NOSb30BaTENbCKNE
npeanoyTeHns. KnioyeBoe crnoBo
Lwnppyetca

3anpoc ayTeHTudunkalmm
® |D nonb3oBaTens

Hauano

158

\

Y

KoHel

3awuieHHas cuctema gobasnaet ID
CMCTEMEI B 3anpoc ayTeHTUdbUKaLmm

160
\

KrnneHTcKknin nHtepdeiic

OTNpaBnseT 3anpoc ayTeH-

TUDUKaLUK B 3aLUMLLEHHYIO
cucTemy

Ea

3aluLeHHas cucTema Han-
paBnsieT 3anpoc ayTeHTUMhN-
Kauum B cucTemy obec-

neyeHunss 6e3onacHoCTH

CucTema obecneveHus 6630-
NacHOCTK nofyvaeT 3anpoc

ayTeHTUUKaLum

[Nonb3oBaTtens nonyyaet

3aluieHHas cuctema
HanpaBnaeT MaTpuULy Ha

Cuctema obecneyeHus besonac-
HOCTM co3aaeT maTtpuLy obec-

y

\

MaTpuLly Ha KITMEHTCKOM € N N < i
NHTepdeiice KITMeHTCKMI MHTepdelic BSEEQ@ egaoo r:?e(l:'lHHoocgmaguaw
LLIEHHYIO CUCTEMY
\ 3alymiyeHHasa cuctema op- \
MWUPYET NoSib30BaTENbLCKOE \
v 166 npeAcTaBneHne MaTpuLbl 164a 162

Monb3oBaTenb coafaeT OfHO- obecnedeHns 6e3onacHoCcTn
Pa30BbIii kOJl, UCMOMb3YS v '}.%‘%‘gg Spic O Ha KMEHTCKMN IN_164b
maTpuLly obecneveHuns 6e3o-

aCHOCTU, Nonb3oBaTensckue ___

peanoyTeHna u Kn4yesoe ~~168 3awuerHas cuctema BHocuT ID nonbaosaTena u ID
CIT0BO, N BBOAWT OZ1HOPA30oBhLIN CUCTEMbI BMECTE C O HOPa30BLIM KOLOM
KoL B KIUEHTCKUIA MHTepdeinc 172 174

N\

KrineHTckuii nuTepdeiic
nocelnaeT 04HOPa3oBbIN

3aluieHHas cucTema
HanpaenaeT 04HOPa3oBbIl KOA

Cuctema obecneveHus 6e3o-
MacHOCTW NpoBepsieT ofHOpa3o-

KOA B 3aLLULLEHHYI0 CUCTEMY Lyl B cUCTeMy obecneveHns »{BLIN KOZ, UCMONb3Yys MaTpuLy
.|obecneyeHuns 6esonacHoCTH, KITto-
GesonacHocTi 4yeBoe CNOBO W nork3oBaTeribckne
NpeAnoYTEHNA
\ esynbTaT ayTeHTUUKaLmum
170 178 MOXET BKIK0YaTh B cebs 176
' ID ceaHca ‘
\ . v\
KnueHTckuin nHTepdenc 3allMlLeHHas cUcTeMa Han- Cuctema obecnedeHus beso-
nonyyaeT pesynbTaT paBnsAeT pesynsTaT ayTeHTudn- racHocTil NocklacT pesyibrar,
" aLMM Ha KNUEHTCKMI <— ayTeHTUMKaLUMN Ha KINNEHTCKNIA
ayTeHTUdbuKaLmum u T MHTEpdENC Yepes 3aLULLEHHYIO
WHTepeic cucTemy
180 3awuieHHas cuctema Cunctema obecneveHns 6eso-

nonyvyaet HesaBUCUMOe

NacHOCTU NnockelaeT B 3alln-

dUl.14
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Hauyano

v \ _
OTo6pa>KeH|/|e MaTpulbl obecneveHuns 6e3o0nacHOCTU Manmua MOXeT OTO6pa)KaTbCF| B
Ha KIMEHTCKOM WHTepdelice B COOTBETCTBIN C .

andgaBUTHOM NOPsIAKE UMK CIy4anHOM

NoJIb30BATENBCKUMMN NPeNoYTEHUAMM nopsiake

Y \ —
KOLI,I/IpOBaHI/Ie NoNb30BaTESIbCKOIo KN4yeBoro Monb3oBaTenbcKkne npeanoYTeHna
CIoBa B OTBET Ha MaTpuLly obecneveHnst BKITlovaloT B cebs capur, obxof,
6e30MacHOCTV 1 NOJSb30BaTENbCKUMM CKa4oK U Mackn AnA USMEHEHNA
NpeanoyYTeHUSMU AN CO3AaHUsA OfHOPa3oBOro Kofa KIno4esoro crnosa

194

Y \\

BBoja 01HOPa3oBOro KoAa B KNUEHTCKMA

WHTephelic 1 Nepedada B 3alUULLIEHHYIO CUCTEMY

KoHey

dUlr.15
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